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Safety Information

Important Information

Read these instructions carefully, and look at the equipment to become familiar with the
device before trying to install, operate, service, or maintain it. The following special
messages may appear throughout this documentation or on the equipment to warn of
potential hazards or to call attention to information that clarifies or simplifies a procedure.

The addition of this symbol to a “Danger” or “Warning” safety label indicates that an
electrical hazard exists which will result in personal injury if the instructions are not

followed.

This is the safety alert symbol. It is used to alert you to potential personal injury
hazards. Obey all safety messages that follow this symbol to avoid possible injury or
death.

A DANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

A WARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

A CAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

EIO0000001578.15 11
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Safety Information

Please Note

Electrical equipment should be installed, operated, serviced, and maintained only by
qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction and
operation of electrical equipment and its installation, and has received safety training to
recognize and avoid the hazards involved.

Before You Begin

Do not use this product on machinery lacking effective point-of-operation guarding. Lack of
effective point-of-operation guarding on a machine can result in serious injury to the
operator of that machine.

AWARNING

UNGUARDED EQUIPMENT

» Do not use this software and related automation equipment on equipment which does
not have point-of-operation protection.

* Do not reach into machinery during operation.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.

This automation equipment and related software is used to control a variety of industrial
processes. The type or model of automation equipment suitable for each application will
vary depending on factors such as the control function required, degree of protection
required, production methods, unusual conditions, government regulations, etc. In some
applications, more than one processor may be required, as when backup redundancy is
needed.

Only you, the user, machine builder or system integrator can be aware of all the conditions
and factors present during setup, operation, and maintenance of the machine and,
therefore, can determine the automation equipment and the related safeties and interlocks
which can be properly used. When selecting automation and control equipment and related
software for a particular application, you should refer to the applicable local and national
standards and regulations. The National Safety Council's Accident Prevention Manual
(nationally recognized in the United States of America) also provides much useful
information.

In some applications, such as packaging machinery, additional operator protection such as
point-of-operation guarding must be provided. This is necessary if the operator's hands and

12
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other parts of the body are free to enter the pinch points or other hazardous areas and
serious injury can occur. Software products alone cannot protect an operator from injury. For
this reason the software cannot be substituted for or take the place of point-of-operation
protection.

Ensure that appropriate safeties and mechanical/electrical interlocks related to point-of-
operation protection have been installed and are operational before placing the equipment
into service. All interlocks and safeties related to point-of-operation protection must be
coordinated with the related automation equipment and software programming.

NOTE: Coordination of safeties and mechanical/electrical interlocks for point-of-
operation protection is outside the scope of the Function Block Library, System User
Guide, or other implementation referenced in this documentation.

Start-up and Test

Before using electrical control and automation equipment for regular operation after
installation, the system should be given a start-up test by qualified personnel to verify
correct operation of the equipment. It is important that arrangements for such a check are
made and that enough time is allowed to perform complete and satisfactory testing.

AWARNING

EQUIPMENT OPERATION HAZARD
« Verify that all installation and set up procedures have been completed.

+ Before operational tests are performed, remove all blocks or other temporary holding
means used for shipment from all component devices.

* Remove tools, meters, and debris from equipment.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.

Follow all start-up tests recommended in the equipment documentation. Store all equipment
documentation for future references.

Software testing must be done in both simulated and real environments.

Verify that the completed system is free from all short circuits and temporary grounds that
are not installed according to local regulations (according to the National Electrical Code in
the U.S.A, for instance). If high-potential voltage testing is necessary, follow
recommendations in equipment documentation to prevent accidental equipment damage.

Before energizing equipment:
* Remove tools, meters, and debris from equipment.

EIO0000001578.15 13
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* Close the equipment enclosure door.
* Remove all temporary grounds from incoming power lines.
» Perform all start-up tests recommended by the manufacturer.

Operation and Adjustments

The following precautions are from the NEMA Standards Publication ICS 7.1-1995:

(In case of divergence or contradiction between any translation and the English original, the
original text in the English language will prevail.)

* Regardless of the care exercised in the design and manufacture of equipment or in the
selection and ratings of components, there are hazards that can be encountered if such
equipment is improperly operated.

+ Itis sometimes possible to misadjust the equipment and thus produce unsatisfactory or
unsafe operation. Always use the manufacturer’s instructions as a guide for functional
adjustments. Personnel who have access to these adjustments should be familiar with
the equipment manufacturer’s instructions and the machinery used with the electrical
equipment.

» Only those operational adjustments required by the operator should be accessible to
the operator. Access to other controls should be restricted to prevent unauthorized
changes in operating characteristics.

14 EIO0000001578.15
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About the Book

Document Scope

This document provides detailed information about the Modicon M580 programmable
automation controller (PAC). These topics are also discussed:

+ Install a local backplane in the M580 controller system.
» Configure the M580 PAC.

« The controller performs Ethernet I/O scanning of both RIO and DIO logic without
affecting network determinism.

Validity Note

This document has been updated for the release of EcoStruxure™ Control Expert 16.0 with
ControlExpert_V160_HF001 M580 Safety and BME+58¢+« firmware version 4.21.

The characteristics of the products described in this document are intended to match the
characteristics that are available on www.se.com. As part of our corporate strategy for
constant improvement, we may revise the content over time to enhance clarity and
accuracy. If you see a difference between the characteristics in this document and the
characteristics on www.se.com, consider www.se.com to contain the latest information.

Related Documents

Title of Documentation Reference Number
Control Panel Technical Guide, How to protect a CPTGO003_EN (ENG)
machine from malfunctions due to electromagnetic CPTG003_FR (FRE)
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Modicon M580 Standalone, System Planning Guide HRB62666
for Frequently Used Architectures HRB65318
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ENG)
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GER)
ITA)

SPA)
CHS)

PR

Modicon M580, System Planning Guide for Complex NHA58892 (ENG)
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https://www.se.com/it/it/download/document/HRB65314/
https://www.se.com/ww/en/download/document/HRB65315/
https://www.se.com/ww/en/download/document/HRB65316/
https://www.se.com/ww/en/download/document/EIO0000001584/
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https://www.se.com/ww/en/download/document/EIO0000001587/
https://www.se.com/ww/en/download/document/EIO0000001588/
https://www.se.com/ww/en/download/document/EIO0000001589/
https://www.se.com/fr/fr/download/document/EIO0000002726/
https://www.se.com/fr/fr/download/document/EIO0000002727/
https://www.se.com/fr/fr/download/document/EIO0000002728/
https://www.se.com/fr/fr/download/document/EIO0000002730/
https://www.se.com/fr/fr/download/document/EIO0000002729/
https://www.se.com/fr/fr/download/document/EIO0000002731/
https://www.se.com/ww/en/download/document/NHA89117/
https://www.se.com/ww/en/download/document/NHA89119/
https://www.se.com/ww/en/download/document/NHA89120/
https://www.se.com/ww/en/download/document/NHA89121/
https://www.se.com/ww/en/download/document/NHA89122/
https://www.se.com/ww/en/download/document/NHA89123/
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Title of Documentation

Reference Number

33003807 (GER)
33003809 (ITA)

33003808 (SPA)
33003810 (CHS)

EcoStruxure™ Control Expert, Operating Modes

33003101
33003102
33003103
33003104
33003696
33003697

ENG)
FRE)
GER)
SPA)
ITA)

CHS)

o~ o~~~

EcoStruxure™ Control Expert, Program Languages
and Structure, Reference Manual

35006144 (ENG)
35006145 (FRE)
35006146 (GER)
35013361 (ITA)

35006147 (SPA)
35013362 (CHS)

Modicon X80 Racks and Power Supplies, Hardware,
Reference Manual

EI00000002626 (ENG)
EI00000002627 (FRE)
EI00000002628 (GER)
EI00000002630 (ITA)

EI00000002629 (SPA)
EI00000002631 (CHS)

Modicon Controllers Platform Cyber Security,
Reference Manual

EI00000001999
EI00000002001
EI00000002000
EI100000002002
EI00000002003
EI00000002004

ENG)
FRE)
GER)
ITA)

SPA)
CHS)

~ e~~~ o~ o~
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Product Related Information

AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

» Disconnect all power from all equipment including connected devices prior to removing
any covers or doors, or installing or removing any accessories, hardware, cables, or
wires except under the specific conditions specified in the appropriate hardware guide
for this equipment.

» Always use a properly rated voltage sensing device to confirm the power is off where
and when indicated.

* Replace and secure all covers, accessories, hardware, cables, and wires and confirm
that a proper ground connection exists before applying power to the unit.

+ Use only the specified voltage when operating this equipment and any associated
products.

Failure to follow these instructions will result in death or serious injury.

AWARNING

LOSS OF CONTROL

* Perform a Failure Mode and Effects Analysis (FMEA), or equivalent risk analysis, of
your application, and apply preventive and detective controls before implementation.

» Provide a fallback state for undesired control events or sequences.

* Provide separate or redundant control paths wherever required.

« Supply appropriate parameters, particularly for limits.

» Review the implications of transmission delays and take actions to mitigate them.

» Review the implications of communication link interruptions and take actions to
mitigate them.

* Provide independent paths for control functions (for example, emergency stop, over-
limit conditions, and error conditions) according to your risk assessment, and
applicable codes and regulations.

* Apply local accident prevention and safety regulations and guidelines.!

« Test each implementation of a system for proper operation before placing it into
service.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.

1 For additional information, refer to NEMA ICS 1.1 (latest edition), Safety Guidelines for the
Application, Installation, and Maintenance of Solid State Control and to NEMA ICS 7.1
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(latest edition), Safety Standards for Construction and Guide for Selection, Installation and
Operation of Adjustable-Speed Drive Systems or their equivalent governing your particular
location.

AWARNING

UNINTENDED EQUIPMENT OPERATION
» Only use software approved by Schneider Electric for use with this equipment.

» Update your application program every time you change the physical hardware
configuration.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.

Trademarks

QR Code is a registered trademark of DENSO WAVE INCORPORATED in Japan and other
countries.
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Terminology Derived from Standards

The technical terms, terminology, symbols and the corresponding descriptions in the
information contained herein, or that appear in or on the products themselves, are generally
derived from the terms or definitions of international standards.

In the area of functional safety systems, drives, and general automation, this may include,
but is not limited to, terms such as safety, safety function, safe state, fault, fault reset,
malfunction, failure, error, error message, dangerous, etc.

Among others, these standards include:

Standard

Description

IEC 61131-2:2007

Programmable controllers, part 2: Equipment requirements and tests.

ISO 13849-1:2023

Safety of machinery: Safety related parts of control systems.

General principles for design.

EN 61496-1:2013

Safety of machinery: Electro-sensitive protective equipment.

Part 1: General requirements and tests.

ISO 12100:2010

Safety of machinery - General principles for design - Risk assessment and risk
reduction

EN 60204-1:2006

Safety of machinery - Electrical equipment of machines - Part 1: General requirements

ISO 14119:2013

Safety of machinery - Interlocking devices associated with guards - Principles for
design and selection

ISO 13850:2015

Safety of machinery - Emergency stop - Principles for design

IEC 62061:2021

Safety of machinery - Functional safety of safety-related electrical, electronic, and
electronic programmable control systems

IEC 61508-1:2010

Functional safety of electrical/electronic/programmable electronic safety-related
systems: General requirements.

IEC 61508-2:2010

Functional safety of electrical/electronic/programmable electronic safety-related
systems: Requirements for electrical/electronic/programmable electronic safety-related
systems.

IEC 61508-3:2010

Functional safety of electrical/electronic/programmable electronic safety-related
systems: Software requirements.

IEC 61784-3:2021

Industrial communication networks - Profiles - Part 3: Functional safety fieldbuses -
General rules and profile definitions.

2006/42/EC Machinery Directive
2014/30/EU Electromagnetic Compatibility Directive
2014/35/EU Low Voltage Directive

20
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In addition, terms used in the information contained herein may tangentially be used as they
are derived from other standards such as:

Standard Description

IEC 60034 series Rotating electrical machines

IEC 61800 series Adjustable speed electrical power drive systems

IEC 61158 series Digital data communications for measurement and control — Fieldbus for use in
industrial control systems

Finally, the term zone of operation may be used in conjunction with the description of
specific hazards, and is defined as it is for a hazard zone or danger zone in the Machinery
Directive (2006/42/EC) and 1ISO 12100:2010.

NOTE: The aforementioned standards may or may not apply to the specific products
cited in the present documentation. For more information concerning the individual
standards applicable to the products described herein, see the characteristics tables for
those product references.

Information on Non-Inclusive or Insensitive
Terminology

As a responsible, inclusive company, Schneider Electric is constantly updating its
communications and products that contain non-inclusive or insensitive terminology.
However, despite these efforts, our content may still contain terms that are deemed
inappropriate by some customers.
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Modicon M580 PACs

What’s in This Part

MBB0 PACS ...ttt 24

Introduction

This part provides information about the Modicon M580 Programmable Automation
Controller (PAC), including physical and operational characteristics.
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M580 PACs

What’s in This Chapter

Functional Characteristics of M580 PACS .........ccccviviiiiiiiiieneenn. 24
BMEP58++++ Controller Physical Characteristics ......................... 52

Introduction

This chapter introduces you to the physical and functional characteristics of the M580 PACs.

Functional Characteristics of M580 PACs

Introduction

This section describes the functional characteristics of M580 PACs. Performance, electrical
characteristics, and memory capacities of the different controllers are detailed.

Introduction

Role of the Controller in a Control System

In a modular PAC system, the controller controls and processes the application. The local
backplane identifies the controller. In addition to the controller, the local backplane contains
a power supply module and may contain communication processing modules and input/
output (1/0) modules.

The controller is in charge of:
» configuring the modules and devices present in the controller configuration
+ processing the application
» reading the inputs at the beginning of tasks and applying the outputs at the end of tasks
* managing explicit and implicit communications

Modules may reside in the local backplane with the controller or they may be installed in
remote drops at a distance from the local backplane. The controller has built-in capabilities
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to act as the RIO processor that manages communications between the controller and the
Quantum and X80 EIO adapter modules that are installed in each remote drop.

Devices can be connected to the PAC network as either DIO clouds or DIO sub-rings.

For detailed information about the various architectures that the M580 network supports,
refer to chapter Planning and Designing a Typical M580 Network (see Modicon M580
Standalone, System Planning Guide for Frequently Used Architectures). For a detailed
description of the X80 EIO adapter modules and the options they provide for installing a
remote drop, refer to Modicon M580, RIO Modules, Installation and Configuration Guide.

Functional Considerations

The controller solves control logic for the I/O modules and distributed equipment in the
system. Choose a controller based on several operating characteristics:

* memory size

+ processing power: the number of I/O points or channels that it can manage, page 27
+ the speed at which the controller can execute the control logic, page 36

« communication capabilities: the types of Ethernet ports on the controller, page 73

+ the number of local /0O modules and RIO drops that it can support, page 27

 the ability to function in harsh environments: (Three controllers are hardened to operate
over extended temperature ranges and in dirty or corrosive environments.)

* network configuration (standalone or Hot Standby)

Standalone Controllers

This is a list of the available controllers. Some are available in both standard and industrially
hardened modules. Industrially hardened modules have the letter H appended to the
module name. The letter C at the end of the module name indicates a conformal coating for
harsh environments:

. BMEP581020, BMEP581020H

- BMEP582020, BMEP582020H

. BMEP582040, BMEP582040H, BMEP582040S
- BMEP583020

- BMEP583040

. BMEP584020

. BMEP584040, BMEP584040S

. BMEP585040(C), BMEP585040(C)C
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+ BMEP586040, BMEP586040C, BMEP586040S

Controllers ending with “S” are safety-related. Refer to the Modicon M580 Safety System
Planning Guide for a description of safety controllers.

Hot Standby Controllers

These controllers are compatible with M580 Hot Standby systems:
« BMEH582040, BMEH582040C, BMEH582040S
+ BMEH584040, BMEH584040C, BMEH584040S
+ BMEH586040(C), BMEH586040(C)C, BMEH586040S

NOTE: For detailed information about M580 Hot Standby configurations, refer to the
Modicon M580 Hot Standby System Planning Guide for Frequently Used Architectures.

Altitude Operating Conditions

The characteristics apply to the controller for use at altitude up to 2000 m (6560 ft). When
the controller operates above 2000 m (6560 ft), apply additional derating.

For detailed information, refer to chapter Operating and Storage Conditions (see Modicon
M580, M340, and X80 I/O Platforms, Standards and Certifications).

Performance Characteristics

Introduction

M580 PACs have an embedded DIO scanner service to manage distributed equipment on
the M580 device network. Some M580 PACs also have an embedded RIO scanner service
to manage RIO drops.

To manage RIO drops on the device network, select one of these controllers with Ethernet I/
O scanner service (both RIO and DIO scanner service):

+ BMEP582040, BMEP582040H

+ BMEP583040

+ BMEP584040

+ BMEP585040(C), BMEP585040(C)C
+ BMEP586040, BMEP586040C

+ BMEHS582040, BMEH582040C
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+ BMEH584040, BMEH584040C
+ BMEH586040(C), BMEH586040(C)C

Embedded Ethernet I/O scanner services are configured via the controller IP configuration,
page 148.

NOTE: Some of this information applies to M580 Hot Standby configurations. For more
information, refer to the Modicon M580 Hot Standby System Planning Guide for
Frequently Used Architectures (see Modicon M580 Standalone, System Planning Guide
for Frequently Used Architectures).

Controller Characteristics

These tables show the key characteristics of the M580 standalone and Hot Standby
controllers. These characteristics represent the maximum values that a specific controller
can manage in the M580 PAC system.

NOTE:

» The values in these tables may not be achieved depending on the 1/0O density and
the number of available backplane slots.

» The following tables do not include safety controllers. Refer to the Modicon M580
Safety System Planning Guide (see Modicon M580, Safety System Planning Guide)
for the performance characteristics of safety controllers.

Standalone Controllers:

Maximum number of ... Reference (BMEPS58 ...)

1020 | 2020 | 2040 | 3020 | 3040 | 4020 | 4040 5040 6040
(H) (H) (H (©) ©

discrete I/O channels 1024 2048 2048 3072 | 3072 4096 4096 5120 6144
analog I/O channels 256 512 512 768 768 1024 1024 1280 1536
expert channels 36 72 72 108 108 144 144 180 216
distributed devices* 64 128 64 128 64 128 64 64 64
Ethernet communication 2 2 2 3 3 4(1) 4(1) 6" 61
modules (including

BMENOCO0301/

BMENOCO0311 modules,
but not the controller)

local backplanes (main 4 4 4 8 8 8 8 8 8
backplane + extended
backplane)
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Maximum number of ...

Reference (BMEPS58 ...)

1020 | 2020
(H) (H)

3020

3040

4020

4040

5040
©

6040
©

RIO drops, page 29 - -
(maximum of two
backplanes per drop)

(main backplane +
extended backplane)

16()

160)

3103)

310)

Ethernet ports:

* service 1 1 1

* RIO or distributed - - 2
equipment

« distributed equipment 2 2 -

— (not available)
H (hardened)
C (coated version)

(1) Only three of these modules can be BMENOCO0301/BMENOCO0311 modules. All other are BMX Ethernet modules.

(2) Supports BM*CRA312+0 adapter modules.

(3) Supports BM*CRA312+0 and 140CRA31200 adapter modules.

(4) Of these connections: 3 are reserved for local slaves; the remainder are available for scanning distributed equipment.

Hot Standby Controllers:

Maximum number of ...

Reference (BMEH58 ...)

2040(C) 4040(C) 6040(C)
distributed devices 64 64 64
Ethernet communication modules (including BMENOCO0301/ 2 4M 6(1)
BMENOCO0311 modules, but not the controller)
local backplanes (main backplane + extended backplane) 1 1 1
RIO drops, page 29 (maximum of two backplanes per drop) 8(2 160 310)
(main backplane + extended backplane)
Ethernet ports:
* service 1 1 1
* RIO or distributed equipment 2 2 2

28
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Maximum number of ...

Reference (BMEHS5S ...)

2040(C)

4040(C)

6040(C)

« distributed equipment

0

0

0

1. Only three of these communication modules can be BMENOC0301/BMENOCO0311 modules.

2. Supports BM*CRA312+0 adapter modules.

3. Supports BM*CRA312+0 and 140CRA31200 adapter modules.

RIO Drop Maximum Configuration

The maximum number of channels in an RIO drop depends on the eX80 EIO adapter

module:
EIO adapter Maximum number of Channels
Discrete Analog Expert Sensor bus
BMXCRA31200 128 16 - -
BMXCRA31210 1024 256 36 2
BMECRA31210 1024 256 36 2

NOTE: The number of available channels could differ from the maximum values shown
because the values depend on the controller reference and the other modules in the
same drop. More information is given in Modicon X80 I/O Modules (see Modicon M580,

RIO Modules, Installation and Configuration Guide).

To configure Quantum RIO drops, refer to the Quantum EIO installation and
configuration guide (see Quantum EIO, Remote I/O Modules, Installation and
Configuration Guide).

Maximum Internal Memory Size

Program and Data Memory (Standalone). This table shows the program and data memory
capacity for M580 standalone controllers:

Memory Size Reference (BMEP5S8 ...)
1020(H) | 2020(H) | 2040(H) | 3020 3040 4020 4040 5040(C) | 6040(C)
internal memory 4598 9048 9048 13558 | 13558 18678 18678 29174 65535(1)
size (KB)
(1) The sum of saved data, unsaved data, and program data is limited to 65535 KB.
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Program and Data Memory (Hot Standby). This table shows the program and data
memory capacity for M580 Hot Standby controllers:

Memory Size Reference (BMEHS58 ...)
2040(C) 4040(C) 6040(C)
internal memory size (KB) 9462 18934 65536(1)

(1) The sum of saved data, unsaved data, and program data is limited to 65536 KB.

Memory Areas (Standalone). This table shows the maximum memory size per area for
M&580 standalone controllers:

Maximum Memory Reference (BMEPS5S ...)
Size

1020 2020 2040 3020 3040 4020 4040 5040 6040(C)
(H) (H) (H) (©)

saved data (KB)(") 384 768 768 1024 1024 2048 2048 4096 4096

program (KB) 4096 8162 8162 12288 | 12288 16384 | 16384 | 24576 | 655362

(1) 10 KB are reserved for the system
(2) The sum of saved data, unsaved data, and program data is limited to 65536 KB.

Memory Areas (Hot Standby). This table shows the maximum memory size per area for
M580 Hot Standby controllers:

Maximum Memory Size Reference (BMEH58 ...)

2040(C) 4040(C) 6040(C)
saved data (KB)(" 768 2048 4096
Hot Standby data exchanged (KB) 768 2048 4096
program (KB) 8162 16384 65536(2)

(1) 10 KB are reserved for the system
(2) The sum of saved data, unsaved data, and program data is limited to 65536 KB.
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NOTE: Versions 2.30 and any subsequent supporting version(s) of M580 processor
firmware provide a maximum of 64 K words of memory for State RAM. By contrast, the
display for firmware versions 2.20 and earlier would appear to provide a maximum of
128 K words; however, the display is incorrect. As a result, if you upgrade controller
firmware from version 2.20 or earlier to version 2.30 or any subsequent supporting
version(s) for an existing project, the percentage of State RAM used by the application
will appear to have doubled. In some cases, the percentage of State RAM used can
exceed 100% and the application cannot be re-built. To re-build your application in this

case, you will need to perform one or both of the following edits:

* Increase the amount of State RAM (the total of %M, %MW, %I, %IW), if possible.

* Re-define some located variables as unlocated (by removing the assigned
address), until the total amount of State RAM used (the sum of %M, %MW, %I, %
IW) no longer exceeds 100%.

Located Data (Standalone). This table shows the maximum and default size of located
data (in KB) for each M580 standalone controller:

Object Address Reference (BMEPS58 ...)
Types
1020 2020 2040 3020 | 3040 4020 4040 5040 6040
(H) (H) (H) (c) (C)
internal %Mi 32634 32634 32634 | 3263- | 3263- | 32634 65%80 65%80 65%80
bits maximum 4 4 @ @ @
%Mi default 512 512 512 512 512 512 512 512 512
input/ %lrm.c (1) (1) (1) (1) (1) Q] (1) Q] (1)
output bits
%Qr.m.c
system %Si 128 128 128 128 128 128 128 128 128
bits
internal %MWi 32464 32464 32464 | 6523- | 6523- | 65232 6463396 64§96 6463396
words maximum 2 2 © © ©
%MWi 1024 1024 1024 2048 | 2048 2048 2048 2048 2048
default

(1) Memory size depends on the equipment configuration declared (I/O modules).
(2) 32624 for versions before 2.30.
(3) 65232 for versions before 2.30.

Located Data (Hot Standby). This table shows the maximum and default size of located

data (in KB) for each M580 Hot Standby controller:

Object Types Address Reference (BMEH58 ...)
2040(C) 4040(C) 6040(C)
internal bits %Mi maximum 32634 65280 65280
%Mi default 512 512 512

EIO0000001578.15
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Object Types Address Reference (BMEH58 ...)
2040(C) 4040(C) 6040(C)
input/output bits %lIr.m.c U] U] U]
%Qr.m.c
system bits %Si 128 128 128
internal words %MWi maximum 32464 648960 648960
%MWi default 1024 1024 2048
(1) Memory size depends on the equipment configuration declared (/O modules).
(2) 32624 for versions before 2.30.
(3) 65232 for versions before 2.30.

Size of Unlocated Data Memory

This list contains unlocated data types:
» elementary data type (EDT)
» derived data type (DDT)
» derived function block (DFB) and elementary function block (EFB)

The size limit of unlocated data is the global maximum memory size for data, page 29 minus
the size consumed by located data.

Client and Server Requests per Scan

The communication performance of standalone (BMEP58+0+0) and Hot Standby
(BMEH58+0°+0) controllers is described in terms of the number of client and server requests
per scan.

Modbus TCP and EtherNet/IP Server: The table below shows the maximum number of
Modbus TCP, EtherNet/IP, or UMAS requests that can be served by the controller Modbus
TCP server at each MAST scan.

When the incoming requests exceed these maximums, they are queued in a first-in/first out
(FIFO) buffer. The size of the FIFO buffer is according to the selected controller:

Controller Overall maximum From Maximum requests sent | Maximum requests sent
uUsB to IP address of the to IP address of comm.
Requests per | Request controller modules
Scan(1) FIFO Size
BMEP581020 8(16) 32 4 8 16
BME-+5820+0 16 (24) 32 4 12 16
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Controller Overall maximum From Maximum requests sent | Maximum requests sent

usB to IP address of the to IP address of comm.
Requests per | Request controller modules
Scan(1) FIFO Size

BMEP5830+0 24 (32) 32 4 16 16

BME-+5840+0 32 (40) 50 4 24 16

BMEP5850+0 40 (48) 50 4 32 16

BME-+5860+0 56 (64)@2) 50 4 32 16

(1) This column shows the default limits for the number of requests served per cycle. The limit can be modified through

%SW90, between 2 and the number indicated between brackets.

(2) The overall limit for the BME=5860+0 controller is higher than the sum of the limits for the USB, controller, and NOC
modules. This is a provision for future evolutions.

The MAST task cycle time may increase by up to 0.5 ms per incoming request. When the
communications load is high, you can limit the potential jitter of the MAST time by limiting

the number of requests that are processed per cycle in %SW90.

EIO0000001578.15
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Example: This example local backplane assembly includes a BMEP584040 controller and
two BMENOCO0301/BMENOCO0311 Ethernet communication modules. Therefore, the
maximum values in this example apply to the BMEP584040 controller (described above):

BMX CPS 2000 BME P58 4040

ugu%ﬁ

3
2
J
MODBUS;
6

red: These requests are sent to the IP address of the controller.

—4

yellow: These requests are from the USB port of the controller.
gray: These requests are sent to the IP address of a communications module (NOC).
1 The maximum number of requests to the IP address of the BMEP584040 controller (24).

2 The maximum number of requests from the USB port of the controller (4). (For example, a
PC that runs Control Expert may be connected to the USB port.)

3 The maximum number of requests from all communications modules on the local
backplane (16).

4 These requests are sent to the IP address of the BMEP584040 controller from devices
that are connected to an Ethernet port on either the controller or a BMENOC0301/
BMENOCO0311 module.

5 These requests are sent to the IP address of the BMENOCO0301/BMENOCO0311 from
devices that are connected on the Ethernet port of either the BMENOC0301/BMENOC0311
or the controller. (In this case, enable the Ethernet backplane port of the BMENOC0301/
BMENOCO0311.)

6 The Modbus server can manage in each request the maximum number of requests from
the BMEP584040 controller (32). It also holds a maximum of 50 requests in a FIFO buffer.

Number of Connections: This table shows the maximum number of simultaneous Modbus
TCP, EtherNet/IP, and UMAS connections for the embedded Ethernet port on these
controllers:
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Controller Connections
BMEP581020 32
BME+5820-0 32
BMEP5830+0 48
BME+5840-0 64
BMEP5850+0 64
BME+5860-0 80

When an incoming connection request is accepted, the open connection that has been idle

for the longest time is closed.

Modbus TCP and EtherNet/IP Client: This table shows the maximum number (per cycle)

of communication EFs that support Modbus TCP and EtherNet/IP clients according
selected controller:

to the

Controller EFs per Cycle
BMEP581020 16
BME+5820-0 32
BMEP5830+0 48
BME-+5840-0 80
BMEP5850+0 80
BME+5860-0 96

OPC UA Performance

Each M580 PAC can support:
+ Up to 64 connection in parallel using the UA_Connect function block.
» For each connection:
o Up to 256 nodes (simple type) to read.
o Up to 128 nodes (simple type) to write.

The following table presents the limits on the number of connections (sessions) and
subscriptions supported by each M580 PAC:

Controller Maximum Maximum Subscriptions
Connections
(Sessions)
BMEP5810+0 4 8
BMEP5820+0 8 16

EIO0000001578.15
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Controller Maximum Maximum Subscriptions
Connections
(Sessions)
BMEP5830-0 16 32
BMEP5840-0 32 64
BMEP5850-0 48 96
BMEP5860-0 64 128
BMEH5820+0 32 64
BMEH5840+0 48 96
BMEH5860+0 64 128

If these limits are exceeded, the OPC UA client detects the following errors:
+ E_MaxConnectionsReached (ID 16#B000_0509) in the UA_Connect function block,

and

« E_MaxSubscriptionsReached (ID 16#B000_0501) in the UA_SuscriptionCreate

function block.

Application Code Execution Performance

This table shows the performance of the application code for each M580 standalone
(BMEPS58 ...) and Hot Standby (BMEHS58...) controller:

Reference BMEP58 .../.BMEHS58 ...

1020 2020 2040 3020 | 3040 4020 4040 5040 6040
(H) (H) (H) (©) (©) (€)
boolean application 10 10 10 20 20 40 40 50 50
execution (Kinst/ms™)
typical execution (Kinst/ms 7.5 7.5 7.5 15 15 30 30 40 40
)

0

Kist/ms: 1,024 instructions per millisecond

A typical execution holds 65% boolean instructions + 35% fixed arithmetic.
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Standards and Certifications

Download

Click the link that corresponds to your preferred language to download standards and

certifications (PDF format) that apply to the modules in this product line:

Title

Languages

Modicon M580, M340, and X80 I/O Platforms,
Standards and Certifications

» English: EIO0000002726

»  French: EIO0000002727

*  German: EIO0000002728
» ltalian: EIO0000002730

*  Spanish: EIO0000002729
* Chinese: EIO0000002731

EIO0000001578.15
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States for M580 PACs

Introduction

This topic describes the operating states for M580 standalone and Hot Standby controllers.

Operating States for Standalone Controllers

All standalone M580 PACs have these operating states:

Operating State Description

AUTOTEST The controller is executing its internal self-tests.

NOTE: If extended backplanes are connected to the main local backplane and
line terminators are not inserted into the unused connectors on the backplane
extender module, the controller remains in AUTOTEST after the self-tests have

completed.
NOCONF The application program is not valid.
STOP The controller has a valid application, but it is stopped. The controller sets itself to

predefined STOP state parameters, and can be restarted later.

HALT The controller has an application, but it has stopped operating due to an error resulting
in a blocking condition, which puts the controller in a HALT state, resulting in a
recoverable, page 99 or nonrecoverable condition, page 96.

RUN The controller is executing the application program.

WAIT The controller is in a transitory state while it backs up data when a power down
condition is detected.

The controller starts again only when power is restored and the supply reserve is
replenished. As it is a transitory state, it may not be viewed.

The controller performs a warm restart, page 523 to exit the WAIT state.

ERROR The controller is stopped because a hardware or system error is detected.

When the system is ready to be restarted, the controller performs a cold start, page
520 to exit the ERROR state.

OS DOWNLOAD A controller firmware download is in progress.

Monitoring the Controller Operating State

The LEDs on the controller front panel provide indications of its operating state, page 63.
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Hot Standby System States

Controller State Versus Hot Standby System State

The state of the Hot Standby system depends on the operating state of the controller. These
Hot Standby states are supported:

Controller Operating State Hot Standby System State

INIT INIT

STOP STOP

RUN PRIMARY with standby counterpart

PRIMARY without standby counterpart

STANDBY
WAIT

This list describes the Hot Standby states:
* Primary: The controller controls the system processes and devices:

o It executes program logic in a non-safety-related controller, and both process and
safety-related program logic in a safety controller.

o It receives input from, and controls output to, distributed equipment and RIO drops.

o If connected to a controller in standby state, the primary controller verifies the status
of, and exchanges data with, the standby controller.

In a Hot Standby network, both controllers can be primary if both the Hot Standby and
Ethernet RIO links are not functioning. When either of these two links is restored, the
controller does one of the following:

o Remains in the primary state.
o Transitions to the standby state.
o Transitions to the wait state.
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Standby: The standby controller maintains a state of readiness. It can take control of
system processes and devices if the primary controller cannot continue to perform
these functions:

o |t reads the data and the I/O states from the primary controller.

o |t does not scan distributed equipment, but receives this information from the
primary controller.

o It executes program logic. You can configure the standby controller to execute:
- The first section of program logic (the default setting); or
- Specified sections of program logic, including all MAST and FAST task sections.

NOTE: You can specify if a section is to be executed in the Condition tab of the
Properties dialog box for each section.

o On each scan, it verifies the status of the primary controller.

NOTE: When a controller is in Standby mode, both the module health status
(MOD_HEALTH) and the channels health status (CH_HEALTH) of safety 1/0
modules are set to FALSE in the Standby controller DDDT. In this case, you can
diagnose the health of safety I/O modules by monitoring their status in the Primary
controller DDDT.

Wait: The controller is in RUN mode, but cannot act as either primary or standby. The
controller transitions from the wait state to either the primary or standby state, when the
preconditions for that state exist, including:

o The state of the Hot Standby link.

> The state of the Ethernet RIO link.

o The presence of at least one connection with an Ethernet RIO drop.

o The position of the A/B rotary selection switch on the rear of the .

o The state of the configuration. For example:
- If a firmware mismatch exists, the Fw_MISMATCH ALLOWED flag is set.
- If a logic mismatch exists, the LOGIC MISMATCH ALLOWED flag is set.

In the wait state, the controller continues to communicate with other modules on the
local backplane, and can execute program logic, if configured to do so. You can
configure a controller in wait state to execute:

o Specific sections of program logic in a non-safety-related controller (or process
program logic in a safety controller), specified in the Condition tab of the Properties
dialog box for each section.

o The first section of program logic in a non-safety-related controller (or the first
section of process program logic in a safety controller).

> No program logic for a non-safety-related controller (or no process program logic for
a safety controller).

INIT: Both the controller and the Hot Standby system are initializing.

40
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* STOP: The controller is in STOP mode. On the STOP to RUN transition, the controller
may move to the wait, standby, or primary state. This transition depends on the state of
the Ethernet RIO and Hot Standby links, and on the position of the A/B rotary selection
switch on the rear of the controller.

NOTE: In addition to the controller operating states listed here, other operating states
that are not related to the Hot Standby system, page 38 exist.

Controller Functions by Hot Standby System State

A controller performs these functions, depending on its Hot Standby state:

Hot Standby system states

Controller functions Primary Standby Wait

RIO drops YES NO NO

Distributed equipment YES NO NO

Execution of program YES Depending on configuration, Depending on configuration, WAIT

logic (non-safety-related STANDBY controller can execute: controller can execute:

controller) or process «  First section (default) - First section (default)

task logic (safety

controller) »  Specified sections (which can + Specified sections (which can
include all MAST and FAST include all MAST and FAST
sections) sections)

*  None *  None

Execution of safe logic YES NO NO

(safety controller)

Program Data Exchange | YES YES NO

(non-safety-related

controller) or Process

Data Exchange (safety

controller)

Safe Data Exchange YES YES NO

(safety controller)

1. Data exchange is controlled by the Exchange on STBY attribute.

EIO0000001578.15
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Controller Switchover in an M580 Hot Standby System

Introduction

The purpose of a Hot Standby system is to be ready to perform a switchover, if needed. A
switchover is the immediate transfer of control of the network from the primary controller to
the standby controller. The transfer needs to be swift and seamless.

The M580 Hot Standby system continuously monitors ongoing system operations, and
determines if a condition requiring a switchover exists. On each scan, both the primary
controller and the standby controller verify the health of the system.

The primary controller verifies the health of the following:
» the Ethernet RIO network link
» the Hot Standby link between the primary and standby controllers
The standby controller verifies the following:
» the health of the primary controller
+ the identity of modules in both the primary and standby backplanes
+ application versions running in the primary and standby controllers
« firmware versions of the primary and standby controllers
+ the health of the Hot Standby link between the primary and standby controllers

Before each MAST task, the primary controller transfers to the standby controller system,
status and I/O data, page 493, including date and time data. On switchover, the standby
controller applies this time data and continues the same time stamping sequence. The
maximum amount of transferable Hot Standby data depends on the controller.

NOTE: Both the primary controller and the standby controller maintain independent
event logs. If a switchover occurs, the events recorded in the log of the former primary
controller will not be included in the event log of the new primary (formerly the standby)
controller.

Switchover Causes

Any one of the following events will cause a switchover:

» The primary controller has encountered a blocking condition (see Modicon M580,
Hardware, Reference Manual) and entered the HALT state.

+ The primary controller has detected an unrecoverable hardware or system error.

« The primary controller has received a STOP command from Control Expert or the
DDDT.

* An application program is being transferred to the primary controller.

42
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» Primary controller power is turned off; a power cycle occurs.
+ The following events simultaneously occur:
o The primary controller loses communication to all RIO drops.
o The Hot Standby link is healthy.
o The standby controller maintains communication with at least one RIO drop.

Similar to a switchover, a swap is a controlled event that transfers control of the network
from the primary controller to the standby controller. A swap can be caused by:

+ Execution of the DDDT cMD_sSwaP command by either program logic, or an animation
table Force command.

* Manually clicking the HSBY Swap button in the Task tab of the controller Animation
window in Control Expert.

Events that Do Not Cause Switchover

These events DO NOT cause a switchover:

* simultaneous interruption of communication with all RIO drops by both the primary and
the standby controller

 partial interruption of communication with the RIO drops by the primary controller
» aModbus connection break

» overload broadcast traffic generated by a peer (for example, SCADA, or another
controller)

+ aBMENOCO0301/BMENOCO0311 module that stops operating
+ removal of an SD memory card, page 78

« for a Hot Standby safety system, if the primary controller is partially (either the SAFE
program or the PROCESS program) in the HALT state, and not all of the tasks in the
standby controller are in RUN

Switchover Execution Time

If both the primary controller and standby controller are operating normally, the Hot Standby
system detects a switchover causal event within 15 ms.

For both a safety and non-safety-related controller system, the effect of the switchover on
the application reaction time is:
* 15 ms for the I/O driven by the MAST task.

* 15 ms + Trask for the 1/O driven by the FAST or the SAFE task, where Trask is the
configured execution period for that task.
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The application response time for a swap or a switchover can be calculated.

After the switchover, the former standby controller becomes the primary. In the worst case,
the new primary controller operates with data of scan cycle N, while the outputs have
received (from the former primary controller) data of scan cycle N+1. The new primary
controller re-evaluates outputs beginning with scan N+1. As the Hot Standby switchover
evaluation occurs during the MAST task, some FAST task program execution may be
skipped.

Switchover Effect on Main IP Address Assignments

Distributed equipment uses the Main IP address setting, configured in the IPConfig tab,
page 479, to communicate over an Ethernet network with the primary controller. On
switchover, the Main IP address setting is automatically transferred from the former primary
controller to the former standby — now the new primary — controller. Similarly, on switchover
the Main IP address + 1 setting is automatically transferred from the former standby
controller to the new standby.

In this way, the configured links between the distributed equipment and the primary
controller do not need to be edited in the event of a switchover.

NOTE:

» A switchover does not affect the assignment of IP address A or IP address B.
These assignments are made exclusively by means of the A/B/Clear rotary switch
on the back of the controller, and are not affected by a change in primary or standby
Hot Standby status.

*  When connecting Control Expert to the Hot Standby system, use IP address A or
IP address B to maintain the connection on a switchover. Avoid using the Main IP
address, because on switchover this becomes Main IP address + 1 and will
disconnect Control Expert.

Switchover Effect on Remote Outputs

For RIO drops, the switchover is transparent: the state of outputs is not affected by the
switchover. During Hot Standby operations, each controller maintains an independent,
redundant owner connection with each RIO drop. Each controller makes this connection via
IP address A or IP address B, depending on the A/B/Clear rotary switch designation for its
controller. When a switchover occurs, the new primary controller continues to communicate
with I/O via its pre-existing redundant owner connection.

NOTE: The switchover may not be transparent with respect to distributed equipment
outputs.
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Switchover Effect on Communication Module State

In a high availability (Hot Standby) configuration that includes BMENOCO0301/
BMENOCO0311/BMENOC0321(C) communication modules, set the Watch Dog of the
appropriate task (MAST or FAST) to a value equal to or grater than the default setting of 250
ms. Smaller Watch Dog values may cause the communication modules to timeout and
enter a non-configured (NOCONF) state.

Switchover Effect on Distributed Equipment Outputs

The behavior of distributed equipment outputs during a switchover depends on whether the
equipment supports hold up time. If the device does not support hold up time, its outputs will
most likely go to fallback when the connection with the primary controller is interrupted, and
will recover their state after reconnecting with the new primary controller.

To achieve transparent behavior, the outputs need to support a sufficiently long hold up time,
page 484.

Switchover Effect on CCOTF Changes

After the standby controller becomes the new primary, it operates using both the firmware
and the application previously configured in it. If CCOTF, page 475 changes were previously
made to the former primary controller that were not transferred to the former standby
controller, these changes are not included in the configuration running in the new primary
controller.

For example, assume that an I/O module was added to a remote 1/O drop in the
configuration running in the former primary controller. If the changed configuration was not
transferred to the former standby controller, the added module will not be included in the
configuration running in the former standby controller when it becomes the primary
controller after switchover.

Switchover Effect on Program Logic Changes

A logic mismatch condition exists when changes have been made to the application in the
primary controller, but not to the standby controller. If the LOGIC MISMATCH ALLOWED,
page 498 flag is set, the standby controller can continue to operate as standby while a logic
mismatch exists. In this case, if a switchover occurs, the new primary controller executes its
own, different application using data received from the former primary controller.

Depending on the nature of the application modification, different results occur:
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Modification to initial primary controller Effect on new primary controller program execution:

logic:

Only code is changed (no changes to All variable values exchanged between the controllers remain

variables). the same (EQUAL).

New variables were added. The new variables are not used by the new primary controller.

Existing variables were deleted. The new primary controller includes the deleted variables in
program execution, and applies the most recent values to
these variables.

Switchover Effects on Time Management

In an M580 Hot Standby system, the primary controller and the standby controller operate
their own system timers, which are not automatically synchronized. Because both the
primary controller and the standby controller share a common configuration, both can be
configured to perform as NTP client or NTP server.

When the NTP client function is enabled in a Hot Standby system, the primary controller and
the standby controller independently receive time settings from a designated NTP server.

When the NTP server is enabled in a Hot Standby system, only the primary controllers
performs the role of server.

Before each scan, the primary controller transfers system data to the standby controller,
including the following primary controller system time values:

+ time of day
* application counters
+ free running counter

On switchover, the former standby controller — now the new primary controller — applies the
system time values sent by the former primary controller. Thereafter, the new primary
controller continues to execute the application in the same time context as the former
primary controller. If the NTP server function is enabled for the Hot Standby system, the new
primary controller begins to perform the function of NTP server.

Switchover Effects on IPsec Connections

On switchover, the former primary BMENOCO0301/BMENOCO0311 module closes all
connections that use its main IP address. These connections are re-opened on the new
primary BMENOCO0301/BMENOCO0311 module using the main IP address after the two
modules swap their main and main+1 |IP addresses. As IPsec connections take a relatively
long time to establish, it can take up to 5 minutes to re-establish an IPSEC connection that
uses the main IP address.
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Switchover Effect on Safety Operating Mode

When an M580 safety Hot Standby controller switches from standby controller to primary
controller, the operating mode is automatically set to safety mode.

NOTE: The operating mode setting of a safety Hot Standby controller — either safety
mode or maintenance mode — is not included in the transfer of an application from the
primary controller to the standby controller.

Recovery of Former Primary Controller

The former primary controller may or may not become the standby controller, depending on
cause of switchover.

If the switchover was caused by: Make the former primary controller the standby by:

Primary halt (non-safety-related performing an INIT command and RUN the controller

controller)

Primary halt (safety controller - performing an INIT command (Process task) and/or an INIT SAFETY
Process and/or SAFE task) command (SAFE task), and then RUN the controller

controller stop in a non-safety-related | running the controller
controller, or in both the Process and
SAFE tasks of a safety controller

Primary error detected performing a controller RESET command
Application transfer on Primary completing the transfer and RUN the application
Primary power off powering up the controller

Loss of all RIO drops (if any) while causing the controller to recover RIO drops

HSBY link is still healthy and Standby
controller has access to the drops

DDDT command The former primary automatically becomes the standby, provided the
necessary preconditions exist, for example:

trol Expert HSBY tt
Control Expert HSBY Swap button « Firmware mismatch is allowed, if a firmware mismatch exists.

* Logic mismatch is allowed, if a logic mismatch exists.

»  Online modifications are allowed, if modifications have been
made.
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Electrical Characteristics

Introduction

The power supply module provides current to the modules installed on the local rack,
including the controller. The controller current consumption contributes to the total rack
consumption.

Controller Power Consumption

Typical controller consumption with a 24 VVdc power supply:

Controller Typical Consumption
BMEP581020(H) 270 mA

BMEP5820+0(H) 270 mA

BMEP5830+0 295 mA

BMEP5840+0 295 mA
BMEP585040(C)(C) 300 mA

BMEP586040(C) 300 mA

BMEH582040(C) 335 mA (with a copper SFP)
BMEH584040(C) 360 mA (with a copper SFP)
BMEH586040(C)(C) 365 mA (with a copper SFP)

Mean Time Between Failures (MBTF)

For all controllers, the MTBF (measured at 30 °C continuous) is 600,000 hours.
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Real-Time Clock

Introduction

Your controller has a real-time clock that:
+ provides the date and time
+ displays the date and time of the last application shut-down

Clock Accuracy

The resolution of the real-time clock is 1 ms. The clock accuracy is affected by the operating
temperature of the application:

Operating Temperature Maximum Daily Drift (Seconds/ Maximum Yearly Drift (Minutes/Year)
Day)
25 °C (77 °F) stabilized +/-2.6 +-17.4
0...60 °C (32...140 °F) +/-5.2 +/-33.1
Clock Back-Up

The accuracy of the real-time clock is maintained for four weeks when the controller power
is turned off if the temperature is below 45 °C (113 °F). If the temperature is higher, the back-
up time is shorter. The real-time clock back-up does not need any maintenance.

If the back-up power is too low, system bit %S57 is set to 1. This value indicates a loss of
time when the power supply was OFF.

Date and Time

The controller updates the date and time in the system words %SW49-%SW53 and %
SW70. This data is in BCD.

NOTE: For M580 controllers, the time is in universal coordinated time (UTC). If local
time is needed, use the RRTC DT function.

Accessing the Date and Time

You can access the date and time:
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+ on the controller debug screen
* inthe program
« from the DTM diagnostics screen

To read the date and time, read system words %SW49 through %SW53. This operation sets
system bit %S850 to 0.

To write the date and time, write system words %SW50 through %SW53. This operation
sets system bit %S50to 1.

When system bit %S59 is set to 1, you can increment or decrement the date and time values
with system word %SW59.

The function performed by each bit in word %SW59 is:

Bit Function

0 increments the day of the week
1 increments the seconds

2 increments the minutes

3 increments the hours

4 increments the days

5 increments the months

6 increments the years

7 increments the centuries

8 decrements the day of the week
9 decrements the seconds

10 decrements the minutes

11 decrements the hours

12 decrements the days

13 decrements the months

14 decrements the years

15 decrements the centuries

NOTE: The preceeding functions are performed when system bit %S59 is set to 1.
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Determining the Date and Time of the Last Application Shutdown

The local date and time of the last application shutdown are displayed in system words %
SW54 through %SW58. They are displayed in BCD.

System Word Most Significant Byte Least Significant Byte

%SW54 seconds (0 to 59) 00

%SW55 hours (0 to 23) minutes (0 to 59)

%SW56 month (1 to 12) day in the month (1 to 31)

%SW57 century (0 to 99) year (0 to 99)

%SW58 day of the week (1 to 7) reason for the last application shutdown

The reason for the last application shutdown can be displayed by reading the least
significant byte of system word %SW58, which can have these values (in BCD):

Word%SW58 Definition

Value

1 application switched to STOP mode

2 application stopped by watchdog

4 power interruption

5 stop on detected hardware error

6 stop when errors such as these are detected:

« software error (HALT instruction)
« SFCerror
» application CRC checksum error
» undefined system function call
Details on the detected error are stored in %SW125.
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Addressing Field Buses

Addressing Field Buses

The following field buses can be addressed by either configuring the appropriate protocol or
using dedicated modules and devices.

Field Bus Addressing Method

AS-i AS-Interface bus is addressed with a Modicon X80 BMXEIA0100 module.

HART HART communication protocol can be addressed using either the eX80 HART
modules:

« BMEAHI0812 HART analog input module
+  BMEAHOO0412 HART analog output module
or

* aModicon STB island with an STBNIP2311 EtherNet/IP network interface modue
and an STBAHI8321 HART interface module.

Modbus TCP, Modbus TCP devices are connected to the Ethernet DIO network.

EtherNet/IP

Modbus Plus Modbus Plus is supported using a gateway module like TCSEGDB23F24FA or
TCSEGDB23F24FK.

PROFIBUS-DP A PROFIBUS remote master is connected to the Ethernet DIO network. The process

variables are exchanged via the DIO scanner service in the CPU.

PROFIBUS gateway modules: TCSEGPA23F14F or TCSEGPA23F14FK

PROFIBUS-PA A PROFIBUS remote master and a DP/PA interface are connected to an Ethernet DIO
network. The process variables are exchanged via the DIO scanner service in the
controller.

PROFIBUS gateway modules: TCSEGPA23F14F or TCSEGPA23F14FK

BMEPS58eeee Controller Physical Characteristics

Introduction

This section describes the physical elements that are displayed on the front panel of the
Modicon M580 controllers. The various communication ports, LED diagnostic information,
and several options available for industrial hardening and memory back-up are detailed.
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Physical Description of Standalone Controllers

Position on the Local Rack

Every M580 standalone system requires one controller. The controller is installed in the two-
module slot position directly to the right of the power supply in the main local rack. The
controller cannot be put in any other slot location or any other rack. If there are extended
racks in the local rack configuration, assign address 00 to the rack with the controller.

NOTE:
1. Refer to the list of M580 standalone controllers, page 25.

2. When the last two octets of the MAC address (MAC5.MACS®6) correspond to 0.0 in

the default address, make a point-to-point cable connection between your computer
and the controller, communication module, or other module.

Dimensions

This graphic shows the front and side dimensions of the M580 standalone controllers:
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NOTE: Consider the height of the controller when you are planning the installation of the
local rack. The controller extends below the lower edge of the rack by:

* 29.49 mm (1.161 in.) for an Ethernet rack
+ 30.9mm (1.217 in.) for an X Bus rack
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Front and Rear Views

Standalone controllers have similar front panels. Depending on the standalone controller
you choose, these differences apply:

+ BMEP58+020: The embedded Ethernet I/O scanner service supports DIO only.

+ BMEP58+040: The embedded Ethernet I/O scanner service supports both RIO and
DIO.

Physical features:
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1 LED diagnostic display panel for controller status and diagnostics

2 Mini-B USB port for module configuration via PC running Control Expert

3 RJ45 Ethernet service port connector

4 RJ45 connectors that together serve as a dual port to the Ethernet network
5 SD memory card slot (behind door)
6 SD memory card lockable door, page 61

7 Cybersecurity rotary selector switch, page 54

Cybersecurity Rotary Selector Switch

Use the rotary switch on the back of each M580 PAC to configure a cybersecurity operating
mode for the module:
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Cybersecurity
Reset

Advanced

Standard

Switch positions are:

« Standard: the module supports basic cybersecurity features.

+ Advanced: the module supports advanced cybersecurity features.

* Reset: the module returns to its out-of-the box cybersecurity setting.
The out-of-the-box switch position is Standard.

NOTE: The operating mode rotary selector switch will be made operational for future
product releases. For this product release, operating mode is automatically set to
Standard, regardless of the switch position.
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Physical Description of Hot Standby Controllers

Hot Standby Controllers

These controllers support M580 Hot Standby systems:
+ BMEH582040, BMEH582040C, BMEH582040S
+ BMEH584040, BMEH584040C, BMEH584040S
+ BMEH586040(C),BMEH586040(C)C, BMEH586040S
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Controller Module Front and Back Views

The three Hot Standby controller modules have the same external hardware features. The
front of the module is on the left. The back of the module is on the right:

¥
L \V\VAVAYAYAY N
/AVAYA I}_ ° 1}.%&%&%&%5%&%&
BVAVAVA Hsby Diag® ‘i_ 6

Etharmat 10100

1 LED diagnostic display panel

2 Mini-B USB port for module configuration via PC running Control Expert

3 RJ45 Ethernet service port connector

4 RJ45 connectors that together serve as a dual port to the Ethernet network
5 SFP socket for copper or fiber-optic Hot Standby link connection

6 Hot Standby status link LED

7 SD memory card slot (behind door)

8 SD memory card lockable door, page 61

9 Cybersecurity rotary selector switch, page 54, with settings Cybersecurity Reset,
Advanced, Standard

10 Hot Standby rotary selector, page 58, used to designate the controller as either controller
A or controller B, or to Clear the existing Control Expert application

NOTE: The only visible difference between safety and non-safety-related controllers is
that safety controllers are colored red.
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Hot Standby Rotary Selector Switch

Use the rotary switch on the back of each M580 Hot Standby controller to designate the role
that the controller plays in the M580 Hot Standby configuration:

A

Clear

Use the small, plastic screwdriver provided with the controller to set the rotary switch
according to its role in a Hot Standby system.

NOTE: A plastic screwdriver is provided for your convenience; use it, or an equivalent,
to change the position of the rotary switch. Avoid using metal screwdrivers.

Rotary switch settings include:

Position Result

A » Designates the controller as controller A (see Modicon M580 Hot Standby, System
Planning Guide for, Frequently Used Architectures), as referenced in Control Expert and
the T M ECPU HSBY, page 304 DDDT.

« Assigns the controller IP address A on Ethernet RIO network.

B » Designates the controller as controller B (see Modicon M580 Hot Standby, System
Planning Guide for, Frequently Used Architectures), as referenced in Control Expert and
the T M ECPU_HSBY DDDT.

« Assigns the controller IP address B on Ethernet RIO network.

Clear » Clears the application in the controller, and places the controller into the NO_CONF
operational state.

» Ifan SD memory card is inserted in the controller, the application in the card is also
cleared,
NOTE: Setting the switch for each Hot Standby controller to the same A/B position can
cause a a conflict of controller roles (see Modicon M580 Hot Standby, System Planning
Guide for Frequently Used Architectures).

Clearing Controller Memory

To clear a controller memory, follow these steps:

Step Action
1 Set the rotary switch to Clear.
2 Power up the controller.
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Step Action

3 Power down the controller.

4 Set the rotary switch to A or B.

When you next power up the controller, if the remote controller is primary, the primary
controller transfers the application to the local controller.

SFP Socket

Each controller module includes one Small Form-factor Pluggable (SFP) socket, to which
you can connect either a fiber optic or a copper transceiver:

To insert a transceiver:

Step Action

1 Check that the controller is powered off.
2 Position the transceiver so that its label is oriented to the left.
3 Press the SFP transceiver firmly into the socket until you feel it snap into place.

NOTE: If the SFP transceiver resists, check the orientation of the transceiver and repeat these
steps.

To remove a transceiver:

Step Action

1 Check that the controller is powered off.
2 Pull out the latch to unlock the transceiver.
3 Pull on the transceiver to remove it.

NOTICE
POTENTIAL EQUIPMENT DAMAGE
* Do not Hot Swap the SFP transceiver.

* Insert or remove the transceiver only when there is no power to the controller.
Failure to follow these instructions can result in equipment damage.
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NOTE: For part numbers and other information regarding the available transceivers,
refer to the description of controller Hot Standby link transceivers (see Modicon M580
Hot Standby, System Planning Guide for Frequently Used Architectures).

Each module comes with a stopper. When the SFP socket is not connected to a transceiver,
cover the unused socket with the cover to keep out dust.

Grounding Considerations

Follow all local and national safety codes and standards.

AADANGER

ELECTRIC SHOCK
Wear personal protective equipment (PPE) when working with shielded cables.

Failure to follow these instructions will result in death or serious injury.

The backplane for your M580 PAC is common with the functional ground (FE) plane and
must be mounted and connected to a grounded, conductive backplane.

AWARNING

UNINTENDED EQUIPMENT OPERATION

Connect the backplane to the functional ground (FE) of your installation.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.
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Anti-Tampering Seals and Lockable SD Card Door
Anti-Tampering Seals

Two anti-tampering seals are placed on the right side of both the standalone and Hot
Standby M580 CPUs, where the bezel (i.e. the front section of the module container)
connects to the housing (i.e. the rear section of the module container). These seals
indicates if the module has been opened and possibly tampered with.

The module container has not been opened when the anti-tampering seal looks like this:

roeou\'lt ly ,g%/

Lockable SD Card Door

The door that covers the SD card slot can be locked or sealed.
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To do this:

1.

Close the SD card door.

2. Insert the wire end of a lead seal (or the cable of a padlock) through the hole in the

piece that protrudes through the SD card door.
NOTE: You can use a wire or cable with a maximum diameter of 1.50 mm.

3. Close the lead seal (or lock the padlock).

NOTE: The seal or padlock are not supplied with the module.
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LED Diagnostics for Standalone Controllers

LED Display

An LED display is located on the front panel of the CPU:

‘ RUN IIo .
BKP .

ETH MS ETH NS

SMOD

FORCED I/O . SRUN

LED Descriptions

LED Indicator Description
RUN ON: The controller is in RUN state.
ERR ON: The controller or system has detected an error.
110 ON: The controller or system has detected an error in one or more I/O modules.
DL (download) * Flashing: Firmware update in progress.
OFF: No firmware update in progress.
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LED Indicator Description
BKP ON:

»  The memory card or controller flash memory is missing or inoperable.

» The memory card is not usable (incorrect format, page 78, unrecognized type).

* The memory card or controller flash memory content is inconsistent with the
application.

» The memory card has been removed and reinserted.

* APLC > Project Backup... > Backup Clear command has been performed when
no memory card was present. The BKP LED remains ON until the project is
successfully backed up.

OFF: The memory card or controller flash memory content is valid, and the application in
the execution memory is identical.

SEC Not used.

ETH MS Module Status (green/red): Indicates the Ethernet port configuration status.

ETH NS Network Status (green/red): Indicates the Ethernet connection status.

FORCED I/O ON: At least one input or output on a digital I/O module is forced.

SRUN Apply only to safety controllers.

SMOD Apply only to safety controllers.

This table describes the LED indicator patterns used in the LED diagnostic indications table

thereafter:
Symbol Description Symbol Description
off steady red
steady green flashing red
flashing green flashing red/green

LED Diagnostic Indications

In a Hot Standby system, specific IP addresses (Main IP Address, Main IP Address + 1, IP
Address A, IP Address B) are assigned (see Modicon M580 Hot Standby, System Planning
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Hardware

Guide for, Frequently Used Architectures) and these addresses must not be used by other

devices in the system.

Duplicate IP addresses can cause errors in communication with the other modules.

AWARNING

damage.

UNINTENDED EQUIPMENT OPERATION
» Confirm that each module has a unique IP address.

« Do not assign an IP address equal to the Main IP Address, the Main IP Address + 1, IP
Address A, or IP Address B to any Ethernet device that potentially communicates with
the Hot Standby system.

Failure to follow these instructions can result in death, serious injury, or equipment

The LEDs provide detailed diagnostic information when you observe their pattern in

detected

one exclusive owner CIP
connection (for which

combination:
Condition Control- | RUN | ERR 110 ETH ETH NS
ler State MS
power on Autotest
not configured NO- -
CONF
(before getting a valid O 8
IP address or
configuration is invalid)
configured Stop « off: no error « off: invalid IP address
detected
« flashing green: valid
« steady red: IP address but no
error detected in EtherNet/IP connection
RUN a module or a
channel « steady green:
EtherNet/IP connection
established
recoverable error HALT - « flashing red: At least

the BMENOCO0301/
BMENOCO0311 is the
originator) is timed out.
The LED flashes until
the connection is
reestablished or the
module is reset.
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Condition

Control-
ler State

RUN

ERR

/10

ETH

ETH NS

duplicate IP address

unrecoverable error
detected

O

power off

O

0@
ON®

@D
O Al _

—: any pattern
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LED Diagnostics for Hot Standby Controllers

LED Panel

The front face of a BMEH58+040 Hot Standby controller presents the following LED panel,
which you can use to diagnose the state of the M580 Hot Standby system:

- REMOTE RUN

B ETH Ms

.

FORCED I/0

NOTE: The SRUN and SMOD LEDs apply only to safety controllers. The SEC LED is
not used.

» For a description of the safety controller LEDs SRUN and SMOD, refer to the topic
LED Displays for the M580 Safety Controler and Copro (see Modicon M580, Safety
System Planning Guide) in the Modicon M580, Safety System Planning Guide.

» For a presentation of LED diagnostics for safety-related controllers, refer to the
topic M580 Safety Controller LED Diagnostics (see Modicon M580, Safety Manual)
in the Modicon M580, Safety Manual.

Hot Standby Panel LEDs

Use the BMEH58+040 Hot Standby controller A and B LEDs to identify the controller
configurations, as set by the rotary switch on each controller:
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A/B/Clear Rotary Switch Position, page 58 LED
A B
Local controller is A, remote controller is B ON OFF
Local controller is B, remote controller is A OFF ON
Both controller configured as A Flashing OFF
Both controller configured as B OFF Flashing
Local rotary switch on CLEAR Flashing Flashing

In the Hot Standby Panel LED diagnostic presentation, above:

+ The local controller is the controller whose LEDs you are observing, which could be
either A or B.

+ The remote controller is the controller whose LEDs you are not observing, typically
located in a remote location.

For example, consider the design where the two controllers are physically distant but
communicate via a tunnel, with a controller located at each tunnel terminus. In this case, the
local controller is the one in front of you; the remote controller is the one at the distant end of
the tunnel. But, if you move to the other end of the tunnel, the formerly remote controller
becomes the local controller and the original local controller becomes the remote controller.
By contrast, the designations of controller A and controller B do not change.

Use the BMEH58-040 REMOTE RUN LED on the local controller to identify the operational
status of the remote controller:

REMOTE RUN LED Remote controller State
ON RUN

Flashing STOP

OFF Indeterminate

Use the BMEH58-040 PRIM, and STBY LEDs to identify the operational status of the local
and remote controller:

LED Controller State

PRIM STBY Local controller Remote controller
ON OFF Primary Standby

ON Flashing Primary Wait

Flashing Flashing Wait Indeterminate

OFF OFF Wait Indeterminate
OFF ON Standby Primary
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Hot Standby Link LED

A Hot Standby link LED is located on the front of the BMEH58+040 controller:

s N AN
— |

1
/AYN D
NAA 0172

1 SFP socket for copper or fiber-optic Hot Standby link connection
2 Hot Standby link LED
Use this LED to diagnose the state of the Hot Standby link:

Status Color Description

on green The port is communicating with the remote controller.

flashing green The port is configured and operational, but a Hot Standby link is not made.
off — The Hot Standby link is not configured or is not operational.
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Ethernet Port Connector LEDs

Each Ethernet RJ45 connector presents a pair of LED indicators:

ACT LNK

The Ethernet connector LEDs indicate the following states:

LED Color State Description
ACT Green Flashing Data is being transmitted over the link.
Off No transmission activity is occurring.
LNK Green On Link speed = 100 Mbit/s.
Yellow On Link speed = 10 Mbit/s.
Green / Yellow Off No link is established.

Non-Hot Standby Panel LEDs

Refer to the following topics for additional information regarding non-Hot Standby LEDs:

» LED Diagnostics for M580 Standalone Controllers in the Modicon M580 Hardware
Reference Manual, page 63 for standalone, non-safety—related LEDs.

»  M580 Safety Controllers LED Diagnostics in the M580 M580 Safety Manual (see
Modicon M580, Safety Manual), for safety—related LEDs.
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USB Port

Introduction

The USB port is a high-speed, mini-B USB connector, version 2.0 (480 Mbps) that can be
used for a Control Expert program or human-machine interface (HMI) panel. The USB port
can connect to another USB port, version 1.1 or later.

NOTE: Install M580 USB drivers before connecting the USB cable between the CPU
and the PC.

Transparency

If your system requires transparency between the device connected to the USB port and the
M580 device network, add a persistent static route in the device’s routing table.

Example of a command to address a device network with IP address X.x.0.0 (fora
Windows PC): route add X.X.0.0mask 255.255.0.090.0.0.1 -p

(In this case, x.Xx.0. 0 is the network address used by the M580 device network, and
255.255.0.0 is the corresponding subnet mask.)

Pin Assignments

The USB port has the following pin positions and pinouts:

Legend:
Pin Description
1 VBus
2 D-
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Pin Description
3 D+
4 not connected
5 ground
shell chassis ground
Cables

Use a BMX XCA USB H018 (1.8 m/5.91 ft) or BMX XCA USB H045 (4.5 m/14.764 ft) cable
to connect the panel to the CPU. (These cables have a type A connector on one side and
the mini-B USB on the other side.)

In a fixed assembly with an XBT-type console connected to the CPU, connect the USB
cable to a protection bar (see Modicon X80, Racks and Power Supplies, Hardware
Reference Manual). Use the exposed part of the shield or the metal lug on the BMX XCA

cable to make the connection.
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Ethernet Ports

Introduction

There are three RJ45 Ethernet ports on the front of the controller: one service port, and two
device network ports. The ports share the characteristics described below.

Common Characteristics

The three ports have the same RJ45 connector and use the same type of Ethernet cables.

NOTE: The three Ethernet ports are connected to chassis ground, and the equipment
requires an equipotential ground (see Modicon X80, Backplanes and Power Supplies,
Hardware Reference Manual).

Dust Cover

To keep dust from entering the unused Ethernet ports, cover the unused ports with the

=;-'
l_,dl

Ethernet Ports

Each RJ45 connector has a pair of LED indicators:

ACT LNK

The pin positions, pinouts, and cable connections are the same on the three RJ45 Ethernet
ports:
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Pin

Description

TD+

TD-

RD+

not connected

not connected

RD-

not connected

(Nl w|DN

not connected

shell/chassis ground

Pinout:

12345678

NOTE: The TD pins (pins 1 and 2) and the RD pins (pins 3 and 6) can be reversed to
allow the exclusive use of straight-through cables.

The ports have an auto MDIX capability that automatically detects the direction of the
transmission.

It is required to use one of these Ethernet cables to connect to the Ethernet ports:

TCSECN3M3Meeee: Cat S5E Ethernet straight-through shielded cable, rated for industrial

use, CE- or UL-compliant

TCSECE3M3Meee+: Cat 5E Ethernet straight-through shielded cable, rated for industrial

use, CE-compliant

TCSECU3M3Mee++: Cat 5E Ethernet straight-through shielded cable, rated for industrial

use, UL-compliant

The maximum length for a copper cable is 100 m. For distances greater than 100 m, use
fiber optic cable. The controller does not have fiber ports. You may use dual ring switches
(DRSs) or BMX NRP e+« fiber converter modules (see Modicon M580 Standalone, System
Planning Guide for, Frequently Used Architectures) to handle the copper-fiber conversion.

Ethernet Ports on Standalone Controllers

On standalone controllers, the ACTIVE LED is green. The LNK LED is either green or
yellow, depending on the status:
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LED LED Status Description
ACTIVE | OFF No activity is indicated on the Ethernet connection.
ON / flashing Data is being transmitted and received on the Ethernet connection.
LNK OFF No link is established at this connection.
ON green A 100 Mbps link* is established at this connection.
ON yellow A 10 Mbps link* is established at this connection.
* The 10/100 Mbps links support both half-duplex and full-duplex data transfer and autonegotiation.

Service Port

The service port is the uppermost of the three Ethernet ports on the front panel of the
controller. This port can be used:

+ to provide an access point that other devices or systems can use to monitor or
communicate with the M580 PAC

+ as a standalone DIO port that can support a star, daisy chain, or mesh topology of
distributed equipment

+ to mirror the controller ports for Ethernet diagnostics. The service tool that views activity
on the mirrored port may be a PC or an HMI device.

NOTE: Do not used the service port to connect to the device network unless in some
specific conditions described in Modicon M580, Open Ethernet Network, System

Planning Guide.

The service port does not support the RSTP network protocol. Connecting the service port
to the device network, either directly or through a switch/hub, can result in the creation of
logical loops in the network, which can adversely affect network performance.

The service port does not support either VLANs or QoS tagging of Ethernet packets. The
service port is inherently non-deterministic.

AWARNING

UNINTENDED EQUIPMENT OPERATION

Do not connect together the service ports of the Hot Standby controllers.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.
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Device Network Dual Ports

When a controller does not support RIO scanning, the two ports below the service port
marked Device Network are DIO ports.

These controllers do not support RIO scanning:
+ BMEP581020 and BMEP581020H
+ BMEP582020 and BMEP582020H
+ BMEP583020
+ BMEP584020

You may use a Device Network port to support a star, daisy chain, or mesh topology of
distributed equipment. You may use both Device Network ports to support a ring topology.

When a controller supports RIO scanning, the two ports below the service port marked
Device Network are RIO ports. These controllers support RIO scanning:

+ BMEP582040, BMEP582040H

+ BMEP583040

+ BMEP584040

+ BMEP585040, BMEP585040C

+ BMEP586040, BMEP586040C

+ BMEH582040, BMEH582040C

+ BMEH584040, BMEH584040C

+ BMEH586040, BMEH586040C
When used as RIO ports, both ports connect the controller to the main ring in an Ethernet
daisy-chain loop or ring.

For more information about RIO/DIO architectures, refer to the chapter Modicon M580
System.

Grounding Considerations

Follow all local and national safety codes and standards.

AADANGER

ELECTRIC SHOCK
Wear personal protective equipment (PPE) when working with shielded cables.

Failure to follow these instructions will result in death or serious injury.

76 EIO0000001578.15



M580 PACs Hardware

The backplane for your M580 PAC is common with the functional ground (FE) plane and
must be mounted and connected to a grounded, conductive backplane.

AWARNING

UNINTENDED EQUIPMENT OPERATION

Connect the backplane to the functional ground (FE) of your installation.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.
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SD Memory Card

BMXRMS004GPF SD Memory Card

The SD memory card is an option that can be used for application and data storage. The SD
memory card slot in the M580 PAC housing is behind a door.

Use a BMXRMS004GPF memory card in your controller. It is a 4 GB, Class 6 card rated for
industrial use. Other memory cards, including those used in M340 controllers, are not
compatible with M580 PACs.

NOTE: If you insert an incompatible SD memory card in the controller:
» The controller remains in NOCONF state, page 38.
» The controller BKP LED turns ON.
» The memory card access LED flashes.

BMXRMS004GPF SD Memory Card Format

The BMXRMS004GPF memory card is formatted specifically for the M580 PAC.
» If you use this card with another controller or tool, the card may not be recognized.

» If you re-format the card in another device — e.g., a camera — the card becomes
incompatible for use by an M580 PAC. In this case, you need to return the card to
Schneider Electric for re-formatting.

Memory Card Characteristics

These memory card characteristics apply to M580 PACs:

Characteristic Value

global memory size 4GB

application backup size 200 MB

data storage size 3.8GB

write/erase cycles (typical) 100,000

operating temperature range —40...+85 °C (-40...+185 °F)
file retention time 10 years

memory zone for FTP access data storage directory only
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NOTE: Due to formatting, wearout, and other internal mechanisms, the actual available
capacity of the memory card is slightly lower than its global size.

Supported Functions

The SD memory card supports read-only data storage functions, page 505.

NOTE: In addition to these read-only data storage functions, you can also read and write
to the SD memory card using the following Control Expert project management (see
Modicon M580, Hardware, Reference Manual) commands located in the PLC > Project
Backup menu:

+ Backup Compare
+ Backup Restore
+ Backup Save

Formatting the Memory Card is Unnecessary

The SD memory card comes pre-formatted from the factory. There is no need to manually
format the SD memory card using your PC. If you attempt to format the SD memory card,
you may alter the formatted structure of the card, thereby rendering the card unusable.
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Memory Card Access LED

Introduction

The green memory card access LED underneath the SD memory card door indicates the
controller access to the memory when a card is inserted. This LED can be seen when the

door is open.

Dedicated LED States

By itself, the memory card access LEDs indicate these states:

LED Status Description

ON The memory card is recognized, but the controller is not accessing it.

flashing The controller is accessing the memory card.

OFF The memory card can be removed from the controller slot or the controller does not recognize
the memory card.

NOTE: Confirm that the LED is OFF before you remove the card from the slot.

Combined LED Meanings

The access card LED operates together with the BKP LED, page 63. Their combined
patterns indicate the following diagnostic information:

Memory Card
Status

Conditions

Controller State Memory Card BKP LED

Access LED

no memory card in
the slot

no configuration

memory card not OK

no configuration

memory card without
project

no configuration

® DO
® O
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Memory Card Conditions Controller State Memory Card BKP LED
Status Access LED

memory card with a
non-compatible
project

no configuration

o

memory card with a
compatible project

An error is detected when
the project is restored from
the memory card to the
controller RAM.

no configuration

during transfer:

D

end of transfer:

O

during transfer:

end of transfer:

No error is detected when
the project is restored from
the memory card to the
controller RAM.

during transfer:

D

end of transfer:

O

during transfer:

end of transfer:

O

- no specific circumstances or controller state

This legend shows the different LED patterns:

Symbol

Meaning

Symbol

Meaning

off

steady red

O
O

steady green

2@

flashing green
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Data Storage Elementary Functions

Data Storage Elementary Functions

These DataStorage EF elementary functions are supported in Control Expert for the

M580 controllers:

EF Controller Description
BMEP58+0-0 | BMEH58+040

CLOSE_FILE X X The CLOSE_FILE function closes the file identified by
the file descriptor attribute. If another user is working on
the same file via a different descriptor, the file remains
open.

CREATE_FILE (see X — The CREATE FILE function creates a new file, assigns

EcoStruxure™ Control it the specified file name, and indicates the purposes for

Expert, System, which the file is opened: read-only, write-only, read-

Block Library) write.

DELETE_FILE (see X — The DELETE FILE function deletes the specified file.

EcoStruxure™Control

Expert, System,

Block Library)

GET_FILE INFO (see X X The GET FILE INFO function retrieves information

EcoStruxure™ Control about a specified target file. Execute the OPEN FILE

Expert, System, function for the target file before executing the GET _

Block Library) FILE INFO function, because the identity of the target
file comes from the output parameter of the OPEN FILE
block.

GET_FREESIZE (see X X The GET FREESIZE function displays the amount of

EcoStruxure™ Control available space on the SD memory card.

Expert, System,

Block Library)

OPEN_FILE (see X X (read only) The OPEN_FILE function opens a specified existing file.

EcoStruxure™ Control

Expert, System,

Block Library)

RD_FILE_TO_DATA (see | X X The RD_FILE_TO_DATA function enables reading data

EcoStruxure™ Control from a file, at the current position in the file, and copies

Expert, System, the data to a direct address variable, a located variable,

Block Library) or an unlocated variable.

SEEK_FILE (see X X The SEEK FILE function sets the current byte offset in

EcoStruxure™ Control the file to a new specified offset position, which can be:

Expert, System, the offset, the current position plus the offset, the file

Block Library) size plus the offset.

SET_FILE_ATTRIBUTES | X — The SET_FILE_ATTRIBUTES function sets the read-

(see EcoStruxure™ only status of a file attribute. Read-only status can be

Control Expert, set or cleared. This function can be applies only to a file

System, Block that is already open via the CREATE FILE or OPEN

Library) FILE function.
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EF Controller Description
BMEP58+0-0 | BMEH58+040
WR_DATA TO FILE (see | X X The WR_DATA_TO_FILE function enables the writing of

EcoStruxure™ Control
Expert, System,
Block Library)

the value of a direct address variable, a located
variable, or an unlocated variable to a file. The value is
written to the current position in the file. After the write,
the current position in the file is updated.

X (supported)

— (not supported)

For additional information on each function, refer to the chapter Implementing File
Management (see EcoStruxure™ Control Expert, System, Block Library).

EIO0000001578.15

83



Hardware M580 PACs

Firmware Update

Depending on the initial version and the targeted version of the controller, the procedure is
different. A new boot loader was introduced at version 4.x. Thus, the procedures to update
from an earlier version (V3.22 or earlier) to version V4.x, or to downgrade from a V4.x
version to an earlier version, require specific procedures.

For detailed procedures for firmware update, refer to Modicon M580 Controller Firmware
Installation Guide.
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Installing and Diagnosing Modules on the
Local Rack

What’s in This Part
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Introduction

This part provides instructions for installing and assembling M580 CPUs.
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Installing Modules in an M580 Rack

What’s in This Chapter

Overview

Module Guidelines
Installing the Controller
Installing an SD Memory Card in a CPU

This chapter explains how to install a CPU module in an M580 rack.

Module Guidelines

Guidelines
Rack Position Rack Type Slots Marking
00 01 02 ..n(M
local main rack controller module module
X80 extended rack | module module module module
Premium extended | module module module module
rack
remote drop main rack (e)X80 EIO module module module
adapter
module
extended rack module module module module
1 slots from number 03 to last numbered slot of the rack

NOTE: When your installation has more than one rack in the local rack or at a remote
drop, the BMX XBE 1000 rack exender module goes in the slot marked XBE of the X80

racks.

Check that the controller is installed in the two slots marked 00 and 01 on the local rack
before powering up the system. If the controller is not installed in these two slots, the CPU
starts in NOCONF state, page 38 and uses the configured IP address (not the default IP
address, which starts with 10.10 and uses the last two bytes of the MAC address).

86
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NOTE: When the last two octets of the MAC address (MAC5.MACG6) correspond to 0.0

in the default address, make a point-to-point cable connection between your computer

and the controller, communication module, or other module.

Services and Addresses

IP addresses: This table shows the availability of network services regarding the
relationship between the controller’s IP addresses and its ports.

NOTE: When the Ethernet IP address is assigned in the same network range as the USB
port (90.0.0.x), the USB port does not work.

Service

BMEP58+040 (DIO, ERIO)

BMEP58+020 Controller (DIO)

EtherNet/IP scanner

- IPA(RIO)
«  IP main (DIO)

+ IPA (DI*R supports
redundant owner)

+ IP main (DIO)

Modbus IP main IP main

FDR server and DHCP « IPA(RIO) IP main
+ |IP main (DIO)

SNTP server IPA IP main

other services* IP main IP main

SNMP source IP address

IP A or IP main

IP A or IP main

SNTP client source IP address

IP A or IP main

IP A or IP main

LLDP

IP main

IP main

RSTP

IP main

IP main

*Web server. EtherNet/IP adapter, Modbus server/FTP

MAC addresses: This table shows the availability of network services in terms of the
relationship between the controller's MAC addresses and its ports:

Service BMEP58+040 (DIO, ERIO) BMEP58+020 Controller (DIO)
EtherNet/IP scanner module MAC module MAC
Modbus module MAC module MAC
FDR server and DHCP module MAC module MAC
SNTP server module MAC module MAC
other services* module MAC module MAC
SNMP source IP address module MAC module MAC
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Service BMEP58+040 (DIO, ERIO) BMEP58+020 Controller (DIO)

SNTP client source IP address module MAC module MAC

LLDP port MAC = (module MAC + 1, 2, 3, | port MAC = (module MAC + 1, 2, 3,
or 4)** or 4)**

RSTP por3t)MAC = (module MAC + 1, 2, g;)rt MAC = (module MAC + 1, 2, or
or 3)* ok

*Web server. EtherNet/IP adapter, Modbus server/FTP

**Ports:
« port 1: module MAC + 1 (service port)
* port 2: module MAC + 2
* port 3: module MAC + 3
* port 4: module MAC + 4 (Ethernet backplane)

Rack Markings

Example of BMXXBP«++ (PV:02 and any subsequent supporting versions) rack with slot

I

T

U Ol D.g%
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Installing the Controller

Introduction

You can install any standard controller (BMEP58+0+0) or any Hot Standby controller
(BMEH58+0¢0) in these racks:

+  BMXXBPeee+ (PV:02 and any subsequent supporting versions) X Bus rack
« BMEXBP<++00 or BMEXBP+02 Ethernet rack

Exception: You can install the BMXCPS4002 only on these dual-bus (Ethernet and X Bus)
racks:

+ BMEXBP0602
+ BMEXBP1002

Installation Precautions

An M580 controller is powered by the rack bus. Confirm that the rack power supply is turned
off before installing the controller.

AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

« Disconnect all power from all equipment including connected devices prior to removing
any covers or doors, or installing or removing any accessories, hardware, cables, or
wires except under the specific conditions specified in the appropriate hardware guide
for this equipment.

« Always use a properly rated voltage sensing device to confirm the power is off where
and when indicated.

* Replace and secure all covers, accessories, hardware, cables, and wires and confirm
that a proper ground connection exists before applying power to the unit.

» Use only the specified voltage when operating this equipment and any associated
products.

Failure to follow these instructions will result in death or serious injury.

Remove the protective cover from the rack slot connectors before plugging the module in
the rack.
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AWARNING

UNINTENDED EQUIPMENT OPERATION

Ensure that the controller does not contain an unsupported SD memory card before
powering up the controller.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.

NOTE:

» Check that the memory card slot door is closed after a memory card is inserted in
the controller, and remains closed during operations.

« Referto $swW97 to check the status of the SD card.

Grounding Considerations

Follow all local and national safety codes and standards.

AADANGER

ELECTRIC SHOCK
Wear personal protective equipment (PPE) when working with shielded cables.

Failure to follow these instructions will result in death or serious injury.

NOTE: Refer to the ground protection information provided in the Electrical installation
guide and Control Panel Technical Guide, How to protect a machine from malfunctions
due to electromagnetic disturbance, page 15.

Installing the Controller

Install the controller in the rack slots marked 00 and 01. If you do not install the controller in
these two slots, it starts in NOCONF state, page 38 state and uses the default IP address,
which starts with 10. 10 and uses the last two bytes of the MAC address.

NOTE: When the last two octets of the MAC address (MAC5.MAC®6) correspond to 0.0
in the default address, make a point-to-point cable connection between your computer
and the controller, communication module, or other module.

Install a controller in a rack:
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Step

Action

Illustration

1

Verify that the power supply is
turned off.

If you are installing a Hot Standby
controller, on the back of the
controller, set the A/B/Clear
selector switch, page 58 to the
appropriate selection, “A” or “B”.

NOTE: When you later
install the companion Hot
Standby controller, set its
rotary switch to the other A/B
position.

Verify that:

+ ifan SD memory card is
used, it is supported by the
controller

« the connectors’ protective
covers are removed

* the controller is placed on
the slots marked 00 and 01

Position the locating pins situated
at the rear of the module (on the
bottom part) in the corresponding
slots in the rack.

Swivel the module towards the
top of the rack so that the module
sits flush with the back of the
rack.

The module is now set in position.

Tighten the 2 screws on top of the
controller to maintain the module
in place on the rack.

tightening torque: 0.7...1.5 Nem
(0.52...1.10 Ibf-ft).
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Installing Modules in the Second Local Rack

If you are installing a Hot Standby system, you need to install the same collection of
modules, with the same versions of firmware, that were installed on the first rack. Install
each module in the same slot that its counterpart occupies on the first rack. Follow the same
procedure described above, except set the A/B/Clear selector switch, page 58 on the back
of the standby controller to other A/B position.

Connecting the Hot Standby Local Racks

If you are installing a Hot Standby system, you need to connect the communication link to
controller A and controller B before applying power to either local rack. If you start up the
controllers before they are connected via the Hot Standby link, both controllers attempt to
assume the role of primary controller in your Hot Standby system.

AADANGER

HAZARD OF ELECTRIC SHOCK

+ Connect the functional ground (FG) terminal of the power supply module directly to the
protective earth screw of the rack.

* Do not chain the function ground (FG) terminals of redundant power supply modules
together.

« Do not connect anything else to the functional ground (FG) terminal of the power
supply module.

Failure to follow these instructions will result in death or serious injury.

AADANGER

HAZARD OF ELECTRIC SHOCK
+ Use only cables with ring or spade lugs and ensure that there is a ground connection.

* Make sure that grounding hardware is tightened properly.
Failure to follow these instructions will result in death or serious injury.

Before you connect the two Hot Standby local racks, verify that an equipotential grounding
system (see Modicon X80, Racks and Power Supplies, Hardware Reference Manual) is in
place that includes the two racks (plus any other equipment you intend to connect to the two
Hot Standby local racks).

When installing modules with fiber optic transceivers, do the following to help prevent dust
and pollution from disrupting light production into the fiber optic cable.
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NOTICE

EQUIPMENT DAMAGE
+ Keep caps on jumpers and transceivers when not in use.

» Insert the optical cable into the transceivers carefully, respecting the longitudinal axis
of the transceiver.

» Do not use force when inserting the cable into the optical transceivers.
Failure to follow these instructions can result in equipment damage.

Each Hot Standby controller includes on its front face an SFP socket, page 57. This socket
can accept an SFP transceiver module (see Modicon M580 Hot Standby, System Planning
Guide for, Frequently Used Architectures) for either copper or single mode fiber optic cabling
of the Hot Standby link. Your choice of SFP transceiver and cabling is determined by the
distance between the two Hot Standby local racks (see Modicon M580 Hot Standby, System
Planning Guide for, Frequently Used Architectures).
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Installing an SD Memory Card in a CPU

Introduction

The BME+58+++« CPUs support the use of the BMXRMS004GPF 4GB SD memory card.

Memory Card Maintenance

To keep the memory card in normal working order:

» Avoid removing the memory card from its slot when the CPU accesses the card
(memory card access green LED ON or blinking).

* Avoid touching the memory card connectors.

+ Keep the memory card away from electrostatic and electromagnetic sources as well as
heat, sunlight, water, and moisture.

+ Avoid impact on the memory card.

» Before sending a memory card by post (mail), check the postal service security policy.
In some countries, the postal service exposes mail to high levels of radiation as a
security measure. These high levels of radiation may erase the contents of the memory
card and render it unusable.

« If a card is extracted without generating a rising edge of the bit %S65 and without
checking that the memory card access green LED is OFF, the data (files, application,
and so on) may be lost or become unreliable.

Memory Card Insertion Procedure

Procedure for inserting a memory card into a BME+58¢¢+« CPU:

Step Description

1 Open the SD memory card protective door.
2 Insert the card in its slot.
3 Push the memory card until you hear a click.

Result: The card should now be clipped into its slot.

Note: Insertion of the memory card does not force an application restore.

4 Close the memory card protective door.
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Memory Card Removal Procedure

NOTE: Before removing a memory card, a rising edge on bit %S65 needs to be
generated. If a card is extracted without generating a rising edge of the bit $s65 and
without checking that the memory card access green LED is OFF, the data may be lost.

Procedure for removing a memory card from a BME+*58¢+<« CPU:

Step Description
1 Generate a rising edge on bit $565.
2 Check that the memory card access green LED is OFF.
3 Open the SD memory card protective door.
4 Push the memory card until you hear a click, then release the pressure on the card.
Result: The card should unclip from its slot.
5 Remove the card from its slot.
Note: The memory card access green LED is ON when the memory card is removed from the CPU.
6 Close the memory card protective door.
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M580 Diagnostics

What’s in This Chapter

Introduction

Blocking Conditions ............cooiiiiiiiiiiii e 96
Non-blocking ConditioNS.............uiiiiiiiiiiiiii e 99
CPU Or System ErTOrs ... .ccuuiiiieee e 101
CPU Application Compatibility ...........ccoeeeviiiiiiiiiiiiii, 102

This chapter provides information on diagnostics that can be performed via hardware
indications (based on LED status) and system bits or words when necessary. The entire
M580 system diagnostics is explained in the Modicon M580 System Planning Guide.

The CPU manages different types of detected error:

detected errors that can be recovered and do not change the PAC behavior unless

specific options are used

detected errors that cannot be recovered and lead the CPU to the halt state
CPU or system detected errors that lead the CPU to an error state

Blocking Conditions

Introduction

Blocking conditions caused during the execution of the application program do not cause
system errors, but they stop the CPU. The CPU goes into the HALT state, page 38.

NOTE:

When a BMEH58+040 CPU is in the HALT state, the RIO and DIO outputs behave the

same way as they do when the CPU is in STOP state, page 454.

For information about Hot Standby diagnostics, refer to the diagnostics chapter (see

Modicon M580 Hot Standby, System Planning Guide for, Frequently Used
Architectures) in the M580 Hot Standby installation guide.

96
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Diagnostics

Visual indications of a blocking condition are the ERR LED on the CPU front panel, page 63.
A description of the error is provided in system word $sw125.

The address of the instruction that was executing when the blocking condition occurred is
provided by system words $Sw126 through $sw127.

$sSw125 system word values and corresponding blocking condition description:

$SW125 Value (hex) Blocking Condition Description

Qsee execution of an unknown function

0002 SD card signature feature (used with S/IG_CHECK and SIG_WRITE functions)
2258 execution of the HALT instruction

2259 execution flow different than the reference flow

23 execution of a CALL function towards an undefined subroutine
81F4 SFC node incorrect

82F4 SFC code inaccessible

83F4 SFC work space inaccessible

84F4 too many initial SFC steps

85F4 too many active SFC steps

86F4 SFC sequence code incorrect

87F4 SFC code description incorrect

88F4 SFC reference table incorrect

89F4 SFC internal index calculation detected error

8AF4 SFC step status not available

8BF4 SFC memory too small after a change due to a download
8CF4 transition/action section inaccessible

8DF4 SFC work space too small

8EF4 version of the SFC code older than the interpreter

8FF4 version of the SFC code more recent than the interpreter
90F4 poor description of an SFC object: NULL pointer

91F4 action identifier not authorized

92F4 poor definition of the time for an action identifier
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%$SW125 Value (hex) Blocking Condition Description

93F4 macro step cannot be found in the list of active steps for deactivation
94F4 overflow in the action table

95F4 overflow in the step activation/deactivation table

9690 error detected in the application CRC check (checksum)
DE87 calculation detected error on numbers with decimal points
DEBO watchdog overrun

DEFO division by 0

DEF1 character string transfer detected error

DEF2 capacity exceeded

DEF3 index overrun

DEF7 SFC execution detected error

DEFE SFC steps undefined

Restarting the Application

After a blocking condition has occurred, the halted CPU needs to be initialized. The CPU
can also be initialized by setting the $S0 bit to 1.

When initialized, the application behaves as follows:
+ the data resume their initial value
» tasks are stopped at end of cycle
+ the input image is refreshed
» outputs are controlled in fallback position
The RUN command then allows the application to be restarted.
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Non-blocking Conditions

Introduction

The system enters a non-blocking condition when it detects an input/output error on the
backplane bus (X Bus or Ethernet) or through execution of an instruction, which can be
processed by the user program and does not modify the CPU status.

Conditions Linked to I/O Diagnostics

A non-blocking condition linked to the I/O is diagnosed with the following indications:
* CPU I/O LED pattern: steady ON
» module I/O LED pattern: steady ON
» system bits (type of error):

° %510 setto 0: I/O error detected on one of the modules on the rack (channel power
supply detected error, or broken channel, or module not compliant with the
configuration, or inoperative module, or module power supply detected error)

° %$S16 setto0: 1/O error detected in the task in progress
° %$540-%547 setto 0: I/O error detected on rack address O to 7

» system bits and words combined with the channel having an error detected (I/O channel
number and type of detected error) or I/O module Device DDT information (for modules
configured in Device DDT addressing mode):

o bit%Ir.m.c.ERR setto 1: channel error detected (implicit exchanges)

o word $MWr.m.c.2: the word value indicates the type of error detected on the
specified channel and depends on the I1/0O module (implicit exchanges)

Conditions Linked to Execution of the Program
Diagnostics

A non-blocking condition linked to execution of the program is diagnosed with the following
system bits and words:
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» system bits (type of error detected):
° %S15 set to 1: character string manipulation error detected

> %S18 set to 1: capacity overrun, error detected on a floating point, or division by 0
(see EcoStruxure™ Control Expert, Operating Modes)

o %S20 set to 1: index overrun
» system word (nature of the error detected):
° %SW125, page 97 (always updated)

NOTE: The CPU can be forced to the HALT state, page 38 on program execution
recoverable condition.

There are 2 ways to force a CPU to stop when non-blocking errors linked to the execution of
the program are detected:

+ Use the diagnostic program function accessible through Control Expert programming
software.

» set the system bit 578 (HALTIFERROR) to 1.
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CPU or System Errors

Introduction

CPU or system errors are related either to the CPU (equipment or software) or to the rack
internal bus wiring. The system can no longer operate correctly when these errors occur.

A CPU or system error causes the CPU to stop in ERROR mode and requires a cold restart.
Before applying a cold restart, set the CPU to STOP mode to keep the PAC from returning to
ERROR mode.

Diagnostics

A CPU or system error is diagnosed with the following indications:
+ CPU /O LED pattern: steady on
» system word $SwW124 value defines the detected error source:
o 80 hex: system watchdog error or rack internal bus wiring error
o 81 hex: rack internal bus wiring error
o 90 hex: interruption not foreseen, or system task pile overrun
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CPU Application Compatibility

Application Compatibility

These tables show the standalone (BMEP58+0+0) and Hot Standby (BMEH58+0+0) CPUs
that can download and execute applications that are built on a different CPU.

These applications are built on standalone CPUs and transferred to standalone CPUs:

Standalone CPUs Download and execute the application here (BMEP58...

Build the application 1020 2020 2040 3020 3040 4020 4040 5040 6040
here ().

BMEP581020 X X - X - X - — _
BMEP582020 - X - X - X - — _
BMEP582040 - - X - X - X X X
BMEP583020 - - - X - X — — —
BMEP583040 - - - - X - X X X
BMEP584020 - - - - - X — — _
BMEP584040 - - - - - - X X X
BMEP585040 - - - - - - - X X
BMEP586040 - - - - - - - - X
Xyes

-no

These applications are built on Hot Standby CPUs and transferred to Hot Standby CPUs:

Hot Standby CPUs Download and execute the application here (BMEHS58...

Build the application 2040 4040 6040
here ().

BMEH582040 X
BMEH584040 -
BMEH586040 - -

Xyes

-no

Example: An application built on a BMEP583020 CPU can only be downloaded or executed
on a BMEP583020 or a BMEP584020 CPU.

102 EIO0000001578.15



M580 Diagnostics Hardware

NOTE: For all M580 CPUs, versions 1.10 and 2.00 are not compatible. You cannot
configure a CPU V2.00, and download the application to a CPU V1.10.
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Processor Performance
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FAST Task Cycle TiMe ........iiiiiiiiiieiiiie e 116
Event Response Time ... 117

Introduction

This section describes BMEP58+0+0 processor performance.

Execution of Tasks

General

BME P58 +0-0 processors can execute single-task and multi-task applications. Unlike a
single-task application, which only executes master tasks, a multi-task application.defines
the task execution priorities.

Master Task

The master task represents the application program’s main task. You can choose from the
following MAST task execution modes:

+ Cyclical (default setup): Execution cycles are performed in sequence, one after the
other.

« Periodical: A new cycle is started periodically, according to a user-defined time period
(1-255ms).

If the execution time is longer than the period configured by the user, the bit $519 is set
to 1, and a new cycle is launched.
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The following illustration shows the cyclical execution of the MAST task:

Internal processing| Program Internal processing Internal processing| Program Internal processing
on input processing | on output on input processing | on output
el - el - -
Cycle time n Cycle time n+1
]
Non real-time

tasks execution (Web, FTP, etc.)

The following illustration shows the periodical execution of the MAST task:

Internal processing| Program Internal processing Internal processing | Program Internal processing
on input processing | on output on input processing | on output
- . > _ -
Cycle time n Cycle time n+1
-t Configured cycle period -
Non real-time

tasks execution (Web, FTP, etc.)

Both MAST task cycle modes are controlled by a watchdog.

The watchdog is triggered if the MAST task execution time is longer than the maximum
period defined in the configuration, and causes a software error. The application then goes
into HALT status, and the bit $s11 is set to 1 (the user must reset it to 0).

The watchdog value ($SW11) may be configured between 10 ms and 1,500 ms (default
value: 250 ms).
NOTE: Configuring the watchdog to a value that is less than the period is not allowed.

In periodical operating mode, an additional check detects when a period has been
exceeded. The PLC will not switch off if the period overrun remains less than the watchdog
value.

Bit 519 signals a period overrun. It is set to 1 by the system when the cycle time becomes
longer than the task period. Cyclical execution then replaces periodical execution.

The MAST task can be checked with the following system bits and system words:

System Object Description

%$SWO MAST task period

%530 Activation of the master task
$S11 Watchdog default

%519 Period exceeded

EIO0000001578.15
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System Object Description
$SW27 Last cycle overhead time (in ms)
$SW28 Longest overhead time (in ms)
$SW29 Shortest overhead time (in ms)
$SW30 Last cycle execution time (in ms)
$SW31 Longest cycle execution time (in ms)
$SW32 Shortest cycle execution time (in ms)

Fast Task

The FAST task is for periodical processing and processing over short durations.

FAST task execution is periodical and must be quick so that no lower priority tasks overrun.
The FAST task period can be configured (1 - 255 ms). The FAST task execution principle is
the same as for periodical execution of the master task.

The FAST task can be checked with the following system bits and system words:

System Object Description

$SW1 FAST task period

%$531 Activation of the fast task

$S11 Watchdog default

%519 Period exceeded

$SW33 Last cycle execution time (in ms)
$SW34 Longest cycle execution time (in ms)
$SW35 Shortest cycle execution time (in ms)

Event Tasks

With event processing, the application program’s reaction time can be reduced for events

originating from:

+ input/output modules (EVTi blocks)
» events timers (TIMERI blocks)

106
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Event processing execution is asynchronous. The occurrence of an event reroutes the

application program towards the process associated with the input/output channel, or to the

event timer that caused the event.

Event tasks can be checked with the following system bits and system words:

System Object Description

%538 Activation of events processing
%539 Saturation of the event signal management stack.
$SW48 Number of 10 events and telegram processes executed

NOTE: TELEGRAM is available only for PREMIUM (not on Quantum neither M340)

Single Task Execution

A single-task application program is associated with one task; the MAST task.

The following diagram shows a single-task application’s execution cycle:

|

Input  acquisition

|

Program processing

L

Output updated
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Multi-Task Execution

The following diagram shows the level of priority of the tasks in a multi-task structure:

+

)

Priority

Event task
EVTO

Event task
EVT

TIMERi timed
event task

FAST task

Communication
tasks

MAST task

Low-priority
task (Weh, FTP, etc.)

The following diagram shows the execution of tasks in a multi-task structure:

EVTO
EVT1 - N

TIMERi
FAST task

Communication

tasks
MAST task

Web, FTP, etc.

System

Tasks

A

=
FI

] [ | |

MAST task cycle time n

MAST task cycle time n+1
-

-

P Time
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MAST Task Cycle Time: Introduction

General

The MAST task cycle time is the sum of the following:
* internal processing time on input,
* master task program processing time,
* internal processing time on output.

lllustration

The following diagram defines the MAST task cycle time:

Program Processing

I.P. |.P.
on input on output

%l %Q

Cycle time

I.P. Internal Processing.
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MAST Task Cycle Time: Program Processing

Definition of Program Processing Time

Program processing time is equivalent to the time needed to execute application code.

Application Code Execution Time

The application code execution time is the sum of the times needed for the application
program to execute each instruction, at each PLC cycle.

The table below gives the execution time for 1 K of instructions (i.e. 1024 instructions).

Processors

Application Code Execution Time (1)

100 % Boolean Program

65 % Boolean + 35 % Digital Program

BMEP581020
BMEP582020
BMEP582040
BMEP583020
BMEP583040
BMEP584020
BMEP584040
BMEP585040
BMEP586040

, BMEP581020H
, BMEP582020H
, BMEP52040H

, BMEP585040C
, BMEP586040C

0.12 milliseconds

0.15 milliseconds

(1) All instructions are executed at each PLC cycle.
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MAST Task Cycle Time: Internal Processing on
Input and Output

General

The internal processing time for inputs and outputs is the sum of the following:
+ MAST task system overhead time

* maximum communication system reception time and input management time for implicit
inputs/outputs

* maximum communication system transmission time and output management time for
implicit inputs/outputs

MAST Task System Overhead Time

For BMEP58+0+0 processors, the MAST task system overhead time is 700 ps.
NOTE: Three system words give information on the MAST task system overhead times:
* %sw27: last cycle overhead time
*  %SW28:longest overhead time
*  %SW29: shortest overhead time

Implicit Input/Output Management Time

The implicit input management time is the sum of the following:

» Fixed base of 25 us

+ Sum of the input management times for each module (in the following table, IN)
The implicit output management time is the sum of the following:

+ Fixed base of 25 ys (FAST), 73 pys (MAST)

» Sum of the output management times for each module (in the following table, OUT)

The table below shows the input (IN) and output (OUT) topological (T) and DDT (DDT)
management times for each module.
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Module

Input Management

Output Management

Total Management Time

Time (IN) (us) Time (OUT) (us) (IN+OUT) (us)
BMXDDI1602, 16 T: 60 40 100
discrete inputs
module DDT: 30 29 60
BMXDDI3202K, 32 T: 67 44 111
discrete inputs
BMXDDI6402K, 64 T: 87 63 150
discrete inputs
BMXDDO1602, 16 T: 60 45 105
discrete outputs
BMXDDO1612, 16 T: 60 45 105
discrete outputs
BMXDDO0O3202 T:
BMXDDO3202H
DDT:
BMXDDO3202K, 32 T: 67 51 118
discrete outputs
BMXDDO6402K, 64 T 87 75 162
discrete outputs
module DDT: 40 50 89
BMXDDM16022, 8 T 68 59 127
discrete inputs and 8
discrete outputs DDT: 44 51 95
module
BMXDDM3202K, 16 T: 75 63 138
discrete inputs and
16 discrete outputs DDT: 48 54 102
module
BMXDDM16025, 8 T: 68 59 127
discrete inputs and 8
discrete outputs DDT: 44 51 95
module
BMXDAI0805, 8 T: 60 40 100
discrete inputs
BMXDAI1602, 16 T 60 40 100
discrete inputs
module DDT: 29 29 59
BMXDAI1603, 16 T: 60 40 100
discrete inputs
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Module Input Management Output Management Total Management Time
Time (IN) (us) Time (OUT) (us) (IN+OUT) (us)

BMXDAI1604, 16 T: 60 40 100
discrete inputs
module DDT: 30 29 58
BMXDAO1605, 16 T: 60 45 105
discrete outputs
BMXAMI0410 analog T: 103 69 172
module

DDT: 43 42 85
BMXAMI0800 analog T: 103 69 172
module

DDT: 63 65 129
BMXAMI0810 analog T: 103 69 172
module

DDT: 63 65 128
BMXAMO0210 T: 65 47 112
analog module

DDT: 30 35 65
BMXAMO802 analog T: 110 110 220
module

DDT: 47 74 121
BMXAMMO0600 T: 115 88 203
analog module

DDT: 82 80 162
BMXDRAO0804, 8 T: 56 43 99
discrete outputs
module DDT: 27 31 58
BMXDRAO0805, 8 T: 56 43 99
discrete outputs
BMXEHC0200 dual- T: 102 93 195
channel counting
BMXEHC0800 eight- T: 228 282 510
channel counting

Communication System Time

Communication (excluding telegrams) is managed during the MAST task internal
processing phases:

« on input for receiving messages

» on output for sending messages
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The MAST task cycle time is, therefore, affected by the communication traffic. The
communication time spent per cycle varies considerably, based on the following elements:

« traffic generated by the processor: number of communication EFs active simultaneously

« traffic generated by other devices to the processor, or for which the processor ensures
the routing function as master

This time is only spent in the cycles where there is a new message to be managed.

NOTE: These times may not all occur in the same cycle. Messages are sent in the same
PLC cycle as instruction execution when communication traffic is low. However,
responses are never received in the same cycle as instruction execution.
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MAST Task Cycle Time Calculation

General

The MAST task cycle time can be calculated before the implementation phase, if the desired
PLC configuration is already known. The cycle time may also be determined during the
implementation phase, using the system words $SW30 - $SW32.

Calculation Method

The following table shows how to calculate the MAST task cycle time.

Step Action

1 Calculate the input and output internal processing time by adding the following times:
* MAST task system overhead time (see Modicon M340, Processors, Setup Manual)

* maximum communication system reception time and input management time for implicit
inputs/outputs (see Modicon M340, Processors, Setup Manual)

* maximum communication system transmission time and output management time for
implicit inputs/outputs (see Modicon M340, Processors, Setup Manual)

2 Calculate the program processing time (see Modicon M340, Processors, Setup Manual)
according to the number of instructions and the type (Boolean, digital) of program.

3 Add together the program processing time, and the input and output internal processing time.
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FAST Task Cycle Time

Definition

The FAST task cycle time is the sum of the following:
* program processing time
+ internal processing time on input and output

Definition of Internal Processing Time on Input and
Output

The internal processing time on input and output is the sum of the following:
+ FAST task system overhead time

+ implicit input/output management time on input/output (see Modicon M340, Processors,
Setup Manual)

For the BMEP58+0+0 processors, the FAST task system overhead time is 130 ps.
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Event Response Time

General

The response time is the time between an edge on an event input and the corresponding
edge on an output positioned by the program in an event task.

Response Time

The following table gives the response time for the BMEP58+0+0 processors with an
application program of 100 Boolean instructions and the module.

Processors Minimum Typical Maximum

BMEP58+0-0 1625 ps 2575 us 3675 us
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Configuring the Controller in Control Expert

What’s in This Part

Introduction

M580 CPU Configuration.............oveeiiiiiiiieiiiiiiieeeciis e 120
Working with M580 Hot Standby Applications.................cccuuen... 461
Managing M580 Hot Standby Data Exchanges ........................ 493
M580 CPU Programming and Operating Modes....................... 508
M580 Hot Standby System Operation............ccc.cooiiiiiiiin. 525
M580 Hot Standby Diagnostics .........cc.uvieiiiiiiiiiiiiiiceee, 548
Replacing M580 Hot Standby CPUS ...........cccoiiiiiiiiiiiiiiiiies 556
Verifying the Network Configuration..............cccooooiiinnn. 559

This part describes how to configure an M580 PAC system with Control Expert.

NOTE: The device configuration procedure is valid when configuring a project with
Control Expert Classic. When you configure your device from a system project, some
commands are disabled in the Control Expert editor. In this case, you need to configure
these parameters at the system level by using the Topology Manager.
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M580 CPU Configuration

What’s in This Chapter

Introduction

Control EXpert Projects..........c.uiviiiiiiiiiiiiiin e 120
Configuring the CPU with Control Expert ..........ccccoovviiiiiiiiinnn, 139
Configuring the M580 CPU with DTMs in Control

EX P e 167
Configuring Generic Device DTMS ........cccouiiiiiiiiiiiiiciiiecee, 176
Diagnostics through the Control Expert DTM Browser............... 184
ONlNE ACHION ...t 205
Diagnostics Available through Modbus/TCP...........cc.occeeiiiieees 21
Diagnostics Available through EtherNet/IP CIP Objects ............ 217
DTM DevVvice LisStS......ccouuiiiiiiiiieee e 285
EXPlicit MeSSagiNg ... .oceviiiiiiiiiiiiii e 31
Explicit Messaging Using the MBP_MSTR Block in Quantum

RIO DIOPS ..ttt 343
IMPplicit MeSSaging .......uvveiiiiiiieiiiii e 367
Configuring the M580 CPU as an EtherNet/IP Adapter.............. 396
Hardware Catalog.........ccouuuiiiiiiiiiici e 409
M580 CPU Embedded Web Pages ..........cccccoivviiiiiiiiiiiiiiineees 418
M580 Hot Standby CPU Web Pages ............cccoeeeevieiiiiieeinnnnnnn. 450

The chapter describes the configuration of the M580 CPU.

Control Expert Projects

Overview

Use this section to add an M580 CPU to your Control Expert application.
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EIO0000001578.15



M580 CPU Configuration Hardware

Creating a Project in Control Expert

Introduction

If you have not created a project in Control Expert and installed a power supply and an
M580 CPU, use the following steps to create a new Control Expert project containing these
components:

+ M580 CPU, page 24
* power supply

Creating and Saving a Control Expert Project

Follow these steps to create a Control Expert project:

Step Action

1 Open Control Expert.
2 Click File > New... to open the New Project window.
3 In the PLC window, expand the Modicon M580 node, and select a CPU.

NOTE: Refer to the CPU Scanner Service, page 26 topic to select the appropriate CPU,
depending upon your DIO and RIO needs.

In the Rack window, expand the Modicon M580 local drop node, and select a rack.

4 Click OK.
Result: The Security enforcement dialog opens.

You can use this dialog to:

* Create an Application password: to help prevent both theft of and unauthorized access to the
new application.

» Create also a File encryption password: to help prevent malicious file corruption and
intellectual property theft.

« Elect not to create either an Application password or a File encryption password.

5 (Optional) To create an Application password, use the Entry and Confirmation fields to input and
confirm the password. The Application password needs to:

* be aminimum 8 characters long.

« contain at lease one uppercase character, at least one lowercase character, one number, and
one non-alphanumeric character.

6 (Optional) To create an File encryption password, use the Entry and Confirmation fields to input
and confirm the password. The File encryption password needs to:

* be aminimum 8 characters long.

« contain at lease one uppercase character, at least one lowercase character, one number, and
one non-alphanumeric character.
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Step Action
» be different from the Application password.

7 Click OK to save your new password(s) or click Cancel to proceed without Application and File
encryption passwords.
Result: The Project Browser dialog opens.

8 Click File > Save to open the Save As dialog.

9 Enter a File name for your Control Expert project and click Save.
Result: Control Expert saves your project to the specified path location.

Changing the Default Storage Location (Optional)

You can change the default location that Control Expert uses to store project files before you

click Save:
Step Action

1 Click Tools > Options to open the Options Management window.

2 In the left pane, navigate to Options > General > Paths.

3 In the right pane, type in a new path location for the Project path. You can also edit these items:
* Import/Export file path
*+  XVM path
* Project settings templates path

4 Click OK to close the window and save your changes.

Selecting a Power Supply

A default power supply is automatically added to the rack in a new Control Expert project. To
use a different power supply, follow these steps:

Step

Action

1

In the Project Browser, double-click PLC Bus to display a graphical representation of the
hardware rack:

* The selected M580 CPU is in the second position.
» Adefault power supply appears in the first position.

»  Control Expert automatically opens the Hardware Catalog that corresponds to the PLC bus
tab.

Select the power supply automatically added to the PLC bus.
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Step Action
3 Press the Delete key to remove the power supply.
4 Double-click the first slot of the PLC bus to open the New Device list.
5 Double-click the preferred power supply to make it appear in the PLC bus.
6 File > SaveClick to save your project.
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Improving the Security of a Project in Control Expert

Creating an Application Password

In Control Expert, create a password to help protect your application from unwanted
modifications. The password is stored encrypted in the application. Any time the application
is modified, the password is required.

In addition to the password protection, you can encrypt the application files (. STU, . STA

and .ZEF).

The file encryption option is protected by a password mechanism:

Step Action
1 In the Project Browser window, right-click Project > Properties.
2 In the Properties of Project window, click the Project & Controller Protection tab.
3 In the Application field, click Change password.
4 In the Modify Password window, enter a password in the Entry and Confirmation fields.
5 Click OK.
6 Select the Auto-lock check box if you want to require the password to resume the application
display.
You may also click the up/down arrows to set the number of minutes after which time the
application auto-locks.
7 In addition, you can select the File encryption active check box if you want to encrypt the
application files.
Result: The Create Password window appears.
8 Enter a password in the Entry and Confirmation fields.
Click OK to confirm.
9 To validate the changes:
» Click Apply so that the Properties of Project window remains open.
« Click OK to close the window.
10 Click File > Save to save your application.

NOTE: If you forget your password, contact your local Schneider Electric service
representative.

More information about application password is given in Application Protection (see
EcoStruxure™ Control Expert, Operating Modes).
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EIO0000001578.15



M580 CPU Configuration Hardware

NOTE: When you export an unencrypted project to an . XEF or . ZEF file, the application
password is removed.

NOTE: As of controller firmware version 4.10, you can no longer access controller
functionality in any mode without the appropriate password.

You can help limit remote access to your application and data, regardless of password
authentication, by following the Memory Protect instructions (detailed hereafter).

Using Memory Protect

In Control Expert, select the Memory Protect option to help protect your application from
remote modifications, even if the remote user has the correct password. You accomplish this
by configuring a dedicated, physical input that, when TRUE, restricts any remote access.

Step Action

1 In the Project Browser window, expand the Configuration folder to display the controller.

2 To open the controller configuration window:
»  Double-click the controller.

—or—
* Right-click BMEP58+00 > Open.

3 In the controller window, click the Configuration tab.

4 Select the Memory protect check box, and enter an input address of your choice - but not from a
safety module.

5 Click File > Save to save your application.

NOTE: Memory protect is not available for Hot Standby controllers.
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Configuring the Size and Location of Inputs and Outputs

Introduction

In the Control Expert Project Browser, double-click PLC Bus to display the main rack.
Then click on the CPU (but not on the Ethernet connectors) to open the CPU configuration
window.

Setting Global Addresses and Operating Mode Parameters

Click on the Configuration tab to edit the size and starting positions of inputs and outputs:

Step Action

1 Double-click the image of the M580 CPU in the PLC Bus to view its properties.

2 Select the Configuration tab.

3 In the Operating mode area, select the boxes to enable the following parameters in your application:

4 Run/Stop input | Select Run/Stop input then enter a discrete input address of your choice — but not from a

Safety module.
Run/Stop by
input only Use these two parameters to place the PAC into Run or Stop mode. For more information
regarding the effect of these parameters, refer to the topic Managing Run/Stop Input, page
515. (default = de-selected)

Memory protect | Select Memory protect then enter a discrete input address of your choice — but not from a
Safety module.

This function is activated by an input bit. It prohibits the transfer of a project into the PAC
and modifications in online mode, regardless of the communication channel. The Run and
Stop commands are authorized. (default = de-selected)

Maintenance Select Maintenance authorization then enter a discrete input address of your choice —
authorization but not from a Safety module.

This selection is available only for Safety controllers and disallows setting the
Maintenance mode of the Safety controller from Control Expert if not allowed by the
discrete input.

Automatic start | The enabling of this option automatically places the PAC into RUN mode in the event of a
in Run cold start. (default = de-selected)

Initialize %MWi | On a cold start, page 519 or on download if you select this parameter (default state):

on cold start *  The %MWi and %SWi are handled like other global variables (initialized to 0 or initial
value, according to the application) in all cold start cases.

On cold start or on download if you de-select this parameter:
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Step Action
*  For %MWi:
o If %MW were previously saved in internal flash memory (using the %SW96
word) they are restored from internal flash memory,
o Ifnot:
— If cold start is linked to a power-off or of a push on the reset button, the %
MW are initialized.
— If not, the values of %MW are maintained.
NOTE: if the new (or restored) application has more %MW than the previous
one, the added %MW are set to 0 (non-zero initial values are not applied)

*  For %SWi, you will not be able to use %SW139 and %SW141 to create a Modbus
mapping offset. Any offset values input to these system words will not be effective
without initializing a value.

Cold Start Only | If selected, this option forces the cold start , page 5200f the application, instead of the
normal warm start. By default, the Cold Start Only option is unchecked. An application
using this function is not:

* Downloadable to a PAC with a previous version.

» Executable on a PAC with a previous version.

5 The option Support Quantum remote drops is only available for BMEP584040, BMEP585040(C),

BMEP586040, BMEH584040, and BMEH586040.

By default, this option is checked (allowing usage of Quantum remote drops) and the percentage of memory

usage is displayed (bar graph).

NOTE: The limitation of state ram depends on the Quantum memory structure.

When unchecked, adding Quantum drops in the configuration is not allowed. Also, unchecking this option is

not possible, if there is at least one Quantum drop in your configuration.

6 Configure the size of the memory locations in the Size of global address fields.

NOTE: High end standalone and Hot Standby CPUs (BMEP584040, BMEP585040(C), BMEP586040,
BMEH584040 and BMEH586040) include State RAM memory management for Quantum Ethernet RIO
drops. The State RAM feature supports LL984 logic sections for converted LL984 applications.

The following memory management options are presented in the Configuration tab:

Mem usage The percentage of CPU memory usage (bar graph), based on the cumulative values input
into the %M, %MW, %I, and %IW fields, below. (Supported only by high end standalone
and Hot Standby CPUs that support State RAM. For these CPUs, the option Support
Quantum remote drops has to be checked previously).

NOTE: Input values so that the percentage of CPU memory usage does not exceed
100%.

%M-0x Enter the appropriate value for each address field type. (%I and %IW are supported only

oMW by high end standalone and Hot Standby CPUs that support State RAM.)
oVT-AX NOTE: The values for %IW and %MW, have to be divisible by 8 for version before

%l-1x 2.30 and divisible by 128 for other versions. The value for %KW have to be divisible

by 8 for all versions.
%IW-3x

%KW

Viewer Opens the State RAM Viewer, which displays the allocation of used memory.
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Step Action
NOTE: To input:
* Maximum values: Click the Maximum values button, select the appropriate boxes in the Max
column, then click OK.
» Default values: Click the Default values button, select the appropriate boxes in the Default column,
then click OK.
NOTE: M580 / S908 applications:
In M580 CPUs that are compatible with Quantum S908 network adapter (see Modicon Quantum
140CRA31908, Adapter Module, Installation and Configuration Guide) and an OS version = 02.30:
(number of %l + number of %M) < 65535. The maximum number of %l is 65280. The maximum number of
%M is 65280.
7 Select the Online modification in RUN or STOP check box (in the Configuration Online Modification field)
to use the change configuration on the fly (CCOTF) feature.
8

Select Edit > Validate (or click the toolbar button) to save the configuration.

NOTE:

+ After you validate module settings for the first time, you cannot edit the module
name. If you subsequently decide to change the module name, delete the existing
module from the configuration, then add and rename a replacement module.

» In addition to the Configuration tab, described above, the CPU configuration
window presents an 1/0 Objects tab, and an Animation tab with three sub-tabs:
Task, Real-time Clock, and Information.

M580 State RAM without Quantum Remote Drop Configured

These tables gives the default and maximum values of memory objects for M580 CPU that
do not support Quantum drops or if the option Support Quantum remote drops is not
checked.

Reference %M %l Limit for %M +
Default Maximum Default Maximum %l
BMEP581020(H) 512 32634 512 32634 <32634
BMEP582020(H) 512 32634 512 32634 <32634
BMEP582040(H) 512 32634 512 32634 <32634
BMEH582040(C) 512 32634 512 32634 <32634
BMEP583020 512 32634 512 32634 <32634
BMEP583040 512 32634 512 32634 <32634
BMEP584020 512 32634 512 32634 <32634
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Reference %M %l Limit for %M +
Default Maximum Default Maximum “l
BMEP584040 512 65280 512 65280 <65280
BMEH584040(C) 512 65280 512 65280 <65280
BMEP585040(C) 512 65280 512 65280 <65280
BMEP586040(C) 512 65280 512 65280 <65280
BMEH586040(C) 512 65280 512 65280 <65280
Reference %MW %IW Limit for %MW
Default Maximum Default Maximum + %W
BMEP581020(H) 1024 32464 1024 32464 <32464
BMEP582020(H) 1024 32464 1024 32464 <32464
BMEP582040(H) 1024 32464 1024 32464 <32464
BMEH582040(C) 1024 32464 1024 32464 <32464
BMEP583020 2048 65232 2048 65232 <65232
BMEP583040 2048 65232 2048 65232 <65232
BMEP584020 2048 65232 2048 65232 <65232
BMEP584040 2048 65232 2048 65232 <65232
BMEH584040(C) 2048 65232 2048 65232 <65232
BMEP585040(C) 2048 65232 2048 65232 <65232
BMEP586040(C) 2048 65232 2048 65232 <65232
BMEH586040(C) 2048 65232 2048 65232 <65232

M580 State RAM with Quantum Remote Drops Configured

On M580 CPU SV 2.70 (or earlier), each %Il and %M objects takes around 1 byte.

On M580 CPU SV 2.80 (or any subsequent supporting version(s)) the space taken by each
%l or %M is optimized and the state RAM can now be filled with a larger number of objects.

When Quantum Ethernet Remote drops are configured on M580 CPU SV 2.80 (or any
subsequent supporting version(s)), the total size of the state RAM is unchanged (128
Kbytes), but you can assign a larger number of %M and %l.

Example: with numbers of %IW = 12 000, %MW = 40 000, and %I = 25216, the maximum
number of %M is 128 on CPU SV 2.70 while it is 40 064 on CPU SV 2.80.
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a1 [PIGIBS

BME P58 4040] 02.70

il 0.0: BME P58 4040 E] @ [E

Bus: 0

CPU 580-4ETH remote and districbuted 10

[l Overview T {7 1/0 objects ] [l Configuration | [l Animation

Operating mode Size of global address fields
Run/Stop State RAM
[] Run/Stop input l:l Mem usage 99%
(REEE AN
Run/Stop by Input only
0x 4x
[] Memory protect [ ] %M | 128 | %MW | 40 000
[[] Automatic start in Run % 3x

Initialize %MWi on cold start %l | 25216 %IW | 12000

] consanony
Default values
%S 128 | %SW 644 | %KW

Maximum values

Configuration Online Modification
|:| Online modification in RUN or STOP
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a1 [PIGIBS

Bus: 0

il 0.0: BME P58 4040

CPU 580-4ETH remote and districbuted 10

Operating mode
Run/Stop

[] Run/Stop input [ ]

Run/Stop by Input only

[] Memory protect :I

[[] Automatic start in Run
Initialize %MWi on cold start
[] cold Start Only

Default values

BME P58 4040| 02.80

BX

[l Overview T [ 1/0 objects ] [ Configuration | [l Animation

Size of global address fields

State RAM

Mem usage 99%

[IIIIIIIIIIIIIIIIIIIIIIIIIIII ]
0x 4x

%M | 40064 %MW | 40 000
1x 3x

%S 128 | %SW 644 | %KW

Maximum values

Configuration Online Modification
|:| Online modification in RUN or STOP

Completing the Ethernet Network Configuration

After you configure these settings, configure the CPU settings beginning with its Channel
Properties. Then configure the Ethernet network devices.
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Protecting Located Data in Monitoring Mode

Introduction
Before any action on the data memory protection, you must activate this feature in your
project settings.

In the Control Expert main window, click Tools > Project Setting > PLC embedded data.
Then select the Data memory protect box and click Apply.

The data memory protection feature is supported by M580 CPU with the firmware V3.20 or
any subsequent supporting version(s). For details, refer to the chapter Data Memory
Protection (see EcoStruxure™ Control Expert, Operating Modes).

Procedure of Protecting Located Data

Follow the procedure below to define the located data to protect:

Step Action

1 In the Control Expert Project Browser, double-click PLC Bus to display the main rack. Then double-click on
the M580 CPU (but not on the Ethernet connectors) to view its properties.

2 Select the Data Protection tab.

CPU 580-4 ETH remote and distributed 10

[l Overview ” [ /O objects Hm Configuration H [ Animation ] [il Data Protection

%M protect

[A %mwprotect [ 0] [[H023]

|:| 1/O protect
|:| %S, %SW protect

3 Select the boxes to enable the data protection:
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Step Action

%M protect

The protected area is always located at the end of the %M area. Only the starting address
of the protected area can be set. The end address of the protected area is not configurable
(grayed).

The end address of the protected area equals to n-1 where n is the number of available %
M defined by the PLC abilities and set in the Configuration tab.

If %M protect is selected, you can enter the starting address or the %M data to protect. By
default, the starting address is 0.

Unchecking the %M protection reset the starting address.

%MW protect

The protected area is always located at the end of the %M area. Only the starting address
of the protected area can be set. The end address of the protected area is not configurable
(grayed).

The end address of the protected area equals to n-1 where n is the number of available %
MW defined by the PLC abilities and set in the Configuration tab.

If %MW protect is selected, you can enter the starting address or the %M data to protect.
By default, the starting address is 0.
Unchecking the %MW protection reset the starting address.

NOTE: Array variables which are mapped on a %MW range must be entirely inside or
entirely outside of the protected %MW range.

1/0 protect

If selected, all I/O objects (including DTM-objects) are protected.
NOTE: except state Ram objects.

%S, %SW
protect

If selected, all system bits and system words are protected.

Select Edit > Validate (or click the toolbar button) to save the configuration.
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Project Management

Downloading the Application to the CPU

Download the Control Expert application to the CPU through one of its ports or through a
connection to an Ethernet communication module:

Method Connection

USB port If the CPU and the PC that are running Control Expert both have USB ports, you can
download the application to the CPU directly through the USB ports, page 71 (version 1.1 or
later).

Ethernet port If the CPU and the PC that are running Control Expert both have Ethernet ports, you can
download the application to the CPU directly through the Ethernet ports.

communication You can download the application to the CPU by connecting Control Expert to the IP address
module of a communication module.

NOTE: For details, refer to Downloading CPU Applications (see Modicon M580
Standalone, System Planning Guide for, Frequently Used Architectures) in the Modicon
M580 Hot Standby System Planning Guide for Frequently Used Architectures.

Converting Legacy Applications to M580

For details on this conversion process, contact your Schneider Electric customer support.

Restoring and Backing Up Projects

The CPU application RAM, page 513 and the CPU flash memory automatically and
manually perform the following:

* Restore a project in the CPU from the flash memory (and the memory card if inserted):
o Automatically after a power cycle
o Automatically on a warm restart
o Automatically on a cold start

o Manually with a Control Expert command: PLC > Project Backup > Backup
Restore

NOTE: If a memory card is inserted with a different application than the application
in the CPU, the application is transferred from the memory card to the CPU
application RAM when the restore function is carried out. If this is done
unintentionally, the previous settings — including IP address and FDR obtained
settings — will be overwritten and lost.
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Save the CPU project in the flash memory (and the memory card if inserted):

o

Automatically after an online modification is performed in the application RAM
o Automatically after a download

> Automatically on detection of $S66 system bit rising edge

o

Manually with a Control Expert command: PLC > Project Backup > Backup Save

NOTE: Backup begins after the completion of the current MAST cycle and before
the start of the next MAST cycle.

If MAST is configured as periodic, set the MAST period to a value larger than the

actual MAST execution time. This lets the processor complete an entire backup
without interruption.

If the MAST period is set to a value less than the actual MAST execution time,
backup processing is fragmented and requires a longer time to finish.

» Compare the CPU project and the flash memory project:

o Manually with a Control Expert command: PLC > Project Backup > Backup
Compare

NOTE: When a valid memory card is inserted, page 78 with a valid application, the
application backup and restore operations are performed as follows:

o

The application backup is performed on the memory card first and then on the
flash memory.

The application restore is performed from the memory card to the CPU

application RAM first and then copied from the application RAM to the flash
memory.
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DIO Scanner Functionality

Introduction

An embedded DIO scanner service in a standalone (BMEP58+0+0) or Hot Standby
(BMEH58+0+0) M580 CPU can manage distributed equipment. Through this service,

Ethernet gateway devices (like Profibus and CANopen masters) can operate as distributed
equipment.

All DIO scanning communications occur over the Ethernet backplane or through an Ethernet
port.

NOTE: The BMEP58+040 CPUs also manage RIO modules through the RIO scanner
service, but this discussion applies to the DIO scanner service.
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DIO Scanner Service Overview

In this network example, the CPU is connected to the DIO network (2) and the control network (8).
I ED

1 a CPU with an embedded DIO scanner service
2 copper portion of the main ring

3 fiber portion of the main ring

4 DRS connecting a DIO sub-ring to the main ring

5 DRS configured for copper-to-fiber and fiber-to-copper transition connecting a DIO sub-ring to
the main ring

6 DIO sub-ring
7 DIO cloud

8 CPU connecting the control network to the M580 system
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This illustration shows direct connections to distributed equipment:

i

1 A CPU on the main rack runs the Ethernet /O communication server service.

2 ABMENOCO0301/BMENOCO0311 Ethernet communication module (Ethernet backplane
connection disabled) manages distributed equipment on the device network.

3 ABMENOCO0301/BMENOCO0311 Ethernet communication module (Ethernet backplane
connection enabled) is connected to a DIO cloud.

4 A BMENOSO0300 network option switch module is connected to a DIO sub-ring.
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Configuring the CPU with Control Expert

Introduction
Use the instructions in this section to configure the M580 CPU in Control Expert.
NOTE: Some configuration features for the M580 CPU are accessed through the

Control Expert DTM Browser. Those configuration instructions appear elsewhere in this
document, page 167.

Control Expert Configuration Tabs

Accessing the Control Expert Configuration Tabs

Access the controller configuration parameters for RIO and distributed equipment:

Step Action

1 Open a project that includes an M580 controller that supports RIO and DIO networks.

2 In the Project Browser, double-click Project > Configuration > PLC bus.

3 In the PLC bus dialog box, double-click the drawing with 3 Ethernet ports in the middle of the
controller.

4 In the Security tab, check to see that the services that you require are enabled.(See the Note below.)

5 In the IPConfig tab, you may change the IP address of the controller or you may configure the

default address, which starts with 10.10 and uses the last two bytes of the MAC address.

NOTE: When the last two octets of the MAC address (MAC5.MAC6) correspond to 0.0 in the
default address, make a point-to-point cable connection between your computer and the
controller, communication module, or other module..

NOTE: For improved security, some of the communication services (FTP, TFTP, and
HTTPS) are disabled by default. You may wish to perform some actions (such as a
firmware update, web access, or remote 1/O) that require the availability of one or more
of these services. Before configuring Ethernet parameters, set the security levels, page
142 to meet your requirements. When these services are not needed, you should
disable them.

Control Expert Configuration Tabs

This table indicates the Control Expert configuration tabs that are available (X) and
unavailable (—) for M580 controllers:
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Control Expert Tab

Services

Controllers with Embedded RIO
Scanning (BME+58+040)

Controllers without Embedded RIO
Scanning (BME+58+020)

Security

X

X

IPConfig

RSTP

SNMP

NTP

X | X | X ]| X

Switch

QoS

Service Port

Advanced Settings

X | X[ X[ X]|X]|X|X]| X

Safety

—1

1. The Safety tab applies only to M580 safety standalone controllers.

NOTE: To maintain RIO performance, you cannot access these tabs for BME+58-040

controllers.
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About Control Expert Configuration

Accessing Configuration Settings

Access the configuration settings for the M580 CPU in Control Expert:
Step Action
1 Open Control Expert.
2 Open a Control Expert project that includes an M580 CPU in the configuration.
3 Open the Project Browser (Tools > Project Browser).
4 Double-click PLC bus in the Project Browser.
5 In the virtual rack, double-click the Ethernet ports of the M580 CPU to see these configuration tabs:

+  Security
* IPConfig
+ RSTP

+  SNMP

« NTP

« Switch (See note 1.)
* QoS (Seenote 1.)
» Service Port
» Advanced Settings (See note 1.)
« Safety (See note 2.)
These configuration tabs are described in detail in the pages that follow.
NOTE:
1. This tab is not available for CPUs that provide the RIO Ethernet scanning services.

2. This tab applies only to standalone M580 safety CPUs.
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Security Tab

Introduction

Control Expert provides security services for the controller. Enable and disable these
services on the Security tab in Control Expert.

Accessing the Security Tab

View the Security configuration options:

Step Action

1 Open your Control Expert project.

2 Double-click the Ethernet ports on the controller in the local backplane or right-click the Ethernet
ports and select Open Submodule.

3 Select the Security tab in the RIO DIO Communicator Head window to enable/disable Ethernet
services.

Available Ethernet Services

You can enable or disable these Ethernet services:

Field Comment

Enforce Security Click the Enforce Security button to execute these functions:
+ Enable Access Control.
» Disable FTP, TFTP, HTTP, EIP, SNMP, and DHCP/BOOTP.

NOTE: From version 4.10, HTTPS replaces HTTP. HTTPS is not affected when the
Enforce Security button is selected.

NOTE: You can set each field individually once the global setting is applied.

Unlock Security Click the Unlock Security button to execute these functions:
+ Enable TFTP, HTTP, EIP, SNMP, and DHCP/BOOTP.
» Disable Access Control.

NOTE: From version 4.10, HTTPS replaces HTTP. HTTPS is not affected when the
Unlock Security button is selected.

NOTE: You can set each field individually once the global setting is applied.

FTP Enable or disable (default) firmware upgrade, SD memory card data remote access, data
storage remote access, and device configuration management using the FDR service.

NOTE: Local data storage remains operational, but remote access to data storage
is disabled.
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Field Comment

TFTP Enable or disable (default) the ability to read RIO drop configuration and device
configuration management using the FDR service.

NOTE: Enable this service to use eX80 Ethernet adapter modules.

HTTPS Enable or disable (default) the web access service.

DHCP / BOOTP Enable or disable (default) the automatic assignment of IP addressing settings. For
DHCP, also enable/disable automatic assignment of subnet mask, gateway IP address,
and DNS server names.

SNMP Enable or disable (default) the protocol used to monitor the device.

EIP Enable or disable (default) access to the EtherNet/IP server.

Engineering Link
Mode

Depending on the level of targeted cybersecurity, you can select one of the following
three Engineering Link Modes:

* Full Access

The controller behaves as in previous firmware versions. Secure and non-secure
communications are accepted.

For Control Expert communication, the controller accepts the Modbus TCP and
Modbus TCP via USB non-secure drivers or the HTTPS and HTTPS via USB
secure drivers.

For SCADA or controller-to-controller communication, Modbus TCP (port 502) is
accepted.

* Filtered (default)

Use this hybrid mode to apply cybersecurity on the engineering link and non-
secure connectivity on links to SCADA or other controllers.

For Control Expert communication, the controller accepts HTTPS and HTTPS via
USB secure drivers.

For SCADA or controller-to-controller communication, Modbus TCP (port 502) or
UMAS (OFS) are accepted.

NOTE: In Filtered mode, the controller accepts the Modbus TCP and
Modbus TCP via USB non-secure drivers but only with Connection mode
set to monitoring in the options of the project. Monitoring mode is a read-only
mode, in which it is not possible to download an application to the controller or
stop the controller.

* Enforced

This mode provides the highest level of security. Only secure protocols are
accepted by the controller.

For Control Expert communication, the controller accepts only the HTTPS and
HTTPS via USB secure drivers.

For SCADA or controller-to-controller communication, Modbus TCP (port 502) or
UMAS (OFS) are NOT accepted.

NOTE: The Engineering Link Mode is available only for M580 controllers with
firmware as of version 4.20 (or subsequent supporting versions) when the HTTPS
service is enabled. Refer to the detailed description of Engineering Link Mode,
page 147.

Access Control

Enable (default) or disable Ethernet access to the multiple servers in the controller from
unauthorized network devices.
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Field Comment
Authorized * Subnet (Yes or No)
addresses() - IPAddress: 0.0.0.0 ... 223.255.255.255

Subnet mask: 224.0.0.0 ... 255.255.255.252

FTP: Grant access to the FTP server in the controller.

TFTP: Grant access to the TFTP server in the controller.

HTTPS: Grant access to the HTTP secured server in the controller.

Port 502: Grant access to port 502 (typically used for Modbus messaging) of the
controller.

EIP: Grant access to the EtherNet/IP server in the controller.
SNMP: Grant access to the SNMP agent resident in the controller.

1 Set Access Control to Enabled to modify this field.

NOTE: Refer to the ETH_PORT_CTRL topic, page 564 for information regarding using
this function block to control the FTP, TFTP, HTTPS, and DHCP/BOOTP protocols.

Enable/Disable Ethernet Services

You can enable or disable Ethernet services on the Security tab:

» Enable/disable FTP, TFTP, HTTPS, EIP, SNMP, and DHCP/BOOTP for all IP
addresses. (You can use this feature offline only. The configuration screen is grayed out
in online mode.)

« Enable/disable FTP, TFTP, HTTPS, Port 502, EIP, and SNMP for each authorized IP
address. (You can use this feature online.)

Set the Security tab parameters before you download the application to the controller. The
default settings (maximum security level) reduce the communication capacities and port
access.

NOTE: Disable services that are not being used.

Using Access Control for Authorized Addresses

Use the Access Control area to restrict device access to the controller in its role as a
server. After you enable access control in the Security dialog box, you can add the IP
addresses of the devices that you want to communicate with the controller to the list of
Authorized Addresses:

+ By default, the IP address of the controller embedded Ethernet I/O scanner service with
Subnet set to Yes allows any device in the subnet to communicate with the controller
through EtherNet/IP or Modbus TCP.
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* Add the IP address of any client device that may send a request to the controller
Ethernet I/O scanner service, which, in this case, acts as a Modbus TCP or EtherNet/IP

server.

+ Add the IP address of your maintenance PC to communicate with the controller through
the controller Ethernet I/O scanner service via Control Expert to configure and diagnose

your application.

« If the controller is configured as a network time service client in the NTP tab, page 155,
add the IP address of the network time server (or servers, if more than one server). This
is the same IP address that was added to the list of Server IP addresses in the NTP

tab.

NOTE: The subnet in the IP Address column can be the subnet itself or any IP address
inside the subnet. If you select Yes for a subnet that does not have a subnet mask, a
pop-up window states that the screen cannot be validated because of a detected error.

You can enter a maximum of 127 authorized IP addresses or subnets.

Adding Devices to the Authorized Addresses List

To add devices to the Authorized Addresses list:

Step

Action

1

Set Access Control to Enabled.

2

In the IP Address column of the Authorized Addresses list, enter an IP address.

Enter the address of the device to access the controller Ethernet I/O scanner service with either of
these methods:
* Add a single IP address: Enter the IP address of the device and select No in the Subnet
column.

* Add a subnet: Enter a subnet address in the IP Address column. Select Yes in the Subnet
column. Enter a subnet mask in the Subnet Mask column.

NOTE:

* The subnetin the IP Address column can be the subnet itself or any IP address in the
subnet. If you enter a subnet without a subnet mask, an on-screen message states that
the screen cannot be validated.

* Ared exclamation point indicates a detected error in the entry. You can save the
configuration only after the detected error is corrected.

Select one or more of the following methods of access you are granting the device or subnet: FTP,
TFTP, HTTP , HTTPS if available, Port 502, EIP, SNMP.

Repeat steps 2 and 3 for each additional device or subnet to which you want to grant access to the
controller Ethernet I/O scanner service.

NOTE: You can enter up to 127 authorized IP addresses or subnets.

Click Apply.
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Removing Devices from the Authorized Addresses List

To remove devices from the Authorized Addresses list:

Step Action
1 In the Authorized Addresses list, select the IP address of the device to delete.
2 Press the Delete button.
3 Click Apply.
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Engineering Link Mode

Overview

The engineering link mode lets you restrict the connection to M580 controllers to certain
protocols to help secure communications with Control Expert, Control Expert Classic, and
HMI panels/software. It is available for M580 controllers with firmware version 4.20 and
subsequent supporting versions.

M580 Controller Connection Settings

The engineering link mode that is selected in the Security tab defines the protocols and
modes to access the control project in online mode as described in the following table.

Engineering Link Mode

Secure Engineering link(1) HMI/SCADA®
engineering link(

Protocols HTTPS or HTTPS Modbus TCP or Modbus TCP via Modbus TCP
via USB usB

Connection mode | Monitoring and Programming Monitoring mode | —
programming mode
modes

Full Access Yes Yes Yes Yes

Filtered Yes No Yes Yes

Enforced Yes No No No

(2) Connection with HMI panels/software.

(1) Connection with Control Expert or Control Expert Classic.

NOTE: For M580 Safety controllers, the SAFE peer-to-peer communication does not
work if the Engineering Link Mode is set to "Enforced" on the receiver CPU.

NOTE: For more information on drivers/protocols, refer to the topic describing the types
of connections with controllers (see EcoStruxure Control Expert, Operating Modes)

NOTE: For more information on the programming and monitoring modes, refer to
Services in Online Mode (see EcoStruxure Control Expert, Operating Modes).
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IPConfig Tab

IPConfig Parameters

IP address configuration field on the IPConfig tab:

Parameter Default Value Description
Main IP address | 192.168.10.1 The IP address of the controller and DIO scanner. This address can be
used:
« By Control Expert, an HMI, or SCADA to communicate with the
controller.
» To access the controller web pages.
» By the controller to perform I/O scanning of DIO devices.
IP address A 192.168.11.1 This address applies to the RIO scanner service in the controller
designated as A. (See the note below.)
IP address B - For M580 Hot Standby controllers only, this address applies to the RIO
scanner service in the controller designated as B. (See the note below.)
Subnetwork 255.255.0.0 This bit mask identifies or determines the IP address bits that
mask correspond to the network address and the subnetwork portion of the
address. (The value can be changed to any valid value in the
subnetwork.)
Gateway 192.168.10.1 This is the IP address of the default gateway to which messages for
address other networks are transmitted.
NOTE:

» Ifyou change IP address A, the system may recalculate all IP addresses (including those of the
drops) to keep all devices in the same subnetwork.

* In M580 Hot Standby systems, both controller A and controller B maintain a redundant owner
connection with each RIO device (BM*CRA312+0 adapter). For this reason, when a Hot Standby
switchover occurs, the state of RIO outputs is not affected — the Hot Standby switchover transition is
transparent.

Viewing and Editing the IP Address and Device Name of Network
Devices

The CRA IP address configuration area on the IPConfig tab is provided for controllers
with Ethernet I/O scanner service (controllers with commercial references that end 40). Use
this area to display a list of RIO/DIO scanners and BM«CRA312-0 adapters, and view or edit
the device IP address and device Identifier:
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Step Action
1 Click the CRA IP address configuration link to open the Ethernet Network window.
2 In the Subtype header, filter the device list by selecting:
* Scanner RIO/DIO
+ CRA

* ...(selectboth)
This list applies the selected filter, and displays all detected network devices of the selected type(s).

3 The IP Address field displays the address that was automatically assigned when the device was
added to the network.

NOTE: Although the IP address is editable, accept the automatically assigned IP address.

4 The Identifier field displays the identifier for the module, which is also the Device Name. To edit the
Identifier setting:

1. Double-click on the Identifier value. The value becomes editable.
2. Typein anew value.
3. Click the Control Expert Validate button.

The new Identifier setting is applied.

NOTE: The other fields in the Ethernet Network window are read-only.

Advanced Configuration

To configure DHCP and FDR services in the DTM browser, click the Services
configuration link in the Advanced configuration section of the window.
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RSTP Tab

Introduction

The Ethernet DEVICE NETWORK ports on the front of the M580 CPU support rapid
spanning tree protocol (RSTP). RSTP is an OSl layer 2 protocol defined by IEEE 802.1D
2004. RSTP performs these services:
+ RSTP creates a loop-free logical network path for Ethernet devices that are part of a
topology that includes redundant physical paths. When either DEVICE NETWORK port
(ETH 2 or ETH 3) on the CPU is disconnected, the RSTP service directs traffic to the

other port.
+ RSTP automatically restores network communication by activating redundant links
when a network event causes a loss of service.
NOTE: When an RSTP link is disconnected, the RSTP service acts on an event and
forwards traffic through the correct port. During this re-connect time (50ms max), some
packets may be lost.
The RSTP service creates a loop-free logical network path for Ethernet devices that are part
of a topology that includes redundant physical paths. When the network experiences a loss
of service, the RSTP-enabled module automatically restores network communication by
activating redundant links.
NOTE: RSTP can be implemented only when all network switches are configured to
support RSTP.
Changing these parameters can affect sub-ring diagnostics, RIO determinism, and network
recovery times.

Assign the Bridge Priority for RIO/DIO Scanner Service

A bridge priority value is used to establish the relative position of a switch in the RSTP
hierarchy. Bridge priority is a 2-byte value for the switch. The valid range is 0 ... 65535, with
a default of 32768 (the midpoint).

Assign the Bridge Priority on the RSTP page:
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Step Action
1 Select RSTP to see the RSTP Operational State.
2 Select a Bridge Priority from the drop-down list in the RSTP Operational State area:

* Root (0) (default)
» Backup Root (4096)
* Participant (32768)

3 Finish the configuration:
* OK: Assign the Bridge Priority, and close the window.
« Apply: Assign the Bridge Priority, and keep the window open.

RSTP Parameters for CPUs with RIO and DIO Scanner Service

RSTP tab:
Field Parameter Value Comment
RSTP Operational State | Bridge Priority Root (0) default

Backup Root (4096) -

Participant (32768) -

RSTP Parameters for CPUs without RIO Scanner Service (DIO
Scanner Service Only)

RSTP tab:
Field Parameter Value Comment
RSTP Operational Bridge Priority Root(0) -
State
Backup Root(4096) -
Participant(32768) default
Bridge parameters Force version 2 You cannot edit this
value.
Forward delay (ms) 21000
Maximum Age Time (ms) 40000
Transmit Hold Count 40
Hello Time (ms) 2000
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Field

Parameter

Value

Comment

Port 2 Parameters

You cannot edit these
field parameters.

Port 3 Parameters

You cannot edit these
field parameters.
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SNMP Tab

Use the SNMP tab in Control Expert to configure individual SNMP parameters for these
modules:

+ M580 CPU modules
* (e)X80 EIO adapter modules on RIO drops
* 140CRA3120+ RIO adapter modules in Quantum EIO systems

An SNMP agent is a software component of the SNMP service that runs on these modules
to allow access to diagnostic and management information for the modules, as defined by
the supported MIBs: MIB2, Bridge MIB, and LLDP MIB.

You can use SNMP browsers, network management software, and other tools to access this
data. In addition, the SNMP agent can be configured with the IP addresses of one or two
devices (typically PCs that run network management software) to be the targets of event-
driven trap messages. Traps can inform the management device of the following events:
Link up, Link down, Cold start, Warm start, and Authentication failure.

Use the SNMP tab to configure the SNMP agents for communication modules in the local
rack and RIO drops. The SNMP agent can connect to and communicate with one or two
SNMP managers as part of an SNMP service. The SNMP service includes:

+ authentication checking by the Ethernet communication module, of any SNMP manager
that sends SNMP requests

* management of events or traps

SNMP V1 and SNMP V3

M580 CPU modules with firmware version = 4.01 and higher support both:
+ SNMP V1.
+  SNMP V3, with the SNMPSecurityLevel of NoAuthNoPriv.

M580 CPU modules with firmware version < 4.01 support only SNMP V1.

SNMP Parameters

View and edit these properties on the SNMP page:

Property Description

SNMP Version SNMP V1 SNMP V1 and SNMP V3 present different formats and
configurable parameters, as indicated below.
SNMP V3
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Property Description
IP Address IP Address Manager | The IP address of the first SNMP manager to which the SNMP

Managers .3

1

agent sends notices of traps.

IP Address Manager
2

The IP address of the second SNMP manager to which the SNMP
agent sends notices of traps.

Agent 1.3 Location The device location (32 characters maximum).

Contact Information describing the person to contact for device
maintenance (32 characters maximum)

SNMP Manager Select one:

» Disabled: You can edit the Location and Contact settings on
this page.
« Enabled: You cannot edit the Location and Contact settings
on this page. (Those settings are managed by the SNMP
Manager.)
Community Get Password required by the SNMP agent before executing read
Names ' commands from an SNMP manager (default = public).

Set Password required by the SNMP agent before executing write
commands from an SNMP manager (default = private).

Trap Password an SNMP manager requires from the SNMP agent
before the manager accepts trap notices from the agent (default =
alert).

Security 1 Enable TRUE causes the SNMP agent to send a trap notice to the SNMP

Authentication manager if an unauthorized manager sends a Get or Set

Failure Trap command to the agent (default = Disabled).

Username 3 The username value required for SNMP V3 communication.

1. Supported by SNMP V1.
3. Supported by SNMP V3.

Apply the configuration by clicking a button:

» Apply: Save changes.

+ OK: Save changes and close the window.
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NTP Tab

You can configure an M580 controller as an NTP server or an NTP client in the Control
Expert NTP tab.
When the controller firmware version is:

» Earlier than V4.01, the SNTP protocol is employed and you can configure the controller
as:

o NTP client
o NTP server
o Both NTP client and server

* V4.01 or any subsequent supporting version(s), the NTPv4 protocol is employed and
you can configure the controller as:

o NTP server only
o NTP server and client
To begin, open the controller configuration tabs in Control Expert, page 139.

NTP Service Features

The NTP service has these features:
« A periodic time correction is obtained from the reference-standard time server.

» There is an automatic switchover to a backup (secondary) time server if an error is
detected with the normal time server system.

» Controller projects use a function block to read the accurate clock, allowing project
events or variables to be time stamped. (Refer to the System Time Stamping User
Guide (see System Time Stamping, User Guide) for detailed information about
timestamping performance.)

NOTE:

When the M580 controller is configured as either an NTP server or as an NTP client, the
BM+CRA312+0 (€)X80 EIO adapter modules are NTP clients of the controller:

*  When only BM«CRA31200 modules are configured as NTP clients, the accuracy of
this server allows time discrimination of 20 ms.

* Al BM-CRA31200 modules in the network have the same client configuration.
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NTP Client Mode

When the controller is configured as an NTP client, the network time service (SNTP or
NTPv4) synchronizes the clock in the M580 controller to that of the time server. The
synchronized value is used to update the clock in the controller. Typical time service
configurations utilize redundant servers and diverse network paths to achieve high accuracy
and reliability.
When the controller firmware version is:

« Earlier than V4.01, you can specify a primary and secondary NTP server.

* V4.01 and any subsequent supporting version(s), you can identify up to 8 NTP servers,
and specify the preferred server.

NOTE: When the controller operates as an network time service client, if you have
enabled Access Control in the Security tab, page 142 you need to enter the network
time server IP address in the access control list. Otherwise, the controller cannot reach
the server.

To establish the accurate Ethernet system network time, the system performs the following
at power up:

* requires the controller to boot
» uses the controller to obtain the time from the NTP server

* requires a predefined interval until time is accurate; your configuration determines how
long before time is accurate

* may require several updates to achieve peak accuracy

Once an accurate time is received, the service sets the status in the associated time service
register.

The time service clock value starts at 0 until fully updated from the controller.

Model Starting Date

Modicon M580 with Control Expert January 1st 1980 00:00:00.00

Stop or run controller:
« Stop and run have no effect on the accuracy of the clock.
« Stop and run have no effect on the update of the clock.

+ Atransition from one mode to the other has no effect on the accuracy of the Ethernet
system network time.

Download application:

+ The status clock value associated with the time service register in the M580 controller is
reinitialized after an application is downloaded or after an NTP server swap. The time is
accurate after two polling periods.
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NOTE: For NTP diagnostics, refer to the NTP web page.

NTP Server Mode

When the controller is configured as an NTP server, it can synchronize client clocks (such as
a BM+-CRA31200 (e)X80 EIO adapter module). The controller's internal clock is then used
as reference clock for NTP services.

NTP Parameters for a Controller with Firmware earlier than V4.01

Use the pull-down menu in the NTP field to configure the controller as an NTP Client or an

NTP Server:

Value Comment

Disabled default: Both the NTP server and the NTP client services of the controller are disabled.

NTP Client The controller functions as the NTP client. In this case, configure the NTP Server

Configuration parameters.

NOTE: Enable the NTP client here to automatically enable the NTP client service on
all BM«CRA312+0 adapter modules.

NTP Server The Ethernet I/0 scanner controller acts as an NTP server.
NOTE: Enable the NTP client here to automatically enable the NTP client service on
all BM+«CRA312+0 adapter modules and to configure the BM*CRA312+0 to use the
controller as the NTP server.

Assign values to these parameters in the NTP Server Configuration field:

Server IP address

Parameter Comment

Primary NTP Server the IP address of the NTP server, from which the controller first requests a time value
IP address

Secondary NTP the IP address of the backup NTP server, from which the controller requests a time

value after not receiving a response from the primary NTP server

Polling Period

The time (in seconds) between updates from the NTP server. Smaller values typically
result in better accuracy.

NOTE: This parameter applies only to the SNTP protocol and to controllers
using a firmware version earlier than V4.01.

NTP Parameters for a Controller with Firmware V4.01

Use the following settings to configure the NTP protocol for controller with firmware V4.01 or
any subsequent supporting version(s):
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Parameter

Description

Server Only / Client
Server

Specify the NTP role of the controller: server only, or both client and server.

Stratum

The relative position of the server in the NTP network. This represents the distance of
the controller (in its role as NTP server) from the reference clock.

«  0Ois lowest (directly connected)
» 15is most distant (hence less reliable)
When the controller is operating as:

« Client and server: this parameter is auto-configured. It is equal to the stratum
value of the system peer +1.

« Serveronly or in orphan mode (i.e., when the controller’s subnet becomes
isolated from other NTP servers and assumes the role as interim server): you
can configure this parameter.

Server IPv4 address'

The IP addresses of reference NTP servers used by the controller. Minimum of 4;
maximum of 8.

Used as preferred!

Indicates the NTP server in the list to be used by the controller.

Quality threshold (ms)

Threshold for NTP accuracy. Setting range 0...1000.
*  0=notused.
» Default value = 50 ms.

The Quality threshold setting is compared to the DDT value NTP_WITHIN. If the
Quality threshold is 2 NTP_WITHIN, the NTP_QUALITY_WARNING DDT item is
set to true (1) and the event is recorded in syslog.

1. If Server Only is selected, these parameters are disabled.
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Switch Tab
Description
The Switch tab is only available for CPUs without RIO scanner service. It contains these
fields:
Field Parameter Value Comment
ETH1 - - You cannot edit these field
parameters here. Configuration
can be modified in the Service
Port tab, page 162.
ETH2 Enabled Yes default
No -
Baud Rate Auto 10/100 Mbits/sec default
100 Mbits/sec Half duplex -
100 Mbits/sec Full duplex -
10 Mbits/sec Half duplex -
10 Mbits/sec Full duplex -
ETH3 Enabled Yes default
No -
Baud Rate Auto 10/100 Mbits/sec default
100 Mbits/sec Half duplex -
100 Mbits/sec Full duplex -
10 Mbits/sec Half duplex -
10 Mbits/sec Full duplex -
Backplane - - You cannot edit these field
parameters.

NOTE: ETH1 port is a dedicated service port and the Ethernet backplane network is
dedicated to the communication between modules on the rack. The switch parameters

for those two ports cannot be configured in the Switch tab.

EIO0000001578.15

159



Hardware

M580 CPU Configuration

QoS Tab

Description

The M580 CPU can be configured to perform Ethernet packet tagging. The CPU supports
the OSI layer 3 quality of service (QoS) standard defined in RFC-2475. When you enable
QoS, the CPU adds a differentiated services code point (DSCP) tag to each Ethernet packet
that it transmits to indicate the priority of that packet.

QoS Tab

The QoS tab is available only on CPUs that do not support the RIO scanner service (only on
CPUs with commercial references that end with 20).

Protocol Traffic

Field Parameter Value Comment
DSCP Tagging - Enabled default
Disabled -

PTP DSCP PTP Event Priority 59 -
DSCP PTP General Priority 47 -

EtherNet/IP Traffic DSCP Value For I/0 Data Schedule Priority 47 -
Messages
DSCP Value For Explicit Message 27 -
DSCP Value For I/0 Data Urgent Priority Messages | 55 -
DSCP Value For /0 Data High Priority Messages 43 -
DSCP Value For I/0 Data Low Priority Messages 31 -

Modbus TCP Traffic DSCP Value For I/0 Messages 43 -
DSCP Value For Explicit Message 27 -

Network Time DSCP Value For Network Time Protocol Messages 59 -

DSCP tagging lets you prioritize the Ethernet packet streams based on the type of traffic in

that stream.

To implement QoS settings in your Ethernet network:

+ Use network switches that support QoS.

+ Consistently apply DSCP values to network devices and switches that support DSCP.
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» Confirm that switches apply a consistent set of rules for sorting DSCP tags, when
transmitting and receiving Ethernet packets.
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Service Port Tab

Service Port Parameters

These parameters are on the Control Expert Service Port tab:

Field

Parameter

Value

Comment

Service Port

Enabled (default)

Enable the port and edit port parameters.

Disabled

Disable the port (no access to parameters).

Service Port
Mode

Access (default)

This mode supports communications to Ethernet
devices.

Mirroring

In port mirroring mode, data traffic from one or more of
the other ports is copied to this port. Connect a packet
sniffing tool to this port to monitor and analyze port
traffic.

NOTE: In this mode, the Service port acts like a
read-only port. That is, you cannot access
devices (ping, connection to Control Expert, and
so on) through the Service port.

Access Port
Configuration

Service Port
Number

ETH1

You cannot edit the value in the Service Port Number
field.

Port Mirroring
Configuration

Source Port

(s)

Internal Port

Ethernet traffic to and from the internal processor sent
to the Service Port

ETH2

Ethernet traffic to and from ETH2 sent to the Service
Port

ETH3

Ethernet traffic to and from ETH3 sent to the Service
Port

Backplane Port

Ethernet traffic to and from the backplane sent to the
Service Port

Automatic
blocking of
service port on
Standby CPU
(in Hot Standby
system only)

Deselected Automatically enables the service port of the standby

(default) BMENOCO0301.4, or any subsequent supporting
version(s)of the module, to allow an RIO main ring,
with or without distributed equipment, to communicate
with the control network.

Selected Automatically blocks the service port to help avoid an

unintentional loop.

Hot Standby Configuration

In an M580 Hot Standby configuration, some topologies may unintentionally create a loop
that interferes with network communication. These topologies are essentially related to the
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management of flat networks, i.e., topologies in which the control network, remote 1/0
network, and/or the device network belong to the same subnet.

To help avoid creating an unintentional loop caused by connection to the service port, select
the Automatic blocking of service port on Standby CPU check box that appears in the
ServicePort tab of the configuration dialog. This check box is available only in Unity Pro 13.1
or any subsequent supporting version(s).

NOTE:

Unity Pro is the former name of Control Expert for version 13.1 or earlier.
To configure, select the ServicePort tab.

+ Select the Automatic blocking of service port on Standby CPU check box so that
the service port of the standby CPU is automatically blocked.

+ Deselect the check box so that the service port is not automatically blocked.
The check box is deselected (unblocked) by default.

NOTE: These features are implemented in a Hot Standby system using a CPU with
firmware version 2.7 or any subsequent supporting version(s), and a BMENOCO0301.4 or
any subsequent supporting version(s) of the module.

Refer to the ServicePort configuration topic (see Modicon M580 Hot Standby, System
Planning Guide for, Frequently Used Architectures) to see topology examples in which this
issue exists.

On-line Behavior

The Service Port parameters are stored in the application, but you can reconfigure the
parameters in connected mode. Values that you reconfigure in connected mode are sent to
the PAC through explicit messaging.

The changed values are not stored, so a mismatch can exist between the parameters that
are being used and those that are in the stored application.
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Advanced Settings Tab

Introduction

The Advanced Settings tab is only available for CPUs that do not support RIO scanning
(DIO scanner service only). The Advanced Settings contains these fields:

+ EtherNet/IP Timeout Settings
« EtherNet/IP Scanner Behavior

Timeout Settings

These parameters are in the EtherNet/IP Timeout Settings field:

Parameter Value Comment

FW_Open I/0 Connection Timeout | 4960 Specifies the amount of time the scanner waits for FW_Open

(msec) response of an /O connection.

FW_Open EM Connection 3000 Specifies the amount of time the scanner waits for FW_Open

Timeout (msec) response of an EM connection.

EM Connection RPI (msec) 10000 Sets T->0 and O->T RPI for all EM connections.

EM Request Timeout (sec) 10 Specifies the amount of time the scanner will wait between
the request and the response of an explicit message.

Scanner Behavior

These parameters are in the EtherNet/IP Scanner Behavior field:

Parameter Value Comment
Allow RESET via Disabled (Default.) The scanner ignores the Identity object reset service request.
explicit message

Enabled The scanner will reset if an Identity object reset service request is

received.

Behavior when CPU | Idle (Default.) The EtherNet/IP 1/O connection stays open, but the Run/Idle
state is STOP flag is set to Idle.

STOP The EtherNet/IP 10 connection is closed.
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Safety Tab

Introduction

A CIP Safety CPU is the originator of CIP Safety communications, and is identified by its
originator unique identifier (OUNID). Use this tab to configure an OUNID for the CIP Safety
CPU. Each OUNID is a 10 byte concatenated value, consisting of a:

« Safety Network Number (6 bytes)
* IP Address (4 bytes)

NOTE: Changes to the OUNID can be made only offline. After the changed
configuration is built, the application can be downloaded to the PAC.

Safety Network Number

The Safety Network Number component of the OUNID can be auto-generated by Control
Expert, or user-generated by manual input. If this number is:

» Auto-generated (the default), it is based on the current timestamp (date and time).
+ Manually generated, it can be any 6 byte hexadecimal character string.

You can update the OUNID by updating the auto-generated value, or changing the manual
value.

IP Address

This is automatically set to the CPU Main IP address, page 148. The OUNID is updated if
the IP address changes.

CIP Safety OUNID Parameters

This tab page presents the following parameters:
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Parameter

Description

Safety Network Number

Click Advanced... to open the Safety Network Number dialog, where you can
enter this setting:

» Automatically, by selecting Time-based, then clicking the Generate button.
The auto-generated value appears in the Number field.

« Manually, by selecting Manual, then a 6 byte hexadecimal character string
in the Number field.

Click OK to close the dialog and save the Safety Network Number.

IP Address This read-only setting is automatically input, based on the configured Main IP
address CPU setting.
OUNID The auto-generated hexadecimal identifier: a concatenation of the Safety Network

Number and the IP Address.
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Configuring the M580 CPU with DTMs in Control
Expert

Introduction

Some configuration features for the M580 CPU are accessed through its corresponding
M580 DTM in the Control Expert DTM Browser.

Use the instructions in this section to configure the M580 CPU through the DTM.

About DTM Configuration in Control Expert

Introduction

The configuration of the M580 controller through standard Control Expert features is
described elsewhere in this guide, page 139.

Some configuration that is specific to a particular device (like the M580 controller) is done
through a corresponding device type manager (DTM) in Control Expert. This section
describes that configuration.

Accessing Configuration Settings

Follow these steps to access the configuration settings in the DTM for the M580 controller in
Control Expert:

Step Action

1 Open Control Expert.

2 Open a Control Expert project that includes a M580 controller in the configuration.

3 Open the DTM Browser (Tools > DTM Browser).

4 Double-click the DTM that corresponds to the M580 controller in the DTM Browser to open the
device editor of the DTM.

5 These headings appear in the configuration tree of the M580 DTM:

* Channel Properties

» Services

+ EtherNet/IP Local Slaves
* Device List

* Logging
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Implicit Connections

You can use routed communications to make implicit EtherNet/IP or Modbus TCP
connections to these devices in a different subnet:

» controller modules
« BMENOCO0301/BMENOC0311 communications modules
+ BMENOCO0321(C) high-end control module
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Accessing Channel Properties

Introduction

On the Control Expert Channel Properties page, you can select a Source IP Address (PC)
from a pull-down menu.

The Source IP Address (PC) menu is a list of IP addresses that are configured for a PC that
has the Control Expert DTM installed.

To make the connection, choose a Source IP Address (PC) that is in the same network as
the controller and the device network.

You can execute these tasks through this connection:

Perform fieldbus discovery.

Execute Online Actions.

Send an explicit message to an EtherNet/IP device.

Send an explicit message to a Modbus TCP device.

Diagnose modules.

Open the Page

View the Channel Properties for the controller:

Step Action
1 Open a Control Expert project that includes a M580 controller.
2 Open the DTM Browser (Tools > DTM Browser).
3 In the DTM Browser, find the name that you assigned to the controller.
4 Double-click (or right-click Open) the name of the controller to open the configuration window.
5 Select Channel Properties in the navigation pane.

Property Descriptions

This table describes the parameters for the Channel Properties:
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Network Detection

range address

Field Parameter Description
Source Address Source IP Address A list of IP addresses assigned to network interface cards installed
(PC) on your PC.
NOTE: If the configured main IP address of the controller is
not in the subnet of any of the IP configured on the interface
cards of the PC, then the first interface card IP is suggested by
default.
Sub-Network Mask | The subnet mask that is associated with the selected source IP
(read-only) address (PC).
EtherNet/IP Begin detection The first IP address in the address range for automatic field bus

discovery of EtherNet/IP devices.

End detection
range address

The last IP address in the address range for automatic field bus
discovery of EtherNet/IP devices.

Modbus Network
Detection

Begin detection
range address

The first IP address in the address range for automatic field bus
discovery of Modbus TCP devices.

End detection
range address

The last IP address in the address range for automatic field bus
discovery of Modbus TCP devices.

Make the Connection

Connect to the Source IP Address (PC):

Step Action
1 Select an IP address from the Source IP Address (PC) pull-down menu.
2 Press the Apply button.
3 In the DTM Browser, find the name that you assigned to the controller.
4 Right-click the name of the controller and scroll to Connect.

TCP/IP Monitoring

Expand (+) the Channel Properties heading in the configuration tree and select the TCP/IP

item at level 1.

The read-only information on this page monitors the IP parameters that were configured in

Control Expert.
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Managing Source IP Addresses for Multiple PCs

When you connect a PC to a DTM-based Control Expert application, Control Expert requires
that you define the IP address of the PC connected to the PLC, which is referred to as the
source IP address (PC). Rather than having to perform a Build in Control Expert each time
you connect a PC to the PLC, the source IP address (PC) is selected automatically when
you import the Control Expert application. During application import, the DTM retrieves all
available configured NIC addresses of a connected PC and matches the subnet mask of the
master with the available NIC list.

+ If a match between the subnet mask of the master and the NIC list exists, Control
Expert automatically selects the matched IP address as the source IP address (PC) in
the Channel Properties page.

« If multiple matches exist, Control Expert automatically selects the IP address nearest to
the subnet mask.

+ If no match exists, Control Expert automatically selects the IP address to the nearest
available subnet mask.
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Configuring DHCP and FDR Address Servers

DHCP and FDR Address Servers

The M580 CPU includes both a dynamic host communication protocol (DHCP) and a fast
device replacement (FDR) server. The DHCP server provides IP address settings to
networked up to devices. The FDR server provides operating parameter settings to
replacement Ethernet devices that are equipped with FDR client functionality.

Accessing the Address Server

Access the address server for the M580 CPU in Control Expert:

Step Action

1 Open Control Expert.

2 Open a Control Expert project that includes a M580 CPU in the configuration.

3 Open the DTM Browser (Tools > DTM Browser).

4 Double-click the DTM that corresponds to the M580 CPU in the DTM Browser to open the device
editor of the DTM.

5 Expand (+) the Services heading in the configuration tree.

6 Select the Address Server item in the configuration tree to see the address server configuration.

Configuration

Configure the address server to perform these tasks:
» Enable and disable the CPU FDR service.

+ View an automatically generated list of all devices included in the CPU configuration,
displaying for each device:

o |P addressing parameters
o whether the device IP addressing parameters are provided by the CPU embedded

DHCP server
Manually add remote devices that are not part of the CPU configuration to the CPU DHCP
client list.

NOTE: Remote devices added in this way are equipped with DHCP client software and
are configured to subscribe to the CPU IP addressing service.
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Enabling the FDR Service

To enable the FDR service, set the FDR Server field to Enabled. To disable the service,
toggle the same field to Disabled.

You can disable the FDR service for CPUs that do not support RIO scanning (commercial
references that end in 20). The FDR service is always enabled for CPUs that support RIO
scanning (commercial references that end in 40).

Any networked Ethernet device equipped with FDR client functionality can subscribe to the
CPU FDR service.

The maximum size of the FDR client operating parameter files depends on the CPU
reference. When this capacity is reached, the CPU cannot store additional client FDR files

CPU Reference PRM File Size Concurrent Connections
BMEP581020 8 MB 64
BMEP582020 16 MB 128
BMEP582040 17 MB 136
BMEP583020 16 MB 128
BMEP583040 25 MB 208
BMEP584020 16 MB 128
BMEP584040 25MB 208
BMEP585040 25MB 208
BMEP586040 25 MB 208
BMEH582040 25 MB 208
BMEH584040 25 MB 208
BMEH586040 25MB 208

NOTE: The FDR usage percentage is monitored by the FDR_USAGE variable in the
DDDT, page 295.

Viewing the Auto-Generated DHCP Client List

The list of Automatically Added Devices includes a row for each remote device that is:
» part of the CPU configuration
+ configured to subscribe to the CPU DHCP addressing service

NOTE: You cannot add devices to this list in this page. Instead, use the configuration
pages for the remote device to subscribe to this service.
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This table describes the available properties:

Property Description

Device No The number assigned to the device in the Control Expert configuration.

IP Address The client device IP address.

DHCP TRUE indicates that the device subscribes to the DHCP service.

Identifier Type Indicates the mechanism used by the server to recognize the client (MAC address or
DHCP device name).

Identifier The actual MAC address or DHCP device name.

Netmask The client device subnet mask.

Gateway A DHCP client device uses the gateway IP address to access other devices that are not

located on the local subnet. A value of 0.0.0.0 constrains the DHCP client device by
allowing it to communicate only with devices on the local subnet.

Manually Adding Remote Modules to the DHCP Service

Remote modules that are part of the CPU configuration — and which have subscribed to the
CPU IP addressing service — automatically appear in the Automatically Added Devices

list.

Other remote modules that are not part of the CPU configuration can be manually added to
the CPU DHCP IP addressing service.

Manually add networked Ethernet modules that are not part of the CPU configuration to the
CPU IP addressing service:
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Step Description

1 In the Address Server page, click the Add button in the Manually Added Devices field to instruct
Control Expert to add an empty row to the list.

2 In the new row, configure these parameters for the client device:
IP Address Type in the IP address of the client device.

Identifier Type Select the type of value the client device uses to identify itself to the FDR server:
*  MAC address
» device Name

Identifier Depending upon the identifier type, type in the client device setting for the MAC
address or name.

Netmask Type in the client device subnet mask.

Gateway Type in the gateway address that remote devices can use to communicate with

devices located on other networks. Use 0.0.0.0 if remote devices do not
communicate with devices located on other networks.

3 Refer to the topic Configuring Properties in the Device Editor (see Modicon M580, BMENOC0301/0311
Ethernet Communications Module, Installation and Configuration Guide) for instructions on how to
apply edited properties to networked devices.
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Configuring Generic Device DTMs

The following topics describe how to use Control Expert to select and configure a generic
device DTM for a remote device, including properties that define:

» the connection between the remote device and the controller

+ the degree to which the actual remote device must match the remote device described
in the Control Expert project configuration

NOTE: If using a vendor-specific DTM, consult the documentation the vendor provides
for that device.

For an example of how to configure a Schneider Electric DTM for the STBNIC2212
communication module, refer to the chapter Implicit Messaging, page 367.

Generic DTM Types

For an M580 project, the following generic DTMs are available:
* Advanced Generic DTM
* Generic Device DTM
» Generic Device Explicit Message DTM
* Generic Safety DTM

NOTE: The following topics address non-safety generic DTMs. For more information
about M580 Safety DTMs, refer to the Modicon M580 Safety Manual topic Configuring
Safety Device DTMs,

Displaying Remote Device and DTM Properties

Use this page to view properties that describe:
+ the remote device, and
+ itsDTM

To display this page, select a remote device in the DTM Browser to open its DTM. Then, in
the left pane of the Device Editor, select the node that displays the assigned device name.

NOTE: When this page is displayed, if this device is capable of supporting an additional
connection, you can use the Add Connection command to create a new connection for
this device, page 178.
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Properties

The properties displayed in this page are read-only. The source of the displayed property
values is the device DTM. The following list presents an example of the self-explanatory
properties you may see displayed in a generic DTM:

+ File Name
* File:
o Description
o File Creation Date
o File Creation Time
o Last Modification Date
o Last Modification Time
o EDS Revision
* Device:
> Vendor Name
o Device Type
> Vendor Code
o Product Type
o Product Code
o Major Revision
o Minor Revision
o Product Name
o Catalog Number

Adding a Generic Device DTM to an M580 Project

As a prerequisite, create a project in control expert with an M580 controller.

To add a generic device DTM:

Step Action
1 Select Tools > DTM Browser.
2 Right click on the controller node, for example, BMEP58_ECPU_EXT and select Add....
3 For Protocol select EtherNet IP.
4 Select one of the following generic DTMs from the list:
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Step Action

« Advanced Generic EDS
* Generic Device
* Generic Device Explicit Msg

5 Click Add DTM.

6 In the Properties of device dialog General tab, accept the default Name or enter a new name for
the DTM, then click OK.

The new DTM appears in the DTM Browser as a node on the Distributed Bus.

Adding and Removing Connections

Use the Device Editor to access the DTM for a remote device, where you can add and
remove device connections.

For Advanced Generic DTMs and Generic Device DTMs, one Exclusive Owner connection
is added by default.

No connection can be added to a Generic Device Explicit Msg DTM.

Adding a Connection

To add a connection for a remote device:

Step Action

1 In the DTM Browser, double-click a remote device. Its DTM opens in the Device Editor.

2 In the left pane of the Device Editor, select the node displaying the name of the remote device.
NOTE:

* For Advanced Generic DTMs and Generic Device DTMs, one Exclusive Owner
connection is added by default.

+ Ifthe device is capable of supporting additional connections, the Add Connection
button becomes enabled. For example:

o a Generic Device DTM can support only a single Status (Optional Connection)
connection.

o an Advanced Generic DTM can support multiple Exclusive Owner, Listen Only,
and Input Only connections.

+ Ifthe Add Connection button remains disabled, the device is presently supporting its
maximum number of connections. In this case, a new connection can be added only
after an existing connection is removed.

3 Click the Add Connection button. The Select the connection to add dialog opens.
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Step Action
4 In the Connection to add list, select a connection type.
NOTE: The types of connections available in the list depends upon the connection types
supported by the specific remote device.
5 Click OK to close the dialog. The new connection appears in the tree control in the left pane.
6 Click the following tabbed pages, and configure the properties in each page (as necessary):
» Connection, page 179
* Identity Check, page 181
» Configuration Settings, page 182
7 Do one of the following:
« click Apply to save your edits and leave the window open, or
+ click OK to save your edits and close the window

Removing a Connection

To remove a connection between a remote device and the communication module:

Step Action
1 In the DTM Browser, double-click a remote device. Ilts DTM opens in the Device Editor.
2 In the left pane of the Device Editor, beneath the remote device name, select the connection
node you wish to remove.
3 Click the Remove Connection button. The dialog opens. The connection disappears from the
tree control.
4 Do one of the following:
» click Apply to save your edits and leave the window open, or
+ click OK to save your edits and close the window

Configuring Generic DTM EtherNet/IP Connections

Use this tab to configure connection properties that are required by the remote device DTM.
An EtherNet/IP connection provides a communication link between two or more devices.
Properties for a single connection must be configured in the DTMs for each of the connected

devices.

To open this page:
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Step Action
1 Double-click on the remote device in the DTM Browser to open its DTM in the Device Editor.
2 In the navigation tree in the left pane of the Device Editor, select the connection node you want
to configure.
3 In the right pane of the Device Editor, click the Connection tab.

NOTE: When this page is open, you can use the Remove Connection command to
delete the selected connection.

Remote Device Connection Properties

A connection to a remote Schneider Electric device can present these properties:

Property

Description

QOutput RPI (O-
>T)

Input RPI (T->0)

Output RPI or Input RPI indicates the refresh period for the respective connection in
milliseconds. (These parameters can also be set in the DTM for the communication module
device.)

Input size

This is the number of bytes (0 ... 505) that are reserved for input data.

Input instance

The input instance of the connection (0 ... 255).

Input mode This mode is the input transmission type:
*  Multicast
* Point to Point
Input type (read This is the Ethernet packet type (fixed or variable length) for transmission.
only) NOTE: The Ethernet communication module supports only Fixed length packets.
Input priority This transmission priority value depends upon the device DTM. These are the available
values:
* Low
* High
» Scheduled
Input trigger These are the available values for the transmission trigger:
* Cyclic
» Change of state or application
Output size This is the number of bytes (0 ... 509) that are reserved for output data.

Output instance

The output instance of the connection (O ... 255).

Output mode

This mode is the output transmission type:
¢ Multicast
* Point to Point
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Property Description
Output type (read | This is the Ethernet packet type (fixed or variable length) for transmission.
only) NOTE: The Ethernet communication module supports only Fixed length packets.
Output priority This transmission priority value depends upon the device DTM. These are the available
values:
*  Low
* High
* Scheduled
Configuration The configuration instance of the connection (0 ... 255).
Instance

Checking Remote Device Identity

Use this tab to specify the degree to which a remote device (detected on the network)
conforms to the configuration settings for the same remote device in the Control Expert
application project. Control Expert does not maintain connections to a remote device that
does not pass this identity check.

NOTE: This page appears only for generic DTM types that support connections, for
example, Generic Device DTM, Advanced Generic DTM, and Generic Safety DTM.

The Generic Device Explicit Msg DTM does not support connections.
To open this page:

Step Action

1 Double-click on the remote device in the DTM Browser to open its DTM in the Device Editor.

2 In the navigation tree in the left pane of the Device Editor select the connection node you want to
configure.

3 In the right pane of the Device Editor, click the Identity Check tab.

NOTE: When this page is open, you can use the Remove Connection command to
delete the selected connection.

Remote Device Identity Properties

A connection to a remote Schneider Electric device can present these properties:
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Property

Description

Check Identity

This property defines the rule that Control Expert uses to compare the configured versus the
actual remote device. These are the available settings:

Must match exactly: The DTM or EDS file exactly matches the remote device.

Disable: The checking function does not run. The identity portion of the connection is
filled with zero values (the default setting).

Must be compatible: When the remote device is not the same as defined by the DTM/
EDS, it emulates the DTM/EDS definitions.

None—no checking occurs; the identity portion of the connection is omitted
Custom: Enable the following parameter settings individually.

When Check identity is set to Custom, complete these fields:

Compatibility
Mode

True: For each of the following selected tests, the DTM/EDS and remote device are
compatible.

False: For each of the following selected tests, the DTM/EDS and remote device
match exactly.

Minor Version

Major Version

Product Code

Product Type

Product Vendor

For each of these, select a setting:

Compatible: Include the parameter in the test.
Not checked: Do not include the parameter in the test.

Generic DTM Configuration Settings

Use the Configuration Settings tab to complete the configuration of the connection to this
remote device. The information added in this page extends the address path to the remote

device.

To open this page:

Step Action

1 Double-click on the remote device in the DTM Browser to open its DTM in the Device Editor.

2 In the navigation tree in the left pane of the Device Editor select the connection node you want
to configure.

3 In the right pane of the Device Editor, click the Configuration Settings tab.

NOTE: When this page is open, you can use the Remove Connection command to
delete the selected connection.
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Configuration Settings

The content of this page can vary, depending upon the DTM — selected in the Add dialog —
that defines this device. Examples of DTM properties that may be configured in this page

include:

This DTM type...

Can require this content...

Property

Description

Generic Device

Configuration:

A hexadecimal extension to the addressing path.

Advanced Generic Device

Input Instance:

The device specific assembly number associated with
input (T -> O) transmissions.

Output Instance:

The device specific assembly number associated with
output (O -> T) transmissions.

Configuration Instance:

The device specific assembly number associated with
device configuration settings.

Configuration:

A hexadecimal extension to the addressing path.

1. The value, or range of values, that can be used to configure this property must be obtained from the manufacturer of
the specific device and device DTM.
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Diagnostics through the Control Expert DTM
Browser

Introducing Diagnostics in the Control Expert DTM

Introduction

The Control Expert DTM provides diagnostics information that is collected at configured

polling intervals. Use this information to diagnose the operation of the embedded Ethernet
scanner service in the CPU.

Connect the DTM

Before you can open the diagnostics page, make the connection between the DTM for the
CPU’s embedded scanner service:

Step Action
1 Open a Control Expert project.
2 Open the Control Expert DTM Browser (Tools > DTM Browser).
3 Right-click the name that is assigned to your CPU in the DTM Browser.
4 Select Connect.
Open the Page

Access the Diagnosis information:

Step Action

1 Right-click the name that is assigned to your CPU in the DTM Browser.

2 Select Device Menu > Diagnosis to view the available diagnostics pages.

Diagnostics Information

The diagnostics window has two distinct areas:

+ left pane: LED icons indicate the operating status of modules, devices, and
connections.
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» right pane: These pages show diagnostics data for these items:
o CPU’s embedded scanner service
o local slave nodes that are activated for the CPU’s embedded scanner service

o EtherNet/IP connections between the CPU’s embedded scanner service and a
remote EtherNet/IP device

When the appropriate DTM is connected to the CPU, Control Expert sends an explicit
message request once per second to detect the state of the CPU’s embedded scanner
service and of all the remote devices and EtherNet/IP connections linked to the CPU.

Control Expert places one of these status icons over the module, device, or connection in
the left pane of the Diagnostic window to indicate its current status:

lcon Communication module Connection to a remote device
Run state is indicated. The health bit for every EtherNet/IP connection and Modbus
Q TCP request (to a remote device, sub-device, or module) is
set to active (1).
One of these states is indicated: The health bit for at least one EtherNet/IP connection or
° < unknown Modbus TCP request (to a remote device, sub-device, or

module) is set to inactive (0).
« stopped

* not connected
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Bandwidth Diagnostics

Introduction
Use the Bandwidth page to view the dynamic and static data for the bandwidth use by the

embedded Ethernet scanner service in the CPU.

NOTE: Before you can open the diagnostics page, make the connection between the
DTM for the CPU’s embedded scanner service and the physical module.

Open the Page

Access the Bandwidth information:

Step Action
1 In the DTM Browser, right-click the name that is assigned to your CPU.
2 Select Device menu > Diagnosis.
3 In the left pane of the Diagnosis window, select the CPU node.
4 Select the Bandwidth tab to open that page.

Data Display

Use the Refresh Every 500ms checkbox to display the static or dynamic data:

Checkbox Description

Selected » Display data that is dynamically updated every 500 ms.
* Increment the number at the top of the table each time data is refreshed.

De-selected » Display static data.

* Do not increment the number at the top of the table. That number now represents a
constant value.

Bandwidth Diagnostic Parameters

The Bandwidth page displays the following parameters for the communication module:
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Parameter Description

I/O - Scanner:

EtherNet/IP Sent The number of EtherNet/IP packets the module has sent in packets/second.

EtherNet/IP Received The number of EtherNet/IP packets the module has received in packets/second.

Modbus TCP Received The number of Modbus TCP requests the module has sent in packets/second.

Modbus TCP Responses The number of Modbus TCP responses that the CPU’s embedded scanner
service has received in packets/second.

1/O - Adapter:

EtherNet/IP Sent The number of EtherNet/IP packets (per second) that the CPU’s embedded
scanner service has sent in the role of a local slave.

EtherNet/IP Received The number of EtherNet/IP packets (per second) that the CPU’s embedded
scanner service has received in the role of a local slave.

1/0O - Module

Module Capacity The maximum number of packets (per second) that the CPU’s embedded
scanner service can process.

Module Utilization The percentage of the CPU’s embedded scanner service capacity being used by

the application.

Messaging - Client:

EtherNet/IP Activity The number of explicit messages (packets per second) sent by the CPU’s
embedded scanner service using the EtherNet/IP protocol.

Modbus TCP Activity The number of explicit messages (packets per second) sent by the CPU’s
embedded scanner service using the Modbus TCP protocol.

Messaging - Server:

EtherNet/IP Activity The number of server messages (packets per second) received by the CPU’s
embedded scanner service using the EtherNet/IP protocol.

Modbus TCP Activity The number of server messages (packets per second) received by the CPU’s
embedded scanner service using the Modbus TCP protocol.

Module:

Processor Utilization The percentage of the CPU’s embedded scanner service processing capacity
used by the present level of communication activity.
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RSTP Diagnostics

Introduction

Use the RSTP Diagnostic page to view the status of the RSTP service of the embedded
Ethernet scanner service in the controller. The page displays dynamically generated and
static data for the module.

NOTE: Before you can open the diagnostics page, make the connection between the
DTM for the controller's embedded scanner service and the physical module.

Open the Page

Access the RSTP Diagnosis information:

Step Action
1 In the DTM Browser, right-click the name that is assigned to your controller.
2 Select Device menu > Diagnosis.
3 In the left pane of the Diagnosis window, select the controller node.
4 Select RSTP Diagnostic tab to open that page.

Data Display

Select the Refresh Every 500ms check box to display the static or dynamic data:

Checkbox Description

Selected « Display data that is dynamically updated every 500 ms.
* Increment the number at the top of the table each time data is refreshed.

De-selected « Display static data.

* Do not increment the number at the top of the table. That number now represents a
constant value.

RSTP Diagnostic Parameters

The RSTP Diagnostic page displays the following parameters for each controller port:
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Parameter Description

Bridge RSTP Diagnostic:

Bridge Priority This 8-byte field contains the two-byte value that is assigned to the controller’s
embedded Ethernet switch.

MAC Address The Ethernet address of the controller, found on the front of the controller.

Designated Root ID The Bridge ID of the root device.

Root Path Cost The aggregate cost of port costs from this switch back to the root device.

Default Hello Time The interval at which Configuration BPDU messages are transmitted during a network
convergence. For RSTP this is a fixed value of 2 seconds.

Learned Hello Time The current Hello Time value learned from the root switch.

Configured Max Age The value (6 ... 40) that other switches use for MaxAge when this switch is acting as
the root.

Learned Max Age The maximum age learned from the root switch. This is the actual value currently used
by this switch.

Total Topology The total number of topology changes detected by this switch since the management

Changes entity was last reset or initialized.

Ports ETH 2 and ETH 3 RSTP Statistics:

Status The port's current state as defined by RSTP protocol. This state controls the action the
port takes when it receives a frame. Possible values are: disabled, discarding,
learning, forwarding.

Role: The port’s current role per RSTP protocol. Possible values are: root port, designated
port, alternate port, backup port, disabled port.

Cost The logical cost of this port as a path to the root switch. If this port is configured for
AUTO then the cost is determined based on the connection speed of the port.
STP Packets A value in this field indicates that a device on the network has the STP protocol
enabled.
NOTE:

»  Other devices that are enabled for STP can severely affect the network
convergence times. Disable the STP protocol (but not the RSTP protocol)
on every network device that supports STP.

*  The controller does not support the STP protocol. The controller’s
embedded switch ignores STP packets.
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Network Time Service Diagnostics

Introduction

Use the Network Time Service Diagnostic page to display dynamically generated data
describing the operation of the simple network time protocol — either SNTP or NTPv4
(depending on your CPU firmware) — service that you configured in the network time server
page, page 155 in Control Expert.

NOTE: Before you can open the diagnostics page, make the connection between the
DTM for the target communication module and the CPU.

Refer to the System Time Stamping User Guide (see System Time Stamping, User Guide)
for detailed diagnostic information.

Open the Page

Access the NTP Diagnostic information:

Step Action
1 In the DTM Browser, find the name that is assigned to the CPU.
2 Right-click the CPU DTM, and select Device menu > Diagnosis.
3 In the left pane of the Diagnosis window, select the CPU node.
4 Select the NTP Diagnostic tab to open that page.

Click the Reset Counter button to reset the counting statistics on this page to 0.

SNTP Service Diagnostic Parameters

This table describes the SNTP time synchronization service parameters:

Parameter Description

Refresh Every Check this box to dynamically update the page every 500ms. The number of times this
500ms page has been refreshed appears immediately to the right.

Network Time Monitor the operational status of the service in the module:

Service

« green: operational
e orange: disabled

Network Time Server | Monitor the communication status of the NTP server:

Status « green: The NTP server is reachable.
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Parameter

Description

* red: The NTP server is not reachable.

Last Update

Elapsed time, in seconds, since the most recent NTP server update.

Current Date

System date

Current Time

The system time is presented in the hh:mm:ss format.

DST Status Set the status of the automatic daylight savings service:

*  ON: The automatic adjustment of daylight savings is enabled. The current date
and time reflect the daylight savings time adjustment.

*  OFF: The automatic adjustment of daylight savings is disabled. (The current date
and time may not reflect the daylight savings time adjustment.)

Quality This correction (in seconds) applies to the local counter at every NTP server update.
Numbers greater than 0 indicate increasingly excessive traffic condition or an NTP
server overload.

Requests This value represents the total number of client requests sent to the NTP server.

Responses This value represents the total number of server responses sent from the NTP server.

Errors This value represents the total number of unanswered NTP requests.

Last Error This value indicates the last detected error code received from the NTP client:

*  0: good NTP configuration

« 1:late NTP server response (can be caused by excessive network traffic or server
overload)

*  2:NTP not configured
« 3:invalid NTP parameter setting
e 4:NTP component disabled

* 5:NTP server is not synchronized (NTP server needs to be synchronized so that
the NTP accesses behave as defined in the client NTP settings)

e 7:unrecoverable NTP transmission
¢ 9:invalid NTP server IP address
« 15:invalid syntax in the custom time zone rules file

Primary / Secondary

The IP addresses correspond to the primary and secondary NTP servers.

Daylight Savings

NTP Server IP NOTE: A green LED to the right of the primary or secondary NTP server IP address
indicates the active server.
Auto Adjust Clock for | Configure the daylight savings adjustment service:

¢ enabled
« disabled

DST Start/ DST End

Specify the day on which daylight savings time begins and ends:

Month Set the month in which daylight savings time starts or ends.

Day of Week Set the day of the week on which daylight savings time starts or ends.

Week# Set the occurrence of the specified day within the specified month.
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Parameter Description

Time Zone Select the time zone plus or minus Universal Time, Coordinated (UTC)

Offset Configure the time (in minutes) to be combined with the time zone selection (above) to
produce the system time.

Polling Period Set the frequency with which the NTP client requests an updated time from the NTP
server

NTPv4 Service Diagnostic Parameters

This table describes the NTP time synchronization service parameters:

Parameter Description

Refresh Every 500ms Check this box to dynamically update the page every 500ms.
The number of times this page has been refreshed appears immediately
to the right.

NTP V4 Service Service state The operational status of the service in the module:

* green: operational
* orange: disabled

Sync The status of the module:
* green: synchronized
* orange: not synchronized

Accuracy NTP clients only: The estimated difference between local (client) time
and server time.

Mode » Server/ Client
« Serveronly

System clock Date Local date.
Time Local time.
Time Zone The local time zone, by reference to coordinated universal time (UTC).
DST The status of the automatic daylight savings service:

*  ON: The automatic adjustment of daylight savings is enabled. The
current date and time reflect the daylight savings time adjustment.

*  OFF: The automatic adjustment of daylight savings is disabled.
(The current date and time may not reflect the daylight savings
time adjustment.)

<NTP System UTC-Date The date at the UTC time source.
Status>

UTC-Time The time at the UTC time source.
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Parameter Description

Stratum The relative position in the hierarchy between this client and the original
time source (stratum 1) reference. If the mode is:

» Server/Client: the value equals the system peer stratum value + 1.
« Server only (or orphan): a user-defined value.

Root delay NTP clients only: The round trip request delay, in milliseconds, from a
client to a stratum 1 server.
Root NTP clients only: The additional delay contributed by other factors.
dispersion
Polling time NTP clients only: Polling interval, in seconds.
ReflD IPv4 address of the time source.
<NTP Peers NTP client CPU can be configured with up to 8 time source peers, each a potential server
Statuses> to the CPU NTP client.
(NTP clients only)
IP Peer IPv4 address of the peer.
ReflD IP address of the time source used by the peer.
Select Indicates the peer used as the time source (Current) and other viable

peer time sources (Candidate).

Reach count Percentage of NTP messages successfully sent to and received from the

peer.

Stratum The relative position in the hierarchy between this client and the original
time source (stratum 1) reference.

Poll Polling interval, in seconds.

Delay Time to send request / receive response.

Offset The value to subtracted from received time value to obtain time value to
be applied.

Jitter Variability in delay.
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Local Slave / Connection Diagnostics

Introduction

Use the Local Slave Diagnostic page and the Connection Diagnostic page to display the
I/0 status and production/consumption information for a selected local slave or connection.

NOTE:

+ Before you can open the diagnostics page, make the connection between the DTM
for the target communication module and the CPU.

+ To get data from the primary CPU, make the connection to the Main IP address of
the CPU (see Modicon M580 Hot Standby, System Planning Guide for, Frequently
Used Architectures).

Open the Page

Access the diagnostics information:

Step Action
1 In the DTM Browser, find the name that is assigned to the CPU.
2 Right-click the CPU DTM, and select Device menu > Diagnosis.
3 In the left pane of the Diagnosis window, select the CPU node.
4 Select the Local Slave Diagnostic tab or the Connection Diagnostic tab to open that page.

Data Display

Use the Refresh Every 500ms checkbox to display the static or dynamic data:

Checkbox Description

Selected « Display data that is dynamically updated every 500 ms.
* Increment the number at the top of the table each time data is refreshed.

De-selected « Display static data.

* Do not increment the number at the top of the table. That number now represents a
constant value.
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Local Slave / Connection Diagnostic Parameters

This following tables display the diagnostic parameters for the selected local slave or

scanner connection.

This table shows the Status diagnostic parameters for the selected connection:

Parameter Description

Input An integer representing input status.

Output An integer representing output status.

General An integer representing basic connection status.
Extended An integer representing extended connection status.

The Input and Output status diagnostic parameters can present these values:

Input/Output Status (dec) Description

0 OK

33 Time-out

53 IDLE

54 Connection established
58 Not connected (TCP)
65 Not connected (CIP)

68 Connection establishing
70 Not connected (EPIC)
77 Scanner stopped

This table shows the Counter diagnostic parameters for the selected connection:

Parameter

Description

Frame Error

Increments each time a frame is not sent by missing resources or is impossible to
send.

Time-Out Increments each time a connection times out.

Refused Increments when connection is refused by the remote station.
Production Increments each time a message is produced.

Consumption Increments each time a message is consumed.

Production Byte

Total of produced messages, in bytes, since the communication module was last
reset.
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Parameter

Description

Consumption Byte

Total of consumed messages, in bytes, since the communication module was last
reset.

Theoretical Packets per
second

Packets per second calculated using current configuration value.

Real Packets per
second

Actual number of packets per second generated by this connection.

This table shows the

Diagnostic parameters for the selected connection:

Parameter

Description

CIP Status

An integer representing CIP status.

Extended Status

An integer representing extended CIP status.

Production Connection
ID

The connection ID for the data produced by the local slave.

Consumption
Connection ID

The connection ID for the data produced by the local slave.

O ->TAPI Actual packet interval (API) of the production connection.
T->0API Actual packet interval (API) of the consumption connection.
O->TRPI Requested packet interval (RPI) of the production connection.
T->ORPI Requested packet interval (RPI) of the consumption connection.

This table shows the

Socket Diagnostics diagnostic parameters for the selected

connection:
Parameter Description
Socket ID Internal identification of the socket.

Remote IP Address

IP address of the remote station for this connection.

Remote Port

UDP port number of the remote station for this connection.

Local IP Address

IP address of the communication module for this connection.

Local Port

UDP port number of the communication module for this connection.

This table shows the

Production diagnostic parameters for the selected connection:

Parameter

Description

Sequence Number

The number of the sequence in the production.

Max Time

Maximum time between two produced messages.
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Parameter Description

Min Time Minimum time between two produced messages.

RPI Current production time.

Overrun Increments each time a produced message exceeds RPI.
Underrun Increments each time a produced message is less than RPI.

This table shows the Consumption diagnostic parameters for the selected connection:

Parameter

Description

Sequence Number

The number of the sequence in the consumption.

Max Time Maximum time between two consumption messages.

Min Time Minimum time between two consumption messages.

RPI Current consumption time.

Over Run Increments each time a consumed message exceeds RPI.
Under Run Increments each time a consumed message is less than RPI.
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Local Slave or Connection I/O Value Diagnostics

Introduction
Use the I/O Values page to display both the input data image and output data image for the

selected local slave or scanner connection.

NOTE: Before you can open the diagnostics page, make the connection, page 401
between the DTM and the target communication module.

Open the Page

Access the I/0 Values information:

Step Action
1 In the DTM Browser, find the name that is assigned to the CPU DTM.
2 Right-click the CPU DTM , and select Device menu > Diagnosis.
3 In the left pane of the Diagnosis window, select the CPU.
4 Select the I/O Values tab.

Data Display

Use the Refresh Every 500ms checkbox to display the static or dynamic data:

Checkbox Description

Selected « Display data that is dynamically updated every 500 ms.
Increment the number at the top of the table each time data is refreshed.

De-selected « Display static data.

Do not increment the number at the top of the table. That number now represents a
constant value.

Local Slave / Scanner Connection I/O Values

This page displays theses parameters for either a local slave or a remote device connection
input and output values:
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Parameter Description

Input/Output A display of the local slave or remote device input or output data image.

data display
Length The number of bytes in the input or output data image.
Status The Scanner Diagnostic object’s status, with respect to the read of the input or output data

image.
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Logging DTM Events to a Control Expert Logging Screen

Description

Control Expert maintains a log of events for:
+ the Control Expert embedded FDT container
» each Ethernet communication module DTM
» each EtherNet/IP remote device DTM

Events relating to the Control Expert FDT container are displayed in the FDT log event
page of the Output Window.

Events relating to a communication module or remote EtherNet/IP device are displayed:
* in configuration mode: in the Device Editor, by selecting the Logging node in the left

pane
* in diagnostic mode: in the Diagnostics window, by selecting the Logging node in the
left pane
Logging Attributes

The Logging window displays the result of an operation or function performed by Control
Expert. Each log entry includes the following attributes:

Attribute Description
Date/Time The time the event occurred, displayed in the format: yyyy-mm—dd hh:mm:ss
Log Level The level of event importance. Values include:
Information A successfully completed operation.
Warning An operation that Control Expert completed, but which may lead to a
subsequent error.
Error An operation that Control Expert was unable to complete.
Message A brief description of the core meaning of the event.
Detail Message A r;r;]ore (t'ietailed description of the event, which may include parameter names, location
paths, etc.

Accessing the Logging Screen

In Control Expert:
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Step Action
1 Open a project that includes a BME <58 <00 Ethernet CPU.
2 Clock Tools > DTM Browser to open the DTM Browser.
3 In the DTM Browser, double-click the CPU (or right-click Open) to open the configuration
window.
4 Select Logging in the navigation tree in the left pane of the window.
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Logging DTM and Module Events to the SYSLOG Server

Configuring the SYSLOG Server

Configure the SYSLOG server address for logging DTM and module events:

Step Action

1 In Control Expert, select Tools > Project Settings.

2 In the left pane of the Project Settings window, select Project Settings > General > PLC
diagnostics.

3 In the right pane:

+ Select the PLC event logging check box.
* Inthe SYSLOG server address field enter the IP address of the SYSLOG server.
In the SYSLOG server port number field, enter the port number.
NOTE: The SYSLOG server protocol is not configurable, and is set to tcp by default.

NOTE: Refer to the Modicon Controllers Platform Cyber Security Reference Manual for
information on setting up a SYSLOG server in your system architecture (see Modicon
Controllers Platform, Cyber Security, Reference Manual).

Enable Tracking for SYSLOG Events

Perform these tasks in the Security Editor tool to enable the Syslog service to track the
Syslog events in the Syslog server :

Tab Task

Profiles | Create a new profile with the applicable audit cases.

Policies | Enable at least the minimum security (Security on, no login).

Select the Audit box to implement the audit for the new profiles you want to monitor.

DTM Events Logged to the SYSLOG Server

These DTM events are logged to the SYSLOG server:
+ Configuration parameter change
» Add/Delete device
« Rebuild All
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Build Changes
Renaming of I/O variables
Add/Modify tasks

BME-580°0 CPU Events Logged to the SYSLOG Server

These BME+58+0-0 CPU events are logged to the SYSLOG server:

TCP connection error due to Access Control List
Enable/Disable of communication services outside configuration
Ethernet port link up/down events

RSTP topology change

Program operating mode change of COMs (RUN, STOP, INIT)
Successful and unsuccessful FTP login
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Online Action

Online Action

Introduction

You can view and configure the settings in the Online Action menu when the M580 CPU is
connected through the Control Expert DTM Browser.

Accessing Online Action

Follow these directions to access the Online Action settings for the M580 CPU:

Step Action
1 Open the DTM Browser in Control Expert (Tools > DTM Browser).
2 Select the M580 DTM in the DTM Browser.
3 Connect the DTM to the Control Expert application (Edit > Connect).
4 Right-click the M580 DTM.
5 Scroll to the Online Action menu (Device menu > Additional functions > Online Action).
6 3 tabs appear:
* Ethernet/IP Objects
Port Configuration
Ping

EtherNet/IP Objects

Displays object parameters value when available.

Click Refresh to update the displayed values.

Port Configuration

Configure and read the service port mode:
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Field

Description

Service Port Mode

* Access (default)

*  Mirroring

NOTE: This mode can also be set in the CPU configuration tabs, page 162.

Access Port
Configuration

Displays the access port configuration information (refer to CPU configuration

tabs, page 162).

Port Mirroring

Displays the port mirroring configuration (refer to CPU configuration tabs, page

Ping

Configuration 162).
Field Parameter Description
Address IP Address Type the IP address to ping.
Ping Ping Click to ping the address set.
Ping Result Displays the ping result.
Repeat (100ms) Select this parameter to repeat ping if no reply is

received.

Stop on Error

Select this parameter to stop repeating ping if an
error is detected when Repeat (100ms) is
selected.

Clear

Click to clear the Ping Result display.
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EtherNet/IP Objects Tab

Introduction

Use the EtherNet/IP Objects tab in the Online Action window:

* Retrieve and display current data describing the state of CIP objects for the selected
CPU or remote EtherNet/IP device.

* Reset the selected CPU or remote EtherNet/IP device.

Access the Page

Open the EtherNet/IP Objects tab:

Step Action

1 Connect the DTM to the module (see Modicon M580, BMENOC0301/0311 Ethernet
Communications Module, Installation and Configuration Guide).

2 Open the Online Action page (see Modicon M580, BMENOCO0301/0311 Ethernet Communications
Module, Installation and Configuration Guide).

3 Select the EtherNet/IP Objects tab.

Available CIP Objects

You can retrieve CIP objects according to the Control Expert operating mode:

Mode Available CIP Objects
Standard Identity object, page 219
Advanced Identity object, page 219

Connection Manager object, page 225

TCP/IP Interface object, page 237

Ethernet Link object (see Modicon M580, BMENOCO0301/0311 Ethernet
Communications Module, Installation and Configuration Guide)

QoS object, page 230
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Service Port Tab

Introduction

Use the Service Port tab in the Online Action window to view and edit communication port
properties for a distributed EtherNet/IP device. Use this tab to execute these commands:

* Refresh: Use a Get command to retrieve port configuration settings from a distributed
EtherNet/IP device.

* Update: Use a Set command to write all or selected edited values to the same
distributed EtherNet/IP device

The configuration information on the Service Port tab is sent in EtherNet/IP explicit
messages that employ the address and messaging settings configured for Ethernet/IP
explicit messaging (below).

Access the Page

Open the EtherNet/IP Objects tab:

Step Action

1 Connect the DTM to the module (see Modicon M580, BMENOC0301/0311 Ethernet
Communications Module, Installation and Configuration Guide).

2 Open the Online Action page (see Modicon M580, BMENOCO0301/0311 Ethernet Communications
Module, Installation and Configuration Guide).

3 Select the EtherNet/IP Objects tab.

4 Configure the Service port with the instructions from the offline configuration (see Modicon M580,

BMENOCO0301/0311 Ethernet Communications Module, Installation and Configuration Guide).

5 Click the Update button to apply the new configuration.
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Pinging a Network Device

Overview

Use the Control Expert ping function to send an ICMP echo request to a target Ethernet
device to determine:

« if the target device is present, and if so

+ the elapsed time to receive an echo response from the target device

The target device is identified by its IP address setting. Enter only valid IP addresses in the
IP Address field.

The ping function can be performed in the Ping page of the Online Action window:

Module Information | Port Configuration Ping I
~ Address
IP Address | 192.168.1.6
~ Ping

Ping I Ping Result

[~ Repeat (100ms)
[~ Stopon Error

Clear |

Pinging a Network Device

Ping a network device:

Step Action
1 In the DTM Browser, select the CPU upstream of the remote EtherNet/IP device you want to ping.
2 Right-click and select Device Menu > Online Action.

Result: The Online Action window opens.
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Step Action

3 In the Online Action window, select the device you want to ping.

Result: The window displays pages containing online information for the selected device.
NOTE: The specific collection of displayed pages depends on the type of device selected:
+ theCPU
+ aremote EtherNet/IP device
+ aremote Modbus TCP device

4 Select the Ping page. To send...
* asingle ping: Deselect the Repeat checkbox.
» aseries of pings (1 every 100 ms): Select the Repeat checkbox.

5 (Optional) Select Stop on Error to stop pinging an unsuccessful communication.

6 Click Ping once to begin pinging.

7 Click Ping a second time to stop repeated pinging, where no error has been detected.

8 The Ping Result box displays the ping outcome. Click Clear to empty the Ping Result box.
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Diagnostics Available through Modbus/TCP

Modbus Diagnostic Codes

Introduction

CPUs and BMENOCO0301/BMENOCO0311 communication modules in M580 systems support

the diagnostic codes in these tables.

Function Code 3

Some module diagnostics (I/O connection, extended health, redundancy status, FDR
server, etc.) are available to Modbus clients that read the local Modbus server area. Use
Modbus function code 3 with the unit ID set to 100 for register mapping:

Type Offset Modbus Size
Address (Words)

Basic Networks Diagnostic Data 0 39
Ethernet Port Diagnostics Data (Internal port) 39 103
Ethernet Port Diagnostics Data (ETH 1) 142 103
Ethernet Port Diagnostics Data (ETH 2) 245 103
Ethernet Port Diagnostics Data (ETH 3) 348 103
Ethernet Port Diagnostics Data (backplane) 451 103
Modbus TCP/Port 502 Diagnostic Data 554 114
Modbus TCP/Port 502 Connection Table Data 668 515
SNTP Diagnostics 1218 57
QoS Diagnostics 1275 11
Identify 2001 24

For a description of available function codes refer to the list of supported Modbus diagnostic
codes in the topic Modbus Diagnostic Codes (see Quantum IEC61850, 140 NOP 850 00,
Installation and Configuration Guide) in the Quantum EIO Control Network Installation and

Configuration Guide.
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Function Code 8, Subcode 21

Function Code 8, subcode 21 (decimal — 15 hex), provides information regarding the NTPv4
service and peers.

Operation Code Description

(hex)

0x77 Get NTP Service Status
0x78 Get NTP Peer Status

The structure of these operation codes are as follows:

Get NTP Service Status
Field Length Value (hex)
[bytes]
Request and Response fields:
Function Code 1 08
Sub Function Code Hi 1 00
Sub Function Code Low 1 15
Operation Code Hi 1 00
Operation Code Low 1 77
Response only fields:
Byte Count 1 49
NTP Service 1 NTP Mode:
* NTP Mode: Bits 0-3 * 0x1: Client/Server
» Status: Bits 4-7 » 0x2: Server Only
NTP Status:
* 0x1: Enable
* 0x2:Disable
Sync 1 UINT (Leap Byte)
Stratum 1 UINT
* Value = 16 Indicates KISS Code represented in the
Reference ID field is ASCII.
+ Else, Reference ID field to be parsed as Hex IP
address.
Precision 1 INT
Alarm 1 When Accuracy exceeds the user configured NTPv4
Threshold
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Get NTP Service Status (Continued)

Field Length Value (hex)
[bytes]

Accuracy 4 FLOAT (TIME_WITHIN)

Root Delay 4 FLOAT

Root Dispersion 4 FLOAT

Reference ID 4 UINT

Reference DATE_TIME-MICRO _ 4 UINT

SEC

Clock DATE_TIME-MICRO_SEC 4 UINT

Peer 2

DST Status 1

Time Zone 4

Time Zone Offset (minutes) 2

Daylight Saving Time Bias (minutes) | 1

Daylight Saving Start Date - Month 1

Daylight Saving Start Date - Week #, | 1
Day of Week

MS 4-Bits: Occurrence #

(1 =1ST Ooccurrence, 2 = 2ND
Occurrence..., 5=FIFTH OR LAST
OCCURRENCE)

LS 4-Bits: Day of the Week:

(0 = Sunday..., 6 = Saturday)

Daylight Saving Start Time (Seconds | 4
elapsed from midnight)

Daylight Saving End Date — Month 1

Daylight Saving End Date — Week #, | 1
Day of Week

Daylight Saving End Time (Seconds | 4
elapsed from midnight)

Get NTP Peer Status

Field Length Value (hex)
[bytes]

Request and Response fields:

Function Code 1 08
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Get NTP Peer Status (Continued)

Field Length Value (hex)
[bytes]

Sub Function 1 00

Code Hi

Sub Function 1 15

Code Low

Operation Code 1 00

Hi

Operation Code 1 75

Low

Byte Count 1 F9

Peer Count 1 Default - 8

FLOAT Precision | 1 For the FLOAT values, below

Response only fields (The following fields repeat, with the suffix # incarnated, for each system peer):

Remote IP 1 4 Remote IP Address

Reference ID 1 4 » If Stratum = 16, this field is interpreted as 4 Bytes ASCII.
» Else, the field is parsed as an IPv4 Address.

Select 1 1 The currently selected server:
*  0XO0: Default

*  0X1: Current

* 0X2: Candidate

Reach 1 Percentage Representation (0-100%)
Percentage 1

Stratum 1 1 Least value determines current/candidate Server IP.

If value = 16, then Ref ID field is parsed as 4 bytes ASCII.

Poll 1 2 INT

Delay 1 4 FLOAT

Offset 1 4 FLOAT

Jitter 1 4 FLOAT

When 6 6 byte ASCII. sec/min/hr since last received packet

Function Code 8, Subcode 22

Modbus function code 08, subcode 22, provides a variety of diagnostic functions:
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Operation Diag. Description
Code Control
0x01 0x0100 network diagnostic data
0x0200 Read the Ethernet port diagnostic data from the switch manager.
0x0300 Read the Modbus TCP/port 502 diagnostic data from the Modbus server.
0x0400 Read the Modbus TCP/port 502 connection table from the Modbus server.
0x07F0 Read the data structure offset data from the Modbus server.
0x02 0x0100 Clear the basic network diagnostic data. NOTE: Only specific parameters of basic
network diagnostic data are used to clear requests.
0x0200 Clear the Ethernet port diagnostic data. NOTE: Only specific parameters of basic network
diagnostic data are used to clear requests.
0x0300 Clear the Modbus TCP/port 502 diagnostic data. NOTE: Only specific parameters of
Modbus port 502 diagnostic data are used to clear requests.
0x0400 Clear the Modbus TCP/port 502 connection table. NOTE: Only specific parameters of
Modbus port 502 connection data are use to clear requests.
0x03 0 Clear all diagnostic data. NOTE: Only specific parameters of each diagnostic data are

used to clear requests.

Read Device ldentification

Modbus function code 43, subcode 14: A Modbus request associated with function code
43 (Read Device Identification) asks a Modbus server to return the vendor name, product
name, version number, and other optional fields:

Category Object ID Object Name Type Requirement
Basic 0x00 VendorName (vendor name) ASCII string mandatory
0x01 ProductCode (product code) ASCII string mandatory
0x02 MajorMinorRevision (version number) ASCII string mandatory
Regular 0x03 VendorUrl (vendor URL) ASCII string optional
0x04 ProductName (product name) ASCII string optional
0x05 ModelName (model name) ASCII string optional
0x06 UserApplicationName (user application ASCII string optional
name)
0x07...0x7F | (reserved) ASCII string optional
Extended 0x80...0xFF | device-dependent optional
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This table provides sample responses to the Modbus request (function code 43, subcode

14):
Module 0x00 Vendor ID 0x01 Part Number 0x02 Version
BMEP584020 CPU Schneider Electric BMEP584020 v02.10
BMENOCO0301 module Schneider Electric BMENOCO0301 V02.04 build 0009
BMENOCO0311 module Schneider Electric BMENOCO0311 V02.04 build 0009
BMENOCO0321 module Schneider Electric BMENOC0321 V01.01 build 0004
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Diagnostics Available through EtherNet/IP CIP
Objects

Introduction

Modicon M580 applications use CIP within a producer/consumer model to provide
communication services in an industrial environment. This section describes the available
CIP objects for diagnostics of Modicon M580 CPU modules.
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About CIP Objects

Overview

The Ethernet communication module can access CIP data and services located in
connected devices. The CIP objects and their content depend on the design of each device.

CIP object data and content are exposed—and accessed—hierarchically in the following
nested levels:

Object
I—.-’ Class ——m Class Attributes
L»Instance —m |nstance Attributes

NOTE: You can use explicit messaging to access these items:

» Access a collection of instance attributes by including only the class and instance
values for the object in the explicit message.

+ Access a single attribute by adding a specific attribute value to the explicit message
with the class and instance values for the object.

This chapter describes the CIP objects that the Ethernet communication module exposes to
remote devices.
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Identity Object

Overview

The Identity object presents the instances, attributes and services described below.

Class ID

01

Instance IDs

The Identity object presents two instances:
+ O:class
+ 1:instance

Attributes

Identity object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):

Attribute ID Description Type GET SET
hex dec

01 01 Vendor ID UINT X —
02 02 Device Type UINT X —
03 03 Product Code UINT X —
04 04 Revision STRUCT X —
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Attribute ID Description Type GET SET
hex dec

Major USINT
Minor USINT
05 05 Status Word X —
bit 2:
0x01=the module is configured
bits 4-7:
0x03=no I/0O connections established
0x06=at least 1 1/O connection in run mode
0x07=at least 1 1/O connection established,
all in IDLE mode
06 06 Serial Number UDINT X —
07 07 Product Name STRING X —
18 24 Modbus Identity STRUCT X —
X = supported
— = not supported
Services

The Identity object performs the following services upon the listed object types:

Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns:

» all class attributes (instance = 0)

+ instance attributes 1 to 7 (instance = 1)
OE 14 Get_Attribute_Single X X Returns the value of the specified attribute.
X = supported
— =not supported
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Message Router Object

Overview

The Message Router object provides a messaging connection point through which a client
may address a service to any object class or instance residing in the physical device.

Class ID

02 (hex and decimal)

Instance IDs

The Message Router object presents two instances:
+ O:class
* 1:instance

Attributes

Message Router object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID | Description GET SET
(hex and

dec)

01 Revision X —
02 Maximum Instance X —
03 Number of Instances X —
04 Optional Attribute List X —
05 Optional Service List X —
06 Maximum Number of Class Attributes X —
07 Maximum Number of Instance Attributes X —
X = supported

— = not supported
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Instance ID = 1 (instance attributes):

Attribute ID Description Type GET SET Value
hex dec
01 01 Object list STRUCTof | X — A list of supported objects (i.e. a structure
with an array of object class codes supported
by the device)
Number UINT X — The number of supported classes (i.e. class
codes) in the classes array
Classes Array of X — List of supported class codes supported by
UINT the device
02 02 Number UINT X — Maximum number of connections supported
Available
03 03 Number Active | UINT X — Number of connections allocated to system
communication
04 04 Active Array of X — A list of the system connection IDs of the
Connections UINT active connections
X = supported
— = not supported
Services

The Message Router object performs the following services upon the listed object types:

Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns:
« all class attributes (instance = 0)
» instance attributes 1 to 7 (instance = 1)
OE 14 Get_Attribute_Single X X Returns the value of the specified attribute.
X = supported
— = not supported
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Assembly Object

Overview

The assembly object consists of the attributes and services. Assembly instances exist only
when you configure local slaves, page 396 for the M580 CPU modules.

You can send an explicit message to the assembly object only when no other connections
have been established that read from or write to this object. For example, you can send an

explicit message to the assembly object if a local slave instance is enabled, but no other

module is scanning that local slave.

Class ID

04

Instance IDs

The assembly object presents these instance identifiers:

e O:class

+ 101,102, 111, 112, 121, 122: instance

Attributes

The assembly object consists of these attributes:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance —
03 Number of Instances —
X = supported

— = not supported

Instance attributes:
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Instance ID Attribute ID Description Type GET SET
101 03 Local slave 1: T->O (output data) Array of BYTE X —
102 Local slave 1: O>T (input data) Array of BYTE X —
111 03 Local slave 2: T->O (output data) Array of BYTE X —
112 Local slave 2: O>T (input data) Array of BYTE X —
X = supported
— = not supported
Services

The CIP assembly object performs these services upon the listed object types:

Service ID Description Class | Instance Notes

hex dec

OE 14 Get_Attribute_Single X X Returns the value of the specified attribute
X = supported

— = not supported

1. When valid, the size of the data written to the assembly object using the Set_Attribute_Single service equals
the size of the assembly object as configured in the target module.
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Connection Manager Object

Overview

The Connection Manager object presents the instances, attributes and services described
below.

Class ID

06

Instance IDs

The Connection Manager object presents two instance values:
+ O:class
* 1:instance

Attributes

Connection Manager object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):

Attribute ID Description Type GET SET Value
hex dec
01 01 Open Requests UINT X X Number of Forward Open

service requests received

02 02 Open Format Rejects UINT X X Number of Forward Open
service requests that were
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Attribute ID Description Type GET SET Value

hex dec
rejected due to incorrect
format

03 03 Open Resource UINT X X Number of Forward Open

Rejects service requests that were

rejected due to lack of
resources

04 04 Open Other Rejects UINT X X Number of Forward Open
service requests that were
rejected for reasons other
than incorrect format or lack
of resources

05 05 Close Requests UINT X X Number of Forward Close
service requests received

06 06 Close Format UINT X X Number of Forward Close

Requests service requests that were

rejected due to incorrect
format

07 o7 Close Other Requests | UINT X X Number of Forward Close
service requests that were
rejected for reasons other
than incorrect format

08 08 Connection Timeouts UINT X X Total number of connection
timeouts that occurred in
connections controlled by
this connections manager

09 09 Connection Entry List STRUCT X — 0 (Unsupported optional item

0B 11 CPU_Utilization UINT X — 0 (Unsupported optional item

oc 12 MaxBuffSize UDINT X — 0 (Unsupported optional item

oD 13 BufSize Remaining UDINT X — 0 (Unsupported optional item

X = supported

— = not supported

Services

The Connection Manager object performs the following services on the listed object types:
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Service ID Description Class | Instance Notes

hex dec

01 01 Get_Attributes_All X X Returns the value of all attributes.

OE 14 Get_Attribute_Single X X Returns the value of the specified attribute.
X = supported

— = not supported
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Modbus Object

Overview

The Modbus object converts EtherNet/IP service requests to Modbus functions, and
Modbus exception codes to CIP General Status codes. It presents the instances, attributes
and services described below.

Class ID

44 (hex), 68 (decimal)

Instance IDs

The Modbus object presents two instance values:
+ O:class
+ 1:instance

Attributes

The Modbus object consists of the following attributes:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):

Attribute ID Description Type GET SET

— No instance attributes are supported — — —
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Services

The Modbus object performs the following services upon the listed object types:

Service ID Description Class Instance
hex dec

OE 14 Get_Attribute_Single X X
4B 75 Read_Discrete_Inputs — X
4C 76 Read_Coils — X
4D 77 Read_Input_Registers — X
4E 78 Read_Holding_Registers — X
4F 79 Write_Coils — X
50 80 Write_Holding_Registers — X
51 81 Modbus_Passthrough — X
X = supported

— = not supported
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Quality Of Service (QoS) Object

Overview

The QoS object implements Differentiated Services Code Point (DSCP or DiffServe) values
for the purpose of providing a method of prioritizing Ethernet messages. The QoS object
presents the instances, attributes and services described below.

Class ID

48 (hex), 72 (decimal)

Instance IDs

The QoS object presents two instance values:
+ O:class
+ 1:instance

Attributes

The QoS object consists of the following attributes:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):

Attribute ID Description Type GET SET Value

04 DSCP Urgent USINT X X For CIP transport class 0/1 Urgent
priority messages.

05 DSCP Scheduled USINT X X For CIP transport class 0/1 Urgent
priority messages.
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Attribute ID Description Type GET SET Value

06 DSCP High USINT X X For CIP transport class 0/1 Urgent
priority messages.

07 DSCP Low USINT X X For CIP transport class 0/1 Urgent
priority messages.

08 DSCP Explicit USINT X X For CIP explicit messages (transport
class 2/3 and UCMM).

X = supported

— = not supported

NOTE: A change in the instance attribute value takes effect on device re-start, for
configurations made from flash memory.

Services

The QoS object performs the following services upon the listed object types:

Service ID Description Class Instance
hex dec

OE 14 Get_Attribute_Single X X

10 16 Set_Attribute_Single — X

X = supported

— = not supported
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Port Object

Overview

The Port object describes the communication interfaces that exist on the device and that are
visible to CIP.

Class ID

F4 (hex), 244 (decimal)

Instance IDs

The Port object presents two instances:
+ O:class
* 1:instance

Attributes

Port object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute Description GET SET
ID (hex
and dec)
01 Revision X —
02 Maximum Instance X —
03 Number of Instances X —
04 Optional Attribute List X —
05 Optional Service List X —
06 Optional Maximum Number of Class Attributes X —
07 Optional Maximum Number of Instance Attributes X —
08 Entry Port X —
Returns the instance of the Port object that describes the port through
which this request entered the device
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Attribute Description GET SET
ID (hex

and dec)

09 Port Instance Information X —

Array of structures containing instance attributes 1 and 2 (see below)
from each port instance

Port Type (see Instance attribute 01) X —
Port Number (see Instance attribute 02) X —
X = supported
— = not supported

Instance ID = 1 (instance attributes):

Attribute ID Description Type GET SET Value
hex dec
01 01 Port Type. UINT X — *  0: Routing not supported

* 1:Vendor specific
* 2:ControlNet
+ 3: ControINet Redundant

» 4: EtherNet/IP (formerly TCP/
IP)

+ 5:DeviceNet

*  6-199: Vendor specific
* 200: CompoNet

* 201: Modbus/TCP

* 202: Modbus/SL

+ 203: SERCOS I

e 204: HART
e 205:10-Link
+ 206-65535: Reserved
02 02 Port Number X — The CIP number
03 03 Logical Link STRUCT of X — A list of supported objects (i.e. a
Object structure with an array of object
class codes supported by the
device)
Path Length UINT X — The number of 16-bit words in the
following path.
Link Path Padded X — Logical path segments that identify
EPATH the object for this port.
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Attribute ID Description Type GET SET Value
hex dec
04 04 Port Name SHORT_ X — String name of port interface name,
STRING up to 64 characters
05 05 Port Type Name SHORT_ X — String name of port interface type,
STRING up to 64 characters
06 06 Port Description SHORT_ X — String that describes the port
STRING
07 07 Port Number and Padded X — A single port segment containing the
Node Address EPATH Port Number of this port and the
Link Address of this device on this
port.
08 08 Port Node Range | STRUCT of X —
Minimum Node UINT X — For example, on port.
Number
Maximum Node UINT X — For example, on port.
Number
09 09 Chassis Identity Packed X — Electronic key of the chassis to
EPATH which this port is attached. This
attribute is a single Logical
Electronic Key Segment with Format
4 of the Logical Electronic Key
segment.
A 10 Port Routing DWORD X — Bit string defining the routing
Capabilities capabilities of this port, where 0=
not-supported, 1=supported:
*  bit 0: Incoming unconnected
messages
»  bit 1: Outgoing unconnected
messages
*  bit 2: Incoming transport class
0/1 connections
»  bit 3: Outgoing transport class
0/1 connections
*  bit4: Incoming transport class
2/3 connections
+  bit 5: Outgoing transport class
2/3 connections
+  bit 6: Outgoing DeviceNet CIP
Safety connections (only for
DeviceNet ports)
+ bits 7-31: Reserved
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Attribute ID Description Type GET SET Value
hex dec
B 11 Associated STRUCT of X — List of communication object
Communication instances associated with this
Objects instantiated Port Object (see list,
below)
Number of entries | USINT X —
in following Array:
Array of X —
STRUCT of
Number of 16 bit USINT X —
words in the
following path
Logical path Padded X —
segments that EPATH
identify an
associated
communication
object instance
X = supported
— = not supported

The list of Associated Communication Objects in Attribute 11 (dec) / B (hex) includes:

DeviceNet Object — 0x03

RSTP Port Object — 0x55

TCP/IP Interface Object — OxF5

Modbus Object — 0x44

Parallel Redundancy Protocol Object
— 0x56

Ethernet Link Object — OxF6

Modbus Serial Link Object — 0x46

PRP Nodes Table Object — 0x57

0xF6 « CompoNet Link Object — OxF7

Device Level Ring Object — 0x47

EtherNet/IP Security Object — Ox5E

CompoNet Repeater Object — OxF8

QoS Object — 0x48

ControlNet Object — 0xFO

CompoNet Repeater Object — OxF8

SERCOS Il Link Object — 0x4C

ControlNet Keeper Object — 0xF1

I0-Link Master PHY Object — 0x10C

RSTP Bridge Object — 0x54

ControlNet Scheduling Object — 0xF2

Services

The port object performs the following services upon the listed object types:
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Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns:
+ all class attributes (instance = 0)
» instance attributes 1 to 7 (instance = 1)
10 10 Set_Attribute_Single — X Modifies an attribute..
0E 14 Get_Attribute_Single X X Returns the value of the specified attribute.
X = supported
— = not supported
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TCPI/IP Interface Object

Overview

The TCP/IP interface object presents the instances (per network), attributes and services
described below.

Class ID

F5 (hex), 245 (decimal)

Instance IDs

The TCP/IP interface object presents 2 instance values:
+ O:class
* 1:instance

Attributes

TCP/IP interface object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):

Attribute ID Description Type GET SET Value
01 Status DWORD X — 0x01
02 Configuration Capability DWORD X — 0x01 = from BootP

0x11 = from flash

0x00 = other
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Attribute ID Description Type GET SET Value
03 Configuration Control DWORD X X 0x01 = out-of-box default
04 Physical Link Object STRUCT X —
Path Size UINT
Path Padded
EPATH
05 Interface Configuration STRUCT X X 0x00 = out-of-box default
IP Address UDINT
Network Mask UDINT
Gateway Address UDINT
Name Server UDINT
Name Server 2 UDINT
Domain Name STRING
06 Host Name STRING X —
X = supported
— = not supported
Services

The TCP/IP interface object performs the following services upon the listed object types:

Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns the value of all
attributes.
OE 14 Get_Attribute_Single X X Returns the value of the
specified attribute.
10 16 Set_Attribute_Single? — X Sets the value of the specified
attribute.
X = supported
— = not supported
1. The Set_Attribute_Single service can execute only when these preconditions are satisfied:
»  Configure the Ethernet communication module to obtain its IP address from flash memory.
*  Confirm that the PLC is in stop mode.
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Ethernet Link Object

Overview

The Ethernet Link object consists of the instances, attributes, and services described below.

Class ID

F6 (hex), 246 (decimal)

Instance IDs

The Ethernet Link object presents these instance values:
+ 101: backplane slot 1
+ 102: backplane slot 2
+ 103: backplane slot 3

* 112: backplane slot 12
« 255: internal port

Attributes

The Ethernet Link object presents the following attributes:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision —
02 Max Instance —
03 Number of Instances —
X = supported

— = not supported

Instance ID = 1 (instance attributes):
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Attribute ID Description Type GET | SET Value
hex dec
01 01 Interface Speed UDINT X — Valid values: 0, 10, 100.
02 02 Interface Flags DWORD X — Bit 0: link status
0 = Inactive
1 =Active
Bit 1: duplex mode
0 = half duplex
1 = full duplex
Bits 2...4: negotiation status
3 = successfully negotiated speed and
duplex
4 = forced speed and link
Bit 5: manual setting requires reset
0 = automatic
1 = device need reset
Bit 6: local hardware detected error
0 =no event
1 = event detected
03 03 Physical Address ARRAY of | X — module MAC address
6 USINT
04 04 Interface Counters STRUCT | X —
In octets UDINT octets received on the interface
In Ucast Packets UDINT unicast packets received on the interface
In NUcast Packets UDINT non-unicast packets received on the
interface
In Discards UDINT inbound packets received on the interface,
but discarded
In Errors UDINT inbound packets with detected errors (does
not include in discards)
In Unknown Protos UDINT inbound packets with unknown protocol
Out Octets UDINT octets sent on the interface
Out Ucast Packets UDINT unicast packets sent on the interface
Out NUcast Packets UDINT non-unicast packets sent on the interface
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Attribute ID Description Type GET | SET Value
hex dec
Out Discards UDINT outbound packets discarded
Out Errors UDINT outbound packets with detected errors
05 05 Media Counters STRUCT | X —
Alignment Errors UDINT frames that are not an integral number of
octets in length
FCS Errors UDINT CRC error — frames received do not pass
the FCS check
Single Collisions UDINT successfully transmitted frames that
experienced exactly 1 collision
Multiple Collisions UDINT successfully transmitted frames that
experienced more than 1 collision
SQE Test Errors UDINT number of times the detected SQE test
error is generated
Deferred Transmissions | UDINT frames for which first transmission attempt
is delayed because the medium is busy
Late Collisions UDINT number of times a collision is detected later
than 512 bit times into the transmission of a
packet
Excessive Collisions UDINT frames that do not transmit due to
excessive collisions
MAC Transmit Errors UDINT frames that do not transmit due to a
detected internal MAC sublayer transmit
error
Carrier Sense Errors UDINT times that the carrier sense condition was
lost or not asserted when attempting to
transmit a frame
Frame Too Long UDINT frames received that exceed the maximum
permitted frame size
MAC Receive Errors UDINT frames not received on an interface due to
a detected internal MAC sublayer receive
error
06 06 Interface Control STRUCT X — API of the connection
Control Bits WORD Bit 0: Auto-negotiation disabled (0) or
enabled (1).
NOTE: When auto-negotiation is
enabled, 0x0C (object state conflict) is
returned when attempting to set either:
» forced interface speed
» forced duplex mode
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Attribute ID Description Type GET | SET Value

hex dec

Bit 1: forced duplex mode (if auto-
negotiation bit = 0)

0 = half duplex
1 = full duplex

Forced Interface Speed | UINT Valid values include 10000000 and
100000000.

NOTE: Attempting to set any other
value returns the detected error 0x09
(invalid attribute value).

10 16 Interface Label SHORT_ | X — A fixed textual string identifying the
STRING interface, that should include ‘internal’ for
internal interfaces. Maximum number of
characters is 64.

X = supported

— = not supported

Services

The Ethernet Link object performs the following services upon the listed object types:

Service ID Description Class Instance
hex dec

01 01 Get_Attributes_All X X

10 16 Set_Attribute_Single — X

OE 14 Get_Attribute_Single X X

4C 76 Get_and_Clear — X

X = supported

— = not supported
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Module Diagnostic Object

Overview

The Module Diagnostic object presents the instances, attributes and services described
below.

Class ID

300 (hex), 768 (decimal)

Instance IDs

The Module Diagnostic object presents two instances:
+ O:class
* 1:instance

Attributes

Module Diagnostic object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Maximum Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):
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Attribute ID Description Type GET SET Value
hex dec
01 01 Module WORD X — * 0x01=STARTED
Status . 0x02 = STOPPED
*  0x03 = RUNNING
02 02 CNF Version WORD —
03 03 CRC UDINT —
04 04 Connection STRUCT —
Status of
Size Table WORD In bytes -16 bytes
Table WORD[ ] Padded on word
» Describes I/0 connections.
+ Each bit describes one I/O connection —
the first bit is the first I/O connection.
*  Value 1 indicates that INPUT and
OUTPUT status of an I/0 connection are
OK (status equal to 0).
* Value 0 indicates that INPUT and
OUTPUT status of an I/O connection are
not OK (status not equal to 0).
* The table consists of 8 words (128 1/0
connections).
05 05 CCO Mode WORD X — *  0x00 = Block access to connection
configuration object (CCO)
» 0x01=STOPPED
X = supported
— = not supported
Services

The Module Diagnostic object performs the following services upon the listed object types:

Service ID Description Class Instance Notes

hex dec

01 01 Get_Attributes_All X X Returns the value of all attributes.

10 16 Set_Attribute_Single — X Sets the value of the specified attribute.
X = supported

— = not supported
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Scanner Diagnostic Object

Overview

The Scanner Diagnostic object presents the instances, attributes and services described
below.

Class ID

301 (hex), 769 (decimal)

Instance IDs

The Scanner Diagnostic object presents two instances:
+ O:class
* 1:instance

Attributes

Scanner Diagnostic object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Maximum Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):
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Attribute ID Description Type GET SET Value
hex dec
01 01 Control Bits WORD X X * TRUE = Activate checking time for
production and consumption
* FALSE = Inactive (default)
02 02 ST_DIAG_CNT STRUCT X X
of
wErrFrameCnt UINT Incremented each time a frame is not
sent for lack of resources or was
impossible to send.
WErTimeOutCnt UINT Incremented when one connection is
timed out.
wErrRefusedCnt UINT Incremented when one connection is
refused by the remote station.
dwProdCnt UDINT Incremented at each production.
dwConsCnt UDINT Incremented at each consumption.
dwProdByteCnt UDINT Total bytes produced.
dwConsByteCnt UDINT Total bytes consumed.
03 03 Input Status WORD X — See below.
04 04 Output Status WORD X — See below.
05 05 ST_LINK STRUCT X —
of
CIP Status UINT See below.
Extended Status UINT See below.
Production DWORD
Connection ID
Consumed DWORD
Connection ID
OtoT API UDINT API of the Connection
TtoO API (APl of the | UDINT API of the Connection
Connection)
OtoT RPI (RPI of the | UDINT RPI of the Connection
Connection)
TtoO RPI (RPI of the | UDINT RPI of the Connection

Connection)
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Attribute ID Description Type GET SET Value
hex dec
06 06 ST_SOCK_PARAM | STRUCT X —
of
IpSockld DWORD Internal identifier
IpForeign DWORD Remote station IP
wPortForeign UINT Remote station port number
IpLocal DWORD Local station IP
wPortLocal UINT Local station port number
07 07 ST_PRODUCTION STRUCT X —
of
bValid WORD * 0=STRUCT production data is
not valid
* 1 =S8STRUCT production data is
valid
dwCurrentTime UDINT Internal: number of ticks before next
production
dwProductionTime UDINT Internal: number of ticks between
production
SequenceNumber UDINT Number of the sequence in the
production
stCheckTime STRUCT
of
dwLastTime UDINT Internal use
dwMaxTime UDINT Maximum time between productions
dwMinTime UDINT Minimum time between productions
dwRPI UDINT Connection API
wOverRun UINT Number of times the production was too
long
wUnderRun UINT Number of times the production was too
fast
dwCurrentTime UDINT Internal use

EIO0000001578.15

249



Hardware

M580 CPU Configuration

Attribute ID Description Type GET SET Value
hex dec
08 08 ST_ STRUCT X —
CONSUMPTION of
bValid WORD * 0=STRUCT consumption data is
not valid
* 1=STRUCT consumption data is
valid
dwCurrentTime UDINT Internal: number of ticks before timeout
dwConsumption- UDINT Internal: number of ticks of the timeout
Time
SequenceNumber UDINT Number of the sequence in the
consumption
stCheckTime STRUCT
of
dwLastTime UDINT Internal use
dwMaxTime UDINT Maximum time between consumptions
dwMinTime UDINT Minimum time between consumptions
dwRPI UDINT Connection API
wOverRun UINT Number of times the consumption was
too long
wUnderRun UINT Number of times the consumption was
too fast
dwCurrentTime UDINT Internal use
09 09 CCO Status STRUCT X — Status of the Connection Configuration
of Object — see below
byGeneralStatus BYTE
byReserved BYTE
Extended WORD
X = supported
— = not supported

Status values for the Scanner Diagnostic object:

Status | Description CIP Extended | Context
Status
0 OK 0 0 The 10 data are correctly exchanged
33 Time-Out 0xFB 0xFBOB Timeout detected on consumption
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Status | Description CIP Extended | Context
Status
53 IDLE 0 0 An IDLE natification is received
54 Connection 0 0 The connection is established, but the 10 data are not
established consumed yet
0xFB 0xFBO08 Impossible to start the production
0xFB 0xFBO09 Impossible to start the consumption
0xFB O0xFBOA Not enough resources to manage the connection
58 Not connected OxFE TCP Error | Error on TCP connection
(TCP)
65 Not connected status extended The Fw_Open response indicates a detected error.
P 0xFB 0xFBO1 Timeout for Fw_Open response
OxFB 0xFBO2 Incorrect format of the Fw_Open response (so addr)
OxFB 0xFBO03 Incorrect parameters in the response (OT Net Par)
0xFB 0xFB04 Incorrect parameters in the response (TO Net Par)
OxFB 0xFBO5 Asking port number different than 2222
O0xFB 0xFBO06 Error in joining the UDP multicast group
0xFB 0xFBO7 Optimization error / indeterminable MAC address
68 Connection 0xDO 0x0001 Connection is closed
establishing
0xDO 0x0002 Connection is pending
70 Not connected 0xFD Status Error code in register session response
(EFIC) OxFD Status Error code in the frame
OxFD Status Encapsulation session unregistered
77 Scanner 0 0 Connection is stopped
stopped
Services

The Scanner Diagnostic object performs the following services upon the listed object types:
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Service ID Description Class Instance Notes

hex dec

01 01 Get_Attributes_All X X Returns the value of all attributes.

61 97 Get_Output — X Returns the status and value the output:

+ Offset 0/UINT/ Status
« Offset 2/ USINT [0...409] / Output data

62 98 Get_Input — X Returns the status and value the input:
» Offset0/UINT / Status
+ Offset2/USINT [0...409] / Intput data

63 99 Set_DiagCounters — X Sets the value of ST_Diag_CNT to O..
X = supported
— = not supported

NOTE: If a service is addressed on an instance that does not exist or is not an I/O
connection for the scanner, the service detects the following error: 0x05 — Path
destination unknown.
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Adapter Diagnostic Object

Overview

The Adapter Diagnostic object presents the instances, attributes and services described
below.

Class ID

302 (hex), 770 (decimal)

Instance IDs

The Adapter Diagnostic object presents two instances:
+ O:class
* 1:instance

Attributes

Adapter Diagnostic object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Maximum Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):
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Attribute ID Description Type GET SET Value
hex dec
01 01 Control Bits WORD X — * 0= Deactivate (default)
» 1= Activate checking time for
production and consumption.
02 02 ST_DIAG_CNT STRUCT X —
of
wErrFrameCnt UINT Incremented each time a frame is not sent
for lack of resources or was impossible to
send.
WErTimeOutCnt | UINT Incremented when one connection is timed
out.
wErrRefusedCnt | UINT Incremented when one connection is
refused by the remote station.
dwProdCnt UDINT Incremented at each production
dwConsCnt UDINT Incremented at each consumption
dwProdByteCnt UDINT Total bytes produced
dwConsByteCnt | UDINT Total bytes consumed
03 03 Input Status WORD X — See below.
04 04 Output Status WORD X — See below.
05 05 ST_LINK STRUCT X —
of
CIP Status UINT See below.
Extended Status | UINT See below.
Production DWORD
Connection ID
Consumed DWORD
Connection ID
OtoT API UDINT API of the connection
TtoO API UDINT API of the connection
OtoT RPI UDINT RPI of the connection
TtoO RPI UDINT RPI of the connection
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Attribute ID Description Type GET SET Value
hex dec
06 06 ST_SOCK_ STRUCT X —
PARAM of
IpSockid DWORD Internal Identifier
IpForeign DWORD Remote station IP
wPortForeign UINT Remote station port number
IpLocal DWORD Local station IP
wPortLocal UINT Local station port number
07 07 ST_ STRUCT X —
PRODUCTION of
bValid WORD * 0 =STRUCT production data is not
valid.
1 =S8STRUCT production data is valid
dwCurrentTime UDINT Internal — Number of ticks before next
production
dwProduction- UDINT Internal — Number of ticks between
Time production
SequenceNum- | UDINT Number of the sequence in the production
ber
stCheckTime STRUCT
of
dwLastTime UDINT Internal use
dwMaxTime UDINT Maximum time between two productions
dwMinTime UDINT Minimum time between two productions
dwRPI UDINT API of the connection
wOverRun UINT Number of times the production was too
long
wUnderRun UINT Number of times the production was too fast
dwCurrentTime UDINT Internal use
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Attribute ID Description Type GET SET Value
hex dec
08 08 ST_ STRUCT X —
CONSUMPTION
bValid WORD * 0=STRUCT consumption data is not
valid.
* 1=STRUCT consumption data is
valid
dwCurrentTime UDINT Internal — Number of ticks before timeout
dwconsumption- | UDINT Internal — Number of ticks of the timeout
Time
SequenceNum- UDINT Number of the sequence in the
ber consumption
stCheckTime STRUCT
dwLastTime UDINT Internal use
dwMaxTime UDINT Maximum time between two consumptions
dwMinTime UDINT Minimum time between two consumptions
dwRPI UDINT API of the connection
wOverRun UINT Number of times the consumption was too
long
wUnderRun UINT Number of times the consumption was too
fast
dwCurrentTime UDINT Internal use
09 09 ASM Status STRUCT See below.
of
byGeneralStatus | BYTE
byReserved BYTE
Extended Status | WORD

X = supported

— = not supported

Adapter Diagnostic status values include the following:

Status Description CIP Status | Extended Context

0 OK 0 0 The 10 data are correctly exchanged

54 Connection in progress 0 0 The connection is in progress, but the IO
data are not consumed yet.
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Status Description CIP Status | Extended Context
33 No connection 0 0 No connection
O0xFB 0xFBO1 Connection in timeout
O0xFB 0xFBO7 Optimization error / indeterminable MAC
address
OxFB 0xFBOB Timeout on consumption
0xFB 0xFBOC Connection closed by a forward close
OxFB O0xFBOE Module in STOP
O0xFD Status Error from Encapsulation layer
OxFE TCP Error Error on TCP connection
0x02 0 No more resource to handle the
connections
0x20 0 Connections refused because of incorrect
format or parameters
53 IDLE 0 0 A notification of IDLE is received
Services

The Adapter Diagnostic object performs the following services upon the listed object types:

Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns:

« all class attributes (instance = 0)

» instance attributes 1 to 7 (instance = 1)
61 97 Get_Output — X Returns the status and value the output:

+ Offset0/UINT/ Status

+ Offset2/USINT [0...409] / Output data
62 98 Get_Input — X Returns the status and value the input:

+ Offset0/UINT / Status

+ Offset2/USINT [0...409] / Intput data
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Service ID Description Class Instance Notes
hex dec
63 99 Set_DiagCounters — X Sets the values of:
+ ST_Diag_CNT to 0.
...and...

*+ ST _CHECK_TIME - both production and
consumption —to 0 (but not the fields
dwLastTime and dwCurrentTime)

X = supported
— = not supported

NOTE: If a service is addressed on an instance that does not exist, the service detects
the following error: 0x05 — Path destination unknown.
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EtherNet/IP Interface Diagnostics Object

Overview

The EtherNet/IP Interface Diagnostics object presents the instances, attributes and services
described below.

Class ID

350 (hex), 848 (decimal)

Instance IDs

The EtherNet/IP Interface object presents two instance values:
+ O:class
* 1:instance

Attributes

EtherNet/IP Interface Diagnostics object attributes are associated with each instance, as
follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):

Attribute ID Description Type GET | SET | Value

01 Protocols Supported UINT X —

02 Connection Diagnostics | STRUCT X —
Max CIP 10 UINT Number of Class 1 connections opened since
Connections opened the last reset
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Attribute ID Description Type GET | SET | Value
Current CIP 10 UINT Number of Class 1 connections currently
Connections opened
Max CIP Explicit UINT Number of Class 3 connections opened since
Connections opened the last reset
Current CIP Explicit UINT Number of Class 3 connections currently
Connections opened
CIP Connections UINT Increments each time a Forward Open is not
Opening Errors successful (Originator and Target)
CIP Connections UINT Increments when a connection times out
Timeout Errors (Originator and Target)
Max EIP TCP UINT Number of TCP connections (used for EIP, as
Connections opened client or server) opened since the last reset
Current EIP TCP UINT Number of TCP connections (used for EIP, as
Connections client or server) currently open

03 10 Messaging STRUCT X X
Diagnostics
|0 Production Counter UDINT Increments each time a Class 0/1 message is

sent

IO Consumption UDINT Increments each time a Class 0/1 message is
Counter received
10 Production Send UINT Increments each time a Class 0/1 message is
Errors Counter not sent
IO Consumption UINT Increments each time a consumption is
Receive Errors Counter received with a detected error

04 Explicit Messaging STRUCT X X
Diagnostics
Class 3 Msg Send UDINT Increments each time a Class 3 message is
Counter sent (client and server)
Class 3 Msg Receive UDINT Increments each time a Class 3 message is
Counter received (client and server)
UCMM Msg Receive UDINT Increments each time a UCMM message is
Counter sent (client and server)
UCMM Msg Receive UDINT Increments each time a UCMM message is
Counter received (client and server)

X = supported

— = not supported
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Services

The EtherNet/IP Interface Diagnostics object performs the following services upon the listed
object types:

Service ID Description Class | Instance Notes

hex dec

01 01 Get_Attributes_All X X Returns the value of all attributes.

OE 14 Get_Attribute_Single — X Returns the value of the specified attribute.

4C 76 Get_and_Clear — X Returns and clears the values of all instance

attributes.
X = supported
— = not supported
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EtherNet/IP 10 Scanner Diagnostics Object

Overview

The EtherNet/IP 10 Scanner Diagnostics object presents the instances, attributes and
services described below.

Class ID

351 (hex), 849 (decimal)

Instance IDs

The EtherNet/IP 10 Scanner Diagnostics object presents two instances:
+ O:class
* 1:instance

Attributes

EtherNet/IP 10 Scanner Diagnostics object attributes are associated with each instance, as
follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):

262 EIO0000001578.15



M580 CPU Configuration Hardware
Attribute ID Description Type GET SET
01 |0 Status Table STRUCT X —
Size UINT
Status ARRAY of
UNINT
X = supported
— = not supported
Services

The EtherNet/IP 10 Scanner Diagnostics object performs the following services upon the
listed object types:

Service ID Description Class Instance Notes

hex dec

01 01 Get_Attributes_All X X Returns the value of all attributes.

OE 14 Get_Attribute_Single X X Returns the value of the specified attribute.
X = supported

— = not supported
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IO Connection Diagnostics Object

Overview

The 10 Connection Diagnostics object presents the instances, attributes and services
described below.

Class ID

352 (hex), 850 (decimal)

Instance IDs

The 10 Connection Diagnostics object presents two instance values:
* 0(class)

« 257 ... 643 (instance): The instance number matches the connection number in the
Connection Settings configuration (see Modicon M580, BMENOCO0301/0311 Ethernet
Communications Module, Installation and Configuration Guide).

NOTE: The Instance ID number = the Connection ID. For M580 specifically, you can
look up the Connection ID on the DTM Device List screen.

Attributes

IO Connection Diagnostics object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 to 256 (instance attributes):

Attribute ID Description Type GET | SET | Value
01 10 Communication STRUCT X X
Diagnostics
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Attribute ID Description Type GET | SET | Value

10 Production Counter UDINT Increments at each production

10 Consumption Counter UDINT Increments at each consumption

10 Production Send Errors UINT Increments each time a production is

Counter not sent

10 Consumption Receive UINT Increments each time a consumption is

Errors Counter received with a detected error

CIP Connection Timeout UINT Increments when a connection times

Errors out

CIP Connection Opening UINT Increments each time a connection is

Errors unable to open

CIP Connection State UINT State of the Connection Bit

CIP Last Error General Status | UINT General status of the last error
detected on the connection

CIP Last Error Extended UINT Extended status of the last error

Status detected on the connection

Input Communication Status UINT Communication status of the inputs
(see table, below)

Output Communication Status | UINT Communication status of the outputs
(see table, below)

02 Connection Diagnostics STRUCT X X

Production Connection ID UDINT Connection ID for production

Consumption Connection ID UDINT Connection ID for consumption

Production RPI UDINT RPI for production

Production API UDINT API for production

Consumption RPI UDINT RPI for consumption

Consumption API UDINT API for consumption

Production Connection UDINT Connection parameters for production

Parameters

Consumption Connection UDINT Connection parameters for

Parameters consumption

Local IP UDINT —

Local UDP Port UINT —

Remote IP UDINT —

Remote UDP Port UINT —

Production Multicast IP UDINT Multicast IP used for production (or 0)
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Attribute ID Description Type GET | SET | Value
Consumption Multicast IP UDINT (I\)/;ulticast IP used for consumption (or
Protocols Supported UDINT Protocol supported on the connection:
1 = EtherNet/IP
X = supported
— = not supported

The following values describe the structure of the instance attributes: CIP Connection State,
Input Communication Status, and Output Communication Status:

Bit Number Description Values
15...3 Reserved 0
2 Idle 0 = no idle notification

1 = idle notification

Consumption inhibited

0 = consumption started

1 =no consumption

0 Production inhibited 0 = production started
1 = no production
Services
The EtherNet/IP Interface Diagnostics object performs the following services upon the listed
object types:
Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns the value of all attributes.
OE 14 Get_Attribute_Single — X Returns the value of the specified attribute.
4C 76 Get_and_Clear — X Returns and clears the values of all instance
attributes.
X = supported
— = not supported
266
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EtherNet/IP Explicit Connection Diagnostics Object

Overview

The EtherNet/IP Explicit Connection Diagnostics object presents the instances, attributes
and services described below.

Class ID

353 (hex), 851 (decimal)

Instance IDs

The EtherNet/IP Explicit Connection Diagnostics object presents two instance values:
+ O:class
* 1...N:instance (N = maximum concurrent number of explicit connections)

Attributes

EtherNet/IP Explicit Connection Diagnostics object attributes are associated with each
instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID hex Description Value GET SET
01 Revision 1 X —
02 Max Instance 0..N X —
X = supported

— = not supported

Instance ID = 1 to N (instance attributes):

Attribute ID Description Type GET | SET | Value

hex

01 Originator connection ID UDINT X — Originator to target connection ID
02 Originator IP UINT X —

EIO0000001578.15 267



Hardware M580 CPU Configuration
Attribute ID Description Type GET | SET | Value
hex
03 Originator TCP Port UDINT X —
04 Target connection ID UDINT X — Target to originator connection ID
05 Target IP UDINT | X —
06 Target TCP Port UDINT | X —
07 Msg Send Counter UDINT X — Incremented each time a Class 3
CIP message is sent on the
connection
08 Msg Receive counter UDINT | X — Increments each time a Class 3 CIP
message is received on the
connection
X = supported
— = not supported
Services

The EtherNet/IP Explicit Connection Diagnostics object performs the following services
upon the listed object type:

Service ID Description Class Instance Notes

hex dec

01 01 Get_Attributes_All X X Returns the value of all attributes.
X = supported

— = not supported
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EtherNet/IP Explicit Connection Diagnostics List Object

Overview

The EtherNet/IP Explicit Connection Diagnostics List object presents the instances,
attributes and services described below.

Class ID

354 (hex), 852 (decimal)

Instance IDs

The EtherNet/IP Explicit Connection Diagnostics List object presents two instance values:
+ O:class
* 1:instance

Attributes

EtherNet/IP Explicit Connection Diagnostics List object attributes are associated with each
instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Max Instance X —
X = supported

— = not supported

Instance ID = 1 to 2 (instance attributes):

Attribute ID Description Type GET | SET | Value
01 Number of connections UINT X — Total number of opened explicit
connections
02 Explicit Messaging ARRAY of | X —
Connections Diagnostic | STRUCT
List
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Attribute ID Description Type GET | SET | Value
Originator connection ID | UDINT O->T connection ID
Originator IP UINT —
Originator TCP port UDINT —
Target connection ID UDINT T->O connection ID
Target IP UDINT —
Target TCP port UDINT —
Msg Send counter UDINT Increments each time a Class 3 CIP
message is sent on the connection
Msg Receive counter UDINT Increments each time a Class 3 CIP
message is received on the
connection
X = supported
— = not supported
Services

The EtherNet/IP Explicit Connection Diagnostics object performs the following services
upon the listed object types:

Service ID Description Class Instance Notes

hex dec

01 01 Get_Attributes_All X — Returns the value of all
attributes.

08 08 Create X — —

09 09 Delete — X —

4B 75 Explicit_Connections_Diagnostic_Read — X —

X = supported

— = not supported
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RSTP Diagnostics Object

Overview

The RSTP Diagnostics object presents the instances, attributes and services described

below.

Class ID

355 (hex), 853 (decimal)

Instance IDs

The RSTP Diagnostics object presents these instance values:

* O:class

* 1:instance

Attributes

RSTP Diagnostics object attributes are associated with each instance.

Instance ID = 0 (class attributes):

Attribute ID Description Type GET SET

01 Revision: This attribute specifies the current revision of the RSTP UINT X —
Diagnostic Object. The revision is increased by 1 at each new update
of the object.

02 Max Instance: This attribute specifies the maximum number of UINT X —
instances that may be created for this object on a per device basis (for
example, an RSTP Bridge). There is 1 instance for each RSTP port on
a device.

X = supported

— = not supported

Instance ID = 1 to N (instance attributes):
Attribute ID Description Type GET | CLEAR | Value
01 Switch Status STRUCT X — —
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Attribute ID Description Type GET | CLEAR | Value

Protocol Specification UINT X — Refer to RFC-4188 for attribute definitions
and value range. In addition, the following
value is defined: [4]: the protocol is IEEE
802.1D-2004 and IEEE 802.1W

Bridge Priority UDINT X — Refer to RFC-4188 for attribute definitions
and value range.

Time Since Topology UDINT X —

Change

Topology Change Count | UDINT X — Refer to RFC-4188 for attribute definitions
and value range.

Designated Root String X — Refer to RFC-4188 for attribute definitions
and value range.

Root Cost UDINT X —

Root Port UDINT X —

Max Age UINT X —

Hello Time UINT X —

Hold Time UDINT X —

Forward Delay UINT X —

Bridge Max Age UINT X —

Bridge Hello Time UINT X —

Bridge Forward Delay UINT X —

02 Port Status STRUCT X X —

Port UDINT X X Refer to RFC-4188 for attribute definitions
and value range.

Priority UDINT X X

State UINT X X

Enable UINT X X

Path Cost UDINT X X

Designated Root String X X

Designated Cost UDINT X X

Designated Bridge String X X

Designated Port String X X

Forward Transitions UDINT X X Refer to RFC-4188 for attribute definitions

Count and value range.
Services:
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Attribute ID Description Type GET | CLEAR | Value

* Get_and_Clear: The current value of
this parameter is returned with the
response message.

» other services: The current value of
this parameter is returned without
being cleared.

03 Port Mode STRUCT X — —

Port Number UINT X — This attribute indicates the port number for
a data query. The value range is
configuration dependent. For a 4-port
Ethernet device, as an instance, the valid
rangeis 1...4.

Admin Edge Port UINT X — This attribute indicates if this is a user-
configured edge port:

* 0:Force False
* 1:Force True
e 2:Auto
Other values are not valid.

Oper Edge Port UINT X — This attribute indicates if this port is
currently an edge port:

e 1:true
« 2:false
Other values are not valid.

Auto Edge Port UINT X — This attribute indicates if this port is a
dynamically determined edge port:

e 1:true
« 2:false
Other values are not valid.

X = supported

— = not supported

Services

The RSTP Diagnostics object performs these services:
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Service ID Description Class Instance | Notes
hex dec
01 01 Get_Attributes_All X X This service returns:

+ all attributes of the class
+ all attributes of the instance of the object

OE 14 Get_Attribute_Single X X This service returns:
» the contents of a single attribute of the
class
+ the contents of the instance of the object
as specified
Specify the attribute ID in the request for this
service.
4C 76 Get_and_Clear — X This service returns the contents of a single

attribute of the instance of the object as
specified. Then the relevant counter-like
parameter(s) within the specified attribute are
cleared. (Specify the attribute ID in the request
for this service.)

X = supported

— = not supported
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Service Port Control Object

Overview

The Service Port Control object is defined for port control purposes.

Class ID

400 (hex), 1024 (decimal)

Instance IDs

The Service Port Control object presents these instance Values:
+ O:class
+ 1:instance

Attributes

Service Port Control object attributes are associated with each instance.

Required class attributes (instance 0):

Attribute ID Description Type Get Set
01 Revision UINT X —
02 Max Instance UINT X —
X = supported

— = not supported

Required instance attributes (instance 1):
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Attribute ID Description Type Get Set Value

hex dec

01 01 Port Control UINT X X 0 (default): disabled
1: access port
2: port mirroring

02 02 Mirror UINT X X bit 0 (default): ETH 2 port
bit 1: ETH 3 port
bit 2: backplane port
bit 3: internal port

X = supported

— = not supported

NOTE:

» If the SERVICE port is not configured for port mirroring, the mirror attribute is
ignored. If the value of a parameter request is outside the valid range, the service
request is ignored.

* In port mirroring mode, the SERVICE port acts like a read-only port. That is, you
cannot access devices (ping, connection to Control Expert, etc.) through the
SERVICE port.

Services

The Service Port Control object performs these services for these object types:

Service ID Name Class Instance Description

hex dec

01 01 Get_Attributes_All X X Get all attributes in a single message.
02 02 Set_Attributes_All — X Set all attributes in a single message.
OE 14 Get_Attribute_Single X X Get a single specified attribute.

10 16 Set_Attribute_Single — X Set a single specified attribute.

X = supported

— = not supported

276

EIO0000001578.15



M580 CPU Configuration Hardware

SNTP Diagnostics Object

Overview

The SNTP Diagnostics object presents the instances, attributes and services described
below.

Class ID

405 (hex), 1029 (decimal)

Instance IDs

The SNTP Diagnostics object presents two instances:
+ O:class
* 1:instance

Attributes

SNTP Diagnostics object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Maximum Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):
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Attribute ID Description Type GET SET Value
hex dec
01 01 Network Time STRUCT | X —
Service of
Configuration
Primary NTP UDINT
Server IP Address
Secondary NTP UDINT
Server IP Address
Polling Period USINT In seconds
U_pdate contro_ller USINT ¢ 0=donotupdate
with Module Time - 1=update
Time Zone UDINT Depends on the operating system of the
configuration software.
Time Zone Offset INT In minutes
Daylight saving USINT
time bias
Daylight Saving USINT
Start Date - Month
Daylight Saving USINT *  MSB (4 bits) : week #
Start Date - .
* LSB (4 bits) : 0=Sunday...6=
week #, day of Saturday
week
Daylight Saving UDINT Seconds elapsed from midnight
Start Time
Daylight Saving USINT
End Date - Month
Daylight Saving USINT * MSB (4 bits) : week #
End Date - i
* LSB (4 bits) : 0=Sunday...6=
week #, day of Saturday
week
Daylight Saving UDINT Seconds elapsed from midnight
End Time
Reserved USINT[15]
02 02 Network Time UDINT X — « 1=idle
Service Status . 2= operational
03 03 Link to NTP UDINT X — * 1=NTP server not reachable
Server Status * 2=NTP server is reachable
04 04 Current NTP UDINT X —
Server IP Address
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Attribute ID Description Type GET SET Value
hex dec
05 05 NTP Server Type UDINT X — Re: the server identified in attribute 03:
e 0= primary
* 1=secondary
06 06 NTP Server Time UDINT X — Jitter of the clock/time in microseconds/
Quality second
07 07 Number of NTP UDINT X —
Requests Sent
08 08 Number of UDINT X —
Communication
Errors
09 09 Number of NTP UDINT
Responses
Received
A 10 Last Error UINT *+ 0=noerror
*+ 1=NTP_ERROR_CONF_BAD_
PARAM
» 2=NTP_ERROR_CONF_BAD_
CONF
+ 3=NTP_ERROR_CREATE_
SERVICE
*+  4=NTP_ERROR_WRONG_STATE
+ 5=NTP_ERROR_NO_RESPONSE
B 11 Current Date and DATE_ {
Time AND_ time_of day UDINT,
TIME date UINT
}
Refer to CIP specification.
C 12 Daylight Savings UDINT » 1 =Daylight savings is enabled and
Status the date/time is within the applicable
period
* 2= Daylight savings is not enabled
or enabled but not within the
applicable period
D 13 Time Since Last DINT Amount of time elapsed since a valid
Update response from the NTP server in 100ms
increments. -1 = not updated
X = supported
— = not supported
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Services

The SNTP Diagnostics object performs the following services upon the listed object types:

Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns:
+ all class attributes (instance = 0)
* instance attributes 1 to 7 (instance = 1)
OE 14 Get_Attribute_Single X X Returns the value of the specified attribute.
32 50 Clear_All — X Clears data in attributes 6, 7, 8, 9, 10, 13 (all
attributes defined in decimal notation).
X = supported
— = not supported
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Hot Standby FDR Sync Object

Overview

The Hot Standby FDR Sync object presents the instances, attributes and services described
below.

Class ID

406 (hex), 1030 (decimal)

Instance IDs

The Hot Standby FDR Sync object presents two instances:
+ O:class
* 1:instance

Attributes

Hot Standby FDR Sync object attributes are associated with each instance, as follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Maximum Instance X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):
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Attribute ID Description Type GET SET Value
hex dec
01 01 Status UDINT X — * bit 0: 0 = service not running; 1=
service is running
* bit 1:0 = service has no detected
error; 1 = service has detected an
error
02 02 Checksum of the UDINT X —
parameter (.prm) files
X = supported
— = not supported
Services
The Hot Standby FDR Sync object performs the following services upon the listed object
types:
Service ID Description Class | Instance | Notes
hex dec
01 01 Get_Attributes_All | X X Returns:
» all class attributes (instance = 0)
» instance attributes 1 to 7 (instance = 1)
07 07 Stop — X In Standby state, start the synchronization service. In
Primary state, no action.
OE 14 Get_Attribute_ X X Returns the value of the specified attribute.
Single
4B 75 Copy_Primary_ X X Applicable only if the device is in Standby state.
to_Standby Otherwise, an error is detected.
4C 76 Copy_Standby_ X X Applicable only if the device is in Standby state.
to_Primary Otherwise, an error is detected.
4D 77 Clear_Files_in_ X X Applicable only if the device is in Primary state.
Primary Otherwise, an error is detected.
X = supported
— = not supported
282 EIO0000001578.15



M580 CPU Configuration Hardware

Ethernet Backplane Diagnostics Object

Overview

The Ethernet Backplane Diagnostics object presents the instances, attributes and services
described below.

Class ID

407 (hex), 1031 (decimal)

Instance IDs

The Ethernet Backplane Diagnostics object presents two instances:
+ O:class
* 1:instance

Attributes

Ethernet Backplane Diagnostics object attributes are associated with each instance, as
follows:

Instance ID = 0 (class attributes):

Attribute ID Description GET SET
01 Revision X —
02 Maximum Instance X —
03 Number of Instances X —
X = supported

— = not supported

Instance ID = 1 (instance attributes):
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Attribute ID Description Type GET SET Value
hex dec
01 01 Backplane Ethernet | UINT X — Link status/health of each module on the
Port Status backplane:
e bit0-14: 0 =link is up, 1 = link is down
»  bit 15: 0 = backplane is in normal
operating state
« bit 15: 1= backplane is not in normal
operating state
02 02 Extended Health of | UINT X — For all bits, below, 0 = no error detected, 1 =
Ethernet Backplane error detected:
»  Bit 0: SMI error detected
« Bit1: HUBIX error detected
« Bit 2: Undervoltage detected
»  Bit 3: Overvoltage detected
« Bit 4: Backplane head did not respond
« Bit 14: Backplane firmware is not
compatible
« Bit 15: Backplane did not respond
«  Other bits: reserved
X = supported
— = not supported
Services
The Ethernet Backplane Diagnostics object performs the following services upon the listed
object types:
Service ID Description Class Instance Notes
hex dec
01 01 Get_Attributes_All X X Returns:
+ all class attributes (instance = 0)
* instance attributes 1 to 7 (instance = 1)
OE 14 Get_Attribute_Single X X Returns the value of the specified attribute.
X = supported
— = not supported
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DTM Device Lists

Introduction

This section describes the connection of an M580 CPU to other network nodes through the
Control Expert DTM Browser.

Device List Configuration and Connection Summary

Introduction

The Device List contains read-only properties that summarize these items:
+ configuration data:
° input data image
o output data image
o maximum and actual numbers of devices, connections, and packets
* Modbus request and EtherNet/IP connection summary

Open the Page

View the read-only properties of the M580 CPU in the Control Expert Device List:

Step Action

1 Open your Control Expert project.
2 Open the DTM Browser (Tools > DTM Browser).
3 Double-click the CPU DTM in the DTM Browser to open the configuration window.

NOTE: You can also right-click the CPU DTM and select Open.

4 Select Device List in the navigation tree.

Configuration Summary Data

Select Device List and view the Configuration Summary table on the Summary tab to
see values for these items:

* Input
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*  Output
+ Configuration Size
Expand (+) the Input row to view the Input Current Size values:

Description Source

This value is the sum of Modbus requests and
EtherNet/IP connection sizes.

This value is configured in the General page for a
selected distributed device and connection.

Expand (+) the Output row to view the Output Current Size values:

Description Source

This value is the sum of Modbus requests and
EtherNet/IP connection sizes.

This value is configured in the General page for a
selected distributed device and connection.

The maximum size of the X Bus input or output memory variable is 4 KB (2048 words). The

variable contains a 16-byte descriptor followed by a value that represents the number of
input or output data objects. Each data object contains a 3-byte object header followed by
the input or output data. The number of data objects and the size of the input or output data
depend on the configuration. The maximum overhead in the variable is 403 bytes (16 +
387), where 16 is the number of bytes in the descriptor and 387 is the product of 3 x 129,
where 3 is the number of bytes in the header and 129 is the number of input or output
objects (128 maximum scanned devices or local slaves that the BMENOCO03+1 module
supports plus one input or output object for the scanner DDDT). Therefore, at least 3.6 KB of

the 4-KB variable is available for the input or output current size.

NOTE: The input current size also includes 28 words of scanner DDT input data. The
output current size also includes 24 words of scanner DDT output data.

Expand (+) the Configuration Size row in the Connection Summary table to view these

values:
Name Description Source
Maximum Number of the maximum number of distributed devices predefined

DIO Devices

that can be added to the configuration

Current Number of DIO
Devices

the number of distributed devices in the
current configuration

network design in the Control
Expert device editor

Maximum Number of
DIO Connections

the maximum number of connections to
distributed devices that can be managed by
the CPU

predefined

Current Number of DIO
Connections

the number of connections to distributed
devices in the current configuration

network design in the Control
Expert device editor

Maximum Number of
CSIO Devices

the maximum number of CIP Safety devices
that can be added to the configuration

capability of the module

Current Number of CSIO
Devices

the number of active and inactive CIP Safety
devices in the current configuration

number of CIP Safety devices in
the Device List > Safe Bus
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Name Description Source
Maximum Number of the maximum number of CIP Safety capability of the module

CSIO Connections

connections to distributed devices that can be
managed by the Ethernet communications
module

Current Number of CSIO
Connections

the number of connections by active devices in | device configuration in the
the current configuration Control Expert Device Editor

Maximum Number of
Packets

the maximum number of packets per second predefined
the module is able to manage

Current Number of Input
Packets

total number of input packets (traffic) per network design in the Control
second, based on the current number of Expert device editor
modules and its configured input data

Current Number of
Output Packets

Current Number of Total
Packets

total number of output packets (traffic) per network design in the Control
second, based on the current number of Expert device editor
modules and its configured output data

total number of packets (traffic in both network design in the Control
directions) per second, based on the current Expert device editor

number of modules and its configured 1/O data

Request / Connecti

on Summary Data

Select Device List and view the Request / Connection Summary table on the Summary
tab. The Control Expert DTM uses this information to calculate the total bandwidth that

distributed equipment

consumes:

Column

Description

Connection Bit

+ Connection health bits display the status of each device with one or more
connections.

«  Connection control bits can be toggled on and off using object IDs.

Task The task that is associated with this connection.

Input Object The ID of the input object associated with the connection (see the note following the
table).

Output Object The ID of the output object associated with the connection (see the note following the
table).

Device The device Number is used for the health and control bit index.

Device Name

A unique name associated with the device that owns the connection.

Type

The target device type:
+  EtherNet/IP
* Local Slave
*  Modbus TCP
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Column
Address The target device IP address for remote devices (does not apply to local slaves).

Rate (msec)

The RPI (for EtherNet/IP) or the repetitive rate (for Modbus TCP), in ms.

Input Packets per
Second

The number of input (T->O) packets per second exchanged over this connection.

Output Packets per
Second

The number of output (O->T) packets per second exchanged over this connection.

Packets per Second

The total number of packets per second exchanged over this connection in both Input
and output directions.

Bandwidth Usage

The total bandwidth used by this connection (total bytes per second traffic).

Size In

The number of input words configured for this remote device.

Size Out

The number of output words configured for this remote device.

NOTE: The numeric identifiers in the Input Object and Output Object columns
represent the objects associated with a single device connection (scan line). For
example, if an EtherNet/IP connection has an input object of 260 and an output object of
261, the corresponding control bits for this connection are in the DIO_CTRL field in the
M580 CPU device DDT. Object 260 is the fifth bit and object 261 is the sixth bit in this
field. There can be multiple connections for a device. Set the corresponding bits to

control the input and output objects for these connections.
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Device List Parameters

Introduction

Configure parameters for devices in the Device List on these tabs:
* Properties
* Address Setting
* Request Setting (Modbus devices only)

View the Configuration Tabs

Navigate to the Device List configuration tabs

Step Action

1 In the DTM Browser (Tools > DTM Browser), double-click the DTM that corresponds to the CPU.

2 In the navigation pane, expand (+) the Device List, page 285 to see the associated Modbus TCP
and EtherNet/IP devices.

3 Select a device from the Device List to view the Properties, Address Setting, and Request
Setting tabs tabs.

NOTE: These tabs are described in detail below.

Properties Tab

Configure the Properties tab to perform these tasks:
» Add the device to the configuration.
* Remove the device from the configuration.
» Edit the base name for variables and data structures used by the device.
+ Indicate how input and output items are created and edited.
Configure the Properties tab:

Field Parameter Description
Properties Number The relative position of the device in the list.
Active Enabled: Add this device to the Control Expert project configuration.

Configuration

Disabled: Remove this device from the Control Expert project
configuration.
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Field

Parameter

Description

10 Structure

Structure Name

Control Expert automatically assigns a structure name based on the

Name variable name.
Variable Name Variable Name: An auto-generated variable name is based on the
alias name.
Default Name Press this button to restore the default variable and structure names.
Items Import Mode Manual: I/O items are manually added in the Device Editor. The I/0
Management items list is not affected by changes to the device DTM.

Automatic: I/O items are taken from the device DTM and updated if
the items list in the device DTM changes. Items cannot be edited in
the Device Editor.

Reimport Items

Press this buttom to import the I/O items list from the device DTM,
overwriting any manual I/O item edits. Enabled only when Import
mode is set to Manual.

Click Apply to save your edits and leave the window open for further edits.

Address Setting Tab

Configure the Address Setting page to perform these tasks:

+ Configure the IP address for a device.

« Enable or disable DHCP client software for a device.

NOTE: When the DHCP client software is enabled in a Modbus device, it obtains its IP
address from the DHCP server in the CPU.

In the Address Setting page, edit these parameters to conform to your application’s design

and functionality:

Field Parameter Description
IP IP Address By default:
Configuration » The first three octet values equal the first three octet values of the
CPU.
*  The fourth octet value equals this device Number setting. In this
case, the default value is 004.
In our continuing example, type in the address 192.168.1.17.
Subnet Mask The device subnet mask.
NOTE: For this example, accept the default value
(255.255.255.0).
Gateway The gateway address used to reach this device. The default of 0.0.0.0

indicates this device is located on the same subnet as the CPU.

NOTE: For this example, accept the default value.
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Field Parameter Description
Address Server | DHCP for this Enabled: Activate the DHCP client in this device. The device obtains
Device its IP address from the DHCP service provided by the CPU appears on

the auto-generated DHCP client list (see Modicon M580,
BMENOCO0321 Control Network Module, Installation and Configuration
Guide).

Disabled (default): Deactivates the DHCP client in this device.

NOTE: For this example, select Enabled.

Identified by If DHCP for this Device is Enabled, it indicates the device identifier
type:
« MAC Address
* Device Name
NOTE: For this example, select Device Name.

Identifier If DHCP for this Device is Enabled, the specific device MAC Address
or Name value.

NOTE: For this example, accept the default setting of NIP2212_
01 (based on the Alias name).

Click Apply to save your edits, and leave the window open for further edits.

Request Setting Tab

Configure the Request Setting tab to add, configure, and remove Modbus requests for the
Modbus device. Each request represents a separate link between the CPU and the Modbus

device.

NOTE: The Request Setting tab is available only when a Modbus TCP device is
selected in the Device List.

Create a request:

Step

Action

1

Press the Add Request button to see a new request in the table.

Press the Add Request button:
» The new request appears in the table.
*  The corresponding request items appear in the Device List.

NOTE: The Add Request function is enabled only when Import Mode on the Properties tab
is set to Manual.

Configure the request settings according to the table below.

Repeat these steps to create additional requests.

Press the Apply to save the request.

EIO0000001578.15

291




Hardware

M580 CPU Configuration

This table describes the Request Settings parameters for Modbus devices:

Setting

Description

Connection Bit

This bit indicates the read-only offset for the health bit for this connection. Offset values
(starting at 0) are auto-generated by the Control Expert DTM based on the connection type.

Unit ID The Unit ID is the number used to identify the target of the connection.
NOTE: Consult the manufacturer’s user manual for the specific target device to find its
Unit ID.
Health Time This value represents the maximum allowed interval between device responses before a time
Out (ms) out is detected:

» validrange: 5 ... 65535 ms
¢ interval: 5ms
e default: 1500 ms

Repetitive Rate
(ms)

This value represents the data scan rate in intervals of 5 ms. (The valid range is 0...60000
ms. The defaultis 60 ms.)

RD Address This is the address of the input data image in the Modbus device.
RD Length This value represents the number of words (0...125) in the Modbus device that the CPU
reads.

Last Value This value represents the behavior of input data in the application if communications are lost:
* Hold Value (default)
+ SetTo Zero

WR Address This is the address of the output data image in the Modbus device.

WR Length This value represents the number of words (0...120) in the Modbus device to which the CPU

writes.

Remove a request:

Step Action
1 Click a row in the table.
2 Press the Remove button to remove the request.
NOTE: The corresponding request items disappear from the Device List.
3 Press the Apply to save the configuration.

The next step is to connect the Control Expert project to the Modbus device.
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Standalone DDT Data Structure for M580 PACs

Introduction

This topic describes the Control Expert Device DDT tab for an M580 PAC in a local
backplane. A derived data type (DDT) is a set of elements with the same type (ARRAY) or
with different types (structure).

NOTE: The device DDT type supported by a standalone M580 PAC depends on its
firmware version, and can be T_BMEPS58 ECPU, T_BMEP58 ECPU_EXT, T_
BMEP58 ECPU_EXT2,or T_BMEP58 ECPUPRP_EXT.

Access the Device DDT Tab

Access the device DDT for the controller in Control Expert:

Step Action
1 Open a Control Expert project that includes an M580 PAC in the configuration.
2 Rebuild the project (Build > Rebuild All Project.)
3 Open the Data Editor in the Control Expert Project Browser (Tools > Data Editor).
4 Select the Device DDT checkbox.
5 Expand (+) the Device DDT in the Name column.

You can add this variable to an Animation Table, page 323 to read the status and set the
object control bit.

NOTE: The red arrow and lock icons in the Device DDT table indicate that the variable
name was auto-generated by Control Expert based on the configuration of the
communication module, local slave, or distributed device. The variable name cannot be
edited.

Input and Output Freshness

This table describes the inputs and outputs that are associated with EtherNet/IP or Modbus
devices:
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Name Description

Freshness This is a global bit:

* 1: Allinput objects below (Freshness_1, Freshness_2, etc.) for the associated
device are true (1) and provide up-to-date data.

* 0: One or more inputs (below) is not connected and does not provide up-to-date data.

Freshness_1 This bit represents individual input objects for the connection:
* 1: The input object is connected and provides up-to-date data.
« 0: The input object is not connected and does not provide up-to-date data.

Freshness_2 This bit represents an individual input object for the device:

Freshness_3 * 1: The input object is true (1) and provides up-to-date data.

« 0: The input object is not connected (0) and does not provide up-to-date data.

(available) The rows after the Freshness data are organized in groups of Inputs and Outputs that
have user-defined names. The number of input and output rows depends on the number of
input and output requests configured for a particular device.

Parameters

Use the Control Expert Device DDT tab to configure parameters for the controller RIO head
on the local backplane:

Parameter Description

Implicit device DDT Name the default name of the device DDT
Type module type (uneditable)

Goto details link to the DDT data editor screen

Standalone Configuration

These tables describe the fields in the implicit device DDT type that is used with the
controller RIO communication server in standalone configurations using Unity Pro 10.0 or
any subsequent supporting version(s), and M580 PAC version 2.01 or any subsequent
supporting version(s).

NOTE:

Unity Pro is the former name of Control Expert for version 13.1 or earlier.
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Input Parameters

The following tables describe the input parameters in the device DDT for the controller.
ETH_STATUS (WORD):

Name Type Bit Description

PORT1_LINK BOOL 0 0=ETH 1 link is down.

1=ETH 1link is up.

PORT2_LINK BOOL 1 0=ETH 2 link is down.
1=ETH 2link is up.

PORT3_LINK BOOL 2 0=ETH 3 link is down.
1=ETH 3 link is up.

ETH_BKP_PORT_LINK BOOL 3 0 = Ethernet backplane link is down.

1 = Ethernet backplane link is up.

REDUNDANCY_STATUS (see | BOOL 5 0 = Redundant path is not available.
the note below.)

1 = Redundant path is available.

SCANNER_OK BOOL 6 0 = Scanner is not present.

1 = Scanner is present.

GLOBAL_STATUS BOOL 7 0 = At least one service is not operating normally.

NOTE: Refer to the footnotes for SERVICE
STATUS and SERVICE STATUSZ, below, to
identify the services that set GLOBAL STATUS
to 0.

1 = All services are operating normally.

NETWORK_HEALTH BOOL 8 0 = A potential network broadcast storm is detected.

NOTE: Check your wiring and your controller
and BMENOCO0301/BMENOC0311
configurations.

1 = A network broadcast storm is not detected.

NOTE:

*  You can monitor interruptions in the RIO main ring by diagnosing the REDUNDANCY_STATUS bits in
the controller DDT. The system detects and reports in this bit a main ring cable interruption that
persists for at least 5 seconds.

REDUNDANCY_STATUS bit value:
0: The cable is broken, disconnected, or the device is stopped.
1: The loop is present and healthy.

*  For RIO main rings using BMECRA31310 redundant adapters, the REDUNDANCY_STATUS bit is not
supported and will be set to 0.
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Duplicate IP addresses can cause errors in communication with the other modules.

AWARNING

UNINTENDED EQUIPMENT OPERATION

Confirm that each module has a unique IP address.

Failure to follow these instructions can result in death, serious injury, or equipment

damage.

SERVICE_STATUS (WORD):

Name Type

Bit

Description

RSTP_SERVICE" BOOL

0 = RSTP service is not operating normally.

1 = RSTP service is operating normally or disabled.

PORT502_SERVICE! BOOL

0 = Port 502 service is not operating normally.

1 = Port 502 service is operating normally or
disabled.

SNMP_SERVICE! BOOL

0 = SNMP service is not operating normally.

1 = SNMP service is operating normally or
disabled.

MAIN_IP_ADDRESS_STATUS BOOL

0 = The main IP address is a duplicate or
unassigned.

1 = The main IP address is unique and valid.

ETH_BKP_FAILURE BOOL

0 = Ethernet backplane hardware is not operating
properly.

1 = Ethernet backplane hardware is operating
properly.

ETH_BKP_ERROR BOOL

0 = Ethernet backplane error detected.

1 = Ethernet backplane is operating properly.

EIP_SCANNER? BOOL

0 = Service not operating normally.

1 = Service operating normally.

MODBUS_SCANNER!? BOOL

0 = Service not operating normally.

1 = Service operating normally.

NTP_SERVER!'.2 BOOL

0 = SNTP server not operating normally.

1 = SNTP server operating normally.

SNTP_CLIENT".2 BOOL

10

0 = Service not operating normally.
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Name Type Bit Description

1 = Service operating normally.

WEB_SERVER!? BOOL 11 0 = Service not operating normally.

1 = Service operating normally.

FIRMWARE_UPGRADE BOOL 12 0 = Service not operating normally.

1 = Service operating normally.

FTP BOOL 13 0 = Service not operating normally.

1 = Service operating normally.

FDR_SERVER!? BOOL 14 0 = Service not operating normally.

1 = Service operating normally.

EIP_ADAPTER! BOOL 15 0 = EIP adapter (server) service not operating
normally.

1 = EIP adapter (server) service operating
normally.

1. When this service is setto 0, GLOBAL STATUS is also set to 0.

2. Only for firmware earlier than version 4.01.

SERVICE_STATUS2 (WORD):

Name Type Bit Description

A_B IP_ADDRESS_STATUS BOOL 0 0 = Duplicate IP or no IP address assigned.

1 =IP addresses (A/B status) correctly assigned.

LLDP_SERVICE! BOOL 1 0 = LLDP service is not operating normally.

1 = LLDP service is operating normally or disabled.

EVENT_LOG_STATUS BOOL 2 0 = Event log service is not operating normally.
1 = Event log service is operating normally or is
disabled.
LOG_SERVER_NOT_ BOOL 3 1 = No acknowledgment received from the syslog
REACHABLE server.

0 = Acknowledgment received from the syslog server

CSIO_SCANNER (CIP Safety BOOL 4 0 = At least one CIP Safety connection is not operating
PAC) normally.

1 = All CIP Safety I/O devices are operating normally.

NTP_SYNC BOOL 5 1= Server Only mode..
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Name Type Bit Description

0 = Not Server Only mode.

NTP_SERVICE BOOL 6 0 = NTP Daemon status = down.

1 = NTP Daemon status = active.

NTP_QUALITY_WARNING BOOL 7 1= Quality of the clock out of the range defined in the
configuration.

0 = Clock quality within defined configuration range.

(reserved) - 8-15 (reserved)

1. When this service is setto 0, GLOBAL STATUS is also set to 0.

ETH_PORT_1_2 STATUS (BYTE):

Name Type Description

Ethernet ports function and RSTP role Bits 1...0 0: ETH 1 disabled
coded on 2 bits

1: ETH 1 access port

2: ETH 1 port mirroring

3: ETH 1 device network port

Bits 3...2 reserved (0)

Bits 5...4 0: ETH 2 disabled

1: ETH 2 access port

2: ETH 2 port mirroring

3: ETH 2 device network port

Bits 7...6 0: ETH 2 alternate RSTP port

1: ETH 2 backup RSTP port

2: ETH 2 designated RSTP port

3: ETH 2 root RSTP port

ETH_PORT_3_BKP_STATUS (BYTE):

Name Bit Description

Ethernet ports function and RSTP role Bits 1...0 0: ETH 3 disabled
coded on 2 bits

1: ETH 3 access port

2: ETH 3 port mirroring

3: ETH 3 device network port
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Name Bit Description

Bits 3...2 0: ETH 3 alternate RSTP port

1: ETH 3 backup RSTP port

2: ETH 3 designated RSTP port

3: ETH 3 root RSTP port

Bits 5...4 0: The Ethernet backplane port is disabled.

1: The Ethernet backplane port is enabled to
support Ethernet communications.

Bits 7...6 reserved (0)

FDR _USAGE:
Type Type Description
FDR_USAGE BYTE % of FDR server usage
NTP_WITHIN:
Type Type Description
NTP_WITHIN UINT Estimated accuracy of the clock in milliseconds.

NTP_NB_SERVER_CONNECTED:

Type Type Description

NTP_ UINT Number of servers connected.
SERVER_

CONNECTED

IN_PACKETS (UINT):

Type Bit Description

UINT 0-7 number of packets received on the interface (internal ports)

IN_ERRORS (UINT):

Type Bit Description

UINT 0-7 number of inbound packets that contain detected errors

OUT_PACKETS (UINT):
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Type

Bit

Description

UINT

0-7

number of packets sent on the interface (internal ports)

OUT_ERRORS (UINT):

Type Bit Description

UINT 0-7 number of outbound packets that contain detected errors
CONF_SIG (UDINT):

Type Bit Description

UDINT 0-15 Signatures of all files on local module FDR server

Output Parameters

Although the complete Hot Standby Device DDT is not exchanged from the primary
controller to the standby controller, these fields are transferred: DROP_CTRL; RIO_CTRL;

DIO_CTRL

These tables describe those output parameters:

DROP_CTRL:
Name Type Rank Description
DROP_CTRL BOOL 1..32 1 bit per RIO drop (up to 32 or 64 depending on the
controller firmware version)
or
1...64
RIO_CTRL:
Name Type Rank Description
RIO_CTRL BOOL 257...384 | 1 bit per RIO (up to 128)
DIO_CTRL:
Name Type Rank Description
DIO_CTRL BOOL 513...640 | 1 bit per DIO (up to 128)

CSIO_HEALTH:
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Name Type Rank Description

CSIO_HEALTH (safety) BOOL 769...896 | CSIO health bits (1 bit per DIO up to 68 CSIOs)
SERVICE_CMD (WORD):

Name Bit Rank Description

NTP_STOP BOOL 0 0: to start the service

1: to stop the service

RED_PRP_DROP_SWAP:

Name Type Rank Description

RED_PRP_DROP_SWAP BOOL 1..64 1 bit per PRP drop (up to 64). A swap is only

possible for the PRP drop managed by
BMECRA31310(H) adapter modules in redundant
mode.

Device Health Status

Although the complete Hot Standby Device DDT is not exchanged from the primary
controller to the standby controller, these fields are transferred: DROP_HEALTH; RIO_

HEALTH; LS_HEALTH; DIO_HEALTH

This table describes the health of the devices that are scanned by the module. The data is

presented as an array of boolean:

Parameter

Type

Health status of ...

DROP_HEALTH

ARRAY [1...32] of BOOL

or

ARRAY [1...64] of BOOL

One array element corresponds to one X80 drop
managed by a BMXCRAG¢e¢+s or BMECRA-+*++ adapter
module (up to a maximum of 32 or 64 depending on the
controller firmware version).

(CIP Safety PAC)

RIO_HEALTH ARRAY [257...384] of BOOL RIO devices: One array element corresponds to one
RIO device (up to a maximum of 128 RIO devices).
LS_HEALTH ARRAY [1...3] of BOOL local slaves: One array element corresponds to one
local slave (up to a maximum of three local slaves).
DIO_HEALTH ARRAY [513...640] of BOOL DIO devices: One array element corresponds to one
DIO device (up to a maximum of 128 DIO devices).
CSIO_HEALTH ARRAY [769...896] of BOOL CSIO devices: One array element corresponds to one

CSIO device (up to a maximum of 128 CSIO devices).

Values:
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* 1 (true): A device is healthy. The input data from the device is received within the pre-
configured health timeout.

» 0 (false): A device is not healthy. The input data from the device is not received within
the pre-configured health timeout.
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Hot Standby DDT Data Structure

Introduction

The T M ECPU HSBY DDT is the exclusive interface between the M580 Hot Standby
system and the application running in a BMEH58+040 or BMEH58+040S controller. The DDT
instance should appear as: ECPU_HSBY 1.

NOTE: For firmware version 2.80 and later, the T_ M_ECPU_HSBY DDTisnamed T_
M_ECPU_HSBY_ EXT.

NOTICE

UNMONITORED LOSS OF REDUNDANCY IN HOTSTANDBY SYSTEM

Review and manage the T M ECPU HSBY DDT for proper operation of the system.

Failure to follow these instructions can result in equipment damage.

The T M ECPU_HSBY DDT presents three distinct sections:

* LOCAL_HSBY STS: Provides information about the local controller. Data is both auto-
generated by the Hot Standby system, and provided by the application. This data is
exchanged with the remote controller.

¢ REMOTE HSBY STS: Provides information about the remote controller, and contains
the image of the last received exchange from the counterpart controller. The validity of
this information is represented by the REMOTE STS VALID flag in the common part of
this DDT . When set to 1, both controllers are communicating.

NOTE: The structure of both the LOCAL HSBY STS and Remote HSBY STS
sections are determined by the HSBY STS T data type, and are therefore identical.
Each is used to describe data relating to one of the two Hot Standby controllers.

» A common part of the DDT: Consists of several objects, including status data, system
control objects, and command objects:

o Status data is provided by the Hot Standby system as a result of diagnostic
checking.

o System control objects enable you to define and control system behavior.

o Command data objects include executable commands you can use to modify the
system state.

Local Controller versus Remote Controller

The T M ECPU_HSBY DDT em