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Preface

Purpose of the Manual

This manual describes the control and monitoring functions for Smart Communications.

Target Audience

Smart Communications engineers, protection system engineers, commissioning engineers, persons entrusted
with the setting, testing and maintenance of automation, selective protection and control equipment, and
operating personnel in electrical installation and power plants.

Scope

This manual is valid for the SWT 3000 device family.

Further Documentation

Manuals | E.g. Software, manuals...

N
I

Product Equipment I
information manual |

I

I

I

®  Product Information

The Product Information includes general information about device installation, technical data, limit
values for input and output modules, and conditions when preparing for operation. This document is
delivered with each device.

®  Equipment Manual
The Equipment Manual describes the functions and applications of SWT 3000 devices.

Indication of Conformity

This product complies with the directive of the Council of the European Communities
on harmonization of the laws of the Member States relating to electromagnetic
compatibility (EMC Directive 2014/30/EU) and concerning electric equipment for use
within specified voltage limits (Low Voltage Directive 2014/35/EU).

This conformity has been proved by tests performed according to the Council Directive
in accordance with the generic standards EN 61000-6-2 and EN 61000-6-4 (for EMC
directive), and with the standard EN 62368-1 (for Low Voltage Directive) by Siemens
AG.

The device is designed and manufactured for application in an industrial environment.

The product conforms with the international standards of IEC 60870.

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
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The device is designed and manufactured for application in industrial environment:
®  Emitted interference: EN 61000-6-4: 2001
® Immunity to interference: EN 61000-6-2: 2001

For use in residential areas you also need the individual authorization of a national authority or test agency
with respect to emitted interference.

The test and connection jacks accessible at the front are not isolated interfaces and are only used for mainte-

nance purposes. The usual ESD measures must be observed in use. This also applies for the use of telephone
connection sockets (if present).

i 0

NOTE

All signal and data cables are shielded and connection of the shielding over a large area must be provided
at both ends.

The products and systems listed here are manufactured and marketed using a DQS-certified quality manage-
ment system in accordance with ISO 9001.

Additional Support

For questions about the system, contact your Siemens sales partner.

Customer Support Center

Our Customer Support Center provides a 24-hour service.

Siemens AG
Smart Infrastructure — Protection Automation Tel.: +49 911 2155 4466
Customer Support Center E-Mail: energy.automation@siemens.com

Notes on Safety

This document is not a complete index of all safety measures required for operation of the equipment (module
or device). However, it comprises important information that must be followed for personal safety, as well as
to avoid material damage. Information is highlighted and illustrated as follows according to the degree of
danger:

A

DANGER

DANGER means that death or severe injury will result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A

WARNING

WARNING means that death or severe injury may result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

CAUTION

CAUTION means that medium-severe or slight injuries can occur if the specified measures are not taken.

< Comply with all instructions, in order to avoid moderate or minor injuries.

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
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A CAUTION

3
At

ESD (Electrostatic sensitive devices) means that a device or component can be damaged by common static
charges built up on people, tools, and other non-conductors or semiconductors.

< Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE

NOTICE means that property damage can result if the measures specified are not taken.

< Comply with all instructions, in order to avoid property damage.

NOTE

®
l Important information about the product, product handling or a certain section of the documentation
which must be given attention.

Selection of Used Symbols on the Device

No. Symbol Description

1 Direct current, IEC 60417, 5031

{

Alternating current, IEC 60417, 5032

Direct and alternating current, IEC 60417, 5033

Earth (ground) terminal, IEC 60417, 5017

Protective conductor terminal, IEC 60417, 5019

Caution, risk of electric shock

I=| [@| B> | = ®| ] {

7 Caution, risk of danger, ISO 7000, 0434

8 Protective Insulation, IEC 60417, 5172, Safety Class Il devices

9 Guideline 2002/96/EC for electrical and electronic devices

10 EAL Guideline for the Eurasian Market

11 @ Mandatory Conformity Mark for Electronics and Electrotechnical Products in Morocco
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 5
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OpenSSL
This product includes software developed by the OpenSSL Project for use in OpenSSL Toolkit (http://
www.openssl.org/).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
6 Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual

C53000-G6040-C615-3, Edition 09.2022


http://www.openssl.org/
http://www.openssl.org/
mailto:tjh@cryptsoft.com
mailto:eay@cryptsoft.com

Table of Contents

PrOTACE. ..o ettt ettt e e et 3
1 Safety INSTIUCTIONS. ......ooiiiiiiiii ettt sttt 17
1.1 SCOPE OF DBIIVEIY ..ttt ettt e ettt e e sttt e e e e iteee e 18
1.2 Transport, PACKage, STOMA0E. .. it e ettt e e e ettt e e e e e ettt e e e e e e e e e snabreeeeeeeeaeannnnes 19
1.2.1 UNPACKING the DEVICE. ...ttt e ettt e e e e e et eeeaaeeeeaaas 19
1.2.2 REPACKING the DEVICE. ..cciiiiiiiieeeeeee ettt e e e e eeeeas 19
1.2.3 SEONNG the DBVICE. .ttt ettt e ettt e e et e e et e e s 19
1.3 INCOMING INSPECTION....ceouiiiiiiieiiie ettt ettt e 20
1.3.1 SATEEY N DTS, ottt ettt e e e e ettt e e e e e e ettt e e e e e e e e e e bbb teeaaeeeeaaannnes 20
1.3.2 Performing a Follow-Up InSpection 0N @ DeVICE.......cooiuuiiiiiiieeeeeeeiieee e 20
1.3.3 Checking Rated Data and Functions
1.4 Electrical INSPeCioN........uuviiiiiieeeeeiiieeee e
1.4.1 DEVICE PrOTECION. .. uiiiiiiiiiee e e e ettt e e e e ettt e e e e e e ettt e eeeeeeeeesnatbsareeeeeeeeennnnnnnees
1.4.2 GIOUNAING @ DBVICE. .ttt ettt e ettt e e e e e e e ettt e e e e e e s snnnnenneeeaaaeeeaaanns
1.4.3 CONNECTING the DEVICE . ettt e ettt e e e e e e
1.4.4 SATETY NOTES .ttt e ettt e ettt e e ettt e ettt e e e ettt e e e e ntaeee s
1.4.5 Performing the Electrical Inspection
1.5 EleCtroStatic SENSITIVE DEVICES. ....uuiiiieeee ittt e e e e e e ettt e e e e e e e eeeeeeeeessnnnaaaeeaeaaeeans
1.6 [ R =11 Y o) o T O PO PP PPP U OPPPPPP 25
1.6.1 Preparing INStallation. ... ..eeeeeeeee et e e e e 25
1.6.2 POV T SUPPIY ettt ettt ettt e e e e e e e e e e e e e e e 25
1.6.3 Installation of PIug-IN ModUle.........coociiiiiiiiiiiiicc e 26
1.6.4 Completing INSTAllatioN. . ..iiie e e e e e e 26
1.7 =T o] Yol <T 0 o T=T o | U PPURPRN 27
1.7.1 Preparing for REPIACEMENT. .. ..uuiiiiiiiie et e e 27
1.7.2 ComPpleting REPIACEMENT.......uiiieeiiiiie ettt e e et e e e eieeee e 28
2 FUNCHIONAI DESCHIPLION. ...t e e e ettt e e e e e e e e sttt eeaeeeaeeananeseeeeeaeeeeannnnnnees 29
2.1 Device Description and FEATUIES......cciiiiiiiiiiiie ettt e e eeeeeeeeeene 30
2.1.1 OVEBIVIEW ...ttt ettt ettt e e bttt e e ettt e e s bttt e eeanaeeeenae 30
2.1.2 Quick OVerview Of the FEATUIES..........ooiiiiiiiieeeeeee et e e e e e e 30
2.2 ApPPlications fOr TraNSMISSION....cceiiiiiiiiiie e e e e ettt e e e e e e e e e e e e e e e e sibbrbreeeaeeeeeessnnnanes 32
2.2.1 Applications for Digital TranSmMiSSION.......ceeeeeeeieiiiiiiie e e e et e e e e e e e e eeeeeeeeennnees 32
2.2.2 Applications for Analog and/or Digital TranSmisSioN..........coevcciviiiiiieeeeeiiiiiiiieeee e 32
2.2.3 Combination of Analog and Digital INterfaces.........couvvuiiiiiiiiiiiiiieee e, 33
2.2.4 TransSmMISSION PathS......cooiiiiiiiiiii e 33
2.2.5 [V ToTe [T o)l @] o<1 - 4 To ] s PSR UPPURN 34
2.2.5.1 ANAIOG MOAE OPEIAtION...ceiiuiiiiteiiiitee ettt ettt ettt e ettt e et e et ee e seeeees 34
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 7

C53000-G6040-C615-3, Edition 09.2022



Table of Contents

2252
2.2.6
2.3
2.3.1
2.3.2
233
2.3.4
2.4
2.4.1
242
243
2.4.4
2.5
2.5.1
252
253
254
2.6
2.7
2.7.1
2.7.2

2.7.3
2.7.3.1
2.7.3.2
2.7.33
2.7.3.4
2.7.3.5
2.7.3.6
2.7.3.7
2.7.3.8
2.7.3.9
2.7.3.10

2.8

2.8.1
2.8.2
2.8.3

2.8.4
2.8.4.1
2.8.4.2

2.8.5
2.9
2.9.1
29.2
29.3
29.4
2.10
2.10.1
2.10.2

Digital Mode Operation

FRATUIES. ettt e e ettt e e e e
Operating Modes With PLC EQUIPMENT.....uitiiiieiiiiiiiiiteee ettt e e e e e e e e e 36
OVBIVIEW ..ttt ettt et ettt e et e ettt e e e e e ettt et e e e e e e e sttt ettt e eeeesannanebsneeeas 36
SiNGle PUIPOSE OPEIAtiON......uiiieiiiiiie ettt ettt ettt e st e e e e
MUItI-PUIPOSE OPEIAtION. .. eiiiiieeeeeiiiiiiiiiie e e e e e e ettt e e e e e e e eaaeeeeeesannnnbareeeaaeeaaannns

Alternate Multi-Purpose Operation

EQUIPMENT VOISIONS. ..ttt ettt e e e e e ettt e e e e e e e s s ettt eeeeaeeeeaannnes
OVEIVIBW. ..ttt ettt e ettt e et e ettt e ettt e et eeesanaeee s
Broadband VEISION.....ciii it e e e e e e a e e e e raaaaeas 38
NAITOW-Band VEISION.....ccouiiiiiiiiiiee ettt ettt ettt et e e 39
Applications for Narrow-Band DeVICES..........uuuiiiiieeiiiiiiiiiiieeeeeee et 39

Possible Ways of Using the SWT 3000
ANalog TransSmMIiSSION Path........oiieiiiiieiiiiee et e s e e
Digital TransmisSion Path.........ccuuiiiiiiiieieeeeiiee et e e e e e e e e e e e eennnaes
Analog and Digital Transmission Path...........ccooeeiiiiiiiiiiiee e 44
Integrated Into the PowerLink PLC SYStem........iiiiiiiiiiiiiiiiieeee e 45

Y ToT T Lo TqT o T FO ST TSP PP PPPPPRRRRRPINt 47

ProteCtion MOGES. ... ..viiiiiiiiiie it

Overview
Unblocking Mode
Description of the Protection Operating Modes..........c.uuviiiiiieeiiiiiieee e 49
OVEIVIEBW.ceeieieeeiiiiee e e et e e e e e e et eeeeaeeeeeennnnees
Mode 1 (Double System Protection)
Mode 2 (Single Phase ProteCION).......eeiiuiiieeriiiieeeriiiee ettt e e e e
Mode 3 (4 Commands With PriOTITY)...cccuueieeiiiiiee et 50
Mode 3a (4 Independent CommaNnds, 4iC).......cocvvireerriureeeeeiiieeeeciieeeesieeeeeeireee e 51
MOAE 3D (2 PIUS 2)uiiiiiiiiiieee ettt ettt e e e e e et e e e e e e e e e et b b raaaaaeeeaanns 52
Mode 4 (Only One Command ACHIVE).......eeieruiiieeiiiieee ettt 55
Mode 5A (3 Independent COMMANGS).....ccuvvireerurireeiiiiieeeiiiieeesireeeeesieeeeeeereeeenaes 55
Mode 5D (Only for Digital Transmission Paths)...........coceviieeriiieeeiiiiiee e 56
Mode 7a (8 Independent Commands, 8iC) .....uuviieeeeiiiiiiiiiiieeeeeeeeeeiiiiee e e e e e e 56
FrEQUENCY OVEIVIEW...eiiiieeeeeiiiiiiie e e e e e e ettt e e e e e e e e ettt aeeeeeeeeaesssssssaaaeaaeseseassssssaaaaaeaaaanns 58
Broadband Devices in the VF Range [KHZ].......coooviiieiiiiiieeeiiee et 58
Narrow-Band Devices in the VF Range [KHZ]........coooiiiiiiiiiiieiiiee e 58
Frequency Diagram for Broadband and Narrow-Band DevViCes..........coccuveeeernieieeninneennn.
Command Duration for Single-Purpose Operation...........eeeeveeeeeriiieeesniiieeeiieee e
Mode 1, Mode 2, Mode 3a, Mode 3b, Mode 4, Mode 5A, Mode 7a
4 Commands with Priority Mode 3.....cc.uiiiiiiiiieeiiee e
Command Duration for Alternate Multi-Purpose Operation...........ccccvvvveiieeeeeeccnnnennnn..
FIDEr-Optic CONNECLION. . ciiieiiiiiiie ettt e e et e e e e e e e et r e e e e e e e e s ensaaasraaaaaeaans 62
OVBIVIBW .1ttt e e e e e e e e e e e e e e e e e e e e e eaaeeaeeeeeeeereaaaaes 62
Connection to the PowerLink PLC SYSteM....cciiiiiiiiiiiiiiiiie et 62
Connection to a Multiplexer supporting IEEE C37.94 Protocol.........c..eveeeeeeiiiiiiiiiineeenne. 63
Direct Connection via Fiber-Optic Cable
Remote Monitoring, Service Channel, and IP NetWOrk.........ccovuueiiiiiiiieiniiiieeiiieee e 65
RM With ANalog INTerface.....c.eeeeiiiieee et e e e aeeeeae e 65
RM With Digital INterface. . .cceei it 66

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



Table of Contents

2.10.3 Service Channel
2.10.4 IP Interface to SWT 3000
2.11 TEC B850, .ttt e e ettt ettt e e e e e ettt e e e e e e e b bttt e e e e e e e e e bttt et e e e e e e e nnnnraeaeeas 68
2.11.1 Ethernet EN100 Module with IEC 61850 ProtoCol........coovuuiiiiiiiiieeiiiiiiiiiiecceeee e 68
2.11.2 [EC 61850 INTrOAUCTION. ..eetiiiiiieeiiiite ettt ettt et e et e ettt e e et e e snbee e e e e 69
2.11.3 LOGICAI NOTES. ... ettt e e e e e e ettt e e e e e e e e s nsttbaaeeeaeeeeeannnnsaeeeaeens 73
2.12 Teleprotection OVEr PAacket TPOP..........uuiiiiiieee ettt e e e e e e e ee e e e e e e e e nnnees 78
2.12.1 T goTe [V Tt 4 o] o PO SO U RSO PPPPRRRRRRIINt 78
2.12.2 Y DI SEOUITY ettt e e e e e e et e e e e e e e e eeiaaaes 79
2.12.3 Protection ComMmand TranSmiSSION.......uuuiiereeeeeeieiiiiiiieeeeeeeeeeirrrreereeeessesseeenrreeeaeaaaaans 80
2.12.4 LY I Yo T 00 £y o o PSSP PURPRPRRIS 81
2.12.5 Line Clock SYNCAIONIZatioN.......uuieiiiiie et e 81
2.12.6 Line Quality Supervision
2.12.7 QoS (Quality of Service)
2.13 (@ o1 Yol U 1 OSSP UPPPPPUPPP 85
2.13.1 OVBIVIBW .ttt e ettt e e e e e e ettt e e e e e e e e e nettbe et eeeeeeeeannnnssaaeeeaeeeeseannnnssneeens 85
2.13.2 (@< a1} Tor= ) 1o o FO SO P R S U PUPPPPN 85
2.13.3 HTTPS CONNECIION. ...ttt ittt ettt ettt ettt e ettt e ettt e e et e e e st e e e esanbeeeeens 86
2.14 Power Supply
2.14.1 SEANA-AIONE UNItaeiiiiiiiiiiiiiiiiee ettt e e e ettt e e e e e e e ettt aaeaeaeeessnannsbaeeeaaeeaans 89
2.14.2 T LTe =) (=Yoo USRS UPRRRT 89
2.15 VUL DISPIAY .. eeteeeteee ettt ettt e e e e e ettt e e e e e e e e s ntbte e eeaeeeeaannnes 90
2.16 ToS CNEIME. ettt ettt e e e e e e e ettt e e e e e et aaeaeeeas 91
2.17 O-SCNEME (G704 ettt e ettt e et e e et e e s sttt e e e enebaeeeensaeee s 93
2.18 (@eTa T =T oL I eToT o T I =T S P 95
3 Installation and COMMISSIONING............uiiiiiiiiieiiii et e e e e e ettt e e e e e e e s s ettbareeeeeeeeesnnnssaaaeeeens 97
3.1 T 1S = =14 T o TS PR 98
3.1.1 CONNECEING PIUGS. ..ttt e ettt e ettt e e e e e e ettt ettt e e e e e e e naeaeeeeeeeens 98
3.1.2 Equipment of the SUBIACK. ... 99
3.1.3 Cable INSTAllATION. . .iieiiiiieee e e e e et e e e e e e e et aaaaaeaaas 100
3.2 Pinouts Of SWT 3000 MOQUIES. ......eiiieeeeiiiiiiiiiie e e e e e eeeiite e e e e e et e e e e e e e e eeeesanaaeeeeens 101
3.2.1 PiNout Of the TFC-X MOAUIE......uuiiiiiiiee et 101
3.2.2 Pinout Of the PU4 MOGUIE......eeiiiiiiiiiieeeee et e e 102
3.2.3 Connection of Digital Line INterfaces........couiiiiiiiiiiiiiiiiiie e 104
3.2.4 Signals for the Digital Line INterface T....ccccuvviiiiiieeeeeceeee e 104
3.2.5 Signals for the Digital Line INterface 2.........uueiiiiiiiiiee e 105
3.2.6 Pinout of the SC interface
3.2.7 PiNOUt Of the SSBINTEITaCE. ...uviiiiiiiie e e 106
3.2.8 Pinout of the CLE MOAUIE.........uuiiiiiiiee ettt e et e e e e e sraeeeeas 106
3.2.9 Pinout of the ALR MOAUIE......coiiiieiiiie et eee e e 107
3.2.10 Pinout of the Fiber-Optic MOAUIE........coiiiiiiiiiiiiiiee e 108
3.3 Jumper Settings for SWT 3000 MOAUIES........uuiiiiiiiieieiiiieee e 110
3.3.1 General Information
3.3.2 Jumper Settings for IFC MOAUIES. ......coieieiiiiiiiee et 110
3.3.2.1 OVEBIVIEW ..ttt et et ettt ettt e ettt e e e e abb et e e ettt e e et b e e e s ansbeeesesbeeeeennns 110
3.3.2.2 DIP Switches on IFC MOAUIES......oiiiiiiiiiiieee e 112
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 9

C53000-G6040-C615-3, Edition 09.2022



Table of Contents

10

3.33 Jumper Settings for the PU4 Module

3.34 Jumper Settings for the DLE Module

3.3.4.1 OVBIVIBW .ot eeeeiett ettt e e e e ettt e e e e e e e e et a e et eeeeeseassssssaaaaaeeaesaanstsssseeaaaeeeannsnnsnes
3.34.2 Jumper Settings for the Selection of Digital Line Interfaces LID-T........ccccveeevunneenn. 114
3.3.43 Jumper Settings for the Selection of Digital Line Interfaces LID-2...........ccccuveveeeene. 114
3.3.4.4 Selection of the Input Gain for G703.6 INterfaces........ceeeeeeeeeiiciiiiiiiie e 115
3.3.45 DLE Settings for the LID-x Connection via FOM...........ccouviiiiiiiiiiieeeee e 115
3.35 Jumper Settings for the CLE MOAUIE.........uiiiiiiiieeeice e 115
3.3.6 Jumper Settings of the ALR MOAUIE........uiiiiiiiiiiie e 116
3.3.7 Power SUPPIY JUMPET SEHHINGS. ...uvtieeiiiieeeeiiiiee ettt et e e 117
3.4 SEAIT COMMISSIONING . cuttteeeiiitee ettt ettt e e ettt e e ettt e e ettt e e s et ee e s ettt e e eabteeesannaeeas 118
3.4.1 Before Starting the ComMmMISSIONING.....c.uuriiiiiiee e et e et e e e e aaereeeeees 118
3.4.2 SWitching 0N the POWET SUPPIY...eiiiiieiiiiiiete et 118
3.4.3 Switching on the Device (With PU4 ModUIE).........ccoviiiieiniiiiieeiiiie e 118
3.4.4 CoNNECtING the SEIVICE PCl..iiiiiiiiiieeiiiee ettt et e s e e 120
3.45 POV I SY S ettt ettt ettt e e et et 120
3.5 DeVIiCE CONFIGUIATION. ... iiiiiiiiiee et ettt e e ettt e e e e e e ettt e e eeeeeaasnnttaaeeeeaeeeeeannnes 126
3.5.1 NEW CONFIGUIATION. ...ttttiiieeeeeeie ettt e ettt e e e e e e et e e e e e e e eeannneees 126
3.5.2 SySteM CONFIGUIATION.ccciiiiiiiiiecee et e e e e e 128
3.5.2.1 OPEratioN MOGE. ...ttt e e e e ettt e e e e e e eeeeeaeeeaas 128
3.5.2.2 LiNE INTEI ACE. ettt e 129
3.5.2.3 COMMAND INTEITACE. ... ttiiiiiiieee ettt et e e e e e e et e e e e e e e e e e eseesasaaeeeeas 133
3.5.3 Input Allocation .
3.5.4 OULPUL AITOCATION. ...ttt e ettt e e e e e e et e e e e e e e e nneeeeeeeas
3.5.5 SIgNAlING AllOCATION. ..eiiitiiiiiit et e e e e ee e
3.5.6 RM CONFIGUIAtION ...ttt et e
3.5.7 TiMEr CONFIGUIATION....utiiiiiiee e ettt e e e e ettt e e e e e e e et eeeeeeeeennes
3.5.7.1 SYSTEIM TIMIEI .ttt ettt et ettt et et
3.5.7.2 CommaAaNd INPUL TIMEN ..oieiiiiiiiiiieeeceeeeeeeeeeeee s e e e e e e e e e e e e eaaaaaaaaaaaaes
3.5.7.3 Command Output Timer

3.5.7.4 Broadband VerSiONS. .....coouuiiiiiiiiee it
3.5.7.5 NarTOW-Band VEISIONS. ....ccccieiiiiiiiiieeeeeeeiite et e e e e e e e ettt eeeeeeeeesssetbbbeeeaeeeeeeannnens
3.5.8 TPOP CONTIGUIATION...eiiiieeei ittt e ettt e e e e e e et e e e e e e e e e nnesaaaeeeeens
3.5.9 Clock Synchronization

3.5.10 [P Network ConfigUIation.........eueeeeeeiiiiiee e e e
3.5.11 Alarm CoNFIGUIATION. ..ccuuiiiiiieiiie ettt ettt et
3.5.11.1 Alarm Output AHOCAtioN fOr ALR.......oviiiiiiiiiiiiiiiere e e e e e e e e e e e e e e e eeeeeeeeees 160
3.5.11.2 Alarm Output Allocation fOr IFC........uuiiiiiieeeeieee e 163
3.5.11.3 Alarm Output Allocation for [EC 61850 / SNMP.....ccocuuiiiiiiiiiiiiiiieeeiiiee e 164
3.5.11.4 Setting Options for SWT 3000 AlarmMS......cccvteriiieriieniie e
3.5.11.5 Unblocking Impulse Allocation for IFC..........oiiiiiiiiiiiiieeeeeeeeieee e
3.5.12 T-Scheme ConfiguIation.......cocuuieiieriie et
3.5.13 O-Scheme ConfIgUIAtioN.......uuiiiiiiie ettt e e e e e et e e e e e e e e eeenaeeeeeas
3.5.14 Periodic transmission time test configuration..............ceeeiiriiiiiiiiee e

3.6 Online Parameter AdJUSTMENT....ceiiiiiiiiiieee et e e e e e e e e e e e e e e eaaeees
3.6.1 OVEIVIBW..itiieiiieeiiee ettt

3.6.2 Level Adjustment for Analog INterface.......oouueiiiiiiieeiiieeee e
3.6.2.1 TX LeVel AdJUSTMENT.....eiriiiiiiiiiiiieeiie e e
3.6.2.2 RX LeVEl AQJUSTMENT....eiiiiiiiieiiiiiee et e e e e eeeeee e
3.6.3 Level Adjustment for Connection via VFx Module

3.6.3.1 OVEBIVIEW ..ttt ettt ettt e ettt e e sttt e e e eabaeeeeeaans

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



Table of Contents

3.6.3.2 Connection via a VFx Module

3.6.4 Setting Parameters of Measuring Points
3.6.5 TIME AN DATE. ..ttt
3.6.6 COMMANG BIOCKING . ..ttteeiiiiit ettt ettt e et e s e e e e e
4 Diagnostics and Error HANAING.........c..uueiiiiiiiiie ettt e e e e e et e e e e e e e ennneeeeas
4.1 Control and SigNaling EI@MENTS. ......uuiiiiieiiiiiee et e e e e e eaeeeeeeas
411 Control and Signaling for PU4 ModUle........c..uuiiiiiiieiiiiieeee e
4.1.1.1 Front Panel
4.1.1.2 Significance of LEDs on the PU4 Module
4.1.1.3 IP (Ethernet) and Local (Service) INterface..........ueeeeiiiiiiieieeiiiiiiee e 184
4.1.2 Control and Signaling for CLE MOUIE.....cccouiiiiiiiiiiieiiiiee e 184
4.1.2.1 AL DISPIAYS. 1ttt ettt ettt ettt e ettt e et e e et e et e et e e e reee s 184
4.1.2.2 TS SOCKETS .« ettt et e 185
4.1.3 Control and Signaling for FOM MoOdUIE.......cccuuiiiiiiiiiieiiiiieeeee e 186
4.1.3.1 Signification of the Alarm LED on the FOM.......oooiiiiiiiiiiiiiiie e 186
4.1.4 IFC Control and SigNaling....cc..ueeeeeieiee ittt et e e eeeiiraee e 187
4.1.5 Control and Signaling for ALR MOAUIE.........ceiiiiiiiiiiiiiie e 188
4.1.5.1 REIAY OUTPULS. .ttt e et e e e e e st eeeeeee e 188
4.1.5.2 ViSUAL INAICATION. ..ciieiiiiie i 188
4.1.5.3 TESE SWITCN STt 188
4.1.6 Control and Signaling for POWEr SUPPIY...cceeeieiiiiiiiiiiiieeee e 189
4.1.6.1 Displays
4.2 IFC TEST IMOTE. ..ttt e et e st e e e nebaaee s
4.3 PUZ4 TeSt COMMANG...ciiiiiiiiiiiiiite ittt ettt et e et e e s 192
4.4 Possible Reasons for the AlarmS........ueii i 195
4.5 Display of the Entries in the EVENT LOG....ccciuiiiiiiiiiiiiieeeiiiiiiieieeeee et 196
4.6 Alarm Messages in the Service Program POWEIrSYS.........uuiiiiiiiiiiiiiiiiiiieeeeeeeieiiieieeeee e 198
4.7 Diagnosis of Ethernet ENTO0 MOGUIE.........ciiiiiiiiieiiiieeeeiiee et 199
4.8 FOM SFP AlQrm SUPEIVISION...cciiiiiiiiiiiee e e e e ettt e e e e e e ettt e e eeeeesesnaaabraeeaeeeesesnnnsssnees 202
5 PowerSys and Auxiliary Software Tools
5.1 POWVEISYS. .ttt e e et e e ettt ettt et ettt ettt ettt
5.1.1 INSTAIIATION . ceeiee e
5.1.2 USEI MaAN@GEIMENT ...ttt et e e e e e e e e e e et e e e et ee et ee et e et
5.1.3 Firmware Overview
5.1.4 Parameter ComMPatibility.......uueeeiiieeee it
5.1.5 Release Upgrade CheCK........uu i
5.1.6 Multiple Language Support
5.2 MeMTOO! INSTAIIATION...eiiiieeeeiieiee e e e e e e et e e e e e e e e eitabaaaaaeaeeens
5.2.1 GeNeral INfOrMatioN.....cooi it e e
5.2.1.1 OVBIVIBW..eeeiieeeeiittte e e e e e ettt e e e e e e e e saba b e et e eeeeeesssasssssaaaaaeeesaansssssseeeaeeeaeannsssses
5.2.1.2 SYSTEM REQUITEMENTS. ¢ttt ettt e e e e e e e e e e eeeas
5.2.1.3 Version Of MEMTOOI....ccoiuiiiiiiiiiiei e
5.2.2 Installation of MemMTOOL......ccoouiiiiiiiiiiiiic e
5.23 BaSIC SOTHINGS. ...ttt et
5.2.3.1 SEArting MeMTOO . c.cceeiiiiiiieceee e e e
5.2.3.2 MEMTOO] SEELINGS. .ttt e e ettt e e e e ettt e e e e e e e e eeeeeeeaeas
5.2.4 GEEEING STAMTEA. ..e it eiiiiee ettt e e e e e s e e e e e e e e
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 11

C53000-G6040-C615-3, Edition 09.2022



Table of Contents

12

5.3 PU4 Firmware Upgrade With Mem TOOl.....coouuiiiiiiiiiiiiiiie e 227
5.3.1 CONNECING The PC..iiiiiiiiiiee ettt e e ettt e e e e e e e ettt e e e e e eeeennnees 227
5.3.2 STArtING MEMTOO . .eeeiieiee et e ettt e e e e e et eeee s 227
5.3.3 Connection to the SWT 3000 Targel.....ueeuuureeerriieeeeriieeeeeiiieeeesireeeeeireeeeeiireeeeeneneeas 229
5.3.4 Programming the Application into the Flash Memory........ccceeeiviiiiiiiiiiiniiiee e, 229
5.3.5 Trouble Shooting.........eevveeeeiiiiciiiiieeenn.

5.4 Firmware Update With PowerSys

5.5 ENTOO FirmwWare UPGrade. .....u eeeeee e iiiiiiiieeee e e e ettt e ettt e e e e e e e sttt e e eeeeeeannns

5.6 SWTStraps for JUMPEr SETHINGS. ..ceeiiiiiiiiiitee e e e e e e e e e e e e
5.6.1 OVEBIVIBW. .ttt et et ettt ettt et ettt e et eaeeenanee s
5.6.2 SWTSEraps INPUL FOMML.aei ettt eeeeees
5.6.3 The Straps Settings windows

5.7 MergeTool fOr IEC BT850.. ... uuiiiiiieeeeeeiiiiie et e ettt e e ettt e e e e e e e et eeeaeeens
5.7.1 Overview

5.7.2 Parameter GENErator......cccciiiiiiiiiiiiiii s
5.7.3 ENTOO SOEINGS. .ettttttieeeeeeeeiitte et e e e e e e ettt e eeeeee e s sttt areeeeeeeeseaassssssaaaeeaeessaannnssssaeeeens

5.8 SWT VDiSp fOr Virtual DiSPIay.....cceeeeiiiiiiiiieeeeeeeeeeiee et e e e e e e e e e e e e e eeennees
5.8.1 INSEAIIATION . ¢t
5.8.2 DaShDO@IT......cceiiiiiiiiiiiic e
5.8.3 Display Command Counter

5.8.4 Display EVENT LOG | AIBIM.cciiiiiiieiiiiee et
SNIMP @Nd REMOTE ACCESS.....nueiiiiiiiiiieeiiit ettt et e ettt e sttt e et e e e sttt e e seaaaeeeenanne 259
6.1 Remote Access and Remote MONITOMING.....ueeieeieiiiiiiiiiiieeee ettt e e e e e e e 260
6.1.1 OVEIVIEW...uiiiiieeeeeeeiiiiiiee e e e e e eeiiaraaaeae e e e e

6.1.2 Remote Access via Intranet (TCP/IP)

6.1.3 Remote Monitoring/Maintenance via Inband RM-Channel..........cccoiiiiiiiieiiiniiiiiieeee,

6.2 SINIMIP ettt e e ettt s
6.2.1 SNMP FUNCEION. ¢ttt ettt et
6.2.2 Spontaneous INdiCation SNMP Traps......uuueieeeeeriieiiiiiiieeeeeeeeeiiiieee e e e e e e eirrrraeeeeeaeens
6.2.3 Simple Network Management Protocol Version 3 (SNMPv3)

6.2.3.1 SNIMPV3 OVEIVIBW....iiiiiiiiitee e e eeeeiet et e e e e e e e ettt eeeeeeeessnssaaaaaeaaeesssansssssaeaaaeaans
6.2.3.2 USM USEr ManagemMeNnT.......ueuiiuuuieeiiiiiiiiieeee e e e e e e e e e e e e e e e eeeeeeeeeeeeeeeeeeeeaenees
6.2.3.3 VACM MaNGGEIMENT. ..ttt e e e e e e e e e e e e e e e et eee et ettt eeeeeeaeeeeeeeaeeeeeaeneaes
6.2.3.4 Y RSO . e e e e e e e e e e e e e e e e e e eeeeees
6.2.3.5 NOTIFICATION .1t teee ettt e e e e e e e e e e e e e e e e e setarrraeaaeeeans
6.2.4 SNMP Configuration in SWT 3000 Web Interface

6.2.4.1 OVEIVIBW..oeieieeeiiiiiie e e e e e ettt e e e e e e e e e et reeeeeeeeeennnnnaes

6.2.4.2 SNMP V2 Trap-Destination Table.........ccoooiiiiiiiiiiicieeeeiee e
6.2.4.3 ACCESS PASSWOIT.c.eeiiiiiiiiiiiee ettt
6.2.4.4 ACHIVAtiON Of SETINGS. .etiieieieiiiee et e e e e e e e eeeeeeeeeaes
6.2.5 NMS COMMISSIONING..eettttteteiiiiiiiie et e e e e ettt e e e e e e ettt e e e e e e e st eeeeeeeeaennaeeeeeeas

6.3 REMOTE ACCESS. ..t
6.3.1 General INfOrmMatioN......c..iiiiiiiii e
6.3.1.1 OVEBIVIEW ...ttt ettt e e e e sttt e e e eabae e e e
6.3.1.2 ReMOtE ACCESS EXAMIPIE...ci ittt e e e e e e e e e
6.3.2 INbaNd RM-Channel......ccoouiiiiiiiiii e
6.3.3 RoUtE COUPIING VIa SSB...iniiiiiieiiiiiie ettt ettt e st e e e

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



Table of Contents

6.4 WD INEEITACE. e ttiiiee et e ettt e e e e e e ettt e e e e e e e e s s attbbeeeeeeeeeeennnnnes 285
6.4.1 OVEBIVIEW ..ttt ettt et e ettt e e ettt e ettt e e s sttt e e et e e e eaabaeeeeas 285
6.4.2 Ethernet INTerface SEtHINGS. ... uui ittt e e ee e 286
6.4.3 TP SETEINGS. .ttt ettt ettt ettt ettt e ettt e e ettt e e ettt e e e ent e e e enbeeeeenntbeeeennsbaeeeas 287
6.4.4 NTP Daylight SAVING TIME...cceouiiiiiiiiiiee ettt e e e eeanee e 288
6.4.5 SNMP Settings

6.4.6 ACCESS PASSWOIT.c.eiiiiiiiiiiiee ettt ettt et e st s 289
6.4.7 ACHIVAtION OF SEHLINGS. .. utiiie ettt ettt e et e e eebaeeeenes 291

7 Processing UNit MOAUIE.............ooiiiiiiii et e ettt e e e e e e ettt e e e aaeeesssnattaseeeeeeeeeannnnnnes

7.1 Functions of the PU4 module
7.1.1 OVEIVIEW ..ttt ettt ettt e ettt e sttt e e st e e saanaeeeeas
7.1.2 FUNCHONAT UNTES. ottt ettt e e ettt e ettt e e et eeesenabeeeas
7.1.3 INtErNAl POWET SUPPIY ...ttt e e e e e e e
7.1.4 (@] g o] =T S PP P USSP P PP OPPPPRRPPN
7.1.5 Analog Line Interface
7.1.6 Y] L] AP OUPRUPTPP
7.1.7 Interference-Level EValuation...........cieeeiiiiiiiii e e eaarae s 299
7.1.8 Event Memory and Real-Time ClOCK........eeiiiiiiiiiiiiee e e e 299
7.1.9 CloCK SYNCAIONIZAtION . ...ttt e e e e e e e e e 300
7.1.10 FrONT PAN@l ..ottt 300
7.1.11 IP (Ethernet) and Local (Service) Interface..........cccevviiiiiiiiiiiiiiiiiciicccccee, 301
7.1.11.1 Access to the Stand-alone SWT 3000.........uuuiiiiiiieeiiiiiiiiiieeeee e e erieeee e e e e e 301
7.1.11.2 Access to the Integrated SWT 3000 (iISWT)..eeeouviieeriiiieeiiiiiee e eeiieeeeeiieee e 301

8 Interface CommaANd MOAUIE.............ooiiiiiiiiiiiie ettt e e et e e e e e e e et b e e e eaeeeesesatasaeaeeaeeaeaanes 303
8.1 GENETAl INFOIMATION. .. eiiiiiiiee e ettt e e e e e e et eeeeeeeeessattbbreeeeeeeeennnnsnnnns 304
8.1.1 Overview
8.1.2 Exclusively Analog Transmission Interface or Analog Secondary Path...........ccccceeeennn. 304
8.1.3 Exclusively Digital Transmission INterfaces......c.uueeeriiiiieeriiiieeeiiiiee e 304
8.1.4 DesCription Of OPEratioN.......uuviiiiieee e ettt e e e e e e e e e e e e e e e e e e e ssannraeeeeas 304
8.1.4.1 OVEBIVIEW ..ttt ettt ettt ettt e e ettt e e ettt e e e entb e e e e eaabe e e e enbbeeesannbeeesenaeeeennnns 304
8.1.4.2 CoONNECTION PrNCIPIE. coii ittt e e e e e 305
8.1.5 (€0 a1 i (0] 1 [T SRR PP PP PPPPTPPPPPUPPRRN 307
8.1.6 =TS 01 o T [T 307
8.1.6.1 OVEBIVIEW ..ttt ettt ettt ettt e e ettt e e ettt e e e entb e e e e eaate e e e enbbeeesansbeeesennneeeennnes 307
8.1.6.2 DI P Y S ettt e e e e e et e e e e e et eaeeeeas 307
8.1.7 Slot and Module IdeNTIIEN.......eiiieiee et 307
8.1.8 Signal Acquisition via Binary INPULS......coovurieiiiiiiee e 309
8.1.9 Signal Output from the IFC-D/IP MOdUIE.........ccoviiiiiiiiiiiiiiniieceec e 310
8.1.10 Signal Output from IFC-S Module
8.1.11 PiNout Of the IFC-X MOGUIE.......iiiiiiiiiiie et
8.2 Block Diagrams Of IFC MOAUIES........eiiiiiiiiieiiiiiee ettt et
8.2.1 IFC-D MOAUIB. ...ttt e e e ettt e e e e e e e e st aeeeeaeeeeeenssnnnsaeeeens
8.2.2 IFC-P MOAUIE. ..ttt e e
8.2.3 TFC-S IMOTUIB. .ttt ettt et

9 Digital Line EQUIPMENT......ooiiiiiiiiiiitiie ettt e e ettt e e ettt e e et e e s st eeesenees 317
9.1 OVBIVIBW e eeeeeeeeeieee ettt e e e e e ettt e e e e e e e s ettt et e eeaaaeeesasatssaeeeeeeeeaassssssssaeeaaeessannssssnneaeaeens 318

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 13

C53000-G6040-C615-3, Edition 09.2022



Table of Contents

10

11

12

13

14

14

9.2 Transmission Concept

9.3 T - T 0 PP PPP PP

9.4 INterface G703.7 (64 KDPS)..uviieiiiiiieeeiiiieeeeiiee e eeite e e ettt e e et e e e sitaeeeesnaaeeeeenesaaeessnaeaens 321
9.5 Interface G703.6 (2 MBPS HDB3)...uiiiiiiiieeeeiiiieeeiiieeeeeiiee e e ettt e e e vae e e e eiaaeeeeeaaeeeeersaaeeas 322
9.6 JUMIPEE SEELINGS. -ttt ettt ettt e e e ettt e e e e e e ettt e e e e e e e e s nebbeeeeeaeeeans 323
Copper Line EqUIPMENT MOAUIE.............ouiiiiiiiiieeee ettt e e e e e e et e e e e e e e e e eeaenanes 325
10.1 FUNCEION DESCIIPTION. ..ttiiiieeeeeeitiiie ettt e e e e ettt e e e e e e et et e e e eeeeeesnaarsasaeeeeeeessnsnnsaeeeens 326
10.1.1 OVBIVIEW ..t tttee e ettt e e e e e e ettt e e e e e e e e s ssataa et eeaeeeesasssssssaaaaaaeaesaanssssseeeaeeeeeannnssnnans 326
10.1.2 THE RECEIVE SECHION. ...ttt et e e 327
10.1.3 The TransSmMIit SECHION....cciiuiiiiiiiite e e 327
10.1.4 ALBIMN DISPIAYS. .ttt et et e et e et e st e et e e e aaaeeas 328
10.1.5 S CONTIO WiTBS. . i eeeiiiiieeee et e e e e ettt e e e e e e e ettt e e e e eeeeeatasaaaaaeaaeeesaannnnssaeeeaaaaaaans 329
10.1.6 Test Sockets

10.1.7 INNTDIE LIN@. ittt et
10.2 Connection of an External SWT 3000 to the PowerLink 50/100.........cccoccvveirniiiriininnneenn. 330
FIDEI OPLIC IMOAUIE. .....coiiiiiieee ettt e e e e e e e ettt bt e eeeeeeeeaannasaaaaaeaeeessannnnssaeeeaaeeaaannns 331
11.1 FIDEr-OPtIC MOGUIB. ...ttt e e e e e e ettt e e e e e e e e e nssnanaeeas 332
ALGrM MOAUIR. ..o ettt ettt et 335
121 OVEIVIBW ...ttt ettt ettt e et e e sttt e sttt e e et e e e e saneeeesanee 336
12.2 INPULS QN OULPULS...ceeeiieiiiiiiiiie ittt s e e e e e e e e eeeeeeeeeeeaaeaaaaeeeaeeeeseeeseessssnnnnes 337
12.2.1 2] (o Tl D= To | =14 4 OO PSP PPPPPURP 337
12.2.2 Binary Inputs

12.2.3 REIAY OUTPULS .« ettt ettt e e e ettt e e e e e e e sttt et e e e e e eeannnenneee 338
12.2.4 ViSURT INAICATION . ...eeiiiiiiiiie e 338
12.2.5 TEST SWITCN STttt e e e ettt e e e e e e et e et e eaeeeeesnttnsaaaeaeaeeaaanns 338
POV SUPPIY . ..ttt ettt e e e e ettt e e e e e e ettt et e e e e e e e ettt bttt e e e e e e eennnaattaaeeeeens
13.1 FUNCEIONAI DESCIIPTION . ceiiitieiiiiee ettt e e e et e e e e e e eeeeaeees
13.1.1 OVEBIVIBW. ..ttt ettt ettt ettt et e sat e et e st saaeeeniaeens
13.1.2 GENETAl DESCIIPTION. . ttiieeeeeeeiiiitt et e e ettt e e e e e e e ettt e e e e e e e e s snatbaaaeeeaeeesesnnssssaeens
13.1.3 D1 o122 UU S PPPRR
13.2 Connection of the POWET SUPPIY..cceiie i e
13.2.1 Pinout of the Connectors SV-1 and SV-2

13.2.2 Redundant POWET SUPPIY.....uuiiiiiiiieiiiite e e e
13.2.3 1] T o) e o F SO PPURPRRRIINE
Technical Data..........cccoovueeiniiiniiiiiieeecee

14.1 Command Input/Output...............

14.2 Terminals of IFC Modules

14.3 Transmission Line - Digital NETWOIKS........cciriiiiieiiiiie et 353
14.4 Transmission Line = FIDEr-OptiC......cceeiiiiiiiiiiiie et e et ee e e e e e 354
14.5 Transmission - ANAlOG NETWOIKS.....c...eciuiiiiiiiiiii ettt 356
14.6 COMMON SYSTEM DAta. ... ieeiiiiiiee ettt e e ettt e e e e eaai e eeee 358
14.7 ) [0 - £ LSS PUPRPROt 360
14.8 Electromagnetic Compatibility EMC.....cccoeiiiiiiiiiiiiee ettt 361

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



Table of Contents

14.9 AMDIENT CONAITIONS. ..tiiiiieeee ettt e et e e e e e e e ettt e e e e e e e s astsbareeeeeeesesnnnnssaaeeeas 362

A LY o] o110 T [ OSSO PP UPPT SRR 363

A1 ADDIEVIATION LIST...tiiiiiiieeeiiet ettt e e e et e e e e e eeeeeeeas 364

[T =) SO TRUUURUPPS 369
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 15

C53000-G6040-C615-3, Edition 09.2022



16

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



1 Safety Instructions

1.1 Scope of Delivery 18
1.2 Transport, Package, Storage 19
1.3 Incoming Inspection 20
1.4 Electrical Inspection 21
1.5 Electrostatic Sensitive Devices 23
1.6 Installation 25
1.7 Replacement 27
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 17

C53000-G6040-C615-3, Edition 09.2022



Safety Instructions

1.1 Scope of Delivery

1.1

18

Scope of Delivery

The equipment is delivered with:

®  The Product Information with a system description and instructions for installation, commissioning and
operation, decommissioning and disposal.

®  The corresponding software package (formerly delivered on DVD) is available for download on SIOS
(Siemens Industry Online Support) platform free of charge, a registration is required.

®  Test protocols are available for download under Energy Automation Testreports

Enter BF code of device to view the requested test protocol in pdf format. The installed firmware package
version loaded into the device can be seen in the protocol.

For further details, see the information that can be found in the manual.

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
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Safety Instructions
1.2 Transport, Package, Storage

1.2 Transport, Package, Storage

1.2.1  Unpacking the Device

NOTE

i 0

Devices are tested prior to delivery. The verification certificate is part of the device and can be called up
with the product.

Devices are packed on site in a way that meets the requirements.

< Check the packing for external transport damage. Damaged packing may indicate that the devices inside
have also a damage.

Unpack devices carefully; do not use force.
Visually check the devices to ensure that they are in perfect mechanical condition.
Check the enclosed accessories against the delivery note to make sure that everything is complete.

Keep the packing in case the devices must be stored or transported elsewhere.

SRR R S

Return damaged devices to the manufacturer, stating the defect. Use the original packaging or transport
packaging that meets the requirements.

1.2.2 Repacking the Device

< If you store devices after incoming inspection, pack them in suitable storage packaging.
< If devices are to be transported, pack them in transport packing.

< Putthe accessories supplied and the test certificate in the packing with the device.

1.2.3  Storing the Device

<~ Only store devices on which you have carried out an incoming inspection, thus ensuring that the
warranty remains valid. For incoming inspection refer to chapter Incoming inspection.

<~ The device must be stored in rooms, which are clean, dry, and dust-free. Devices or associated spare parts
must be stored at a temperature between —40° C and +70° C.

< Siemens recommends that you observe a restricted storage temperature range of +10° Cto +35° Cin
order to prevent the electrolytic capacitors used in the power supply from aging prematurely.

< If the device shall be stored for a long time, connect it every 2 years to an auxiliary voltage for 1 to 2
days. This will cause the electrolytic capacitors to form on the printed circuit board assemblies again.

< If devices must be shipped elsewhere, you can reuse their transport packaging. If using other packaging,
ensure that the transport requirements are met.
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Safety Instructions

1.3 Incoming Inspection

1.3

1.3.1

Incoming Inspection

Safety Notes

A DANGER

Danger during incoming inspection.

If you do not comply with the safety notes, this will result in death, severe injury, or considerable
material damage.

<>
<>

Comply with all given safety notes when carrying out the incoming inspection.

If you identify a defect during incoming inspection, do not correct it yourself. Repack the device and
return it to the manufacturer, stating the defect. Use the original packaging or transport packaging
that meets the requirements.

Siemens recommends that you check the device and the connectors which are not assembled.

Double Pole/Neutral Fusing

N —'

A

CAUTION

The fuse is used in the neutral of single-phase equipment either permanently connected or provided with a
non-reversible plug.

After operation of the fuse, parts of the equipment that remain energized might represent a hazard during
servicing.

If you do not comply with the safety notes, this will result in medium severe or slight injuries.

< Comply with all instruction in order to avoid moderate or minor injuries.

1.3.2

1.3.3

20

Performing a Follow-Up Inspection on a Device

< Visually check for external damage as soon as you have unpacked the devices; they must not show any

signs of dents or cracks.

Checking Rated Data and Functions

s

<>

Check the rated data and functions using the complete order designation/the product code. The Equip-
ment Manual contains all technical data and a description of the functions.

Check the information provided on the name plate too. The device features a product label sticker, which
contains the technical data.

Make sure that the rated data of the device properly matches the system data. You can find the necessary
information in the Equipment Manual.
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Safety Instructions
1.4 Electrical Inspection

1.4  Electrical Inspection

1.4.1 Device Protection

A DANGER

Danger when connecting the device.

If you do not comply with the safety notes, this will result in death, severe injury, or considerable
material damage.

<~ The device must be situated in the operating area for at least 2 hours before you connect it to the
power supply for the first time. This avoids condensation to occur in the device.

< Perform the electrical inspection (refer to 1.4.5 Performing the Electrical Inspection).

1.4.2 Grounding a Device

The device has to be connected to the protective earthing conductor of the cabinet prior to commissioning.

A CAUTION

The cross-section of the ground wire must be equal to or greater than the cross-section of any other control
conductor connected to the device. The cross-section of the ground wire must be at least 2.5 mm?
(AWG14).

The following consequences can occur if the cross-section of the ground wire is not properly
installed:

- The device can be damaged.

- Touching the device can cause a flashover and health damage if the device is not sufficiently
grounded.

- A faulty activation can occur by undefined states.

< The cross section of the ground wire and the laying of the wire must comply with the regulations
applicable for the place of installation.

Ground the device with solid low-resistance system grounding (cross-section = 4.0 mm?, grounding
area = M4).

1.4.3 Connecting the Device

<~ Connect all cables and lines. Use the connection diagrams stated in the Equipment Manual.

< Tighten the terminal screws.
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Safety Instructions

1.4 Electrical Inspection

1.4.4 Safety Notes

A DANGER

Danger during electrical inspection.

If you do not comply with the safety notes, this will result in death, severe injury, or considerable
material damage.

< Comply with all given safety notes when carrying out the electrical inspection.

< Note that hazardous voltages are present when you perform the electrical inspection.

< During the electrical inspection, check that the device becomes ready for operation once it has been
connected to the power supply.

A DANGER

Danger of over voltage.

To prevent the risk of possible over voltage

< The cable shield of the communication cable between Line Matching Unit (LMU, AKE) and the power
line carrier communication devices (PowerLink, PowerLink with iSWT or detached SWT 3000) must be
grounded on both ends.

< The grounding of the cable shield must be carried out on the LMU side itself and once again before
entering the station building or a ground connection within the building in which the PowerLink
devices or any other powerline carrier communication device are installed.

< The grounding must be carried out using a connection that cannot be detached without tools. The
grounding of the cable shields must not be removed until it is ensured that by closing the short circuit
switch on the LMU and attaching an additional grounding rod to the HV input, the LMU is voltage-free
and safely grounded.

1.4.5 Performing the Electrical Inspection

< Connect the power supply.

e

Activate the power supply.

< The device must have the normal operating state (process mode) if the configuration, connection, and
transmission have been set up successfully. The device must communicate with the PC. If not, disconnect
and check the installation of the device and the installation and configuration of the service program
PowerSys (refer to Chapter 4).

<{ If a defect of the device is suspected, please contact the Customer Support prior to a return to manufac-
turer. If the suspect for a defect is confirmed by Customer Support, pack the device and return it to the
manufacturer, stating the defect. Use transport packaging that meets the requirements.
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1.5 Electrostatic Sensitive Devices

NOTE

®

l This Manual is written for service and operation personnel in the high voltage power line environment.
All existing safety instructions in the environment of the user must be observed and only trained and
instructed personnel shall be allowed to work with the equipment.

A CAUTION

3
A

Electrostatic sensitive devices are protected against destruction by electrostatic charge with protective
structures at the inputs and outputs. In unfavorable cases, however, plastic floor coverings, non-conductive
work surfaces, or clothing containing artificial fibers can result in such high charges.

These charges can damage or even destroy the electrostatic sensitive devices despite the protective
networks mentioned. If a device is damaged, its reliability decreases drastically although the effects
of the damage are noticeable a long time before.

< Inorder to ensure that electrostatic charges are completely eliminated when working on the system,
comply with the following instructions in order to avoid moderate or minor damage:

< - Before carrying out any work on the system, ground yourself with a wrist strap.
< - When working on modules, always place them on a grounded conductive surface.

< - Transport modules only in suitable protective bags.

The following points must also be observed during installation:
®  Before installing the device, lay and connect the grounding wire to ground potential.
®  Connect the grounding wire immediately after installing the device or setting up the cabinet.

®  Use shoe grounding strips.

A DANGER

The device can be damaged if not installed in a locked room.

Death or severe injuries can occur if a foreign person has access to the equipment.

< Install the device in a locked room with admission for commissioning personnel and trained operating
personnel only.

NOTICE

The temperature in the room shall not exceed the temperatures specified in the operating rules.
The device can be damaged if it is not operated in accordance with regulations of the operation.

< Provide sufficient cooling or heating (for outside operation in cold areas or during cold times).
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1.5 Electrostatic Sensitive Devices

A WARNING

There is a risk of electrostatic discharge until the grounding wire has been connected, even if you are
wearing a wrist strap.

The grounding wire must not be disconnected until all work has been completed if you are disassem-
bling the system.

< If possible, do not touch the modules and wiring before the work has been completed.
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1.6 Installation

1.6.1  Preparing Installation

A DANGER

Danger due to live voltage when installing the plug-in modules.

If you do not comply with the safety advice, this will result in death or severe injuries.

< Install plug-in modules on the electrically deactivated device only.

A CAUTION

This equipment is suitable for mounting on concrete or other non-combustable surface only.

< In case the Powerlink System is mounted on a combustable surface, the use of the mounting kit
(7VR9656, Fire prevention kit) is obligatory.

A CAUTION

Exercise caution with laser beams of the optical plug-in modules.

The laser beams can damage your eyes. If you do not comply with the safety notes, this will result in
medium severe or slight injuries.

< Do not look directly into the optical fiber terminals of the active optical plug-in modules, not even with
optical devices.

< De-energize the device.

° NOTE

l Laser class 1 is adhered to in compliance with EN 60825-1 and EN 60825-2, in the case of < 62.5 ym/
125 pm optical fibers.

< Undo the fastening screw and remove the cover plate from the plug-in module position.

1.6.2 Power Supply

< Dangerous voltages are present within this power supply. Perform the installation/removal following the
safety notes.

A DANGER

Do not connect the redundant power supply while the equipment is powered.

If you do not comply with the safety notes, this will result in death, severe injury, or considerable
material damage.

< Make sure that the power is turned OFF before installing or removing the power supply.
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< If delivered separately, plug the power supply into the device without any modification.

1.6.3 Installation of Plug-In Module

Check the jumper settings prior to installation.
Remove the front plate from the device.
Push in the plug-in module on the inner guide as far as it is possible.

Then check for secure attachment of the connectors.

SR S

Mount and fasten the front plate of the device.

1.6.4 Completing Installation

< Set the jumpers of the module for operation mode.
< The device shall recognize the new plug-in module.

< Incase you installed a new module, configure the settings of the new module in PowerSys.

NOTE

°
l Only qualified electrical engineering personnel is authorized to reset the hardware parameters.
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1.7 Replacement

1.7.1  Preparing for Replacement

General Information

The device can be supplied as stand-alone device or installed in a cabinet together with other system compo-
nents. If the device is delivered in a cabinet, the entire cabling of the individually installed devices is installed
at the factory up to the connection terminals on the assembly board. In this case, the connection points for
the cabling can be found in the supplied documentation.

° NOTE
l The modules available for reordering are not preconfigured.
Laser Guide

A CAUTION

Exercise caution with laser beams of the optical plug-in modules.
If you do not comply with the safety notes, this will result in medium severe or slight injuries.

< Do not look directly into the optical fiber terminals of the active optical plug-in modules, not even with
optical devices. The laser beams can damage your eyes.

< De-energize the device.

NOTE

i 0

Laser class 1 is adhered to in compliance with EN 60825-1 and EN 60825-2, in the case of = 62.5 ym/
125 pm optical fibers.

NOTE

°®
l If you have not cabled the optical fiber plug-in modules, then seal the terminals with protective covers. This
prevents soiling of the terminals.

Replacement Description

A DANGER

Danger due to live voltage when replacing the plug-in modules.

If you do not comply with the safety notes, this will result in death or severe injuries.

< Install plug-in modules on the electrically deactivated device only.

< Remove the front plate from the device.
< Carefully pull out the plug-in module.
< Configure the jumper settings prior to installation.
< Pushin the new plug-in module on the inner guide as far as it is possible.
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< Connect the leads to the terminals.
<~ Then check for secure attachment of the connectors.

< Mount and fasten the front plate on the device.

1.7.2 Completing Replacement

< Set the jumpers of the module for operation mode.
< The device shall recognize the new plug-in module.

< Incase you installed a new module, configure the settings of the new module in PowerSys.

NOTE

°®
l Only qualified electrical engineering personnel is authorized to reset the hardware parameters.
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2.1 Device Description and Features

2.1

2.1.1

2.1.2

30

Device Description and Features

Overview

The network protection disconnects the faulty part of the system as quick as possible in a selective way. These
faults occurring in high-voltage systems are simultaneously stored in an event list. As a consequence of higher
power plant outputs and the increasingly close interconnection of high-voltage power systems, high demands
are placed on network protection systems in terms of reliability and availability. Therefore, network protection
systems with absolute selectivity need a reliable and fast transmission system for the transfer of information

between the stations.

The SWT 3000 for teleprotection signaling in analog and digital communication networks offers the
required maximum security and reliability together with the shortest command transmission time. The SWT
3000 (in release SWT 3000R3.5 or higher) replaces all earlier SWT 3000 releases.

The device can be used as a stand-alone unit or can also be integrated in the PowerLink Power Line Carrier

(PLC) system.

Combinations of analog and digital interfaces are possible in both cases. The analog interface is operated in
the Voice Frequency (VF) range. The digital interfaces can be configured for X.21, G703.1 (64 Kbps), G703.6

(2 Mbps) or fiber-optic connection.

Quick Overview of the Features

Table 2-1 Quick Overview of the Features

Feature
Number of commands

Digital Analog
Upto 16 [Upto4

Digital line interface

64 Kbps (X.21 or G703.1)
2 Mbps (G703.6 sym. 120 Q, G703.6 asym. 75 Q)

Ethernet line interface

100 Base-TX (electrical)
100 Base-FX (optical, short-range; 1310 nm)

Analog line interface

4-wire
2-wire

Fiber-optic interface

Long-range (single-mode, 1550 nm)
Short-range (single-mode, 1310 nm)
Short-range (multi-mode, 850 nm)

Transmission paths

Digital network
Direct connection to PDH/SDH multiplexer
Direct connection to Ethernet network (TPoP)

Fiber-optic cable
Power line carrier
Pilot cable

Integrated path protection (1 + 1)

Integration into PowerLink PLC system

Redundant power supply (hot standby)

'
X | X | X [X X X

Addressing for increased security

X | X | X | X
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Feature Digital  Analog

Impulse Noise Compression (INC) -

Configuration of SWT 3000 with a service PC (intuitive Windows-based user interface)

Software-upgrade via service PC (download)

Free programmable output allocation
Remote access to SWT 3000 devices via TCP/IP link
Remote access to SWT 3000 devices via inband RM-Channel

Real-time clock integrated and synchronizable from external sources (for example,
GPS, IRIG-B, and NTP) and via the transmission link

Event recorder (date stamped and time stamped) with guaranteed data storage when |x X
the power supply is switched off

X | X | X[ X | X|[X
X | X | X[ X|[X[X]|X

Remote readout of the event recorder X X
Easy upgrade from analog to digital and digital to analog X X
Simple Network Management Protocol (SNMP) agent for Network Management X X
System (NMS) integration

Coded tripping (CT) for up to 4 independent commands - X
IEC 61850 X X
Service channel option X -
Point to multipoint operation, T-scheme and O-scheme X -
Command Loop Test, transmission time measurement X X
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2.2 Applications for Transmission

2.2

2.2.1

2.2.2
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Applications for Transmission

Applications for Digital Transmission

2 Digital Line Interfaces (LID-1 and LID-2) are available through expansion of the Processing Unit (PU4) module
with the interface module to digital transmission paths, Digital Line Equipment (DLE).

The hardware interfaces X.21 (64 Kbps), G703.1 (64 Kbps), and G703.6 (2 Mbps HDB3-coded and balanced or
coaxial) are selectable on every LID, although only one can be used per LID.

The LID-1 can be operated alone or jointly with the LID-2 (multipath transmission). With multipath transmis-
sion, different line interfaces can be used for LID-1 and LID-2.

When using exclusively digital interfaces, up to 16 signal inputs can be transmitted transparently to the
distant station with operating mode 5D and can be routed to signal outputs there. 4 Interface Command
Modules IFC-P/D (for Binary 1/O) or one EN 100 interface (for GOOSE 1/0) are necessary for this application.

Applications for Analog and/or Digital Transmission

The SWT 3000 system is used for fast and reliable transmission of several commands for protection and special
switching functions in supply networks.

Protection functions Commands can be transmitted for the protection of two 3-phase
(Mode 1, Mode 2) systems (double system protection) or one 3-phase system (single
phase protection). High-voltage circuit breakers can be operated with
selective protection relays. This operation is designated as a permis-
sive protection system. Direct switch operation is also possible. This
operation is known as intertripping, transfer tripping, or direct trip-

ping.
4 commands with priority It is possible to transmit 4 individual commands. Several commands
(Mode 3) can be activated simultaneously. They are arranged according to
priority (input 1, 2, 3, and 4) and output one after the other.
Only one command active Only one of the signal inputs 1 to 3 can be active in this operating
(Mode 4) mode. Input 4 has priority and is treated independently of the states

of input 1 to 3. Therefore, if input 4 is active, the state of the other
inputs is insignificant. If more than one of the signal inputs 1 to 3 is
active and input 4 is inactive, an input error occurs. The guard tone
continues to be transmitted.

3 independent commands, 3iC 3 signal inputs are available in this operating mode.

(Mode 5A) On the transmit side, every possible combination of signal input is
assigned to one specific protection frequency. On the receive side,
each protection frequency can be assigned to one or more signal
outputs (1 to 4).

4 independent commands, 4iC 4 signal inputs are available in this operating mode.

(Mode 3a) On the transmit side, every possible combination of signal input is
assigned to a pair of protection frequencies. On the receive side, each
pair of protection frequencies is assigned to one or more signal
outputs. This function is only available with the coded tripping

feature.
2 plus 2 This mode offers the transmission of 2 double systems. One is trans-
(Mode 3b) mitted in the fast permissive underreach transfer trip (PUTT), the other

in the external trip initiation using the CT feature.
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16 independent commands When using digital interfaces exclusively, up to 16 independent
(Mode 5D) command inputs can be transmitted transparently to the distant
station with operating mode 5D and can be routed to commands
outputs there. 4 Interface Command Modules IFC-P/D (for Binary 1/0)
or one EN 100 interface (for GOOSE 1/0) are necessary for this applica-

tion.
8 Independent Commands, 8iC This operation mode is available for the transmission of eight inde-
(Mode 7a) pendent commands. Commands are always transmitted coded with
the application permissive or direct tripping (selectable per iSWT
device).

You can find information on assignment of the frequencies for the individual operating modes in the section
Protection Modes 2.7.1 Overview.

2.2.3 Combination of Analog and Digital Interfaces

Multipath transmission can also be configured in the SWT 3000 system by using the analog line interface (LIA)
and digital line interface (LID-1). This combination (like only analog or digital transmission) is possible for
stand-alone SWT 3000 units and for units integrated (iSWT) in the PowerLink PLC system.

You can find a detailed overview of the equipment combinations with the resulting applications in the
section 2.5.1 Analog Transmission Path.

2.2.4 Transmission Paths

The following transmission paths can be used depending on the nature of the supply networks:
®  High-voltage overhead lines

®  High-voltage cables

®  Aerial and (buried) underground cables

®  Radio relay routes

®  Digital networks (SDH/PDH)

®  Fiber-Optic Module (FOM)

®  Ethernet networks

It results in the following possible applications:

Table 2-2 Possible Applications of the SWT 3000

SWT 3000 stand-alone for analog path Digital alternate path

SWT 3000 stand-alone for digital path Analog or digital alternate
path

SWT 3000 integrated in PowerLink PLC unit analog Digital alternate path

SWT 3000 integrated in PowerLink PLC unit digital Analog alternate path

SWT 3000 stand-alone with connection via FOM Analog or digital alternate
path

SWT 3000 stand-alone with connection via FOM to the PowerLink Digital alternate path

SWT 3000 stand-alone with connection of the digital interface via FOM to a PDH |Analog or digital alternate

or SDH multiplexer path
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2.2 Applications for Transmission

2.2.5

2.2.5.1

2.2.5.2

Modes of Operation

Analog Mode Operation

F6 Modulation The principle of F6 modulation (Frequency-Shift Keying (FSK)) is applied with the
SWT 3000. Therefore, only one of the possible frequencies is ever transmitted.
This transmission method enables the available transmit power to be used to the
full.

Security The influence of burst interferences with amplitudes that can be greater than the
desired signal is suppressed. This suppression is achieved by limiting the ampli-
tude of the input signal with the largest possible bandwidth and then analyzing
the frequency with a small bandwidth. Burst interferences are generated, for
example, by lightning strike or by switching operations in high-voltage systems.
An optimum setting of the evaluation thresholds and the integration times
warrants maximum security against unwanted tripping and a high degree of reli-
ability at the same time. Protection commands are still transmitted in time
despite serious interference.

Coded Tripping (CT) The CT function is available for the analog line interface. The command codes
consist of 2 simultaneously transmitted trip frequencies (parallel coding).

Digital Mode Operation

General The digital line interfaces LID-1 and LID-2 are needed for transmitting the protec-
tion commands via a digital network. The data for the Remote Maintenance (RM)
and the Service Channel (SC) interfaces and the system-internal control informa-
tion are transmitted additionally.

Transmission concept Information is transmitted via the digital interface with the periodic transmission
of 4 message types with constant length.

The messages have the following priority among each other:
®  Tripping command information = priority 1

®  Service channel = priority 2

®  Remote maintenance = priority 3

®  System-internal control information = priority 4

Command transmission Each command message is transmitted 4 times with a hamming distance of 4.
The receiving end checks whether 3 identical command messages have been
received. The command is not valid until this check has been successfully carried

out.

i 0

NOTE

RM is also possible in an analog operation mode.

2.2.6

34

Features

The transmission features are as follows:
®  Frequency generation and evaluation by digital signal processor (DSP)

®  Full utilization of the available transmit power since only one of the possible frequencies is ever trans-
mitted

®  Burst interferences with greater amplitudes than the desired signal are largely suppressed
®  Noise analysis in the unused desired signaling circuits

® Analog and digital line interfaces
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®  Alternative paths possible by combination of analog and digital interfaces
®  Event memory (data retention > 20 years)
®  Possible remote readout of the event memory via RM

®  Configuration of the device with PC
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2.3

2.3.1

2.3.2

2.3.3

2.3.4
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Operating Modes with PLC Equipment

Overview

Power system protection signals can be transmitted over the high-voltage overhead line. These signals are
protected within the PLC equipment. For this purpose, the devices of the SWT 3000 system are connected to
special inputs and outputs of the PLC unit. If you are using a PowerLink system, the integration of SWT 3000 is
only possible in a PowerLink system with CSPi.

When using PLC equipment, several variants of teleprotection signaling are possible as described in the
following cases:

®  Single Purpose (SP) operation
®  Multi-Purpose (MP) operation
®  Alternate Multi-Purpose (AMP) operation

Single Purpose Operation

In this operating mode, the transmission band of the PowerLink is used exclusively for teleprotection
signaling. The greatest transmission distances are reachable in this mode with maximum security against
impulse noise and minimum signal transmission time.

The following equipment combinations are possible:
®  SWT 3000 remote with VF or optical connection to PowerLink

®  SWT 3000 integrated in PowerLink

Multi-Purpose Operation

In this operating mode, the teleprotection signals are simultaneously transmitted with voice and data signals.
The distribution of the available transmission power (between the services, which must be transmitted) results
in shorter transmission ranges. The command transmission times are the same as in single purpose operation.

The following equipment combinations are possible:
®  SWT 3000 remote with VF or optical connection to PowerLink

®  SWT 3000 integrated in the PowerLink

Alternate Multi-Purpose Operation

Normal operation In this operating mode, the transmission band is used for the transmission of
voice (F2) and data, or Data Pump (DP) as long as there is no protection case. In
the idle state, that is, the high-voltage system is operating the signals of all serv-
ices including the guard tone are transmitted simultaneously. The pilot of the PLC
system is used as the guard tone in this operating mode.

Protection mode While the protection command is being transmitted, the voice or DP transmission
is interrupted. This operating mode saves frequency space but results in shorter
transmission ranges and higher signal transmission times than with single
purpose or multi-purpose operation.

The following equipment combinations are possible:

®  SWT 3000 remote at short distance with VF coupling to PowerLink
Keep the connecting cable between SWT 3000 and PowerLink as short as possible.
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®  SWT 3000 remote with fiber-optic connection to the PowerLink or PowerLink IP

®  SWT 3000 integrated in PowerLink or PowerLink IP
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2.4 Equipment Versions

2.4  Equipment Versions

2.4.1 Overview

Equipment is available in broadband and narrow-band versions depending on the application.

2.4.2 Broadband Version

Application

This equipment version is intended for operation over all communication
paths (4-wire connection), preferably over PLC links. It offers a high level of
security against impulse interference and disturbance voltages.

Frequency space

In this equipment version, the desired frequencies are distributed over the
complete available frequency space. With PLC, transmission frequency
space in the 2.5-kHz or 4-kHz channel arrangement is required for each
operating direction.

With Carrier Frequency (CF), radio relay routes, and cable connections, an

ITU-T voice band from 0.3 kHz to 3.4 kHz is used for each operating direc-
tion.

VF cable connections

The following diagram shows a 4-wire connection over a VF cable. Broad-
band variants VF1, VF1_M5A, VF3_M5A, VF1_CT, and VF3_CT can be used.

SWT 3000 SWT 3000
VFx VFx

T ' R

R | T
Figure 2-1 SWT 3000 4-Wire Connection via VF Cable
VFx Frequency variants VF1, VF1_M5A, VF3_M5A, VF1_CT, and VF3_CT can be used
T Transmitter
R Receiver

PLC Connections

Variants VF1, VF1_M5A, VF3_M5A, VF1_CT, and VF3_CT are used with PowerLink PLC systems depending on
the assignment of the transmission band. For more information, refer to 2.8.1 Broadband Devices in the VF

Range [kHz].
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2.4.3 Narrow-Band Version

2.4 Equipment Versions

Application

Equipment in the narrow-band version can be operated on VF links and over CF
and radio relay routes. Security against impulse noise and disturbance voltages
is a little lower than with the broadband version.

Frequency space

The desired frequencies are closer together in this equipment version. As a
result up to 3 of the 4 possible channels (channel 1, 2, 3) can be operated
simultaneously within an ITU-T voice band of 3.1-kHz bandwidth (0.3 kHz to
3.4 kHz).

Multi-purpose

The use with PLC transmission is possible in multi-purpose operation. However,
a smaller range (transmit level distribution for all services) and less security
against interference must be expected compared with the broadband version.

Alternate multi-purpose

The use with PLC transmission is not possible in alternate multi-purpose opera-
tion.

Channel 4

Channel 4 can be used within a 4-kHz frequency space.
The position of channel 4 in the VF frequency band is defined for the following
operations:

®  Operation in the upper half of the transmission bands 2.67 kHz to 3.7 kHz
(voice band limitation 2.4 kHz with pilot 2.58 kHz)

®  Operation in the upper half of the transmission bands 2.1 kHz to 3.6 kHz
(voice band limitation 2.0 kHz with pilot 3.78 kHz)

In the second case, another four 50-Bd WT channels can be accommodated
between the voice band and the channel 4.

2.4.4 Applications for Narrow-Band Devices

4-Wire connection

The operation of several units in parallel at one connection is possible by using Narrow-Band (NB) devices.
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SWT 3000 SWT 3000
NB1 NB1
T | R
R - T
SWT 3000 SWT 3000
NB2 NB2
T R
R T
Figure 2-2 Parallel Connection of Several SWT 3000 Units at One Connection

2-Wire Connections

2-wire cable connections can be implemented with the narrow-band versions of the SWT 3000.

SWT 3000 SWT 3000
NB12 NB21
T - ' R
R T
Figure 2-3 Example of a 2-Wire Connection with Narrow-Band Versions
NBx Narrow-Band version

In this case, the receiver input of the SWT 3000 is connected parallel to the transmitter output. Since there is
only one wire pair available for the transmit and receive direction, use different frequencies.

The variants listed in the following table are provided for the 2-wire connections.
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Table 2-3 Narrow-Band Variants for VF 2-Wire Connections

2.4 Equipment Versions

Direction

Variant NB12

Transmit channel 1

Receive channel 2

Reverse direction

Variant NB21

Transmit channel 2

Receive channel 1

Direction

Variant NB13

Transmit channel 1

Receive channel 3

Reverse direction

Variant NB31

Transmit channel 3

Receive channel 1

Direction

Variant NB23

Transmit channel 2

Receive channel 3

Reverse direction

Variant NB32

Transmit channel 3

Receive channel 2
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2.5 Possible Ways of Using the SWT 3000

2.5 Possible Ways of Using the SWT 3000

2.5.1 Analog Transmission Path

SWT 3000 SWT 3000| a)
1 4
IFC |CLE CLE| IFC
SWT 3000 SWT 3000| b)
2 |EN10 = GLE GLE |EN10 =
SWT 3000 PowerLink PowerLink SWT 3000/ ¢)
% //I/
3 |[FNio c |CLE CSPi CSPi CLE| EN109—
SWT 3000 o PowerLink PowerLink o SWT 3000| d)
4 |[ENTO e FoO FoO CSPi CSPi FoO FoO ENO <
Figure 2-4 Examples Using Analog Transmission Path
CLE Copper line equipment module
CSPi Central signal processing unit
FO Fiber-optic module
a) 4-wire Link
b) 2-wire Link
C) Power line analog
d) Power line via fiber optic

Examples 1 and 2:

Pilot cable connections

For operation via pilot cable, 2 SWT 3000 devices can be linked directly through the analog interfaces (CLE).

Example 3:

Analog connection between SWT 3000 and PowerLink

The analog interfaces (CLE) between 2 SWT 3000 devices can also be a PLC link. Depending on the device
configuration, SWT 3000 can be used with PowerLink in alternate multi-purpose, simultaneous multi-purpose,
or single purpose mode.

Example 4:

Fiber-optic connections between SWT 3000 and PowerLink

A connection between an SWT 3000 and Siemens PowerLink PLC terminal can be realized via an integrated
fiber-optic module. In this case, an SWT 3000 stand-alone system provides the same advanced functionality as
the version integrated into PowerLink. Each PowerLink can be connected to 2 SWT 3000 devices via fiber-
optics.
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2.5 Possible Ways of Using the SWT 3000

2.5.2 Digital Transmission Path

SWT 3000 SWT 3000| a)
5 N0 SDH/PDH ENTO
e DLE DLE el
SWT 3000 SDI:llPDH SWT 3000| b)
6
DLE r DLE s
SWT 3000 FO Q FO SWT 3000| ¢)
7 0 ] ENTO
e DLE SDH/PDH DLE -
SWT 3000 FO a FO SWT 3000| d)
8 |ENTo ENTO
IFC DILE DILE IFC
SWT 3000 FO 0 FO SWT 3000| e)
% | [pee[Fo - © MUX |— SDHIPDH —{ mux | ——Q—{ Fo [ote| FYSE]
SWT 3000 DLE DLE SWT 3000] f)
10 o MUX |— SDH/PDH —| MUX O
N10| e FO FO EN10 e
Figure 2-5 Examples Using Digital Transmission Path
DLE Digital line equipment module
CSPi Central signal processing unit
PDH Plesiochronous digital hierarchy
SDH Synchronous digital hierarchy
MUX Multiplexer
a) Digital network
b) 2 routes via digital network
)] One path via fiber optic cable; second path via digital network
d) Fiber optic module integrated
e) One path via integrated fiber optic; second via fiber optic, MUX and digital network
f) Through digital network via MUX and fiber optic C37.94

Example 5:

SWT 3000 digital connections

The digital interface allows the transmission of the protection signals over a PDH or SDH network.

Example 6 and 7:

SWT 3000 digital connections

The digital interface allows the transmission of the protection signals over a PDH or SDH network.

Direct fiber-optic connection between 2 SWT 3000 devices

The SWT 3000 protection signaling incorporates an internal fiber-optic module for long-distance transmission.
The maximum distance between 2 SWT 3000 devices is < 150 km (depending on the optical attenuation).
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2.5 Possible Ways of Using the SWT 3000

Alternative transmission routes

SWT 3000 enables transmission of protection signals via 2 different routes. Both routes are constantly used. If
one route fails, the second route immediately takes over without any loss of time.

Example 8:

Direct fiber-optic connection between 2 SWT 3000 devices

The SWT 3000 protection signaling incorporates an internal fiber-optic module for long-distance transmission.

The maximum distance between 2 SWT 3000 devices is < 150 km (depending on the optical attenuation).

Example 9:

Alternative transmission routes

SWT 3000 enables transmission of protection signals via 2 different routes. Both routes are constantly used. If
one route fails, the second route immediately takes over without any loss of time.

Direct fiber-optic connection between 2 SWT 3000 devices

The SWT 3000 protection signaling incorporates an internal fiber-optic module for long-distance transmission.
The maximum distance between 2 SWT 3000 devices is < 150 km (depending on the optical attenuation).
Fiber-optic connection between SWT 3000 and a Multiplexer

A short-distance connection of up to 2 km between an SWT 3000 and a multiplexer can be realized via an inte-
grated C37.94 fiber-optic module.

Example 10:

2.5.3

44

Fiber-optic connection between SWT 3000 and a Multiplexer supporting IEEE C37.94

A short-distance connection of up to approx. 2 km between an SWT 3000 and a multiplexer that supports the
optical protocol IEEE C37.94 can be realized via an integrated fiber-optic module of specific type.

Analog and Digital Transmission Path

1" SWT 3000 DLE SDH/PDH DLE SWT 3000| a)
e e # e e
PowerLink PowerLink
12 SWT 3000 FO O—ro CSPi CSPi Fo O FO SWT 3000| b)
|DLE Fo | O MUX SDH/PDH FO DLE|
Figure 2-6 Examples for Using Analog and Digital Transmission Path
DLE Digital line equipment module
CLE Copper line equipment module
CSPi Central signal processing unit
PDH Plesiochronous digital hierarchy
SDH Synchronous digital hierarchy
MUX Multiplexer
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2.5 Possible Ways of Using the SWT 3000

a) One path via digital network; second path via 4-wire (or 2-wire)
b) One path via power line and fiber optic; second path via fiber optic and digital network
Example 11:

SWT 3000 digital connections

The digital interface allows the transmission of the protection signals over a PDH or SDH network.

Alternative transmission routes

SWT 3000 enables transmission of protection signals via 2 different routes. Both routes are constantly used. If
one route fails, the second route immediately takes over without any loss of time.

Example 12:

Fiber-optic connections between SWT 3000 and PowerLink

A connection between an SWT 3000 and Siemens PowerLink PLC terminal can be realized via an integrated
fiber-optic module. In this case, an SWT 3000 stand-alone system provides the same advanced functionality as
the version integrated into PowerLink. Each PowerLink can be connected to 2 SWT 3000 devices via fiber-
optics.

Alternative transmission routes

SWT 3000 enables transmission of protection signals via 2 different routes. Both routes are constantly used. If
one route fails, the second route immediately takes over without any loss of time.

Fiber-optic connection between SWT 3000 and a Multiplexer

A connection of up to 2 km between an SWT 3000 and a multiplexer can be realized via an integrated C37.94
fiber-optic module.

2.5.4 Integrated Into the PowerLink PLC System

13 PowerLink PowerLink| @)
ENT0Q
'W IFC IFC
PowerLink PowerLink b)
14 DLE DLE e
| SDH/PDH |
Figure 2-7 Examples of Integrated SWT 3000
a) Power line
b) One path via power line; second path via digital network.
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2.5 Possible Ways of Using the SWT 3000
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2.6 Monitoring

2.6  Monitoring

Overview

The monitoring functions of the device are as follows:

®  Operating voltage
All outgoing information (TX and command outputs) are blocked as long as the operating voltages of the
equipment are not within the specified ranges.

®  Switching command duration
If a switching command with a duration of > 500 ms is received, the command outputs are disabled and
an alarm is triggered. The switching command duration can be configured.

®  Guard tone failure alarm
If there is no valid command frequency present, a guard tone failure alarm is triggered after about 10 ms.

®  Signal to Noise (S/N) ratio
If the configured threshold of the SIN ratio is exceeded, a signal to noise alarm can be triggered. During
alternate multi-purpose operation the SIN supervision is not performed.

®  Transmit level monitoring
The level of the transmit amplifier is monitored.

®  Operating state
The operating state of the device is displayed on the front panel with differently colored LED.

®  Control contacts for external equipment
A floating make contact or break contact (alarm contact) is available at the device terminals for signaling
the following alarms:
—  Non-urgent alarm (NU-alarm, NUALR, or NDALR)
—  Receiver alarm (RXALR or EALR)
—  General alarm (GALR or GENALR)

®  Signaling modules IFC-S can be provided additionally as an option. With the aid of this module, any oper-
ation of the local circuit can be signaled externally via an auxiliary contact.

NOTE

1

Maximum 2 IFC-S modules are possible.

Measuring options

Decoupled measuring points at which the operating values can be monitored are arranged on the
modules for start-up and maintenance of the unit.

Input pulse suppression

In order to be accepted as an input signal, commands must be applied at the input for at least 1 ms. You
can increase this minimum time to 100 ms in steps of 1 ms. The input pulse suppression can be config-
ured.

Minimum transmission duration

Each command is transmitted for at least 15 ms. The minimum transmission time can be configured.
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2.7 Protection Modes

2.7

2.7.1

2.7.2
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Protection Modes

Overview

The SWT 3000 system has the following different protection operating modes:

®  Protection operating mode 1 (double system protection) for the analog and digital transmission interface.

The commands can be transmitted coded or uncoded with the application permissive or direct tripping
(selectable per SWT 3000 device).

®  Protection operating mode 2 (single phase protection) for the analog and digital interface.

The commands can be transmitted coded or uncoded with the application permissive or direct tripping
(selectable per SWT 3000 device).

®  Protection operating mode 3 (4 commands with priority) for the analog and digital interface.

The commands are transmitted uncoded with the application permissive or direct tripping (selectable per
SWT 3000 device).

®  Protection operating mode 3a (4 independent commands, 4iC) for the analog and digital transmission
interface.
Transmission of 4 independent commands. The commands are always transmitted coded with the appli-
cation permissive or direct tripping (selectable per SWT 3000 device).

®  Protection operating mode 3b (2 plus 2) for the analog and digital transmission interface.
This mode offers the transmission of mode 1 twice. 2 commands are transmitted in the fast permissive
underreach transfer trip, the other 2 are transmitted in the direct trip application and using the CT
feature.

®  Protection operating mode 4 (only one command active) for analog and digital transmission interfaces.

The commands can be transmitted coded or uncoded with the application permissive or direct tripping
(selectable per SWT 3000 device).

®  Protection operating mode 5A (3 independent commands) for analog and digital transmission interfaces.

The commands are transmitted uncoded with the application permissive or direct tripping (selectable per
SWT 3000 device).

®  Protection operating mode 5D (16 independent commands) only for operation with digital transmission
interfaces.

Unblocking Mode

The unblocking mode is a release procedure. Short circuits on overhead lines can cause a disturbance of PLC
links. In this case, in order to warrant the release of the permissive protection device, the unblocking impulse
(t, 1) is used.

If the signal to be transmitted does not reach the other line end, the receiver recognizes a fault and emits the
unblocking impulse. The reason for the unreached signal is because a short circuit on the line causes excessive
attenuation or reflection of the signal. The unblocking impulse is connected to the unblocking logic of the
protection relay. For Mode 1 and 2, the unblocking impulse is carried out via the interface module IFC-P/D
command output 4. For other Modes, it is carried out via alarm module RX alarm output. If there is a fault, the

unblocking logic of the protection device ensures the release (for t,,, = 10 ms to 300 ms).
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SWT 3000

IFC-x

SWT 3000

2.7 Protection Modes

hON
v

Figure 2-8

Principle of the Unblocking Mode

Rx Alarm —

IFC-x

Co4—p_[ 1_

t unoi= 10 ms to 300 ms

The unblocking function is activated when the time for the unblocking impulse is more than O ms (t,,, >0

ms).

2.7.3 Description of the Protection Operating Modes
2.7.31 Overview
The following abbreviations are used in the description of the modes.
Uncoded Frequencies to be transmitted in the uncoded mode:
® f,istheguard tone
e f_isthe frequency for clock synchronization
Coded Frequencies to be transmitted in the coded mode:
o fg is the guard tone
tinol Duration of the unblocking impulse:
® unblocking inactive whent . =0
® unblocking active when t,,, >0
BI[x] Binary input 1 to 4
CO[x] Command output 1 to 4
2.7.3.2 Mode 1 (Double System Protection)
Table 2-4 Logic Scheme for the Mode 1
Activated Input Transmis- Transmission Command Output in the Command Output in the
sion Coded Remote Station without Remote Station with
Uncoded Unblocking Unblocking
Tunbl. > 01)
All off fy fy - Cco3
BI1 f, fo+f, CO1 +CO3 Cco1
BI2 f, o+ 15 CO2 + CO4 Cco2
BI1 + BI2 f, fo+f, CO1+CO2 +CO3+C0O4 |CO1+CO2
BI3 x2 x2 - -
- - - Alarm signaling® Alarm signaling +
unblocking impulse at CO4
BI4¥ fy fy - Cco3
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Activated Input Transmis- Transmission Command Output inthe Command Output in the
sion Coded Remote Station without Remote Station with

Uncoded Unblocking Unblocking
Tunpt, > 0"

USYNC®) f f+1, - -

DIf an invalid frequency or code is received, or in case of guard tone alarm: If t
= Duration of the unblocking impulse)

. >0, output of the

unb
unblocking impulse (t,,,
2x = No reaction (does not trigger alarm)

3If an invalid frequency or code is received or in case of guard tone alarm

“With AMP operation (PLC connection), signal S6 is also activated through BI4 = on and voice transmission is
interrupted.

5)Clock synchronization (USYNC)

2.7.3.3 Mode 2 (Single Phase Protection)

Table 2-5 Logic Scheme for the Mode 2
Activated Input Transmission Transmission Command Outputin Command Output in
Uncoded Coded the Remote Station the Remote Station
without unblocking with Unblocking

T, > OV

All off fy f, Cco4 -

BI1 f, f.+f, Co1 CO1

BI2 f, f+ g co2 Co2

BI3 f, f+f, Cco3 Cco3

BI1 +BI2 or f, fo+f, CO1 +CO2 +CO3 CO1+CO2 +CO3

BI1 + BI3 or

BI2 + BI3 or

BI1 +BI2 +BI3

- - - Alarm signaling? Alarm signaling? +
unblocking impulse at
Co4

BI4? fy fy Co4 -

USYNC f £ +1, - -

DIf an invalid frequency or code is received, or in case of guard tone alarm: If t ,, >0, output of the

unblocking impulse (t,,,, = Duration of the unblocking impulse).

2If an invalid frequency or code is received or in case of guard tone alarm.

3n AMP operation (PLC connection), signal Sé is also activated (energized) through Bl4 = on and voice

transmission is interrupted.

2.7.34 Mode 3 (4 Commands with Priority)

NOTE

i @

For this mode, coded tripping is not available.

In Mode 3, if more than one of the command inputs BI1 to Bl4 is active, the command information is trans-
mitted alternately. The signal inputs also have different priorities (BI1 = Prio1, BI2 = Prio2, BI3 = Prio3, and Bl4
= Prio4). That is, if several signal inputs are active at the same time, the priority control determines the
sequence in which the commands are transmitted.
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2.7.3.5

2.7 Protection Modes

Table 2-6 Logic Scheme for the Mode 3
Activated Input Transmission Transmission Command Output Command Output
Uncoded Coded in the Remote in the Remote
Station without Station with
unblocking Unblocking

Tonpt, > 07

All off fy - - -

BI1 f, - Co1 CO1

BI2 f, - Cco2 Cco2

BI3 f, - Cco3 Cco3

Bl4 f, - Cco4 Co4

BI1 and/or f, andlor - CO1 andlor CO1 andlor

BI2 and/or f, andlor CO2 andlor CO2 and/or

BI3 and/or f, andlor CO3 andlor CO3 andlor

BI4 . CO4 alternating? CO4 alternating?

f, alternating

- - - Alarm signaling? Alarm signaling® +
unblocking impulse
at RXALR

USYNC fs - - -

DIf an invalid frequency or code is received, or in case of guard tone alarm: If t,,, >0, output of the

unblocking impulse (t,,, = Duration of the unblocking impulse). The unblocking impulse is distributed via

the RXALR output of the ALR board.

2If more than one input is active, command transmission is alternating. The priority control dictates the

sequence in which the command frequencies are transmitted. Setting the output extension to = 100 ms on

the receive side prevents the output relays releasing during alternating command transmission.

3If an invalid frequency or code is received or in case of guard tone alarm.

Mode 3a (4 Independent Commands, 4iC)

i @

NOTE

This mode is always transmitted in the coded tripping function.

Table 2-7 Logic Scheme for the Mode 3a

Activated Input Transmis- Transmission Coded @ Command Outputin Command Output in
sion the Remote Station” the Remote Station"
Uncoded without Unblocking  with Unblocking?

Tunbt, >0

All off - fg - -

BI1 - fo+1, Cco1 Cco1

BI2 - f,+f, Co2 Cco2

BI3 - f,+f, Cco3 Cco3

Bl4 - fo+f, Cco4 co4

BIT +BI2 - fo+ 1o CO1 +CO2 CO1 +CO2

BIT +BI3 - f,+f CO1+CO3 CO1+CO3

BI1 + Bl4 - fo+ 1, CO1 + CO4 CO1 + CO4
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2.7 Protection Modes

Activated Input Transmis- Transmission Coded = Command Outputin Command Output in
sion the Remote Station” the Remote Station™
Uncoded without Unblocking  with Unblocking?
Tunbl. >0
BI2 + BI3 - f+fg CO2 +CO3 CO2 +CO3
BI2 + BI4 - fy +fs CO2 +CO4 CO2 + CO4
BI3 + Bl4 - f,+fg CO3 + CO4 CO3 + CO4
BI1 + BI2 + BI3 - f,+fg CO1 +CO2 +CO3 CO1+CO2 +CO3
BI1 +BI2 +BI4 - fo+f, CO1+CO2 +CO4 CO1+CO2 + CO4
BI1 + BI3 + Bl4 - fo+f, CO1 +CO3 +CO4 CO1+ CO3 + CO4
BI2 + BI3 + Bl4 - f+f, CO2 + CO3 + CO4 CO2 + CO3 + CO4
BI1 +BI2 + BI3 + BI4 |- f,+1 CO1+CO2+CO3 + CO1+C0O2+CO3+CO
Co4 4
USYNC - fo+1, - -
- - - Alarm signaling® Alarm signaling +
unblocking impulse at
RXALR?

DIf output allocation 1:1 is adjusted.
2If an invalid frequency or code is received, or in case of guard tone alarm: If ., > 0, output of the

unblocking impulse (t

unbl.

the RXALR output of the ALR board.

3If an invalid frequency or code is received or in case of guard tone alarm.

= Duration of the unblocking impulse). The unblocking impulse is distributed via

i 0

NOTE

In device configurations with EN100 and IFC (Mixed mode) the first input ports are always allocated to the

pre-configured EN10

0 channels.

The remaining input ports (depending on the number of assigned EN100 channels) are allocated to the
input ports of IFC module in ascending order, IFC-1/IN1, IFC-1/IN2, etc.

2.7.3.6

52

Mode 3b (2 plus 2)

The commands 1, 2 and 1+2 are permissive tripping commands, which are always transmitted uncoded. The
commands 3, 4 and any combination with commands 3, 4 (e.g. 1+2+3+4) are direct tripping commands,

which are always transmitted coded.
The transmission time of direct tripping command is approx. 5 ms longer than permissive tripping command
in order to increase transmission security.
The mode 3b has been enhanced with the setting for fast transmission of permissive commands.

Table 2-8 Logic Scheme for the Mode 3b
Activated Input Transmission Transmission Command Output Command Output
Uncoded Coded in the Remote in the Remote
Station without Station with
Unblocking Unblocking
Tuan. > 01)

All off fy - - -

BI1 f, - CO1 CO1

BI2 f, - Cco2 Cco2

BI1 +BI2 fy - CO1+CO2 CO1+CO2
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Transmission

Activated Input

Transmission

Command Output

2.7 Protection Modes

Command Output

Uncoded Coded in the Remote in the Remote
Station without Station with
Unblocking Unblocking
Tunpl, > 07
BI3 - fo+1, Cco3 Cco3
BI4 - f+f, CO4 CO4
BI3 + Bl4 - fo+fg CO3 + CO4 CO3 + CO4
BI1 + BI3 - f,+f, CO1+CO3 CO1+CO3
BI1 + Bl4 - f,+fg CO1+CO4 CO1 + CO4
BI1 + BI3 + Bl4 - f,+fg CO1+CO3+C0O4 |CO1+CO3+CO4
BI1 + BI2 + BI3 - £+, CO1+CO2+(CO3 CO1+CO2+(CO3
BI2 + BI3 - f,+1, CO2 +CO3 CO2 +CO3
BI2 + Bl4 - f,+fg CO2 + CO4 CO2 + CO4
BI2 + BI3 + Bl4 - f,+fg CO2 +CO3+C0O4 |CO2+CO3+CO4
BI1 + BI2 + Bl4 - fo+1, CO1T+CO2+C0O4 |CO1+CO2+CO4
BI1 +BI2 + BI3 + BI4 |- fo+f CO1+CO2+CO3+ [COT+CO2+CO3+
Cco4 Cco4
USYNC - f +f, - -
- - - Alarm signaling? Alarm signaling +
unblocking impulse
at RXALR!

unblocking impulse (t,, .,
the RXALR output of the ALR board.

DIf an invalid frequency or code is received, or in case of guard tone alarm: If t ., >0, output of the
= Duration of the unblocking impulse). The unblocking impulse is distributed via

2If an invalid frequency or code is received or in case of guard tone alarm.

Command Duration of Mode 3b

The single command applied at the device input is transmitted for at least 15 ms or 20 ms. The next command
is then transmitted, or the same command is continuously transmitted if no other command input active.

If next command input is active at same time or within the time interval of 2 ms, the transmit signal is shifted
to the frequency corresponding to this input combination. Otherwise, the next command will be transmitted

after minimal transmission duration.

ao @

BI1 BM | Bl |
2 1) an
BI2 BI2 | BI2 |
20ms > 20ms 20ms »< 20ms
fg
SZLTE P 2m
BO1 | BO1 | | BO1 |
BO2 | BOZ2 | \ BO2
Figure 2-9 Permissive Command 1+2 Transmission
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Table 2-9

Command Transmission Timeline Description

Timeline Description

t1 BI1 active, start transmission of command 1.

t2 BI2 active within time interval 2 ms, switch to transmit command combination of 1+2,
BO1+2 active after command transmission time.

t3 Transmission duration time-out, BO1+2 inactive after command transmission time.

t4 BI1 active, start transmission of command 1.

t5 BI2 active after time interval 2 ms, continue transmission of command 1.

t6 Transmission duration time-out, switch to transmit command 2, BO1 inactive after
command transmission time.

t7 Transmission duration time-out, BO2 inactive after command transmission time,
switch to transmit guard command.

It is possible to enable fast transmission of permissive command with additional setting in PowerSys as below:

"BI1+2 interrupt single command BI1 or BI2 without delay” is enabled. Permissive command 1 or 2 trans-
mission can switch to input combination 1+2 without waiting for minimal transmission duration time-
out.

Transmission duration for permissive command is set to 20 ms. Permissive command is transmitted for at
least 20 ms.

Pulse suppression for permissive command is set to 0 ms. Permissive command input is accepted without
additional delay by suppression timer.

Bl1

@

()

Bl1

@

BI2

)

@

BI2

15ms

15ms

15ms

fg

BO1

BO1

BO2

BO2

Figure 2-10

Table 2-10

Fast Transmission of Permissive Command 1+2

Fast Command Transmission Timeline Description

Timeline Description

t1 BI1 active, start transmission of command 1.

t2 BI2 active within time interval 2 ms, switch to transmit command combination of 1+2,
BO1+2 active after command transmission time.

t3 Transmission duration time-out, BO1+2 inactive after command transmission time.

t4 BI1 active, start transmission of command 1, BO1 active after command transmission
time.

t5 BI2 active after time interval 2 ms, switch to transmit command combination of 1+2,
BO2 active after command transmission time.
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Timeline Description

t6 Transmission duration time-out, switch to transmit command 2, BO1 inactive after
command transmission time.
t7 BI2 inactive, switch to transmit guard command, BO2 inactive after command transmis-
sion time.
2.7.3.7 Mode 4 (Only One Command Active)
Table 2-11 Logic Scheme for the Mode 4
Activated Input Transmission Transmission Command Output Command Output
Uncoded Coded in the Remote in the Remote
Station without Station with
Unblocking Unblocking
Tinp, > 0"
All off fy fy - -
BI f, f+f, Co1 Co1
BI2 f, f,+f, co2 co2
BI3 f, f,+f, Cco3 Cco3
BI4 f, f+f, CO4 CO4
BI1 + BI2 or f 2 f2 - -
BI1 + BI3 or
BI2 + BI3 or
BI1 + BI2 + BI3
Bl4 + BIx f, fo+f, co4 co4
- - - Alarm signaling® Alarm signaling® +
unblocking impulse
at RXALR
USYNC f fo+1, - -
YIf an invalid frequency or code is received, or in case of guard tone alarm: If t, > 0, output of the
unblocking impulse (t,,, = Duration of the unblocking impulse) The unblocking pulse is distributed via the
RXALR output (ALR1-3 resp. ALR2-3 contact if activated in the ALR configuration).
Alnput error. If more than one input is activated fy is transmitted.
3f an invalid frequency or code is received, or in case of guard tone alarm.
Explanation

The PU4 checks the state of input signals BI1 to Bl4 from the protection device for plausibility. Only 1 of the
signal inputs BI1 to BI3 can be active. If more than 1 of the signal inputs BI1 to BI3 is active and Bl4 is inactive,
an input error occurs (prohibited input combination).

Bl4 has priority and is treated independently of the states of BI1 to BI3. That is, if BI4 is active, the state of BI1
to BI3 is not significant. If BI4 is active, the frequency f4 is transmitted regardless of the state of BI1 to BI3.

The guard tone (f ) is transmitted in the case of an input error and an entry is generated in the event memory

with specification of the prohibited input combination. The unblocking function can be activated for Mode 4
in the same way as with the other operating modes.

2.7.3.8 Mode 5A (3 Independent Commands)

NOTE

®
l For this mode, coded tripping is not available.
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2.7 Protection Modes

3 signal inputs are available for the operating mode 3 independent commands. 9 frequencies are needed for
transmitting 3 independent commands via the analog line interface.
At the transmit end, every possible combination of signal inputs BI1 to BI3 is permanently assigned to a
protection frequency.

At the receive end, every protection frequency can be assigned to one or more signal outputs (CO1 to CO4).

2.7.3.9

Table 2-12 Logic Scheme for the Mode 5A
Activated Input Transmission Transmission Command Output Command Output
Uncoded Coded in the Remote in the Remote
Station” without  Station" with
Unblocking Unblocking
Tunbl. > 02)
All off fy - - -
BI1 f, - CO1 CO1
BI2 f, - Co2 Cco2
BI3 fg - CO3 COo3
BI1 +BI2 f, - CO1+CO2 CO1+CO2
BI1 + BI3 fg - CO1 + CO3 CO1 +CO3
BI2 + BI3 fe - CO2 +CO3 CO2 +CO3
BI1 + BI2 + BI3 f - CO1+CO2+CO3 CO1+CO2+CO3
USYNC f - - -
- - - Alarm signaling® Alarm signaling? +
unblocking impulse
at RXALR

DIf output allocation 1:1 is adjusted.

2If an invalid frequency or code is received, or in case of guard tone alarm: If t,,, > 0, output of the
unblocking impulse (t,,,, = Duration of the unblocking impulse). The unblocking impulse is distributed via
the RXALR output of the ALR board.

3If an invalid frequency or code is received, or in case of guard tone alarm.

Mode 5D (Only for Digital Transmission Paths)

When using digital interfaces exclusively, up to 16 independent command inputs can be transmitted transpar-
ently to the distant station with operating mode 5D and can be routed to commands outputs there. 4 Interface
Command Modules IFC-PID (for Binary 1/0) or one EN 100 interface (for GOOSE 1/0) are necessary for this
application.

The default program setting is 1:1 transparent. That is BI1 = CO1, BI2 =CO2 ... BI16 = COC16

i 0

NOTE

In device configurations with EN100 and IFC (mixed mode) the first input ports are always allocated to the
pre-configured EN100 channels. The remaining input ports (depending on the number of assigned EN100
channels) are allocated to the input ports of IFC module in ascending order, IFC-1/IN1, IFC-1/IN2, etc.

2.7.3.10

56

Mode 7a (8 Independent Commands, 8iC)

This operation mode is only in combination with PowerLink IP available.

It allows the transmission of eight independent commands. Commands are always transmitted coded with the
application permissive or direct tripping (selectable per device). There are 255 command combinations. Every
possible combination of signal input is assigned to a protection frequency and are defined as code number
(Cxxx) in below table:
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2.7 Protection Modes

Table 2-13 Code number definition for all signal inputs
code no. BI8 BI7 BI6 BI5S Bl4 BI3 BI2 BI1
1 - - - - - - - X
c2 - - - - - - X -
c3 - - - - - - X X
c4 - - - - - X - -
C254 X X X X X X X -
€255 X X X X X X X X
C256 USYNC
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2.8 Frequency Overview

2.8 Frequency Overview

2.8.1 Broadband Devices in the VF Range [kHz]

Table 2-14 Command Frequencies of Broadband Devices

Command Frequency VF1 VF1_M5A VF3_M5A
Guard tone fg 2.615 2.615 3.810
USYNC fS” 1.920 0.365 0.444

f, 1.700 1.920 2.000

f, 1.475 1.700 1.780

fy 0.810 1.475 1.555

f, 1.030 1.250 1.335

fo - 1.030 1.110

fe - 0.810 0.890

f, - 0.585 0.665
DFrequency f is used for clock synchronization (master-slave) between 2 SWT 3000 units and is transmitted
from the master to the slave unit once every 24 h at a configurable hour.

Table 2-15 Coded Tripping Variants in the VF Range

Command Frequency Ve VF3_CT
Guard tone f; 2.615 3.810
USYNC f.D 1.920 2.000
f, 1.700 1.780
f, 1.475 1.555
fy 1.250 1.335
f, 1.030 1.110
fe 0.810 0.890
fe 0.585 0.665
f, 0.365 0.444
DFrequency f. is used for clock synchronization (master-slave) between 2 SWT 3000 units and is transmitted
from the master to the slave unit once every 24 h at a configurable hour.

2.8.2 Narrow-Band Devices in the VF Range [kHz]

Table 2-16 Command Frequencies of Narrow-Band Devices

Command Frequency NB Ch1 NB Ch2 NB Ch3 NB Ch4
Guard tone f, 1.263 2.274 3.284 3.789
USYNC fS” 1.137 2.147 3.158 3.663
f, 1.011 2.021 3.032 3.537
f, 0.884 1.895 2.905 3.411
fy 0.758 1.768 2.779 3.284
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Command Frequency

NB Ch1
0.632

2.

NB Ch3
2.653

8 Frequency Overview

NB Ch4
3.158

DFrequency f is used for clock synchronization (master-slave) between 2 SWT 3000 units and is transmitted
from the master to the slave once every 24 h at a configurable hour.

The parameters in the following table can be set for narrow-band devices for a 2-wire operation.

Table 2-17 Narrow-Band Versions for VF 2-Wire Connections

Variant NB Ch12 Transmit channel 1 Receive channel 2
Variant NB Ch21 Transmit channel 2 Receive channel 1
Variant NB Ch13 Transmit channel 1 Receive channel 3
Variant NB Ch31 Transmit channel 3 Receive channel 1
Variant NB Ch23 Transmit channel 2 Receive channel 3
Variant NB Ch32 Transmit channel 3 Receive channel 2

NOTE

i 0

For integrated SWT 3000 (iSWT) in PowerLink only Narrow-Band Variant NB Ch1 (NB1) is applicable with
single purpose and multi-purpose operation.

The use of Narrow-Band variants with PLC transmission in alternate multi-purpose operation is not possible.
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2.8.3 Frequency Diagram for Broadband and Narrow-Band Devices

3 f4 f2 f1 fs fg
A A A A A
VF1
Mode 1to 4
L
0.81 1.03 1.48 170 1.92 261
fs f7 6 5 4 3 f2 fl fg
A A A A A A A A
VF1_M5A
Mode 5A
L
0.365 0.56 0.81 1.03 125 1.475 170 1.92 261
fs 7 f6 5 f4 f3 f2 f1 fg
A A A A A A A A
VF3_M5A
Mode 5A
L
0.44 0.67 0.89 1.1 1.34 1.56 178  2.00 3.81
f7 f6 5 f4 3 f2 f1 fs fg
A A A A A A A A
VF1_CT
>
0.365 0.56 0.81 1.03 125 1.475 170 1.92 261
7 6 5 4 f3 f2 f1 fs fg
A A A A A A A A
VF3_CT
>
044 0867 0.89 1.1 1.34 1.56 178 2.00 3.81
A NB Ch1 A A NB Ch2 A A NB Ch3 A
NB Ch1 to Ch3
Mode 1to 4
0.63 1.26 1.64 227 265 3.28
A NB Ch4 A
NB Ch4
Mode 1to 4
L
3.16 3.79
Figure 2-11 Frequency Diagram for Broadband and Narrow-Band Devices
fg Guard tone
fs Clock synchronization
Mode 5A Operating mode 5A
VFx_CT Frequencies for coded tripping used for operating mode 1, 2, 3a, 3b, and 4

NB Ch1 - Ch3 Narrow-band channels 1 to 3
Mode 1-4  Operating modes 1 to 4

2.8.4 Command Duration for Single-Purpose Operation

2.8.4.1 Mode 1, Mode 2, Mode 3a, Mode 3b, Mode 4, Mode 5A, Mode 7a

In these modes, a signal applied to the device input is transmitted as long as the input circuit is activated. If
another input signal is received while one is still applying, the transmit signal is shifted to the frequency corre-
sponding to this input combination. The signal output at the receive side can optionally be interrupted at the
receiver output after 500 ms.
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2.8.4.2

2.8.5

2.8 Frequency Overview

If the output relay must be activated for a minimum time on reception of a command, an increase in the
command output time can be set. The increase in the command output time can be set in steps of 5 ms up to
maximum 2000 ms.

4 Commands with Priority Mode 3

In this mode, any command applied at the device input is transmitted for 20 ms or for the time set in time slot.
The next command is then transmitted or the same command is transmitted again (only if there is no other
command active at the inputs) depending on the priority. The command output can optionally be extended at
the receiver output in steps of 5 ms to maximum 2000 ms. To avoid that the output relays drops a prolonga-
tion time = 100 ms must be set. This extension makes it possible to transmit commands from all input combi-
nations depending on priority.

Command Duration for Alternate Multi-Purpose Operation

The command duration for SWT 3000 is automatically adjusted to a default value of 1000 ms. Inputs can be
activated for a longer time but the transmission of the signal is limited to 1000 ms. The transmission of the
commands is switched off due to the limited command duration even though the command is active at the
input of the device.
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2.9 Fiber-Optic Connection

2.9

2.9.1

2.9.2

Fiber-Optic Connection

Overview

With the integrated Fiber-Optic Modules (FOM), it is possible to connect an SWT 3000 to the PowerLink PLC
system or a multiplexer via fiber-optic cables. The communication of 2 SWT 3000 units via fiber-optic cables is
also possible. A distance of up to 150 km can be covered.

2 fiber-optic modules (FOM-1 and FOM-2) for the main and alternate path can be integrated into the SWT
3000 system.

Alternatively, the Copper Line Equipment (CLE) module for the wired analog transmission can be inserted at
slot FOM-1.

With the fiber-optic modules, the following cases of operation can be carried out:
®  Connection to the PowerLink PLC system
®  (Connection to a multiplexer

®  Direct connection via fiber-optic

Connection to the PowerLink PLC System

SWT 3000 PowerLink
Slot PU4 Slot FOx Slot PU4
PU4 FOM FOM CSPi
<2km
[
g E o) E B

Al

> g o r

Figure 2-12 Connection of the SWT 3000 via Fiber-Optic Cable to the PowerLink

The SWT 3000 is connected via fiber-optic cables (for each transmission direction one fiber) to the PowerLink.
The functional performance of the SWT 3000 is like an integrated SWT 3000 (iSWT). That is, all possible
variants with iSWT can be carried out with the stand-alone SWT 3000 via fiber-optic cables. The programming
of the SWT 3000 in this case is only possible via PowerLink and the service program PowerSys. In the
PowerLink system, 2 SWT 3000 can be connected via fiber-optic cables (iSWT-1 and iSWT-2). The fiber-optic
modules in Power Link are installed in the slots of the PU4.

i 0

NOTE

In order to integrate an SWT 3000 with PU4 into the PowerLink system, a PowerLink with CSPi (release
3.5.xxx) is necessary.
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The main transmission path of the SWT 3000 via Fiber-Optic cable is the PLC connection of the PowerLink via
high-voltage line.

You can connect a digital alternative path of the SWT 3000 as follows:
®  Direct electrical connection to the remote SWT 3000 device

®  QOptical connection via a second FOM
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2.9.3

2.9 Fiber-Optic Connection

The S6 pilot wire for the switchover in the Alternate Multi-Purpose (AMP) operation is transmitted from the

FOM to PowerLink.

Fiber-optic module Small Form-factor Pluggable (SFP) module

Fiber type Multi-mode with modules using 850-nm wavelength, single-mode with modules
using 1300-nm wavelength

Wavelength 850 nm or 1300 nm

Optical connector LC-connector

Range Up to 2 km at 850 nm (depending on the attenuation of the fiber)
No minimum attenuation limit for 1300 nm

2 x LED Tx-Alarm and Rx-Alarm (RX + F6UE-Alarm)

Connection to a Multiplexer supporting IEEE C37.94 Protocol

The functionality of C37.94 for SWT 3000 supports only the standalone device.
The SWT 3000 is operating via optical fiber with multiplexer or data converter that supports IEEE C37.94. For

each transmission direction,

a separate fiber is necessary.

SWT3000 SWT3000
Slot-PU4 Slot-FOx Slot-FOx Slot-PU4
PU4 FOM_C37.94 ) FOM_C37.94 PU4
Higher
Order
= Connection .
@ E E [}
RS422| | © o | |RS422
g g
3 0 o S
Figure 2-13 ~ SWT 3000 Configuration with C37.94
Table 2-18 Specification of the Fiber-Optic Module FOS-3
Fiber type Multi-mode with modules using 850 nm-wavelength
Wavelength 850 nm

Optical connector

LC connector

i @

Range Approx. 2 km at 850 nm (depending on the fiber used)

2 x LED TX and RX-Alarm

Clock FOM_C37.94 is DTE (for test purpose, a switchover to DCE is possible)
NOTE

1. Both SWT 3000 must ha
same data rate).

ve the same FOM C37.94 module and the same configuration (that means the

2. FOM C37.94 can be used as primary or secondary path and in any combination with other digital or
analog interfaces on another path.
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2.9 Fiber-Optic Connection

A

CAUTION

Exercise caution with laser beams of the optical plug-in modules.

The laser beams can damage your eyes. If you do not comply with the safety notes, this will result in
medium severe or slight injuries.

< Do not look directly into the optical fiber terminals of the active optical plug-in modules, not even with
optical devices.

i 0

NOTE

Laser class 1 is adhered to in compliance with EN 60825-1 and EN 60825-2, in the case of <62.5 pm/
125 pm optical fibers.

294

Direct Connection via Fiber-Optic Cable

SWT 3000 SWT 3000

Slot PU4 Slot FOx Slot FOx Slot PU4
PU4 FOM FOM PU4

<150 km

RS422 RS422

DLE DLE

Converter
I
|
Converter

Figure 2-14  Connection of the SWT 3000 via fiber-optic cable to another SWT 3000

2 SWT 3000 are directly connected via fiber-optic cable. The transmission is carried out with 64 Kbps or
2 Mbps.

Table 2-19 Specification of the Fiber-Optic Modules

i 0

Fiber-optic module SFP module
Fiber type single-mode
Wavelength 1300 nm or 1500 nm
Optical connector LC-connector
Range Depending on SFP module, optical attenuation, and bit rate
2 X LED Tx-Alarm and Rx-Alarm (RX + F6UE-Alarm)
Bit rate 64 Kbps or 2 Mbps
Clock DTE or DCE adjustable
NOTE

For long-distance SFP configuration, for example direct FO connection with 64 Kbps or 2 Mbps, a loss of
signal alarm (LOS) is not evaluated by FOM module. There is no LED indication in FOM module for fiber-
optic connection error. The Rx alarm is only indicated via LID-1/2 LED on PU4 module.
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2.10 Remote Monitoring, Service Channel, and IP Network

2.10 Remote Monitoring, Service Channel, and IP Network
2.10.1 RM with Analog Interface
The Remote Monitoring (RM) function offers the option of accessing equipment data at the SWT 3000 via a
USB connection with the service PC. With RM, it is possible to transmit equipment data between the terminals
of one or more transmission routes. Transmission is possible in both directions.
Station 1 Station 2
S S 5 Lo eRe |
Master | RM | Slave :
SWT 3000 < > SWT 3000 i
| | |
| | i
Syo| RM al| | ' la| RM m| |
718| address 1|31 I 8] address2 |9 |
- - - - " L. - -
PowerSys
Figure 2-15 ~ RM Communication between Connected SWT 3000 Units
o Protection signal transmission path
USB Local interface
SSB Remote monitoring interface
RM Inband RM-Channel
I 4-wire link
The SWT 3000 unit in station 1 can read out the event memory of the SWT 3000 unit in station 2, if an RM is
adjusted via PowerSys with a service PC.
For this purpose, the units are assigned an RM address and a master-slave connection must be configured.
RM communication over several transmission routes is also possible by connecting 2 units via the remote
monitoring interface (SSB).
_ Statont _ _ ~oooftion2 _ . _Station3 _ _ _ _
SWT3000 |4 RM ; [SWT3000 SWT3000 | . RM | [SWT3000
[an] | .
address 1 | | :_ address 2 U’X"’ address 3 | ! | |address 4 » 2><;
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA ] o - - — — ...
PowerSys
Figure 2-16 Communication over 2 SWT 3000 Connection Routes
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2.10 Remote Monitoring, Service Channel, and IP Network

2.10.2

2.10.3

© Protection signal transmission path
UsB Local interface

SSB Remote monitoring interface

RM Inband RM-Channel

RM signaling can only be transmitted at 50 Bd via the analog interface. In this case, the guard tone frequency
is used for transmitting the RM data.

Therefore you must observe the following points:

®  RM only works when the guard tone is transmitted.

®  Every command tone interrupts the RM transmission.

®  RM operation is not possible with continuous signaling.

®  Maximum number of addressable stations is 249

RM with Digital Interface

RM signals can be transmitted via digital line interfaces LID-1 and LID-2 at 50 Bd or 300 Bd.

RM signaling is at 300 Bd with all digital operations. In mixed analog/digital operation, transmission is at 50
Bd.

Service Channel

The Service Channel (SC) is a transparent data transmission channel with the format 9600 bps, 8 data bits, 1
start bit, 1 stop bit, and no parity. The data transmission channel is only available when using a digital line
interface (LID-1 and LID-2). It is available to the user as an asynchronous serial RS232 interface. The SC is elec-
trically connected via the PU4 line connector. Transmission is always carried out via the active digital line inter-
face.

i 0

NOTE

The service channel in digital line interfaces is not supported in release P3.5.180 or higher. It is possible to
recover SC function by downgrade DLEFPGA to former release via Memtool. The firmware image is located
at latest PowerSys Px.y.zzz > Firmware > Package_zzz.cab > Pu4DleFpga_v00_01_32.jnk.

2.10.4

66

IP Interface to SWT 3000

The SWT 3000 takes advantage of the latest technology to simplify operation and improve reliability. Using
standard TCP/IP network protocols, administrators can easily access each SWT 3000 device from anywhere via
the intranet. The system can interface with your own network security system and firewall providing you with
the exact level of security your company requires.

With easy authorized access to the SWT 3000 from almost anywhere, users can now:
®  Perform remote maintenance operations
® Read the event recorder from any location

®  Monitor the network in real time with SNMP
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Station A

SWT 3000

2.10 Remote Monitoring, Service Channel, and IP Network

Station B

SWT 3000

A\ 4

A

SNMP Agent
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SNMP Agent
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Network
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Figure 2-17

SWT 3000 Integration in a Network Management System

The Windows-based PowerSys software is both intuitive and easy to learn, running on all standard computers.
Power utilities increasingly rely on the real-time, comprehensive management capabilities of their networks to
ensure optimum performance and data communication. Based on the SNMP standards, Siemens teleprotec-
tion devices can be smoothly integrated to replace proprietary solutions or unmanaged components.

A selection of device data is available for SNMP power-system management administration as follows:

® [nventory management (hardware data and configuration data)

®  Performance management (event recorder)
®  Configuration management (reset command)

®  Alarm management (local alarms)
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2.11 [IEC61850

2.11.1 Ethernet EN100 Module with IEC 61850 Protocol

The Ethernet EN100 module (EN100 module) enables the integration of SWT 3000 into 100-Mbit communi-
cation networks. These networks are used by process control, automation systems, and communications
systems with the protocols according to International Electrotechnical Commission (IEC) 61850 standard. This
standard permits uniform communication of the devices without gateways and protocol converters.

With 2 RJ45 connectors or with 2 Duplex-LC interfaces for a 1300-nm fiber-optic connection, 2 module types
are available.

The following figures show the mechanical design of the EN1T00 module with electrical interfaces and fiber-
optic interfaces for internal installation:

Figure 2-18 EN100 Module with Ethernet Interfaces (RJ45) for internal Installation
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Figure 2-19 EN100 Module with Duplex-LC Interfaces for internal Installation

The preceding modules can be used in the SWT 3000 device and are mounted on the solder side of the PU4
module via connector. These modules are connected electrically to the PU4 module via a D-sub plug connec-
tion and screwed to the PU4 module and device front panel.

The physical interface is always duplicated to permit redundant structures. One of the 2 interfaces is always
active while the other interface is monitored passively. If a fault occurs on the active interface, switchover to
the other interface is performed in a matter of milliseconds.

Both Ethernet connectors of the module with RJ45 interfaces and also the fiber-optic module interfaces are
accessible from the front of the device. The fiber-optic version of the module comprises the entire function-
ality of the module with the electrical interfaces.

2.11.2 IEC 61850 Introduction

Overview

IEC 61850 is a standard to exchange information between protection devices in substations via Ethernet
communication. It can be used as communication protocol between substations with the help of SWT 3000. In
this case, SWT 3000 is used as IEC 61850 gateway to transmit GOOSE commands to remote stations via Power
Line Carrier (PLC), copper line or SDH/PDH network.

Both IEC 61850 Editions 1 and 2 are supported in SWT 3000. A maximum of 16 GOOSE commands can be
transmitted.
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2.11IEC 61850

In the IEC 61850 parameterization workflow following 3 roles are defined:

SIPROTEC Expert': Responsible for the parameterization of the SIPROTEC2 device using DIGSI3 4 or 5.

IEC 61850 Substation Planner: Responsible for the configuration of the IEC 61850 Station.
The tasks assigned are: add IEC 61850 device, network setting, GOOSE mapping etc.

SWT 3000 Expert: Responsible for the parameterization of the SWT 3000 device using PowerSys and the
MergeTool.

The tasks assigned are: Generate EN100 BIN / CFG file, import EN100 BIN / CFG file and configure SWT
3000.

The EN100 BIN file is the binary format parameter file for EN100 modules. It contains all necessary infor-
mation that is parameterized in the IEC 61850 system configurator.

The EN100 CFG file is the plaintext format file for PU4 modules. It contains the EN100 IP address and
assigned Tx/Rx commands etc.

With the help of PowerSys, the EN100 BIN file and EN100 CFG file can be transferred to the SWT 3000
device.

SIPROTEC Expert [EC 61850 Substation planner SWT 3000 Expert
it
SIFROTEC ?S?ﬂnn Ay sed - MergeTool
Device i oo
F 3 L
Program
1o device
[-Add dew cto siaticn yf o ooy o EN10D BIN file CFE file
DIGSI
" Update pargmeter sals CUFETJ-IIQGU\L;T}TH
- - T
Select SWT 3000 ICD files with
Add SIPI_?CIITEC Add IEC_ 61850 number of commands required PowerSys
Device Station
Program
JGO_IEC i850-Editon T : o device
| JCDLIEC 81850-Edilion-2 x
i SWT 3000
o 1 00 150 6
D CMDs CMDs

IEC 61850 Edition 2

SWT 3000 ICD/IXDIIFD files are stored at MergeTool installation path: PowerSys Installation > \Util\Merge-

Tool

ICD_IEC61850-Edition-1\*.icd.
SWT 3000 ICD files for IEC 61850 Edition 1 with number of commands 1 to 8, and 16.

Depending on the required number of GOOSE commands, use the correct ICD file in the IEC 61850
system configurator. Later, use the same ICD file in MergeTool to generate EN100 BIN and CFG files.
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SIPROTEC and DIGSI are used as examples to show how to connect to SWT 3000 via IEC 61850 . According to the IEC 61850 standard,
any other protection device can also be used to connect to SWT 3000.
SIPROTEC is a protection and monitoring device developped and marketed by SIEMENS.

DISGl is an engineering and substation planning tool developped and marketed by SIEMENS.
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® |CD_IEC61850-Edition-1\*.ixd.
SWT 3000 IXD files for IEC 61850 Edition 1 with number of commands 1 to 8, and 16. It extends Siemens
proprietary elements based on the ICD file and is used only by MergeTool for both EN100 BIN and CFG file
generations. When selecting an ICD file in MergeTool, the related IXD file with the same number of
commands is selected implicitly.

° ICD_IEC61850-Edition-2\*.icd.
SWT 3000 ICD files for IEC 61850 Edition 2 with number of commands 1 to 8, and 16.

® |CD_IEC61850-Edition-2\*.ixd.
SWT 3000 IXD files for IEC 61850 Edition 2 with number of commands 1 to 8, and 16. It extends Siemens
proprietary elements based on the ICD file and is used only by MergeTool for both EN100 BIN and CFG file
generations. When selecting an ICD file in MergeTool, the related IXD file with the same number of
commands will be selected implicitly.

e *ifd file
EN100 interface setting file to configure HTTP/SNMP service and redundancy settings

To support more than 8 GOOSE commands, the ICD file swt3000 c16_ed1/2.icd shall be used. If the allocated
GOOSE commands are less than 16, the remaining commands still can be allocated to IFC-D/P board. This is
the so called "Mixed mode".

For IEC 61850 station with Edition 2, use the ICD files from folder ICD_IEC61850-Edition 2 in both DIGSI and
MergeTool. If ENT100 module of SWT 3000 is parametrized correctly for IEC 61850 Edition 2, you find an entry
in EN100 startup log via the EN100 Web homepage, for example https://192.168.20.101/startuplog.

° NOTE
l +++ 00011 00179049 Su 2.01.1994 00:00:59:048 Starting in Edition 2 modus

Report and GOOSE

The LN ITPC (Teleprotection Communication Interfaces) comprises all information for communication channel
supervision. This information can be grouped in a dataset. A report is sent out if the status value or quality
attribute is changed.

GOOSE message is a peer-to-peer communication to transmit or receive protection commands between a
protection device and SWT 3000. In the SWT 3000 system, alarms (General, Rx and Non-urgent alarms) are
distributed via 3 relay contacts of ALR module. If [EC 61850 communication networks are used, these alarms
can also be distributed using GOOSE messages.

An example for a IEC 61850 system configuration is shown in Figure 2-20.
It is parameterized as shown below:

®  Report mapping of assignment of LN ITPC data attribute to data set.

®  GOOSE Mapping of protection commands between protection and SWT 3000

To optimize the GOOSE command transmission time, it is recommended to group max. 8 command data
objects in one dataset and group other commands under a second dataset.

®  GOOSE Mapping of device failure alarm (ITPC.AlarmGen) from SWT 3000 to protection

®  Monitoring quality attribute of alarm GOOSE message in protection to indicate a IEC 61850 communica-
tion link failure (e.g. using CFC block SI_GET_STATUS of DIGSI)
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Report (ITPC.xxx) Control Cente Report {ITPC.xxx)
ni nter +

192.168.20,101 162.168.20.103

A

Analog & digital ransmission e
- > g @
-
— L] m ~ 1 a
1) Protection command o 8
2) Device failure (ITPC.AlarmGen) ~ ———————~ > _% m|_

SIPROTEC SIPROTEC
192.169.20.100 192.169.20.104

Figure 2-20 Example for a Report and GOOSE Communication

Redundancy

72

The EN100 communication module supports several operating modes Line, RSTP, PRP, HSR and OSM. This
allows integrating a SWT 3000 device into nearly all network structures. Redundancy is important for the relia-
bility of an entire communications system. If the link of the active channel is interrupted, switchover to the
other interface is automatic. If all channels are interrupted, SWT 3000 device will report a non-urgent alarm
(EN100_QUAL: EN100 communication quality is not OK).

A change of the redundancy type needs a power off and power on device for activation.
Channel Switchover in Line Mode

®  EN100 channel 1 is activated by default if both channels are connected.

® Disconnecting Ethernet cable on channel 1 will switchover to channel 2 automatically. The switchover
time is about 10 ms.

®  Connecting back Ethernet cable on channel 1, no switchover back. Channel 2 is always activated until
reset device.

e  Switchover is controlled by EN100. The channel status is displayed on PowerSys > Information > EN100
info.
For example, Line 8: Chan 1/2=UpRes/UpAct
UpRes: Link is up on standup mode
UpAct: Link is up and activated as primary

MergeTool provides following setting file which enables different redundancy settings.

Setting file Operating Redun- SNMP HTTP service
mode dancy type service
swt3000_en100_settings_LINE_SnmpOFF_HttpOFF.ifd |Line OFF OFF
swt3000_en100_settings_LINE_SnmpON_HttpON.ifd Line ON ON
swt3000_en100_settings_RSTP_SnmpON_HttpON.ifd  |Switch RSTP ON ON
swt3000_en100_settings_PRP_SnmpON_HttpON.ifd Switch PRP ON ON
swt3000_en100_settings_HSR_SnmpON_HttpON.ifd Switch HSR ON ON
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2.11.3

[EN100 Interface Settings]

2.11IEC 61850

Figure 2-21
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MergeTool > EN100 Interface Settings
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According to the IEC 61850 model logical nodes are the building blocks of an Intelligent Electronic device
(IED). A Logical Node (LN) represents the function within a physical device; it performs some operations for
that function and is object defined by its data and methods. The users view of the logical nodes is the ICD file
of the SWT 3000. A fixed set of ICD files is provided for SWT 3000.
Since the SWT 3000 related settings (communication interfaces, CMD timers) are configured via the service
program PowerSys and thus ‘outside’ the IEC 61850 world only a minimal set of Logical Node (LN) according
to the IEC 61850 model is used for the teleprotection signaling with EN100 GOOSE communication and for
supervision. Refer to the following tables for the major data objects of Logical Nodes used in SWT 3000.
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LLN: TXC_GGIO - Transmit command
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Table 2-20 LLN: TXC_GGIO - Transmit command

GGIO class
Data object Commo Explanation

name n data
class

LNName Name composed of the class name, the LN-Prefix and LN-Instance- ID
according to IEC 61850-7-2

Data objects

Common Logical Node Information

Measured values

Status Information

Controls

SPCSO1 SPC Single point controllable status output. 0]
Command input 1, which acts as an input for the local SWT processing.
Attribute ctlVal is assigned to the SWT command input. The input status is
not trans-ferred transparent to the remote side! It depends on the actual
SWT-Mode, how a change of ctlVal influences the command outputs on the
remote SWT.

SPCSO2 SPC Command input 2

SPCSO3 SPC Command input 3

SPCSO4 SPC Command input 4

SPCSO5 SPC Command input 5

SPCSO6 SPC Command input 6

SPCSO7 SPC Command input 7

SPCSO8 SPC Command input 8

SPCSO9 SPC Command input 9

SPCSO10 SPC Command input 10
SPCSO11 SPC Command input 11
SPCSO12 SPC Command input 12
SPCSO13 SPC Command input 13
SPCSO14 SPC Command input 14
SPCSO15 SPC Command input 15
SPCSO16 SPC Command input 16

O|O|O|O0|O|0O|0|O0|O|0O|0O|0O|0O|0O|0O
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2.11IEC 61850

LN: RXC_GGIO - Receive command

Table 2-21

GGIO class
Data object Commo Explanation

name

LN: RXC_GGIO - Receive command

n data

class

LNName Name composed of the class name, the LN-Prefix and LN-Instance- ID

according to IEC 61850-7-2
Data objects
Common Logical Node Information
Measured values
Status Information
Controls
SPCSO1 SPC Single point controllable status output. 0]

Command input 1, which acts as an input for the local SWT processing.

Attribute ctlVal is assigned to the SWT command input. The input status is

not trans-ferred transparent to the remote side! It depends on the actual

SWT-Mode, how a change of ctlVal influences the command outputs on the

remote SWT.
SPCSO2 SPC Command output 2 o)
SPCSO3 SPC Command output 3 0
SPCSO4 SPC Command output 4 o)
SPCSO5 SPC Command output 5 o)
SPCSO6 SPC Command output 6 0
SPCSO7 SPC Command output 7 o)
SPCSO8 SPC Command output 8 0]
SPCSO9 SPC Command output 9 0
SPCSO10 SPC Command output 10 o)
SPCSO11 SPC Command output 11 )
SPCSO12 SPC Command output 12 )
SPCSO13 SPC Command output 13 o)
SPCSO14 SPC Command output 14 )
SPCSO15 SPC Command output 15 0
SPCSO16 SPC Command output 16 o)
Table 2-22 LN: ITPC - Communication Interface

ITPC class

Data object Common data |Explanation T |M/O
Name class
LNName Name composed of the class name, the LN-Prefix and LN-
Instance- ID according to IEC 61850-7-2
Data objects
EEHealth ENS External equipment health. (0]
It reflects the alarm status of the SWT device. Possible values:
1: Ok (Green) no alarms active
2: Warning (Yellow) only none urgent alarms active
3: Alarm (Red) at least one urgent alarm is active
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ITPC class

Status information
AlarmGen SPS SWT 3000 general alarm TRUE: (Alarm is active) 0
AlarmNU SPS SWT 3000 nun-urgent alarm TRUE: (Alarm is active) (0}
AlarmRx SPS SWT 3000 receive alarm TRUE: (Alarm is active) 0
LosSig SPS Alarm situation: No signal received, indicates a channel problem (0]

of analog communication.

Possible values:

TRUE: RXALR of PU4 LIA is active.

FALSE: RXALR of PU4 LIA is inactive.
LosSyn1 SPS Alarm situation: Loss of synchronism of LID-1 (0]

Indicates that there is no synchronization between the trans-

mitter and the re-ceiver, i.e., no communication is possible. Used

in case of a digital communica-tion channel.

Possible values:

TRUE: LID-1 Sync-Loss alarm is active.

FALSE: LID-1 Sync-Loss alarm is inactive.
LosSyn2 SPS Alarm situation: Loss of synchronism of LID-2 (0]
TxCmdCnt1 INS For diagnostics: Transmitted command 1 counters. (0]
TxCmdCnt2 INS For diagnostics: Transmitted command 2 counters. (0]
TxCmdCnt3 INS For diagnostics: Transmitted command 3 counters. (0]
TxCmdCnt4 INS For diagnostics: Transmitted command 4 counters. (0]
TxCmdCnt5 INS For diagnostics: Transmitted command 5 counters. (0]
TxCmdCnt6 INS For diagnostics: Transmitted command 6 counters. (0]
TxCmdCnt7 INS For diagnostics: Transmitted command 7 counters. (0]
TxCmdCnt8 INS For diagnostics: Transmitted command 8 counters. (0]
TxCmdCnt9 INS For diagnostics: Transmitted command 9 counters. (0]
TxCmdCnt10  |INS For diagnostics: Transmitted command 10 counters. (0]
TXCmdCnt11  |INS For diagnostics: Transmitted command 11 counters. (]
TxCmdCnt12  |INS For diagnostics: Transmitted command 12 counters. (0]
TxCmdCnt13  |INS For diagnostics: Transmitted command 13 counters. 0]
TxCmdCnt14  |INS For diagnostics: Transmitted command 14 counters. (]
TxCmdCnt15 |INS For diagnostics: Transmitted command 15 counters. (0]
TxCmdCnt16  |INS For diagnostics: Transmitted command 16 counters. (0]
RxCmdCnt1 INS For diagnostics: Received command 1 counters. (]
RxCmdCnt2 INS For diagnostics: Received command 2 counters. (0]
RxCmdCnt3 INS For diagnostics: Received command 3 counters. (0]
RxCmdCnt4 INS For diagnostics: Received command 4 counters. (]
RxCmdCnt5 INS For diagnostics: Received command 5 counters. (0]
RxCmdCnt6 INS For diagnostics: Received command 6 counters. 0]
RxCmdCnt7 INS For diagnostics: Received command 7 counters. (0]
RxCmdCnt8 INS For diagnostics: Received command 8 counters. (0]
RxCmdCnt9 INS For diagnostics: Received command 9 counters. (0]
RxCmdCnt10  [INS For diagnostics: Received command 10 counters. (0]
RxCmdCnt11  |INS For diagnostics: Received command 11 counters. (0]
RxCmdCnt12 |INS For diagnostics: Received command 12 counters. (0]
RxCmdCnt13  [INS For diagnostics: Received command 13 counters. (0]
RxCmdCnt14 |INS For diagnostics: Received command 14 counters. (0]
RxCmdCnt15 |INS For diagnostics: Received command 15 counters. (0]
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ITPC class

RxCmdCnt16  [INS For diagnostics: Received command 16 counters. 0]

NumTxCmd INS Numbers of used binary transmit commands. 0]
Possible values: 0...16

NumRxCmd INS Numbers of used binary receive commands. Possible values: 0]
0...16

TpcTxMod ENS Teleprotection application mode in Transmit direction for each 0]
command.
Possible values:
0: Direct tripping
1: Permissive tripping

TpcRxMod ENS Teleprotection application mode in Receive direction for each 0]
command.
Possible values:
0: Direct tripping
1: Permissive tripping

Measured values

FerCh1 MV Frame Error Rate of the communication channel LID-1. 0]
Used in case of a digital communication channel. This attribute is
mapped to BER of DLE.

FerCh2 MV Frame Error Rate of the communication channel LID-2. 0]

CarlLev MV Power of received signal (in dB), used in case of an analogue 0
communication channel.

SigNsRat MV Signal to noise ratio (in dB), used in case of analogue communi- 0
cation channel.
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2.12 Teleprotection Over Packet TPoP

2.12

2.12.1

Teleprotection Over Packet TPoP

Introduction

The legacy infrastructures based on SDH/PDH are being migrated to packet-based networks (for example,
MPLS-TP). One method is to convert and tunnel Time Division Multiplexing (TDM) traffic (such as E1/T1) over
MPLS labeled frames. The transmitted data are formed into packets when entering in a network and regener-
ated to original TDM traffic when leaving the network. This method adds fixed packetization delay of 1 msto 5
ms. If the packet size is too small, the packet header overhead is increased and the network bandwidth is
reduced. The other method is mapping the payload to Ethernet packet directly, therefore, this method reduces
the packetization delay and required network bandwidth. This method is realized in TPoP (TeleProtection over
Packet) protocol of the SWT 3000 device.

The following figure shows all supported transmission paths in standalone SWT 3000. In addition to existing
analog and digital transmission lines, a new Ethernet transmission line is available.

Substation A Substation B
Va \
n A ‘
s MPLS-TP -
wﬁ‘@* \‘ [ o (%e,
SWT 3000 A S e e SWT 3000 B
— - ‘ ‘ — —
‘ - Copper line
| Fiber optic
| x ol [ |
— 97 ‘o
SN N ——
S ) . NP
6% | | N e
0, s I C @
36 ;‘?\J\ - - 610'3’
PowerSys/S\_BV/BOI[1..8] A SDHPDH BI/BOI[1..8]
/,/ ~ "\ P4
1+1 path protection

Figure 2-22  New Ethernet Line Interface

Multi-protocol Label Switching Transport Profile (MPLS-TP) is a mechanism in high-performance telecommuni-
cation networks that forwards data from one network node to next based on short path labels rather than
long network addresses, avoiding lookups in a routing table. A label is assigned based on the destination IP
address or a QoS parameter (for example ToS/DSCP in IP Header or CoS (Class of Service) in IEEE 802.1Q
tagged Ethernet frame).

MPLS-TP enables a network service provider to guarantee network latency and service quality. So the protec-
tion command packets are forwarded as fast as possible. An SWT 3000 device for example, can connect to
MPLS-TP enabled network as shown in the following figure, and SWT 3000 can communicate only to one
remote end SWT 3000 at the same time with the predefined peer IP address.

i

NOTE
The TPoP is available only in SWT 3000 standalone.
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MPLS-TP Network

i

100M electrical or optical

USB BI/BO [1..8]
/7

& i v

Local / remote
configuration

e

Protection device

Figure 2-23 MPLS-TP Network Diagram

The SWT 3000 TPoP Ethernet line interface is based on Ethernet module EN100, which has 2 ports for an elec-
trical or an optical 10/100-Mbits interface. For optical interface, the pluggable SFP module can be changed to
electrical interface. The EN100 communication module supports Line and PRP redundancy types. The 2
Ethernet ports can communicate via 2 Ethernet cables, but not simultaneously. The second interface is
supported as alternative path.

The change of the redundancy type needs a power off and power on device for activation.

All the data of existing analog and digital lines can be transmitted in Ethernet lines including up to 16 protec-
tion commands.

The Ethernet line interface cannot be used for NMS access via SNMP or for connection of the Element
manager (service program PowerSys). EN100 for TPoP is delivered with different MLFB numbers as EN100 for
IEC 61850. A different firmware image is preloaded in it. SWT 3000 detects if the right EN100 type is used. If
type is mismatched, the hardware alarm occurs.

2.12.2 Cyber Security

There are several threats to network protocols which are important for TPoP service:

®  Modification of information
The modification threat is that some unauthorized entity can change the transmitted command or RM
message. It can generate a lost or unwanted command, or change the device configuration.

® Masquerade
The masquerade threat is that the message is not from an authorized peer SWT 3000 device.

®  Modification of message stream

The TPoP protocol is based on connectionless service (UDP). So the modification of message stream
threat is that messages may be maliciously re-ordered, delayed or replayed.
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Based on these possible threats in networks, several methods are designed to protect command and RM

messages against such threats:

®  Authentication protocol: HMAC-SHA256 authentication protocol is supported.

Keyed-Hash Message Authentication Code (HMAC) is a mechanism for calculating Message Authenti-
cation Code (MAC) using crypto hash function with a secret crypto key. It is used to verify both data
integrity and authentication of a message. The used underlying hash function is SHA-256, which is more
secure than its predecessor SHA-1. The 2 communication parties share the same secure key in order to
authenticate the message. The key is produced from a password and a salt according to the Password-
based Encryption standard (PKCS #5) defined in RFC 2898. For every outgoing command and RM
messages, the HMAC is calculated and filled in the packet payload. The receiving SWT 3000 authenticates

the message integrity and drops it if the authentication has failed

®  Anti-replay attack using a sequenc

e number

The sequence number is increased by one every time when sending a message. If the receiving message
has a lower sequence number, it is dropped.

®  (losing unused TCP/IP service port

The opened port number is TPoP(10101) and HTTP(80). It is recommended to close HTTP(80) after EN100
TPoP FW upgrade is finished. It can be disabled in PowerSys under SWT 3000 > Configuration >
Ethernet line interface > Configuration .

i 0

NOTE

If HMAC-SHA256 is enabled, the command transmission time is prolonged for about 1.5 ms.

i 0

NOTE

HMAC-SHA256 is used in TPoP transmissions only and not in the alternative path with analog or TDM trans-

missions.

2.12.3 Protection Command Transmission

80

Ethernet line transmission is supported for all protection modes of stand-alone SWT 3000 devices. Up to 16
binary command input and output from IFC interface are connected to SWT 3000. If there is no tripping
command activated, the guard command packet is always transmitted with predefined interval period. If the
trip command is activated, it sends out multiple trip command packets at short intervals to ensure no

command lost under bad Ethernet condition with high packet loss rate.

Cycle command transmission is shown

in following figure.
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Figure 2-24

Cycle Command Transmission

1A,

Interval
1 sec
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In order to improve the cyber security of SWT 3000 against the injection of spoofed command packet into
Ethernet line, a message authentication mechanism (HMAC-SHA256) using secure crypto hash function is
implemented. Only the messages from authenticated far end SWT 3000 are accepted.

The SWT 3000 Ethernet line interface is compliant to IEC 60834 standards for digital transmission.

i 0

NOTE

The Ethernet line interface will prolong the digital transmission time for about 2 ms.

2.12.4

RM Transmission

Remote monitoring (RM) provides the possibility for the user to configure far end SWT 3000 in the communi-
cation link via PowerSys. RM transmission via Ethernet line interface is much faster than the existing analog
(50 bps) and digital (50 bps to 300 bps) line interface, which depends on the bandwidth of the Ethernet
channel. For every outgoing RM message, the keyed-hash message authentication is appended similar to the
command packet. The receiving SWT 3000 authenticates the RM message integrity and drops it if the message
is corrupted.

Figure 2-25 shows the example RM connection for 4 SWT 3000.

PowerSys A PowerSys B
c c
) )
w w
b b
T T

K RM \ K RM \
Master ETH Slave RS232 Master ETH Slave
SWT 3000-1 SWT 3000-2 SSB SWT 3000-3 SWT 3000-4
K MPLS-TP J K MPLS-TP J
Figure 2-25 RM Transmission

For further information about Remote monitoring, refer to the Equipment Manual SWT 3000.

i 0

NOTE

The Service Channel (SC) is not available on the Ethernet line interface.

2.12.5

Line Clock Synchronization

The line clock synchronization between 2 SWT 3000 devices is possible over Ethernet transmission line as well.
The Master SWT 3000 sends a line synchronization command to the slave SWT 3000 at a configured time
every 24 hours.

For further information about Line Clock Synchronization, refer to Line-Clock Synchronization, Page 157.
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2.12.6 Line Quality Supervision

SWT 3000 provides the ability to measure and monitor the performance metrics for Ethernet transmission line,
for example, packet loss, packet transmission time, and throughput. If the transmission line condition is too
bad (for example, because the packet loss rate is too high), the related alarm occurs.

More data fields are added in the command packet to measure the packet loss rate and round-trip time at
predefined time interval (for example, 1 sec).

Idle packets are transmitted at a very short interval to monitor whether the Ethernet line connection is still
alive. If no idle packet is received after the predefined time has elapsed, SWT 3000 will trigger the connection
loss alarm and switch over to the secondary transmission path (for example, analog or digital) if available.

Table 2-23 lists all possible line quality alarms.

Table 2-23 Line Quality Alarm

Alarms Reason

Packet loss rate alarm Alarm occurs if measured packet loss rate is higher than the prede-

fined threshold.

Alarm occurs if measured command transmission time is higher than
the predefined threshold.

Alarm occurs if no command or idle packet is received within the

Command delay alarm

Connection loss alarm

predefined time interval.

Ethernet line quality data are stored in a non-volatile RAM, it means that no data are lost even if SWT 3000 is
powered off. Maximum 10,000 quality data entries can be stored. The record time interval is configurable in

PowerSys.

The quality data is shown in PowerSys under SWT 3000 > EN100 > TPoP quality data in the following figure.

A o EN100

Module info

TPoP quality
data

@ @ 0 of 0 events loaded

No. Date Time  Mindel Max del

Figure 2-26

Table 2-24

Parameter

Ave del Min loss Max loss Ave loss Min kbps  Max kbps  Ave kbps Del ala PLR ala Conn ala

Ethernet Line Quality Data

Description of Ethernet Line Quality Data

Comments

Min del Minimum command transmission time (ms) in the time interval.
Max del Maximum command transmission time (ms) in the time interval.
Ave del Average command transmission time (ms) in the time interval.
Min los Minimum packet loss rate (%) in the time interval.

Max los Minimum packet loss rate (%) in the time interval.

Ave los Average packet loss rate (%) in the time interval.

Min kbytes/s

Minimum received kbytes per second in the time interval.

Max kbytes/s

Maximum received kbytes per second in the time interval.

Ave kbytes/s

Average received kbytes per second in the time interval.

Del ala Command transmission time alarm count in the time interval.
PLR ala Packet loss rate alarm count in the time interval.
Conn ala Connection loss alarm count in the time interval.
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Ethernet statistics data can be shown in PowerSys under SWT 3000 > EN100 > TPoP statistic data in the

following figure.

TPoP statistic

Module info data

@@

Current(sec) Cumulative
Duration(hh:mm:ss)  44:07:28 Tx kbytes 41 21266208
Minimum packet delay(ms) 0 Tx packets 500 259344212
Maximum packet delay(ms) 1.5 Rx kbytes 43 22302969
Minimum packet loss rate(%) 0 Rx packets: 500 259336993
Maximum packet loss rate(%) 100 Packet corrupted 0 0
Minimum throughput(kbps) 24 Packet reordered 0 0
Maximum throughput(kbps) 44 Packet dropped 0 0
Packet loss rate(%) 0 Packetloss 0 60

Packet delay(ms) 0

Figure 2-27 Ethernet Line Statistic Data

Table 2-25 Description of TPoP statistic data

Parameter Comments

Duration

Elapsed time since last clear

Packet delay statistics

Minimum / maximum command transmission time since last clear.

Packet loss rate statistics

Minimum / maximum packet loss rate since last clear.

Throughput statistics

Minimum / maximum receiving kbps since last clear.

Tx kbytes/s

Transmission kbytes per second and cumulative transmission kbytes.

Tx packets

Transmission packet number per second and cumulative transmission
packet number.

Rx kbytes/s

Receiving kbytes per second and cumulative receiving kbytes.

Rx packets

Receiving packet number per second and cumulative receiving packet
number.

Packet corrupted

Corrupted packet number per second and cumulative value.

Packet reordered

Reordered packet number per second and cumulative value.

Packet dropped

Dropped packet number per second and cumulative value.

Packet loss

Lost packet number per second and cumulative value.

Packet loss rate

Packet loss rate per second.

Packet delay Command transmission time in ms.
Read Read Ethernet statistic data
Clear Clear all Ethernet statistic data

2.12.7 QoS (Quality of Service)

Quality of Service (QoS) defines several features for different services to enable fast and preferred transmis-
sion of high-priority traffic rather than low-priority traffic. For SWT 3000, protection command is a time critical
message that must be transmitted with highest priority to ensure the minimum transmission time.
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There are 2 different types of Quality of Service:
®  The QoS used for teleprotection signaling
®  The QoS used for remote monitoring and web-based configuration.

DSCP, ToS and VLAN-Priorities can be assigned to the 2 classes of QoS.

The Differentiated Services Code Point (DSCP) or Type of Service (ToS) in the IP header field is used for IP layer
3 classification purposes. The network node can select the appropriate path to forward IP packets according to
the value of DSCP or ToS.

IEEE 802.1Q is the networking standard supporting Virtual LAN and CoS Priorities in Ethernet networks. The
standard defines a system of VLAN and Priority tagging of Ethernet frames. The bridges and switches handle
such frames according to the priority value in VLAN tag and the quality of service prioritization schema.

All ingress IP packets are assigned with the predefined DSCP/ToS and IEEE 802.1Q settings, if the QoS option is
enabled. The network switch evaluates the priority field of incoming telegrams and depends on the priority
recognized, and furthermore pushes the data into a high-priority processing path or into a normal priority
path.

HTTPS uses the same VLAN of RM service. If VLAN is enabled, the EN100 module homepage can be accessed
via Ethernet switch. The user PC is connected to the switch and the port connected to SWT 3000 is enabled
with [EEE 802.1Q VLAN tag support (trunk port). So the ingress HTTPS untagged frame from the switch (access
port) is tagged by switching to the same VLAN ID of RM.

Network

Switch

-cg,.-

‘ L

Untagged i
f .- a o, . .fl'.al;ne - . L] . |
Ty rres SWT 3000

Web browser

Figure 2-28  Tagged HTTPS Frame by Switch
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2.13 Cyber Security

2.13.1 Overview

Cyber security is designed to protect SWT 3000 devices against common IT security threats and to minimize
the impact of these threats on system operations. If SWT 3000 devices are under network attack, no device
reset and telecommunication interruption should occur.

Table 2-26 List of Communication Protocols of SWT 3000 Service Interface
Service Layer 4 Layer 7 Client Client Port  Server Server Port

Protocol Protocol
Web Server TCP HTTP Web browser |>1024 SWT 3000 80
Web Server with SSL|TCP/TLS HTTPS Web browser |>1024 SWT 3000 443
Encryption
Time Synchroniza- |UDP NTP SWT 3000 >1024 NTP Server |123
tion
DHCP Client ubP DHCP SWT 3000 68 DHCP Server |67
SNMP UDP SNMP NMS >1024 SWT 3000 161
SNMP Trap/Inform [UDP SNMP SWT 3000 161 SNMP Trap |162

Receiver
SNMP Inform uDP SNMP SNMP Trap |162 SWT 3000 161
Acknowledge Receiver
SWT 3000 Configu- |TCP PowerSys PowerSys >1024 SWT 3000 10001
ration Protocol
(Proprietary)
SWT 3000 Configu- |[TCP/TLS PowerSys PowerSys >1024 SWT 3000 10001
ration with SSL Protocol
Encryption (Proprietary)
NOTE

i 0

The communication protocols of SWT 3000 are disabled in the default configuration of PowerSys.
e HTTP (80)

e HTTPS (443)

® SNMP(161)

2.13.2 Certification

Each device creates a self-signed certificate which has to be trusted on all clients used to access this device.
The IP addresses of both service port and user port are part of this certificate. Therefore, create the certificate
once again after the IP address is changed. Otherwise, a certificate warning message is shown with an IP
address mismatch in the Web browser.

Create Certificate O

Figure 2-29 Parameter: Create Certificate

The certificate creation is done via the device web page: PowerLink > Service Interface Settings or SWT
3000 > Ethernet Interface Settings.
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After having activated the settings, the certificate is created and stored into flash. The system is restarted
automatically.

NOTE

Due to the processing power limitation of the PU4 controller, creating a certificate can take several
minutes.

i 0

NOTE

i 0

If HTTPS is enabled and no valid certificate is created before, a default certificate will be created for Power-
Link and SWT 3000 after the system startup.

2.13.3 HTTPS Connection

HTTPS connection is configured in SWT 3000 > Configuration > Ethernet > TCP/IP connection.

HTTP connection ODisabled @HTrP OHTrPS

Figure 2-30 Parameter: HTTP Connection

Disabled ~ HTTP and HTTPS are disabled
HTTP HTTP is enabled (default option).

You can access the web page via HTTP protocol (e.g. http://192.168.20.200)
HTTPS HTTPS is enabled.

You can access the web page via HTTPS protocol (e.g. https://192.168.20.200)

When accessing the device web page using an HTTPS protocol for the first time, an error message occurs
mentioning that the certificate is not trusted. In order to enable the trust, you have to install the certificate in
Trusted Root Certification Authorities Store. Continue to this website as shown in Figure 2-31.
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2.13 Cyber Security

{= Certificate Error: Navigation Blocked - Windows Internet Explorer

File Edit View Favorites Tools Help

iy Favorites | @ Certificate Error: Navigation Blocked

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@' Click here to close this webpage.

& Continue to this website (not recommended).

® More information

& Internet 43 v ®R100% -~

Figure 2-31 Certficate Error Message

The device homepage can now be opened.

Open the certificate window by clicking on the certificate error message in the address bar of the Web browser
(see Figure 2-32).

/= hitps://192.168.20.200/ - Windows Internet Explorer

b Certificate Error | 2 | X

@@v £ 192.168.20.200 v

Figure 2-32 Untrusted Certificate

You can view the detailed certificate information in the opened certificate window (see Figure 2-33).

By clicking on the Install Certificate button and afterwards on the OK button in the certificate import wizard,
the certificate will be installed in the Trusted Root Certification Authorities Store automatically.

You can find the installed certificate under IE browser > Internet Options > Content > Certificates > Trusted
Root Certification Authorities.
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2.13 Cyber Security

Certificate @

General | Details | Certification Path |

ey
E%l Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 192.168.20.200

Issued by: 192.168.20.200

Yalid from 31172013 to 1/1/10000

bnstall Certificate. .. ” Issuer Statement

Figure 2-33 Certificate Window

After the certification has been successfully installed, no error message occurs again when reopening the
device homepage again (see Figure 2-34).

/- https://192.168.20.200/ - Windows Internet Explorer

6@ @ €] https://192.168.20.200/ L& 4 )[x

Figure 2-34  Trusted Certificate
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2.14 Power Supply

2.14 Power Supply

2.14.1 Stand-Alone Unit

1 or alternatively 2 power supplies can be used in the SWT 3000 system. They are decoupled via diodes on the
backplane. In order to detect failure of a power supply unit, the PU4 module monitors the output voltages
from Power Supplies PS-1 and PS-2. The interface modules (IFC) are supplied via the PU4.

Monitoring Loop

An inhibit loop monitors the presence of the PU4, FOM and CLE modules. Pulling the PU4, FOM and the CLE
causes the interruption of the monitoring loop and the secondary voltages from PS-1 and PS-2 (if available)
are disconnected.

NOTE

i 0

An On/Off switch (PS) on the PU4 (not accessible from outside) also interrupts this monitoring loop.
If the CLE or FOM-1 is not used, insert the jumper X41 in position 1-2.
If the FOM2 is not used, insert the jumper X42 in position 1-2.

2.14.2 Integrated Unit

If the SWT 3000 is used in the PowerLink system (as iSWT), the PU4 unit is supplied via the central power
supply of the PowerLink. The IFC modules are supplied via the PU4.

° NOTE
l It is neither required nor it is possible to use a separate power supply for the integrated unit.
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2.15 Virtual Display

2.15 \Virtual Display

SWT 3000 virtual display is an APP running on any Android mobile phone. You can easily read out device
status, command counter, and alarm [ errors from the attached SWT 3000 via USB OTG (On-The-Go) cable
connection. There is no need to take a laptop for the regular maintenance check.

LS8

The major features supported in SWT vDisp:

®  Display command counter (input / output) for up to 16 commands

® Display event log, alarm / error and device information

®  Reset trip counter

® |ogin before connection if the user authentication is enabled

®  FEasy to use, runs on all standard Android mobile phones (Android 4.1 or higher)

®  APP opens automatically when SWT 3000 is connected

®  Ready to use without firmware update (compatible with all firmware release P3.5.xxx)

SWT vDisp is only supported for stand-alone SWT 3000. It cannot be used for iISWT or external SWT 3000
connected to PowerLink.
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2.16 T-Scheme

2.16 T-Scheme

SWT 3000 is usually operated as peer to peer communication with symmetrical configuration on both, local
and remote devices. But it is also possible to support multi-point command communications. For T-scheme
feature, the teleprotection commands can be transmitted to different directions or repeated to next link over
two digital line interfaces (LID-1/2). The terminal devices and T-devices could have asymmetric configurations
and HW assembly (for example, different number of IFC modules).

In the case of T-device, both LID interfaces will set to primary connection, and no secondary or redundancy
path is available.

T-scheme is supported in mode 5D with free allocation only.

Transmit command to different directions
For example if T-scheme is enabled:
®  Device sends command 1..8 to remote device at left direction

®  Device sends command 9..16 to remote device at right direction

Direction 1: Diraction 2:
EMD 1.8 CMD: & 16_
LID-1 LID-2

—— =

— SWT 3000

[
CMD 1.8 CMD 818

The commands ca be transmitted to left, right or both directions. It is configured in PowerSys > SWT 3000 >
Configuration > Output Allocation.
Repeat command
For example if T-scheme is enabled in middle device 2:
®  Device 1 sends command 1..8 to device 2

® Device 1 sends command 9..16 to device 3. The commands are repeated from link 1 to link 2.
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2.16 T-Scheme

Link 1
‘,.- - \ ."- .

f \ 'I[

| Lo LID-1 Il LDz Lio-1 |

== % |swr30m0 = -l swra3o000 = % | swrao000
" ;o1 [ ] 2 L 3
A |
cmote| W 'cm:r 9,16 CMD 1.8 cMD 5..16%
Addr: 1 Addr: 2 Addr 3

It is possible to have more than one T-device in the digital transmission path. For each T-device, command
transmission time is extended by 0.1 ms for 2 Mbps data rate and 2.5 ms for 64 Kbps data rate.

If all commands are repeated to next link, there is no need to install command interface modules (IFC or
EN100).

RM connection
PowerSys can access configuration data of any linked device over the RM channel.

R Channel RN Channel

Slave

Slave

Mastar
SWT 3000 I
2

Addr; 2

SWT 3000 I
3

Addr 3

The RM channel is in routing state by default in T-device, so the remote alarm (REM) of end terminal device is
displayed in PowerSys.

Service Channel

The service channel in digital line interfaces is not supported in release P3.5.180 or higher. It is possible to
recover SC function by downgrade DLEFPGA to former release via Memtool. But T-Scheme feature cannot be
used anymore.

The firmware image is located at latest PowerSys Px.y.zzz > Firmware > Package_zzz.cab >
Pu4DleFpga_v00_01_32.jnk.

For more details contact our customer support.
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2.17 O-Scheme (G704)

2.17 0O-Scheme (G704)
The rate at the E1 interface is 2.048 Mbps. E1 uses Pulse Code Modulation (PCM) to encode voice or data. In
the E1 line, 32 timeslots compose a frame. One timeslot (DSO) has 64 Kbit/s data rate for single 8-bit voice
data. SWT 3000 transmits E1 data in unframed mode (G703) or framed mode (G704).
2 Mbps E1 data is channelized as 4 channels in SWT 3000. Each channel contains 5 time slots (5 * 64 Kbps =
320 Kbps). The channelized E1 (CE1) can carry teleprotection commands towards up to 4 different directions
as below figure. In this case, each channel transmits up to 4 commands with 16 commands in total.
Direction 1 Digital Network . Direction 3 -
Remote N i’ Remote
SWT30001/2 Direction 2 E Direction 4 _ SWT30003/4
h _M\/—f‘-/ i’
Y Y Y A\ J
SDH Multiplexer
A A
Channelized E1 (G704)
2
Y A\
I =
[
— SWT 3000
Up to 4 commands per channel

Figure 2-35 Command transmission to 4 directions
SWT 3000 adds commands into different channels of E1 interfaces. SDH device receives E1 frames and multi-
plexes the E1 channel into different directions using DSO cross-connection function. So one SWT 3000 device
can transmit commands to 4 remote devices. The command transmission time for G704 (320 Kbps) is less
than 3 ms.
G704 can be configured as different operation modes:

®  Double primary paths. Both LID interfaces will be used as primary path towards 4 different directions. No

redundant path available.
® 1+ 1 path protection. One LID interface will be used as primary path towards 2 different directions. The
second one is the redundant path.

In following example, each device transmits 8 commands into 2 directions.

® Command 1..4 between device 1 <> 3

® Command 5..8 between device 1 <> 2

® Command 9..12 between device 2 <> 3
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2.17 O-Scheme (G704)

— = — =
SDH SDH SWT 3000

a ST 000 I | mitipleer Multiplexer | 8 # 3

cMD I CMD
1.4,5.8 1.4,9.16

SOH
1 Multiplexer
omD
5.8,9.16
Figure 2-36 Example one-point to two-point command transmission
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2.18 Command Loop Test

2.18 Command Loop Test

Command loop test provides a function to measure the command transmission time without using any other
test equipment, and there is no need to activate a real command input/output. It can be used for stand-alone
SWT 3000 and SWT 3000 integrated in PowerLink.

It is only activated in the current transmission line, if a redundant transmission line is configured.

If a command loop test is triggered, a test signal is generated inside PU4 and sent to the remote side over the
command transmission path. At the remote side, the test signal is reflected. One-trip time is calculated at the
local side when receiving the reflected signal.

Note that, the measured time does not include the time taken from input/output interface of IFC or EN100
module, so there is a gap between the end to end command transmission time and the measured time. The
interface time are list in below table.

Interface Additional time (ms)

IFC-P 1.2
IFC-D 5.2
GOOSE 1.9

The end to end time = measured time + interface time.

The measured time can be viewed in PowerSys > Information > Counter. The value is between 0 ms ~25.5 ms.
0 means that the test is not available, while 25.5 ms means that the line is broken.

Command loop test can be executed in two ways. One is the periodic loop test, that can only be enabled in
digital transmission line. It is triggered automatically at a configurable interval. The test result (OK/fail) is
recorded in event log.

Another is the single test, it is triggered manually by PowerSys test command.
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Installation and Commissioning
3.1 Installation

3.1 Installation

3.1.1 Connecting Plugs

Table 3-1 Arrangement of the Connecting Plugs of the SWT 3000

Connecting Module Pinout

Plug

IFC-1 IFC-DIP Pinout of the IFC-x Module

IFC-2 IFC-DIPIS Pinout of the IFC-x Module

IFC-3 IFC-D/P Pinout of the IFC-x Module

IFC-4 IFC-DIPIS Pinout of the IFC-x Module

X4 LID1/LID2 Signals for the Digital Line Interface 1 and Signals for the Digital Line
Interface 2

X3 CLE Pinout of the CLE ModulePinoutCLE

X2 ALR Pinout of the ALR ModulePinoutALR

X1 Power supply (PS)  |Pinout of the H11 ConnectorPinoutPower Supply (H11 Connector and
Redundant Power Supply

A WARNING

The faulty wiring and installation of the backplanes and subracks can cause a defect or lead to death.
If the circuits are not properly separated from each other, a short-circuit can occur.

< Make sure that an easily accessible separator in the supply circuit with a contact distance of minimum
3 mm is available.

: - A as 8 '
FE— R S - - - - e e = D '

Figure 3-1 View of an SWT 3000 Backplane

@) Power Supply (redundant)
(2) Main Power Supply
3) ALR
(4) CLE
(5) SSB (Remote Monitoring Interface Connector)
(6) Connector for DSUB Adapter with LID1 and LID2
(7) IFC-4
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(8)
9
(10)
an
(12)

3.1 Installation

IFC-3

IFC-2

IFC-1

SC (Service Channel Interface SWT 3000)
SSR (Debug console for PU4)

3.1.2 Equipment of the Subrack

Figure 3-2 Equipment of the Subrack with an SWT 3000 System

1) IFC-1 in slot 1 for interface module IFC-x (optional)

(2) IFC-2 in slot 2 for interface module IFC-x (optional)

(3) IFC-3 in slot 3 for interface module IFC-x (optional)

(4) IFC-4 in slot 4 for interface module IFC-x (optional)

(5) Ethernet EN100 module for IEC 61850 or TPoP (optional)

(6) Processing unit module (PU4)

7) Digital line equipment module (DLE) (optional, if digital data transmission is desired)

(8) Redundant power supply module (PS-2) (optional)

9) Power supply module (PS-1)

(10) Alarm module (ALR)

an Fiber-optic module (FOM-2) (optional, if digital or analog data transmission is desired)

(12) Copper line equipment module (CLE) or optionally fiber-optic module (FOM-1) (optional, if digital
or analog data transmission is desired)

(13) RJ45 socket for PU4 Ethernet interface

(14) USB socket (type B)

(15) RJ45 sockets for electrical EN100 Ethernet interface (IEC 61850 or TPoP)
SFP sockets if optical ENT00 Ethernet interface (IEC 61850 or TPoP) are used
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3.1 Installation

3.1.3 Cable Installation

Installed cables have to be mounted at the device frame by using the cable ties at the rear side of the device.
(Depending on frame type optional cable clamps, delivered with dedicated frame.)

Dismantle the outer insulation of twisted and shielded cables for a window of approximately 20 mm length
and fix the cable ties to connect the shield to the frame ground.

Figure 3-3 Cable installation with cable ties
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3.2 Pinouts of SWT 3000 Modules

3.2.1 Pinout of the IFC-x Module

3.2 Pinouts of SWT 3000 Modules

The IFC interface modules must be connected from the protective relay to the connector X1 (modular terminal

block). The cable cross section must be up to 1.5 mm?2. At least 2 twisted and shielded cables must be tied

immediately at the terminals.

IFC-D/P

4A

3A

2A

1A

@l:lé\:, BI1 [BI2 |BI3 [Bl4

BBBB CR

d0o
seele, |
Zec= i

] Q% ] @4 co1jco2/cos|co4

Figure 3-4 Pinout of the IFC-x Modules

IFC-D Interface module direct tripping
IFC-P Interface module permissive tripping
IFC-S Interface module signaling

CR Common root of relays K5 to K12

TA-4A Modular terminal block

BI1-Bl4 Binary inputs 1 to 4

CO1-CO4 Command outputs 1to 4

K5-K8 Signaling of the binary inputs 1 to 4
K9-K12 Signaling of the command outputs 1 to 4

The following figure shows the connection principle of the IFC-D/P binary inputs:
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3.2 Pinouts of SWT 3000 Modules

3.2.2

102

PR IFC-D/P BI1
U=24Vto 250V
®_I| — O ElXSS Y -
4A1
© S
T T
i !
[ !
[ !
[ !
v v
Figure 3-5 Basic Connection of the binary Inputs on IFC-D and IFC-P Modules (example for BI1)
* Settings of the nominal input voltage
PR Protection Relay
BI1 Binary Input 1
F Fuse

Pinout of the PU4 Module

Table 3-2 Pinout of the PU4, X1

Pin A B C

1 GNDS GNDS

2

3 GND GND GND

4 P5_PS-1 (+5V) P5 (+5 V) P5_PS-2 (+5V)
5 LID_25

6 P12_PS-1 (+12V) LID_26 P12_PS-2 (+12V)
7

8 LID_11 LID_12

9 LID_13 LID_14

10 LID_15 LID_27 LID_16

11 LID_17 LID_18

12 LID_21 LID_28 LID_22

13

14 LID_23 N12_PS-2 (-12V) LID_24

15

16 N12_PS-1(-12V) P5 (+5V)
17 P5 (+5V)
18 P12 (+12V) N12 (-12V)
19

20 GND P12 (+12V)
21 INHIBIT INHIBIT

22 N12 (-12V) GND GND

23 S60UT N P12 (+12V)
24 LID_SC_TX F6VF_IN
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3.2 Pinouts of SWT 3000 Modules

Pin A B C

25 GND_ANA

26 LID_SC_RX F6VF_OUT

27 GND_ANA GND
28 ETH_RXM

29 ETH_RXP ETH_TXP ETH_TXM
30 LID_SC_RTS

31 GNDS LID_SC _CTS GNDS
32

P5 x Power supply (PS-1, PS-2)

N12_x Power supply (PS-1, PS-2)

LID_x Digital line interface (X.21, G703.1, or G703.6)
LID_SC x Digital line interface Service Channel

P12_x Power supply (PS-1, PS-2)

Signals of the Analog Line Interface

Table 3-3 Pinout for Interface LIA

Pin PU4 X1 Signal

B26 Output: F6 signal in VF range to the CLE module
F6VF_OUT

B27 Reference potential for F6 signal in VF range to the CLE module
GND_ANA

B24 Input: F6 signal in VF range from the CLE module
F6VF_IN

B25 Reference potential for F6 signal in VF range from the CLE module
GND_ANA

B23 Output: Control signal S6 for AMP operation to the CLE or FOM transmis-
sion module
S60UT_N

A3, B3, C3, A20, B22, C22 Signal reference potential GND
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3.2 Pinouts of SWT 3000 Modules

3.2.3

Connection of Digital Line Interfaces

The signals at the digital interfaces are fed via a plug connector from the PU4 to the D-sub sockets LID-1 and
LID-2.

Figure 3-6 Connection Sockets (D-sub) for the Digital Interfaces LID-1 and LID-2

i @

(1) D-sub sockets LID-1
(2) D-sub sockets LID-2
NOTE

Every wire pair in the connecting cables used for the digital interfaces must be twisted and shielded.
For the minimum requirements, twist and completely shield all wire pairs.

3.24

104

Signals for the Digital Line Interface 1

The signals for the digital line interface 1 are fed via a plug connector from the PU4 to the D-sub socket LID-1
to the backplane of the device. The pinout depends on the interface used.

Table 3-4 Pinout for the LID-1
Terminal PU4 X1 D-sub Socket

Cable LID-1

Connector
LID_11 A8 4 X21_RxD_A1 DI11 DI11
LID_12 C8 11 X21_RxD_B1 DI12 DI12
LID_13 A9 2 X21_TxD_A1 DO11 DO11
LID_14 c9 9 X21_TxD_B1 DO12 DO12
LID_15 A10 6 X21_RxC_A1
LID_16 c10 13 X21_RxC_B1
LID_17 A1 7 X21_TxC_A1
LID_18 C11 14 X21_TxC_B1
GNDS/Shield A31/C31 1 GNDS/Shield GNDS GNDS
GND/Signal A3/C3 8 GNDISignal GND GND
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3.2 Pinouts of SWT 3000 Modules

Table 3-5 Signals for the X-21 Interface

Signal Name Function

X21_RxD_A1 Input: X.21 Receive data signal a
X21_RxD_B1 Input: X.21 Receive data signal b
X21_TxD_A1 Output: X.21 Transmit data signal a
X21_TxD_B1 Output: X.21 Transmit data signal b
X21_RxC_A1 Input: X.21 Receive clock signal a
X21_RxC_B1 Input: X.21 Receive clock signal b
X21_TxC_A1 Output: X.21 Transmit clock signal a
X21_TxC_B1 Output: X.21 Transmit clock signal b
GNDS Signal reference potential

GND Shielding

Table 3-6 Signals for the G703.1 Interface and G703.6 Interface

DI11 Input: Data in signal 1

DI12 Input: Data in signal 2

DO11 Output: Data out signal 1

DO12 Output: Data out signal 2

GNDS Shielding

GND Signal reference potential

3.25

Signals for the Digital Line Interface 2

The signals for the digital line interface 2 are fed via a plug connector from the PU4 to the D-sub socket LID-2
to the backplane of the device. The pinout depends on the interface used.

Table 3-7 Pinout for the LID-2
Terminal PU4 X1 D-sub Socket X.21

Cable LID-2 SELEL

Connector
LID_21 A12 4 X21 RxD_A2 DI21 DI21
LID_22 C12 11 X21_RxD_B2 DI22 DI22
LID_23 A14 2 X21_TxD_A2 DO21 DO21
LID_24 c14 X21 _TxD_B2 D022 D022
LID_25 B5 6 X21_RxC_A2
LID_26 B6 13 X21_RxC_B2
LID_27 B10 7 X21_TxC_A2
LID_28 B12 14 X21_TxC_B2
GNDS/Shield A31/C31 1 GNDS/Shield GNDS GNDS
GNDISignal A3/C3 8 GND/Signal GND GND
Table 3-8 Signals for the X-21 Interface

Signal Name Function

X21_RxD_A2 Input: X.21 Receive data signal a
X21_RxD_B2 Input: X.21 Receive data signal b
X21_TxD_A2 Output: X.21 Transmit data signal a
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3.2 Pinouts of SWT 3000 Modules

3.2.6

3.2.7

3.2.8

106

X21_RxC_B2 Output: X.21 Transmit data signal b
X21_RxC_A2 Input: X.21 Receive clock signal a
X21_RxC_B2 Input: X.21 Receive clock signal b
X21_TxC_A2 Output: X.21 Transmit clock signal a
X21_TxC_B2 Output: X.21 Transmit clock signal b
GNDS Signal reference potential

GND Shielding

Table 3-9 Signals for the G703.1 Interface and G703.6 Interface

DI21 Input: Data in signal 1

DI22 Input: Data in signal 2

DO21 Output: Data out signal 1

D022 Output: Data out signal 2

GNDS Signal reference potential

GND Shielding

Pinout of the SC interface

Table 3-10 Signals for the Service Channel Interface

Signal Name SC Connector Pin Function

LID_SC RX 2 Output: Service channel receive data
LID_SC TX 3 Input: Service channel transmit data
GND 5 Signal reference potential

LID_SC RTS 7 Handshake signals

LID_SC_CTS 8 Handshake signals

Pinout of the SSB interface

RM communication over several transmission routes is also possible by connecting 2 units via the back RM
interface (SSB) (refer also to chapter Remote Monitoring, Service Channel, and IP Network 2.10.1 RM with
Analog Interface).

Table 3-11 Pinout of the Remote Monitoring Interface SSB

Signal Name SSB Connector Pin Function

RxD 2 Receive data
TxD 3 Transmit data
GND 5 GND

Pinout of the CLE Module

Table 3-12 Pinout of the CLE Module

Pin A B C
1 Shield GNDS GNDS
2
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3.2 Pinouts of SWT 3000 Modules

Pin A B C

3 Ground GND Control wire S6 (S6AB)"

4

5 Control wire S6 (S6AB_GND) "
6

7 Protection receive signal A2
8

9 Protection receive signal B 2
10

11 Protection transmit signal A 2
12

13 Protection transmit signal B 2
14

15 DC value transmit signal

16 SIN alarm DC value transmit signal GND  [P5V (+5 V)

17 RXAL alarm P5V (+5 V)

18 P12V (+12V) M12V (-12 V)

19 TXAL alarm

20 GND12 P12V (+12 V)

21 INHIBIT INHIBIT

22 M12V (-12 V) GND12

23 Enable transmitter output S6 control line from PU4

24 VF signal from PU4

25 VF signal from PU4 GND

26 VF signal to PU4

27 VF signal to PU4 GND Ground GND

28 S6 control wire from PU4
29

30

31 Shield GNDS Shield GNDS

32

DAdditionally for PLC alternate multi-purpose operation

lnput and output signals for cable connection

3.2.9 Pinout of the ALR Module

Table 3-13 Pinout of the ALR Module

PIN Signal Name PIN Signal Name PIN Signal Name
Al BI1_A B1 C1

A2 B2 c2

A3 B3 c3 BI1_B

A4 B4 C4

A5 BI2_A B5 c5

A6 B6 cé

A7 B7 c7

A8 BI2_B B8 c8

A9 B9 c9
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3.2 Pinouts of SWT 3000 Modules

PIN Signal Name PIN Signal Name PIN Signal Name
A10 B10 c10

A1 B11 Cc11

A12 FGND B12 FGND c12 FGND

A13 B13 C13 ALA1_OUT_L
A14  [BITIN_L B14 C14 |ALA2_OUT L
A15  [BI2_IN_L B15 C15 |ALA3_OUT L
A16 P5V (+5 V) B16 P5V (+5 V) C16 P5V (+5 V)
A17 GND B17 GND c17 GND

A18 P12V (+12V) B18 P12V (+12 V) c18 P12V (+12 V)
A19 B19 19

A20 B20 Cc20

A21 ALAT_A B21 C21

A22 B22 C22

A23 B23 23 ALA1_B

A24 B24 C24

A25 ALA2_B B25 C25

A26 B26 Cc26

A27 B27 c27

A28 ALA2_A B28 c28

A29 B29 C29

A30 B30 30 ALA3_B

A31 B31 C31

A32 ALA3_A B32 32

The cable shield of the alarm cable is connected to the device frame by using cable ties.

3.2.10 Pinout of the Fiber-Optic Module

Table 3-14 Pinout of the Fiber-Optic Module

PIN Signal Name PIN Signal Name PIN Signal Name
Al GNDS B1 RM_TXD C1 GNDS

A2 12C_SDA B2 RM_RXD c2 12C_SCL
A3 GND B3 c3

A4 12C_SCL B4 C4 P48VISO
A5 B5 c5 GNDISO
A6 B6 C6

A7 B7 c7 AREL_MAK
A8 RDP_LID B8 Cc8

A9 TDP_LID B9 c9

A10 RCP_LID B10 c10 AREL_BRK
Al1 TCP_LID B11 C11

A12 RDM_LID B12 c12

A13 TDM_LID B13 c13 AREL_COM
Al4 RCM_LID B14 Cc14

A15 TCM_LID B15 C15

A16 B16 C16 P5V

A17 F6SVRALR_N B17 PSDIN c17 P5V
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PIN Signal Name PIN Signal Name PIN Signal Name
A18 B18 PLRCK 18

A19 B19 PSDOUT c19

A20 GND B20 Cc20

A21 INHIBIT B21 PSCLK 21 INHIBIT
A22 B22 22 GND

A23 B23 S6_N 23

A24 B24 C24

A25 ILAN B25 C25 RESET

A26 B26 C26

A27 FOMADR B27 c27 GND

A28 GND B28 28 S6_N

A29 B29 C29

A30 B30 C30 FOMALR_N
A31 GNDS B31 C31 GNDS

A32 B32 ESB_SWT_N C32
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3.3  Jumper Settings for SWT 3000 Modules

3.3.1 General Information

NOTE

i 0

The program SWTStraps can be used as a graphical utility to find the correct jumper settings for the SWT

3000 modules. The program is supplied with PowerSys in folder \Utilities.
For details refer to chapter 5.6 SWTStraps for Jumper Settings and following.

3.3.2 Jumper Settings for IFC Modules

3.3.2.1 Overview

Figure 3-7

(M

()
3)

4
(5)
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Position of Jumpers for the IFC-Modules

LED H1 to H4 (red): activated outputs

LED H5 to H8 (green): activated inputs

Test Operation Display (H10)

S2: IFC Slot Address Selection (S2.1, S2.2) and PU3 / PU4 switch:
S2.3: closed/down - PU3

S2.3: openlup - PU4

Jumpers X43 to X58

Operating LED (H9)
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Table 3-15 Assignment of Jumpers X43 to X58
Signal Input 250V 110V 48 V/I60 V 24V
BI1 X55 = inserted X55 = open X55 = open X55 = open
_ X43 = open X43 =open
X43 = open X43 = inserted X44 =
X44 = open . = open
X45 — open X44 = open X44 = inserted X45 = inserted
X45 = open X45 = open
BI2 X56 = inserted X56 = open X56 = open X56 = open
_ X46 = open X46 = open
X46 = open X46 = inserted X47 =
X47 = open . =open
X48 = open X47 = open X47 = inserted X48 = inserted
X48 = open X48 = open
BI3 X57 = inserted X57 = open X57 = open X57 = open
X49 = open X49 = open
X49 = .
9 =open X49 = inserted X50 =
X50 = open . =open
X50 = X50 = inserted X51 = inserted
X51 = open =open =1
X51 =open X51 = open
Bl4 X58 = inserted X58 = open X58 = open X58 = open
_ X52 = open X52 = open
X52 = open X52 = inserted X53 =
X53 = open . =open
B X53 = inserted _:
X54 = open X53 = open X54 = inserted
X54 = open X54 = open
Test  operation K58 X54
ém display IFC Adr | — | 1 o0 ©
IFCAd |—mmmm | 2 o
L PUZ/PU4 (e | 3 S2 o3
| 4 @ Bl 4
o X52
F4] [F] on Off
Xa7 X591
| K16 K15 K14 K13 oo 2
alS1 X50
]
K12 K11 K10 K9 o X49 Bl 3
| K4 | | K3 | K2 K1
— HE ' X56 X48
Operating LED o0 ©
@ﬁ © xa7
@
Bl 2
° X456
K5 K6 K7 K8 K35 X435
o0 O
© x44
@
o X3 BI1
IFC-O- Ki...K4
— IFC-P: K13 .. K18

IFC-5: K5 . _ K12

Figure 3-8

Position of jumpers X43 to X58

The second interface module is used in the case of an IFC-D/P module for doubling the output contacts. The
binary inputs are only connected to one module (in slot IFC-1 or IFC-3).
If the IFC-S module is used, jumpers X43 to X58 are not provided because the binary inputs do not exist.
The module contains 8 signaling relays. For 7 relays, one change-over contact is brought out in each case. The
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3.3.2.2

contact of relay K5 can be used as a make contact or a break contact with jumper X42. All 8 signaling contacts
have a common root (3A1).

DIP Switches on IFC Modules
There are 2 Dual Inline Package (DIP) switches added to each IFC modules:

®  DIP switch ST for the Test Mode.
The activated output relays are displayed with LEDs H1 to H4 (red), and the activated binary inputs with
LEDs H5 to H8 (green).
For more detailed information, refer to 8.1.6.7 Overview.

®  DIP switch S2 for the selection of PU3 and PU4 module and to indicate the slot address of each IFC
module.
For more detailed information, refer to 8.1.7 Slot and Module Identifier.

Table 3-16 Function of S2 Switch

Switch Function

S2.1 IFC slot address selection
S2.2 IFC slot address selection
S2.3 PU3 or PU4 selection
S2.4 Not connected

Table 3-17 IFC Slot Address

Selection S2.1 Position S2.2 Position

IFC-1 Open = up position = OFF Open = up position = OFF
IFC-2 Close = down position = ON Open = up position = OFF
IFC-3 Open = up position = OFF Close = down position = ON
IFC-4 Close = down position = ON Close = down position = ON

Table 3-18 PU3 or PU4 Selection

Selection S2.3 Position

PU3 Close = down position = ON

PU4 Open = up position = OFF
A CAUTION

Changing the position of an IFC module without changing its address may lead to a failure in the transmis-
sion.

The IFC module will be detected on a wrong slot. No information or wrong information may be trans-
mitted to the corresponding protection relay.

< Make sure that the IFC module is in the right slot.

i 0

NOTE
The slots IFC-3 and IFC-4 are available only in PU4-mode of stand alone SWT 3000.
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3.3 Jumper Settings for SWT 3000 Modules

Figure 3-9 Position of Jumpers, Input and Signaling Elements on the PU4 Module
1 S2: Power ON/OFF

2 LED OK/GBAL

3 LED Status Interface LID-2

4 LED Status Interface LID-1

5 LED Status Interface LIA

6 S1: Reset button

7 S3(3.1t03.4)

8 Connection on DLE

9 Connection on DLE

10 Connection of the IFC Modules
11 LCT: Service Interface (USB)

12 NMS: Ethernet Interface

The Digital line equipment is not appl

Table 3-19 Function of the S3 DIP Switch on the PU4 Module

icable for PowerLink 50.

Switch Number Position Function
S3.1 OFF Normal operation
ON Programming with Memtool
S3.2 OFF Monitor inactive
ON Monitor active
S3.3 OFF Disable debugger
ON Enable debugger
S3.4 OFF Disable initialization in monitor
ON Enable initialization in monitor
~ NOTE
l For normal operation all switches must be in the OFF-position.
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3.3.4

3.3.4.1

3.3.4.2

3.3.4.3

114

Jumper Settings for the DLE Module

Overview

When using digital line interfaces, links must be set on the DLE module. Module DLE is designed as a self-
contained PC board that is connected electrically to the PU4 via a ribbon cable and mechanically via spacer
sleeves. All external interfaces are routed via the PU4 module.

tVRET FRINY

=,
; ©

TG74 - 4505NC
® 1039 3

REANN
FRRNE,.

%)

Figure 3-10 Position of the Jumpers on the DLE Module
Jumper Settings for the Selection of Digital Line Interfaces LID-1

Table 3-20 Interface Selection for the LID-1

Interface X48 X49 X42 X43 X6 X4 X5 X20 X21

X.21 1-2 1-2 1-2 2-3 2-3 2-3 2-3 1-2 1-2
11-12 {11-12

G703.1 3-4 3-4 1-2 2-3 2-3 2-3 2-3 2-3 2-3
13-14 [13-14

G703.6 symmetric 5-6 5-6 1-2 2-3 2-3 2-3 2-3 2-3 2-3
15-16 [15-16

G703.6 asymmetric 7-8 5-6 2-3 1-2 1-2 1-2 1-2 1-2 1-2
15-16 [15-16

Jumper Settings for the Selection of Digital Line Interfaces LID-2

Table 3-21 Interface Selection for the LID-2

Interface X48 X49 X46 X44 X7 X8 X9 X22 X23

X.21 19-20 |19-20 |1-2 2-3 2-3 2-3 2-3 1-2 1-2
29-30 |29-30

G703.1 21-22 |21-22 |1-2 2-3 2-3 2-3 2-3 2-3 2-3
31-32 |31-32
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Interface X48 X49 X46 X44 X7 X8 X9 X22 X23

G703.6 symmetric 23-24 (23-24 |1-2 2-3 2-3 2-3 2-3 2-3 2-3
33-34 |33-34

G703.6 asymmetric 25-26 |23-24 |2-3 1-2 1-2 1-2 1-2 1-2 1-2
33-34 |33-34

3.3.44  Selection of the Input Gain for G703.6 Interfaces

This setting controls the sensitivity of the receive equalizer.

Table 3-22 Selection of the Input Gain for G703.6 Interfaces

Input gain LID-1 LID-2
12 dB (for short haul) X53/2-3 X5212-3
43 dB (for long haul) X53/1-2 X5211-2

3.3.4.5 DLE Settings for the LID-x Connection via FOM

NOTE

i 0

If there is a connection of the LID-x via fiber-optic modules, always select the X.21 interface on the DLE
module.

When LID-x is connected via fiber-optic modules, no electrical cable must be connected at the corre-
sponding LID-x connector.

3.3.5 Jumper Settings for the CLE Module

(o) {3 (o) £
N

Figure 3-11 Position of the Jumpers on the CLE Module

Table 3-23 Jumper Setting for the Input and Output Impedance

Setting 600 Q =5kQ
Input impedance W4 Without W4
Output impedance W5 W6, W7, W8
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Table 3-24 Jumper Setting for the Receive Signal Gain

Receive Signal Gain [dB] Jumper X2 in Position

0 W1
+6 W2
+12 W3

3.3.6 Jumper Settings of the ALR Module
The function of the ALR jumpers is shown in the following table:

Table 3-25 Setting Options for the ALR Module

X2 X3 X4 X5 to X13 X14 to X17

Binary Input 1 - used for Synchronization with Sync Pulse
250V X2-7-87 Open - - X14-X15 "
110V X2 -1-2 Open - - X14-X15
48 VI60 V X2 -3-4 Open - - X14-X15
24V X2 -5-6 Open - - X14-X15
Debounce time ~0,6 ms X18 - 3-4

~1.0ms X18 -1-2
Binary Input 1 - used for IRIG-B
24V Open X3-1-2 - - X16-X17
12V Open X3-3-4 - - X16-X17
5V Open X3 -5-6 - - X16-X17
Binary Input 2 - for future application
250V - - X4-7-87 - -
110V - - X4 -1-2 - -
48V or 60 V - - X4 - 3-4 - -
24V - - X4 - 5-6 - -
Debounce time ~0,6 ms X19 -3-4

~1.0ms X19-1-2
Alarm Output 1 Relay K1
NC - - - X5-X6 -
NO - - - X6-X7 -
Alarm Output 2 Relay K2
NC - - - X8-X9 -
NO - - - X9-X10 -
Alarm Output 3 Relay K3
NC - - - X11-X12 7 -
NO - - - X12-X13 -

NC (normally closed) Break contact
NO (normally open) Make contact
") Default setting
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3.3.7 Power Supply Jumper Settings

Monitoring Loop

An inhibit loop monitors the presence of the PU4, FOM and CLE modules. Pulling the PU4, FOM and the CLE

causes the interruption of the monitoring loop and the secondary voltages from PS-1 and PS-2 (if available)
are disconnected.

BPSWT 3000

PU4 CLE/FOM1 FOM2 =]

a21 c21 az1 c21 a21 c21

M X41 u X42 L,o_

® (& o ¢ o GND
PS o 1123 1123

P ——

—

PS-1

Figure 3-12 Inhibit Loop for the Power Supplies

NOTE

i

An On/Off switch (PS) on the PU4 (not accessible from outside) also interrupts this monitoring loop.
If the CLE or FOM-1 is not used, insert the jumper X41 in position 1-2.
If the FOM2 is not used, insert the jumper X42 in position 1-2.
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3.4

3.4.1

Start Commissioning

Before Starting the Commissioning

The SWT 3000 device is designed to be inserted in a subrack and needs an additional mechanical and electrical
enclosure.

i @

NOTE

Make sure that a overvoltage category Il environment is available.

i

NOTE

Incorporate an easily accessible bipolar disconnect device in the building installation wiring.

i @

NOTE

Provide a prominent marking located close to the entry in order to easily gain access to the hazardous
parts. This marking will indicate which disconnected device isolates the equipment completely and which
disconnected device can be used to isolate each section of the equipment.

i 0

NOTE

Make sure that a sufficient cooling is provided. The allowed ambient air temperature shall not be exceeded.

WARNING

This equipment can be powered by and connected to different independent energy sources.
Death or severe injuries can occur if specified instructions are not observed.

<~ Before any maintenance work, the device must be isolated with the specified separators.

3.4.2

3.4.3

118

Switching on the Power Supply

The steps how to do the commissioning of the power supply is described as follows:

® |n order to switch on the power supply of the SWT 3000, switch the external voltage separator in the
cabinet or rack to ON position.
The device is still switched off because the ONJOFF switch on the PU4 module is in down position (refer
to Figure 3-9).

®  The yellow LED (disabled) lights up on the power supply units.

Switching on the Device (with PU4 Module)

The steps how to do the commissioning of the device is described as follows:

® |n order to switch on the device, put the ON/OFF switch on the PU4 module in up position (refer to
Figure 3-13).

®  The operate LED (green) must light up on the power supply unit and the OK LED (green or red) must light
up on the PU4 module.
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Figure 3-13 Position of Jumpers, Input and Signaling Elements on the PU4 Module

1
2
3
4
5
6
7
8

S2: Power ON/OFF

LED OK/GBAL

LED Status Interface LID-2
LED Status Interface LID-1
LED Status Interface LIA
S1: Reset button
S3(3.1t03.4)

Connection on DLE
Connection on DLE

10 Connection of the IFC Modules
11 LCT: Service Interface (USB)
12 NMS: Ethernet Interface

e}

NOTE

i 0

If an EN100 module is equipped and no physical Ethernet connection to the IEC61850 port is established,
the SWT 3000 device start-up may be delayed by up to 60 seconds.

A DANGER

Even if the switch of the PU4 module is in the OFF position and the device is still connected to a voltage
supply source, the power supply is still energized.

If you do not comply with the safety notes, this will result in death, severe injury, or considerable
material damage.

< Do not open and touch the power supply!
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A DANGER

Even if the switch of the PU4 module is in the OFF position, the IFC modules can still be energized.

If you do not comply with the safety notes, this will result in death, severe injury, or considerable
material damage.

< Do not open and touch the modules in the device!

i 0

NOTE

When the switch of the PU4 module is in the OFF position, a squealing sound can occur, coming from the
power supply. This is neither a danger nor a damage.

3.4.4

3.4.5

120

Connecting the Service PC

A service PC and the service program PowerSys are needed for startup, maintenance, and diagnostic purposes
of the PowerLink or SWT 3000 units. The service PC is connected to the USB socket on the front panel of the
PU4 module with a USB A/B plug cable.

Standard USB B Plug

1 2
Standard USB A Plug
| |
4 3 2 1 4 3

Figure 3-14 USB A/B Plug Cable

@) Pin 1is V.. (+5V)
(2) Pin 2 is Data- (D-)
3) Pin 3 is Data+ (D+)
(4) Pin 4 is ground (-)

You can find a description of the service program PowerSys and for the communication to the device via the
serial interface from the service PC or via a TCP/IP connection in chapter 3.4.5 PowerSys.

For the the installation of the Service program PowerSys refer to chapter 5.1.17 Installation.

PowerSys

The Service program PowerSys is required for commissioning, maintenance, and diagnosis of the PowerLink or
SWT 3000 device.
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B powersys - O 4

00009606 - - - - L

Admin

A ()

Device information

Device [ Ewvent log Command counter

EN100

Commissioning

Adjustment Diagnostics

User management Change password

Figure 3-15 PowerSys dashboard

Header
It is always located on top and contains a toolbar with iconic buttons. It provides a drop-down menu, toolbar
and alarm status bar. Additionally, it holds the Siemens logo and the product name.
The shown product name is changed dynamically depending on the loaded device database (SWT 3000 or

PowerlLink).

A toolbar is a prominently visible panel containing controls such as iconic buttons that directly invoke
frequently used application functions.

Main menu Drop down menu provides device connection and file operation functions.

Open Open the parameter from a configuration file (.ddb). After the file has
been loaded, the data can be modified or programmed to the device.

Save Save the changes to the configuration file.

Connect Establishing the connection to the device. The program attempts to estab-
lish a connection to the device and then loads the data into PC. The
program detects from which device (PowerLink or SWT 3000) the data
were read and automatically changes to the appropriate dashboard view.

Disconnect Disconnecting the established connection.

Send configuration Send the offline configuration file or online changed parameters to device.
Device is programmed and reset automatically after send offline configura-
tion file.
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Toolbar button Description

Program device

Program the changed parameters to device. Device is reset automatically
after programming is successful and ready for operation again afterwards.
If changing an existing PowerLink or SWT 3000 configuration, use the
“Clear device setting” test command before programming the new config-
uration to device.

Connection status

Indicates the connection

mDevice is online.

EDevice is offline.

The main menu contained cover all available application functionality, including actions for control of the

application.

H PowerSys

&

Mew
Open.,

Close

Save

Save as._.

Connection selup.
Connect to device
Connect to device using RM

Create system log

About

Menu Description

Menu > New

Create a device configuration file (.ddb). Select device type and param-
eter release version. After that, choose the name and place of storage
of the configuration file in which the data is stored.

Menu > Open...

Same function as Open toolbar button.

Menu > Close

Same function as Close toolbar button.

Menu > Save

Same function as Save toolbar button.

Menu > Save as...

Save the changes as another configuration file without replace existing
file.
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Menu Description

Menu > Connection setup...

The communication to the device can be carried out either via the serial
interface or via a TCP/IP connection from the service PC.

®  For a configuration of the serial interface, select the proper serial
port with the Serial port to device list box.

®  For a configuration of the TCP/IP interface, select the proper IP
address, port number and with or without SSL.

The selection must be in accordance with device settings. The configu-
ration is done after clicking the Ok button.

User preference settings (Connect method, COM, IP address, RM,
Language, Last accessed file path...) will be stored in user profile for
next use.

Menu > Connect to device

Same function as Connect toolbar button.

Menu > Connect to device using RM

Establishing the connection to the remote device using RM. RM must be
configured in device. RM link must be established.

The RM address of the connected remote device is set with the Connec-
tion setup menu.

After the connection is established, all data of the remote device are
downloaded. The duration of this procedure depends on the transmis-
sion data rate (50 bps or 300 bps).

With the remote monitoring function, device data can be transmitted
between one of the following cases:

®  The terminals of one or more carrier frequency (CF) routes
® 2 PowerLink or SWT 3000 units

®  RM connection can be established over a chain of equipment

Menu > Create system log

If problems occurre in a PowerLink or SWT 3000 connection, this func-
tion can be used to create a zip file containing important system infor-
mation including the device configuration or the event log from the
device.

Select the folder for storing the zip file.

To create the system log takes serval minutes to complete, depending
on the size of the log file.

Menu > About

About information (release version and date)

Alarm status bar

An alarm status bar displays the frequently monitored alarm status, like virtual LED of the device. The alarm is
monitored periodically. If alarm is detected, the related alarm icon is changed to red color.

Alarm Description

HW Hardware alarm
CFG Configuration fault
G General alarm
X Transmitter alarm
RX Receiver alarm
SIN Signal to noise alarm
NU Non urgent alarm
REM Fault in the remote device
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BT Description

FSK FSK alarm (available only in PowerLink if FSK is used)
DP DP switched to secondary bitrate (available only in PowerLink if DP is
used)
Info bar
The info bar is located between the header and the breadcrumb path. In the info bar provide short messages
to the user. It shows on the left the opened file name, on the middle the COM port number, IP address and
device name and on the right the name of the user that is currently logged in.
The normal mode indicates normal operation mode.
DevA_001.ddb COM4 Admin
Figure 3-16 Normal mode
The attention mode indicates that the application is not in the normal mode in order to avoid misunderstand-
ings (e.g. IFC-Test).
DevA_001.ddb COM4 Admin
Figure 3-17 Attention mode
Breadcrumb
A breadcrumb is used for navigating and showing the current path within the current task. It can be used to
step higher via the home icon or path element. Furthermore, it is possible to navigate quickly via tap on the
separator elements between the single path elements.
A O ——
Dashboard
A dashboard gives the user an overview of all available areas and helps him to navigate through the applica-
tion. It consists of several tiles which are grouped by theme.
The dashboard is changed dynamically when different device database are loaded (SWT 3000 or PowerLink).
The navigated working area is the screen space available for viewing or editing the content which is repre-
sented by breadcrumb path. In this area everything is shown with which the user works in the application, e.g.
logs, configurations.
®  Device information - Group for device information, alarm status and event log.
®  Commissioning - Group for device configuration, adjustment, diagnostic and test commands.
®  User management - Group for user management and change password.
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Device information

Device

EN100

Commissioning

Configuration

User

User management

Event log Command counter

Change password

Figure 3-18 PowerSys dashboard
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3.5 Device Configuration

3.5.1 New Configuration

Start the new configuration selecting Menu > New.

B rowersys
(.

e -w
SWT 3000
PowerLink

Figure 3-19  Select device

The program asks you to select the parameter database version which is matched to your actual device. The
latest version is selected by default.

V3.5.188
V3.5.187
V3.5.186
V3.5.185

Figure 3-20  Select database version

When you have confirmed the selection by clicking OK, the dashboard is available for starting configuration.
To finish the configuration, you can click the save button, then the save dialog will pop-up.
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The following dashboard menus are available:

8 Powersys

0000000

X0

Device information

Device [ Event log Command counter

Commissioning

Configuration Adjustment Diagnostics

User

User management Change password

Figure 3-21 Dashboard menu

Save

Name SWT3_002.ddb

Location = Cl\Users\nb2viel001_1703\Desktop

GPUCache

PowerSys_V3.6.50

debug.log

desktop.ini

Google Chrome.Ink

Figure 3-22 Save configuration file
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3.5.2 System Configuration

3.5.2.1 Operation Mode

Operation mode
~w Configuration

w System Operation mode  Mode3a (4 independent commands) wr

Operation mode

Purpose  Single purpose w
Line interface

Command interface System  Standalone

Input allocation

Qutput allocation REEIET D
Signall llocati
[ Sy alEEzion Continuous signalling D
Channel allocation
P Timer T-scheme mode D
Alarm control
Mode 6 receive check D
RM
ALR Mode 6 supervision command D
) TPoP
} Ethornet Redundant power supply |+

Clock synchrenization

Figure 3-23 Operation mode configuration

Table 3-26 Selection of the Operation Modes

Operating mode Comment

Mode 1 (double system protection) Possible with all variants

Mode 2 (single phase protection) Possible with all variants

Mode 3 (switching functions) Possible with all variants except VF1_CT and VF3_CT
Mode 3a (4 independent commands) Only possible with the variants VF1_CT or VF3_CT
Mode 3b (2 plus 2) Only possible with the variants VF1_CT or VF3_CT
Mode 4 (only one command active) Possible with all variants

Mode 5A (3 independent commands) Only possible with the variants VF1 M5A or VF3 M5A
Mode 5D Only for digital transmission paths

Mode 7a (8 independent commands) Possible for PL IP

Possible options for system mode are:
® Stand-alone

® [ntegrated in PowerLink

® ViaFOM

If the SWT 3000 device is not integrated in PowerLink, it is possible to configure the device as stand-alone or
via FOM.

On the other hand, if the device is inserted in PowerLink (iSWT), the system mode must be fixed as integrated
in PowerLink and allows no change.

The teleprotection signaling parameter is set as single purpose for stand-alone devices. The setting alternate
multi-purpose is also possible with a Siemens PLC system depending on the configuration and parameters of
the Siemens PLC system.

Reflection

Reflection is configurable for all protection operating modes except of Mode 3, Mode 4, Mode 5D and Mode 6.
With activated Reflection the SWT 3000 transmits the received commands back to the equipment at the

128 Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



Installation and Commissioning

3.5 Device Configuration

opposite side, as long no excitation input is activated. Therefore Reflection may be configured only in one
SWT 3000 device of a connection.

Reflection of received commands is only executed, if the excitation signal is not active and is terminated
immediately with activation of the excitation input for control of the S6 signaling. The excitation of the S6
signal is provided by activation of binary input Bl4 in the operating modes Mode 1 and Mode 2. In Mode 3a,
Mode 3b and Mode 5A the S6 signaling is activated automatically with activation of any binary input.

Menu Option Setting Description
Reflection No (default) g The received commands activate the local outputs of SWT 3000.
Yes The received commands activate the local outputs of SWT 3000.

As long the excitation input is not actived during the command
reception, SWT 3000 transmits the received commands back to
the equipment at the opposite side.

Select Apply for the acceptance of all settings. If you click Cancel, the previous settings are retained. By
clicking OK, the settings are accepted and the input tab is closed.

1

NOTE

If reflection of received commands shall be used, the PowerSys checkbox Reflection must be activated only
in one SWT 3000 device of a connection.

Continuous Signaling (Analog Transmission Path)

If persistent commands must be transmitted with the device in case of analog command transmission, activate
also the option continuous signaling.

In this case, the transmitter of the device sends instead of the command frequency the guard tone for 180 ms
at cyclical intervals. Consequently a connection can be reestablished automatically after a line interruption or
failure of a device. In this case, the command output time must be increased accordingly (refer to

3.5.7.3 Command Output Timer).

Menu Option Setting Description
Continuous signaling [No (default)g Normal command transmission
Yes Command transmission is cyclically interrupted by transmitting
guard

Select Apply for the acceptance of all settings. If you click Cancel, the previous settings are retained. By
clicking OK, the settings are accepted and the input tab is closed.

Power Supply

If the SWT 3000 is operated with 2 power supplies, monitoring of the second power supply must be activated
under Operation mode by selecting Redundant power supply.

3.5.2.2 Line Interface
The menu option Line interface offers the following setting options:
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ﬁ o Configuration

130

Line interface
w Configuration

w System
Operation mode
Command interface
Input allocation
Qutput allocation
P Signaling allocation

Channel allocation

Analog CLE v @ Prim. O Sec.
Digital 1~ Off () pPim () Sec
Digital 2 Off () pim. () Sec.
Ethemet EN100-TPoP ~w (O Prim (@) Sec.
Variant VF1_CT w

P Timer Application (@) Permissive tripping () Direct fripping
Alarm control
Double primary
ALR Configuration via PowerLink (Slot) ~ Off
p TPoP
Table 3-27 Setting Options for Analog Connection of the PU4 Module

Connection Analog Comment

off

No analog interface

CLE (only with system setting stand-alone)

Stand-alone devices with cable connection, or connection
to a Siemens PLC system via the CLE module

via CSPi (dig) If integrated in the PowerLink system

FOM-1 analog Stand-alone device with FOM connection to a PowerLink
system

Table 3-28 Setting Options for Digital Connection of the PU4 Module

Connection Digital 1/2 Comment

X.21 DTE/ DCE

Digital interface X.21 DTE or DCE

G703.1 DTE/DCE

Digital interface G703.1 64 Kbps DTE or DCE

G703.6 DTE/ DCE

Digital interface G703.6 2 Mbps DTE or DCE

G704

Digital interface with framed E1 mode

FOM 64k DTE / DCE

Fiber-optic connection between 2 SWT 3000 with 64 Kbps

FOM 2M DTE / DCE

Fiber-optic connection between 2 SWT 3000 with 2 Mbps

FOBox 64k Fiber-optic connection to the FOBox bit rate 64 Kbps
(discontinued)
FOBox 2M Fiber-optic connection to the FOBox bit rate 2 Mbps

(discontinued)

C37.94-DTE/ DCE

Fiber-optic connection between 2 SWT 3000 with C37.94

protocol

PU4 module types:

®  PU4-LIA for analog, digital and Ethernet interfaces

®  PU4-LID for digital and Ethernet interfaces only. It cannot be used as spare part of iSWT

If only digital or Ethernet interfaces are required in customer order, the PU4-LID board is delivered by produc-

tion.

In case of analog or mixed interfaces, the PU4-LIA board is delivered.
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A primary and an optional, secondary connection interface for path redundancy can be configured.

By default, path redundancy is set according to priority as Digital 1/ 2 > Ethernet > Analog. In case of double
digital lines, 2 Mbps data rate > 64 Kbps data rate.

i @

NOTE

The digital fiber-optic interface can be adjusted to FOM_64k/2M-DCE/DTE, C37.94_DCE/DTE. On the DLE
module the X.21 jumpers must be selected.

For G704 the DLE jumpers must be set to G703.6.

Table 3-29 Setting Options for Ethernet Connection of SWT 3000 devices

Connection Ethernet Comment
off No Ethernet connection
EN100-TPoP Ethernet line interface via EN100-TPoP

Table 3-30 Setting Options for Application

Application Comment

Direct tripping This setting offers enhanced transmission security of the
analog interface and must be selected for teleprotection
systems with direct tripping. The transmission time is about
5 ms longer compared with the setting permissive trip-

ping.

Permissive tripping This setting must be selected for permissive protection
systems.

Coded Transmission Switchover from the F6 modulation to the coded transmis-
sion.

Refer to Functional Description).

For the operating modes 3, 5A, or 6, the coded transmis-
sion is not adjustable.

The following figure shows the connection of 2 SWT 3000 systems via the fiber-optic modules. In this case,
the digital interface LID-1 or LID-2 of the SWT 3000 is used.

SWT 3000 SWT 3000
Slot PU4 Slot FOx Slot FOx Slot PU4
PU4 FOM FOM PU4
<150 km
_ E 0O E -
= £ RS422
DLE | 5422 2 H H 2 DLE
[ C
3 0 3
0 o

Figure 3-24 Connection of 2 SWT 3000 via FOM

The digital interface can be adjusted to 64 Kbps (FOM 64k-DCE or DTE) or 2 Mbps (FOM 2M-DCE or DTE).

All setting options for the interfaces are shown in 3.5.2.2 Line Interface. On the DLE module in each case, the
X.21 interface must be selected.

Refer also to 3.3.4.2 Jumper Settings for the Selection of Digital Line Interfaces LID-1 and 3.3.4.3 Jumper
Settings for the Selection of Digital Line Interfaces LID-2).
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C37.94 Data rate 1/2

2 * 64 kbps
3 * 64 kbps
4 * 64 kbps
5 * 64 kbps
6 * 64 kbps
7 * 64 kbps
8 * 64 kbps
FOM C37.94 9 * 64 kbps
10 * 64 kbps
11 * 64 kbps
C37 94 datarate 1 | 12 * 64 kbps
Auto

C37.94 datarate2 1" 64 kbps w

The data rate must be 1 to 12 x 64 Kbps. For C37.94 DTE, it is also possible to detect the data rate of the DCE
device automatically by selecting Auto in the data rate field.

If only one interface has been selected, only the corresponding data rate filed is enabled. The other one is
disabled.

Transmitter and Receiver Address for digital interfaces

132

LID address

Transmitter address 1

Receiver address 1 3 1 1

When several SWT 3000 links are connected in the same digital network via multiplexers a unique addressing
of transmitting and receiving device avoids unwanted operation of SWT 3000 devices due to incorrect routing,
switching or cabling in the digital network. Associated local and remote SWT 3000 devices are identified
within the network by the address bits transmitted with the DLE data stream.

Configure a unique transmitter address and the receiver address of the associated SWT 3000 device for digital
or fiber-optic connections via the LID—interfaces of the DLE. The following figure shows the principle of
addressing for associated devices.

The range for TX- and RX- addresses is 1 ... 255. The address range is reduced to 127, if line clock sync or

command loop test is enabled. The device address settings apply to both digital connection interfaces simulta-
neously.
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SWT 3000 SWT 3000
(Local A) (Remote B)
(DLE) (DLE)
LID-1 LID-1
TX-Addr.: 1 LID-2 LID-2 TX-Addr.: 2
RX-Addr.: 2 RX-Addr.: 1
| mux MUX
SWT 3000 \ SWT 3000
Local X Remote Y
( ) (DLE) (DLE) ( )
LID-1 LID-1
TX-Addr.: 24 LID-2 LID-2 TX-Addr.: 32
RX-Addr.: 32 RX-Addr.: 24
Local SWT 3000 ,A“ (addr.=1) associated to Remote SWT 3000 ,B“ (addr. = 2)
Local SWT 3000 ,X“ (addr.=24) associated to Remote SWT 3000 ,Y* (addr. = 32)
Figure 3-25 Examples for Setting of Transmitter and Receiver address
° NOTE
l Wrong or invalid address settings may cause malfunction of the teleprotection signaling in associated

and/or non-associated devices of the digital network.

3.5.2.3 Command Interface

The number and type of the interface module IFC-x is defined in Command interface.
If an EN100 module is equipped, you can activate the EN100 and select the proper files.
You can also activate the test mode.

w Configuration

w System

P Timer

RM
ALR
p TPoP
p Ethemnet

Figure 3-26

Operation mode

Line interface

Command interface

Input allocation
Qutput allocation
P Signaling allocation

Channel allocation

Alarm control

Clock synchrenization

Dialog for the SWT 3000 Command interface configuration

Interface

EN100

IFC-1

IFC-2

IFC-3

IFC-4

Special allocation

Test mode

PowerSys pre-config

EN100 parameter file
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Binary Command Interface

IFC-1 and IFC-3 Slots IFC-1 and IFC-3 must be equipped with an interface module IFC-D (high
contact load) or IFC-P (normal contact load). The commands to be transmitted by
the protective relay are also connected here (binary inputs). Output of the
received commands to the protective relay is also via these modules.

IFC-2 and IFC-4 Additional slots for IFC-2 and IFC-4 are available. These additional slots can be
equipped with one of the following IFC types:

e |FCD
e IFCP
® [FC-S (signaling)

If these slots are equipped with an IFC-D or IFC-P, the relays of these modules can
be used (in case of analog transmission) for doubling the command output
contacts. In case of contact doubling the inputs are not used.

If these slots are equipped with an IFC-S module, these modules are used for one
of the following cases:

®  For signaling commands that are entered (activation of binary inputs)

®  For signaling commands that are output (binary output)

NOTE

i @

Use flyback diodes for any relays that are connected to an output SWT to avoid EMC influences.

Table 3-31 Equipment Options for Slots IFC-1 to IFC-4

Slot Equipment Application

IFC-1 IFC-D or IFC-P Command input/command output

IFC-2 IFC-D, IFC-P, or IFC-S |Doubling of command output contacts slot IFC-1 or status messages.
Command input/command output only with digital interfaces.

IFC-3 IFC-D or IFC-P Command input/command output

IFC-4 IFC-D, IFC-P, or IFC-S |Doubling of command output contacts slot IFC-3 or status messages.

Command input/command output only with digital interfaces.

GOOSE Command Interface

When the EN100 module is equipped, generate the preconfiguration file (CFG) and the EN100 parameter file
(BIN) using the MergeTool. For more information about IEC 61850 configuration in MergeTool and DIGSI refer
to 5.7.2 Parameter Generator.

In order to activate the Configuration > System > Command interface > EN100, select the EN100 g check
box.

Click on PowerSys Pre-Config to upload the CFG file.

The following dialog appears:
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example_1command_devA.cfg

C\WPowerLinkECEG1850\Config_files\. ..

Pre-configuration file(* cfg) 0 o

@ example 1command devB cfg

Figure 3-27  Select EN100 CFG file

Select the proper CFG File.
Click the EN100 Parameter File button to upload the BIN file.
The following dialog appears:
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example_1command_devA bin
C\WPowerLink\ECG1850\Config_files\. ..

EN100 bin file(* .bin) o o

@ example_1command_devB bin

Figure 3-28  Select EN100 BIN file

Select the proper BIN File.

With saving the configuration file (ddb-file), the BIN file is merged into the ddb-file automatically. If you want
to configure another SWT 3000 device with the same configuration data, load the saved ddb-file in PowerSys.
You can program the BIN file now into the device in order to configure the EN1T00 module.

You can insert only IFC-D or IFC-P modules in slot IFC-1 and IFC-3 in the subrack. Slot IFC-2 and IFC-4 can also
be equipped with the IFC-D/IP modules or alternatively with the IFC-S module. When an IFC-S module is config-
ured the IFC-S signaling outputs are automatically enabled with a default (1:1) allocation. Check the configu-
ration in menu Signaling Allocation. For more detailed information about the interface modules refer to
Interface Modules of this Equipment Manual.

Contact Doubling

136

If using 2 or more IFC-D/P modules, Contact Doubling can be configured in one of the following cases:

e |f thereis an analog transmission interface or analog secondary path, only the output relays of the
module at the IFC-2 slot are used for contact doubling. The inputs are not used because the maximum
number of commands is 4 commands for an analog transmission interface or an analog secondary path.
The function Contact doubling can be activated in the Special allocation list box.

If Interface modules IFC-DIP are configured for the slots IFC-3 and IFC-4, the unused outputs of these
modules can be individually configured as signaling outputs in PowerSys - Configuration - Signaling
Allocation.

Refer also to 8.1.2 Exclusively Analog Transmission Interface or Analog Secondary Path.
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® |noperating mode 5D with digital transmission path, there are 8 inputs and outputs available. With
special allocation Contact doubling and 4 Interface modules IFC-D/P the IFC-1 output commands OUT1
to OUT4 are doubled to outputs on IFC-2. The IFC-3 output commands OUT5 to OUT8 are doubled on
IFC-4. Contact doubling with only 2 Interface modules IFC-D/P is possible, but the transmittable
commands are reduced to 4 commands then. The available output commands OUT1 to OUT4 of IFC-1 are
doubled to outputs on IFC-2.

Refer also to 8.1.3 Exclusively Digital Transmission Interfaces.

Operation mode 3a/ 3b /5D are based on free allocation and each command can be allocated with any vacant
IFC ports. In this case, the option “contact doubling” is just a preset configuration and the user is still able to
reallocate the ports if necessary.

~ NOTE
l Check the Input Configuration submenu in the SWT 3000 > Configuration menu.
The special allocation Contact doubling can only be enabled when IFC-S is not configured.
2CMD+ACK
With the function Two Commands with Acknowledge (2CMD+ACK) the first input on each Interface module
IFC-DIP is fixed allocated to a signaling output in the local SWT 3000 device. Additionally the first command
output relay of each Interface module IFC-D/P is fixed allocated to another signaling output at local side.
Figure 3-29 shows the scheme of signaling allocation for the acknowledge of the corresponding command
inputs and outputs.
IFC-1=IFC-P PU4 DLE
Commandin[1] BI1=IN1 >»
Commandin[2] B=N2 > LID-1
BI3=IN3 X.21
BI4=IN4 G703 1
G703 .6
CommandOut[1] CO1=0UT1 |d-e
CommandOut [2] CO2=0UT?2 2 T
CommandOut[]Sig | CO3=OUT3 |« LID-2
CommandIn [1]Sig CO4=0UT4 |
X.21
_ G703 1
IFC-2 =IFC-P ST 6
CommandIn[5] BI5=IN5 [y
Commandin[€] BI6=IN6 ;
BI7=IN7
BIB=INg ALR
ALA
CommandOut[5] CO5=0UT5 |«-o ALA-2
CommandOut [6] COB=0UT6 |« ALA3
CommandOut[5]Sig | CO7=0UT7 |4
CommandIn[5]Sig | COB=OUTS |« [ USYNC |
——)» Commands with acknowledge (Signaling)
——)  additional commands without acknowledge
Figure 3-29 Two Commands with Acknowledge (2CMD+ACK)
Originally designed for 2 IFC modules the feature is enhanced for the transmission of up to 4 commands with
acknowledge and 4 additional commands without acknowledge, if 4 IFC-D/P modules are inserted in SWT
3000. There are 8 inputs from IFC-1 to IFC-4 available in operating mode 5D while 2CMD+ACK is configured in
the Special allocation list box. Only the first 2 binary inputs of each IFC modules are enabled. In the following
table, the enabled inputs and their allocation to Signaling outputs at the local side ("Acknowledge") and
command outputs at remote side are listed:
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Table 3-32 Default allocation of Outputs for 2CMD+ACK

Output at the Local Output at the Remote Sides

Side (Signaling)

BI1 co4 CO1+CO3
BI2 X COo2

BI5 Cco8 CO5 + CO7
BI6 X Cco6

BI9 CO12 CO9 + COMM
BI10 X Cco10

BI13 CO16 CO13 + CO15
BI14 X co14

X = Not available

Every combination of these inputs is possible for transmission. The input/output allocation of each IFC module
is similar. The function 2CMD+ACK can also be used with only 1 Interface module IFC-D/P for transmission of 1
command with acknowledge and second command without acknowledge.

NOTE

°®
l The special allocation 2CMD+ACK can only be enabled in the operating Mode 5D and only, if no IFC-S
modules are configured.

IFC-S Signaling
When an IFC-S module is configured, the IFC-S signaling outputs are automatically enabled with a default (1:1)
allocation
Slot Equipment Application
IFC-2 IFC-S IFC-2 / OUT1 : Signaling of IFC-1 command input 1
IFC-2 | OUT2 : Signaling of IFC-1 command input 2
IFC-2 / OUTS3 : Signaling of IFC-1 command input 3
IFC-2 | OUT4 : Signaling of IFC-1 command input 4
IFC-2 / OUTS5 : Signaling of IFC-1 command output 1
IFC-2 / OUT6 : Signaling of IFC-1 command output 2
IFC-2 / OUT7 : Signaling of IFC-1 command output 3
IFC-2 / OUT8 : Signaling of IFC-1 command output 4
IFC-4 IFC-S IFC-4 / OUT1 : Signaling of IFC-3 command input 1
IFC-4 / OUT2 : Signaling of IFC-3 command input 2
IFC-4 | OUTS3 : Signaling of IFC-3 command input 3
IFC-4 | OUT4 : Signaling of IFC-3 command input 4
IFC-4 | OUTS5 : Signaling of IFC-3 command output 1
IFC-4 | OUT6 : Signaling of IFC-3 command output 2
IFC-4 | OUT7 : Signaling of IFC-3 command output 3
IFC-4 / OUTS8 : Signaling of IFC-3 command output 4
3.5.3 Input Allocation
Free allocation is enabled in mode 3a/ 3b and mode 5D by default. The command input and output can be
allocated to any free port of 4 IFC modules (e.g. command 1 = IFC-1/Port-1, command 2 = IFC-2/Port-1). If an
external SWT 3000 is connected to PowerLink via FOM, the maximum 4 commands can be allocated to 4 IFC
modules (one command for one IFC).
The command input is configured in Menu Input allocation.
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When one command input is enabled, the IFC input port selection area shows all available IFC input ports. The
unavailable or assigned IFC ports are invisible. After selection, the command input is assigned to the selected

IFC port.
) 4 |reumnt  w| [] |EoxporTix ©) H ]
@ | [ |reumne  w| [] |E0x0erTx ay | [ ]
@) L1 |Feums  w| [] |eoveorrrx | an | [] ]
@ | [ |Fevne  wr| [] |EDYDEFTX a2 | [ ]
e | O | @ | O ]
e | [] ] aa | O ]
o | O 1] o | [ L
@ | [ O we | [ ]

Figure 3-30  Command Input Allocation

Each command input / output has a naming text field with maximum 16 characters. The configured command
name will be displayed in timer configuration, command counter, event log and SNMP trap message. It is
helpful to better understand offline without circuit diagram which command has been configured or tripped.
Command name is only configurable in free allocation mode (Mode 3a/3b / 5D).

The configuration of the command output is similar to the command input: PowerSys SWT 3000 > Configu-
ration > Output Allocation.

3.5.4 Output Allocation
a [] | Fc10UTt W | iED X POTT RX ©) ]
@ [4 |Fc1out2 wr | iED x DEF RX (10) ]
3) [ | IFcouts | ED Y POTTRX (1) ]
@ | [ |Fcrouts | iEDY DEF RX w2 | O
@ | O @y | []
o | [ ay | ]
o | O @ | [
@ | [ a | []
Figure 3-31 Command output allocation
In analog operation, every possible combination of binary inputs is permanently assigned to a protection
frequency depending on the operating mode (Mode 1 to Mode 5A) and the function unblocking On or Off.
At the receiving end, every protection frequency can be assigned to one or more signal outputs (CO1 to CO4)
according to the output allocation.
In digital operation, it is also possible to assign the outputs to the activated binary inputs for the operating
mode Mode 5D.
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3.5.5

3.5.6

140

This assignment is permanently set for the operating modes Mode 1, 2, 3, and Mode 4 and cannot be
changed with the output allocation.

In device configurations Mode 3a or Mode 5D with EN100 and IFC (Mixed mode) the first input ports are
always allocated to the pre-configured EN100 channels.

The remaining input ports (depending on the number of assigned EN100 channels) are allocated to the input
ports of IFC module in ascending order, IFC-1/IN1, IFC-1/IN2, etc.

Signaling Allocation

The submenu Signaling Allocation is used to configure in a flexible way the output ports of IFC-D/P/S as
command signaling outputs for any input or output command or alarm signaling.

Signaling allocation affects the following allocations:
® 2CMD+ACK

®  (Contact doubling

® |FC-Ssignaling

In the following example, you can see an example of the operating Mode 5D with IFC-1 and IFC-3 equipped as
IFC-DIP boards while IFC-2 and IFC-4 are IFC-S boards.

o O 00 O M OO0 0O 0O 0O 0 000 00
oz 00 O O K0 0O O 0O 0 000 00
s O 00 O O O/ O O 0O 0 000 00
o« OO0 0O/ 00 0 M 0O/ 0 0O/ 000 00
s 10O/ 0 0/ 0/0: 0. 0, 0 0 0/ 0/ Fd 0 00
s O 0O /0 0 0/0. 0 0, 0. 0 0/ 0048 00
o OO0 0 00 0 0 0. 0 0/ 000 [0
s OO0/ OO0/ O0 0. 0/ 0/ 0 0/ 0/ 0/ 01H

Figure 3-32 Configuration Menu Signaling allocation - Output signaling, e.g. for Operating Mode 5D

When an IFC-S module is configured (as IFC-2 and/or IFC-4) the IFC-S signaling is automatically enabled with a
default allocation. The signaling allocation can be modified individually.

Unused command outputs of the Interface modules IFC-P, IFC-D or IFC-S can be flexible configured for
signaling outputs in all protection operating modes.

RM Configuration

Device data can be transmitted between the terminal devices of one or more SWT 3000 routes using RM. This
transmission makes it possible to import the parameter settings, the measuring points, and the event list of
the station from an SWT 3000 with the service PC.

The binary frequency shift keying (FSK) of the guard tone transmits the device data via the analog interface or
via the frame of the digital interface. The RM function is activated in the Configuration > RM dialog. The
device must also be assigned to an RM address.

For using the RM channel the Remote Maintenance check box must be activated.

For remote configuration via the RM channel, the Config. via inband RM-Channel: yes/no must be activated.
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Remote maintenance E
Device address 7
Interface RM ~ Master v
Interface SSB~ Slave v

Config. via inband RM-Channelyesino

Figure 3-33 Configuration > RM Dialog

Table 3-33 Setting Options for RM Configuration

Menu Option Setting Comment
Options
Remote Maintenance RM activated
O RM deactivated
Device Address 0to 249 RM address
Interface RM Master Setting remote station Slave
Slave Setting remote station Master
Interface SSB Master Setting remote station Slave
Slave Setting remote station Master
Config. via inband RM-Channel: Configuration of the remote device via RM
m] channel enabled
yes/no . . L
Configuration of the remote device via RM
channel disabled (default setting)

NOTE

i 0

If Continuous signaling is configured (refer to chapter Continuous Signaling (Analog Transmission Path),
Page 129), Remote Maintenance cannot be activated.
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3.5.7 Timer Configuration

3.5.7.1 System Timer

System timer
Duration of unblocking impulse 0 ms
Delay of unblocking impulse 10 ms
Delay of receiver alarm 2000 ms
Delay of S/N and/or BE alarm 2000 ms
Transmit duration 20 ms
Supervision duration of transmission 10 s
Limit of supervision command 0 5
Tansmit duration for permissive command 20 ms

Bl 1+2 interrupt single command Bl or BI2 without delay D

Figure 3-34 SWT 3000 System Timer

Table 3-34 Setting Options of the SWT 3000 Timer Configuration

Selection Setting Options Comment

Duration of 0 ms to 300 ms 0 = no unblocking impulse.

unblocking In steps of 10 ms Note: Different assignment of the IF4 output relays in oper-
impulse ating modes 1 and 2 when using the unblocking impulse.

For further information, refer to chapter Functional Descrip-
tion ,2.1.1 Overview of the SWT 3000 Equipment Manual.

Delay of 10 ms to 100 ms

unblocking In steps of 1 ms

impulse

Delay of receiver |0 ms to 2000 ms Time delay until the receiver alarm relay is activated.

alarm In steps of 50 ms

Delay of S/N and/or |0 ms to 2000 ms Time delay until the S/N alarm is activated.

BE alarm In steps of 50 ms

Transmit Duration” |15 ms to 100 ms Transmission time of each activated single command.
In steps of 5 ms

Supervision dura- |5s5to30s Supervision time for the transmission of all MCM commands

tion of Transmis- | |n steps of 15 in the transmit buffer.

sion Exceeding the adjusted value is causing Tx alarm and

switches the transmission back from command transmis-
sion to normal operation. The supervision command trans-
mission time is not included in this evaluation.
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Selection Setting Options Comment
Limit of Supervi- O0sto15s Supervision time for the transmission of the Supervision
sion Command In steps of 1s Command.

Exceeding the adjusted value is causing a non-urgent alarm.
If the option Blocking Outputs on Limit of Supervision
Command (in Alarms Control submenu) is active, the
transmission of the supervision command is also stopped.

0 means no limitation.

Transmit Duration 15 ms or 20 ms Only for Mode 3b. (Default is 20 ms)

for permissive

command

BI1+2 interrupt Enabled Only for Mode 3b. (Default is unchecked)

single command BI1 Checked: Permissive command 1 or 2 transmission can
or BI2 without delay switch to input combination 1+2 without waiting for

minimal transmission duration time-out.
Unchecked: Function not enabled.

DOnly if switching functions in the system configuration or MCM is parameterized.

i

NOTE

The MCM mode is only available in the integrated PowerLink.

3.5.7.2 Command Input Timer

There are 3 different timers under command input timer:

® |nputlimitation

®  |nput extension min

® [nputsuppression

I T I == = =0 =
(1) 0 ms (9) 0 ms (17) 0 ms
(2) 0 ms (10) 0 ms (18) 0 ms
(3) 0 ms (1) 0 ms (19) 0 ms
(4) 0 ms (12) 0 ms (20) 0 ms
(9) 0 ms (13) 0 ms (21) 0 ms
(6) 0 ms (14) 0 ms (22) 0 ms
(7) 0 ms (15) 0 ms (23) 0 ms
(8) 0 ms (16) 0 ms (24) 0 ms

Figure 3-35 Setting Options for the Input Limitation

Table 3-35 Setting Options for Input Limitation

Selection Setting Options Comment

Limitation of input commands |0 ms to 2000 ms Longer input activation results in

In steps of 1 ms non-urgent alarm and the command
transmission is interrupted.
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| I
Binary Input (>
ms
0 5 10 20 30 40 50 60 70 80
1
Tx Output I N N R Y N N N N TR R T NN TR N B »
x Qutpu | L L L L L LI L L L
ms
0 5 10 20 30 40 50 60 70 80
\1
Figure 3-36  Example for Input Limitation Set to 50 ms
@) Input extension to minimum
(1 20 ms (9) 20 ms (7) 20 ms
2) 20 ms (10) 20 ms (18) 20 ms
(3 20 ms (1) 20 ms (19) 20 ms
(4) 20 ms (12) 20 ms (20) 20 ms
(5 20 ms (13) 20 ms 1) 20 ms
(6) 20 ms (14) 20 ms (22) 20 ms
%) 20 ms (15) 20 ms (23) 20 ms
(8) 20 ms (16) 20 ms (24) 20 ms

Figure 3-37 Setting Options for the Input Extension

Table 3-36 Setting Options for Input Command Extension to Minimum

Selection Setting Options Comment
Input command extension 0 msto 100 ms 0 = no extension
min. In steps of T ms Default =20 ms

If the commands at the binary input are shorter, they are extended to adjusted value. If they are longer, this
adjustment is irrelevant.

The following figure shows one command (red) at the binary input with a length of 10 ms. This command is
extended to 15 ms. The next command (blue) has a length of 30 ms. This command is not extended.
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]
Binary Input | IR I W N N | o 1 ] | t
nanyinpd ' L L N L >
ms
5 10 20 30 40 50 60 70 80
S
| I I T N N | I | | t
Tx Output ' L R R L >
ms
5 10 20 30 40 50 60 70 80
\1
S I
Binary Input | | | ] | | | ] | | ] | ] | | -t
T T 1T T 1T T T 1T T [
ms
5 10 20 30 40 50 60 70 80
N | I
L I A N A N | I R I | t
Tx Output ] L B R LI >
ms
5 10 20 30 40 50 60 70 80
Figure 3-38 Example for an Input Command Extension to Minimum 15 ms
) Input pulse suppression

3.5 Device Configuration

With Input supression, a pulse suppression in the range of 0 ms to 100 ms in steps of 1 ms can be adjusted
for each released binary input.

=N = = =
(1) 0 ms (9) 0 ms

(17) 0 ms
(2) 0 ms (10) 0 ms (18) 0 ms
(3) 0 ms (11) 0 ms (19) 0 ms
(4) 0 ms (12) 0 ms (20) 0 ms
(5) 0 ms (13) 0 ms (21) 0 ms
(6) 0 ms (14) 0 ms (22) 0 ms
(7) 0 ms (15) 0 ms (23) 0 ms
(8) 0 ms (16) 0 ms (24) 0 ms

Figure 3-39 Setting Options for the Pulse Suppression
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S I
sy ot |
ms

0 5 10 20 30 40 50 60 70 80
1

I
reowpat o
ms

Figure 3-40 Example for a Pulse Suppression of 5 ms

i 0

NOTE

The SWT 3000 does not transmit the commands, which are shorter than the adjusted pulse suppression
time.

3.5.7.3

146

Command Output Timer

(1) 0 ms (9) 0 ms (17) 0 ms
(2) 0 ms (10) 0 ms (18) 0 ms
(3) 0 ms (1) 0 ms (19) 0 ms
(4) 0 ms (12) 0 ms (20) 0 ms
(5) 0 ms (13) 0 ms (21) 0 ms
(6) 0 ms (14) 0 ms (22) 0 ms
(7) 0 ms (15) 0 ms (23) 0 ms
(8) 0 ms (16) 0 ms (24) 0 ms

Figure 3-41 Setting Options for Limitation of the Output Command

Table 3-37 Setting Options for Limiting or Increasing the Output Time

Selection Setting Options Comment
Limitation of output 0 ms or 500 ms 0 = no limitation
command For mode3 and modes, it is fixed to O ms.

The command in the following example is received continuously for 700 ms (Tx output). With the activated
output limitation, the command output is switched off after 500 ms.
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— I—
xouput A+
0 50100 200 300 400 500 600 700 800 me
1
—
ReOutput f———————+——+——+————— "
ms

0 50100 200 300 400 500 600 700 800

Figure 3-42  Example of an Activated Output Command Limitation

) Move to start position of output limitation

NOTE

i @

Any interruption of receiving a command (Rx output changed, e.g. from BO1+B0O2 to BO2), the timer for
output limitation will restart from the beginning.

NOTE

Due to the limitation of 500 ms, an additional Rx-alarm occurs.

(1) 15 ms (9) 15 ms 15 ms

i @

()
@) 15 ms (10) 15 ms (18) 15 ms
@) 15 ms (1) 15 ms (19) 15 ms
(4) 15 ms (12) 15 ms (20) 15 ms
(5) 15 ms (13) 15 ms 1) 15 ms
(6) 15 ms (14) 15 ms (22) 15 ms
@ 15 ms (15) 15 ms (23) 15 ms
®) 15 ms (16) 15 ms (24) 15 ms

Figure 3-43 Setting Options for the Output Command Extension

Table 3-38 Setting Options for the Output Command Extension

Selection Setting Options Comment

Output command extension |0 ms to 2000 ms -
In steps of 5 ms

The command in the following example is transmitted for 50 ms (Tx output). With the output command
extension on the Rx output, the command is extended for 200 ms.
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mouput  f4+—~4—+—4—4+—4+—+—++t++F++f+++++—>
ms

0 50100 200 ; 300 400 500 600 700 800

w0t
ms
0 50100 200 300 400 500 600 700 800

Figure 3-44  Example for an Output Extension of 200 ms
) Move to the start position of output extension.

3.5.7.4 Broadband Versions

Table 3-39 Timer Settings for Broadband Versions

Single Timer Command Input Command Output

Purpose

Operation
Duration of RXALR SIN Alarm  Pulse Command Limiting of Increase in
the Relay Delay Delay [s]  Suppres-  Extension Output Output
Unblocking [ms] sion to Time Time by
Impulse [ms] Minimum  [ms] [ms]4

[ms]

Double 0 2000 2 0 20 to 500 0

system

protection

Single 0 2000 2 0 20 to 500 0

phase

protection

Switching |0 2000 2 0 20 none 100

functions®

4 If continuous signaling is activated, the increase in the output time must be set to min. 180 ms
5 Switching functions: Transmit Duration 20 ms
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Table 3-40

Single Purpose
Operation

Alarms

Threshold for
RXALR in [dB]

Alarm Settings for Broadband Versions

If there is an S/IN
Alarm, Activate
RXALR

If there is an S/IN
Alarm, Disable the

3.5 Device Configuration

If there is a GAL,
Switch NUALR

Outputs

Relay

Double system -30 yes no no
protection

Single phase -30 yes no no
protection

Switching -30 yes no no
functions

Table 3-41 Timer Settings for Alternate Multi-purpose Operation

Alternate
Multi-
purpose
Operation

Duration of RXALR

S/N Alarm

Command Input

Pulse

Command

Command Output

Limiting of

Increase in

the Relay Delay Delay [s]  suppres- Extension Output Output
Unblocking [ms] sion to Time Time by
Impulse [ms] Minimum  [ms] [ms]é
[ms]
Double 0 2000 0 20 to 500 0
system
protection
Single 0 2000 0 20 to 500 0
phase
protection
Switching |0 2000 0 20 none 100
functions’

6 If continuous signaling is activated, the increase in the output time must be set to min. 180 ms.
7 Switching functions: Transmit Duration 20 ms
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3.5.7.5

Table 3-42

Alternate
Multi-purpose
Operation

Alarms

Threshold for
RXALR in [dB]

If there is an S/IN
Alarm, Activate
RXALR

Alarm Settings for Alternate Multi-purpose Operation

If there is an S/IN

Alarm, Disable the

Outputs

If there is a GAL,
Switch NUALR
Relay

Double system -20 yes yes no
protection

Single phase -20 yes yes no
protection

Switching -20 yes yes no
functions

Narrow-Band Versions

Table 3-43

Single
Purpose
Operation

Duration of RXALR

S/N Alarm

Timer Settings for Narrow-Band Versions

Command Input

Pulse

Command Output

Command

Limiting of

Increase in

the Relay Delay Delay[s]  suppres-  Extension Output Output
Unblocking [ms] sion to Time Time by
Impulse [ms] Minimum  [ms] [ms]8
[ms]
Double 0 2000 2 0 25 to 500 0
system
protection
Single 0 2000 2 0 25 to 500 0
phase
protection
Switching |0 2000 2 0 25 none 200
functions?

8 If continuous signaling is activated, the increase in the output time must be set to min. 180 ms.
9 Switching functions: Transmit Duration 25 ms
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Table 3-44 Alarm Settings for Narrow-Band Versions

Single Purpose Alarms

Operation
Threshold for RXAL If there is an S/IN If there is an S/IN If there is a GAL,
in [dB] Alarm, Activate Alarm, Disable the Switch NUALR

RXALR Outputs Relay

Double system -30 yes no no

protection

Single phase -30 yes no no

protection

Switching -30 yes no no

functions

3.5.8 TPoP Configuration

Ethernet line interface is enabled in PowerSys SWT 3000 > Configuration > System > Line interface in
Figure 3-45.

It supports 1+1 path protection (PRP) with analog or digital transmission path. The LED for unused LID-1 or
LID-2 is used for indication of Ethernet line connection status as described in Figure 3-46. The LED must be in
green color after the configuration is finished.

Ethernet EN100-TPoP w7 ©Pn’m. OSec_

Figure 3-45 Ethernet Connection Selection

Analog Off OF’rim_ OSec_
Digital 1 Off w Opim. (sec up2 @ LD-1

Digital 2 Off v OPrim. OSec. 0K 0 D LIA

Ethernet EN100-TPoP g ©Prim_ OSer,_

Figure 3-46 Examples of Configuration and LED Indications of the Ethernet Connection
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Table 3-45 Description of the Ethernet Connection Selection

Parameter Comments

Ethernet connection EN100-TPoP: EN100-TPoP is enabled.
Off : EN100-TPoP is not enabled

Path protection (1+1) Analog + Digital 1 or 2

Digital 1 + Digital 2

Analog + Ethernet

Ethernet + Digital 1 or 2

Ethernet (EN100-TPoP) can be configured as primary or secondary connection.
Ethernet + Ethernet (PRP)

B NOTE
l The EN100-IEC 61850 feature is disabled if ENT00-TPoP is configured. Only binary command input and
output can connect to SWT 3000.
Ethernet line interface parameters are configured in PowerSys under SWT 3000 > Configuration > TPoP >
TPoP configuration (see next figure).
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TPoP configuration
w Configuration
P System IP address 0. 0. 0.0
Input allocation
SmmE Gateway - 0. ©O. 0
Ouiput allecation
P Signaling allocation Subnetmask 0. 0. 0. 0
Channel allocation
B Tiner Peer IP address 0. 0. 0. 0
Alarm confrol
Port number 10101 (10101 ~ 10200)
RM
ALY HMAC algorithm ~ HMAC-SHAZ56 -
w TFoP
P
QoS
Retype password
P Ethemet
Clock s:.lf‘lchronizaﬁon Min.command repeat interval 2 ms
Max.command repeat inferval 1000 ms
Packet loss rale thresheld 5 %
Command delay thresheld 10 ms
Line connection loss alanm threshold 10 ms
Quality data interval  Off v
HTTP |:|
Redundancy type  Line -
Figure 3-47 Ethernet Line Configuration
Table 3-46
Parameter Comments
IP address User-defined IP address
For a pair of SWT 3000 devices A+B:
Device A: 192.168.100.11 (Subnet: 255.255.255.0)
Device B: 192.168.100.12 (Subnet: 255.255.255.0)
Gateway User-defined default gateway
Subnet mask User-defined subnet mask
Peer IP address User-defined IP address of remote SWT 3000 device
Port number User-defined UDP port number for TPoP service
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Parameter Comments

HMAC algorithm Authentication algorithm used in Ethernet communication. Default value is
HMAC-SHA256.

Off : HMAC are not enabled
HMAC-SHA256: Message authentication using hash function SHA256 is enabled.

Password Secure password used in HMAC algorithm. It must not be empty if HMAC is
enabled and must be the same for remote SWT 3000 devices.

Retype password Retyped password must be the same as the original password.

Min. command repeat Minimum transmission time interval for repeat command packet. Default value is
interval [read-only] 2 ms.

Max. command repeat Maximum transmission time interval for repeat command packet. Default value is
interval [read-only] 1000 ms.

Packet loss rate threshold |Packet loss rate alarm threshold. If it is set to zero, the packet loss rate alarm is
switched off. Default value is 5%.

Possible value: 0 to 100% in steps of 1%.

Command delay threshold | Command transmission time alarm threshold. If it is set to zero, the command
transmission time alarm is switched off. Default value is 10 ms.

Possible value: 0 ms to 100 ms in steps of 1 ms.

Line connection loss Connection loss alarm threshold. If it is set to zero, the connection loss alarm is
alarm threshold switched off. Default value is 10 ms.
Possible value: 10 ms to 1000 ms in steps of 1 ms.
Quiality data interval Quality data of Ethernet line interface is recorded in this time interval. Default
value is off.

Possible value: off | 1 sec| 1 min | 15 min.

HTTP EN100 module homepage for EN100 diagnostics and firmware upload.
Default value is disabled.

Checked: HTTP is enabled

Unchecked: HTTP is disabled

Redundancy type Default value is Line.

Possible value: Line | PRP

QoS can be set individually for command and RM. It is configured in PowerSys of SWT 3000 > Configuration >
TPoP > QoS (see next figure).
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QoS

Figure 3-48

3.5 Device Configuration

VLAN E

Command RM
VLANID 11 12
Priority 6 w 3 v
serviceType  DSCP w  DSCP w
Precedence U 0
TOS Normal service Normal service
DSCPvalue EF v AF21 w

Hex value

QoS Configuration

Parameter Comments

VLAN VLAN for TPoP service (command and RM telegram)
Checked: VLAN is enabled
Unchecked: VLAN is disabled
VLAN is disabled by default. If VLAN is enabled:
VLAN ID = 1, Priority = 0 by default.
ToS Precedence = 0 by default

VLAN ID IEEE 802.1Q VLAN ID.
Possible value: 1 to 4094
VLANID =1
VLAN ID = 1 means the default Port VLAN Identifier (PVID) value is used for classi-
fying frames ingress through a Bridge Port. It is recommended to change PVID
(Port VLAN Identifier) = 1 by Equipment Management Operation. Working with
factory default VID = 1 in all switches of the same L2 Broadcast Domain leads to
the fact that no VLAN is working!
VLAN ID = 2 to 4094
VLAN Identifiers for general use as a PVID (Port VLAN Identifier) or a member of a
VID Set.

Priority IEEE 802.1Q Priority.
Possible value: 0 (lowest) to 7 (highest)
CoS7 is typically allocated to or is used for network internal OAM traffic and
should not be assigned to customers edge traffic.
CoSé6 is recommended for the highest teleprotection command traffic.

ToS Type of Service value in IP header.
Possible value for Precedence: 0 (lowest) to 7 (highest)
Possible value for TOS: Normal | Minimum cost | Maximum reliability |
Maximum throughput | Minimum delay
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Parameter Comments

DSCP Differentiated Services Code Point (DSCP) in IP header.
Default value is 0.

DSCP = EF (46) is recommended for the highest priority teleprotection command
traffic.

Hex Hex value of the whole ToS byte in IP header
Default value is 0.
Possible value: 0x00 to OxFF

NOTE

°®
l The minimum required MPLS network throughout for TPoP communication is 512 Kbps. MPLS path redun-
dancy is recommended and the path switchover time should be minimized through appropriate measures.

3.5.9 Clock Synchronization

Overview

An external clock can synchronize the system-internal clock. The clock synchronization input (binary input1

(BI1) or USYNC) on the ALR module (pin A1 or C3) is provided for this application. Either an external synchroni-

zation pulse is connected (jumpering X14-X15) or the input is alternatively configurable as an input for

entering IRIG-B signals (jumpering X16-X17). For further information, refer to 3.3.6 Jumper Settings of the ALR

Module and to Alarm Module 12.1 Overview) of this Equipment Manual.

Clock synchronisation
Clock sync non-urgent alarm D
Local sync.  Off w
Sync. pulse every ~ Minute
Active signal slope or active polarity(IRIG)  Rising/normal
Line sync. mode  Off v
Line sync. hour 0 w

Figure 3-49 Options for the SWT 3000 Clock Synchronization

Table 3-47 Setting Options for the Local Clock Synchronization of the iISWT

Adjustment Local sync. Comment

off No local clock synchronization

USYNC signal (minute or hour) An external impulse is received via the USYNC input every
minute or hour. The active signal slope rising or falling is
synchronizing the Real-Time Clock (RTC) seconds.

IRIG-B0OXx (sync. only) The IRIG-B message is received via the USYNC input and is
decoded. With each change of the IRIG-B minutes, the RTC
seconds are synchronized.
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Adjustment Local sync. Comment

IRIG-B0O0O (RTC time adj.) The IRIG-B message is received via the USYNC input and is
decoded. With each change of the IRIG-B minutes, the RTC
seconds are synchronized. Additionally, the IRIG-B time (hour,
minutes, and seconds) is compared with the RTC time of the
iSWT. If there is a difference, the IRIG-B values are taken over
into the RTC.

IRIG-B004 (RTC time&date adj.) The IRIG-B message is received via the USYNC input and is
decoded. With each change of the IRIG-B minutes, the RTC
seconds are synchronized. Additionally, the IRIG-B-time and date
are compared with the RTC time and date of the iSWT. If there is
a difference, the IRIG-B values are taken over into the RTC.

NTP-Sync Synchronization of the RTC with the network time protocol. For
the NTP settings.

Refer to chapter SNMP and Remote Access6.1.1 Overview
section Web Login 6.4.3 NTP Settings.

If there is a USYNC failure, you can activate an additional Non-Urgent alarm (NUALR or NU-alarm) in the clock
synchronization view.

Line-Clock Synchronization

It is also possible to synchronize the clock via the connecting route (Line sync. mode off, Master, and Slave)
in one of the devices. The device that is to perform the synchronization is designated as the Master and the
device to be synchronized as the Slave.

That means it is only necessary to synchronize one device (the Master externally).

The line synchronization is performed once every 24 h at a configurable hour defined with Line sync. hour by
transmitting the synchronizing tone (fs). The difference in time between Master and Slave must not be
greater than =30 s. Otherwise clock synchronization is not possible. The maximum difference in the time
between master and slave is thus the signal runtime.

If both devices are provided with external synchronizing pulses, select off in the Line sync. mode list box for
both devices. In this case, the synchronization between the devices is not activated.
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Clock sync non-urgent alarm D

Clock sync non-urgent alarm

M|

Local sync.  IRIG-B0O04(RTC time&date adj A 4 Local sync.  Off
Sync. pulse every ~ Minute Sync. pulse every  Minute
Active signal slope or active polarity(IRIG) ~ Rising/normal v Active signal slope or active polarity(IRIG) ~ Rising/normal
Line sync. mode ~ Master A 4 Line sync. mode ~ Slave v
Line sync. hour 18 w Line sync. hour 1 A 4
@D\ 5 18:00
_—
Mgl !
— 1A Al
L| ()SWT3000 @()SWT 3000 | L
R R
JuL A A JuL
L| ()SwT 3000 ()SWT 3000 | L
R R

Clock sync non-urgent alarm D

Local sync.

Sync. pulse every

Active signal slope or active polarity(IRIG)
Line sync. mode

Line sync. hour

Figure 3-50  Possibilities for Clock Synchronization

(M External synchronizing pulse
2) Line sync. mode off

3) Line sync. mode Master

4) Line sync. mode Slave

3.5.10 IP Network Configuration

IRIG-B004(RTC time&date adj v (:)

Minute

Rising/normal A 4
off v
18 v

The Ethernet parameters can be configured in both PowerSys and web interface (chapter 6.4.1 Overview). But
enable or disable TCP/IP service only can be done via PowerSys.
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Table 3-48 Menu <SWT 3000 - Configuration - Net Configuration>, Tab <IP configuration>
Selection Setting Option Comment
HTTP Connection Disabled HTTP and HTTPS are disabled

HTTP HTTP is enabled (default option). You can access
the web interface via HTTP protocol (e.g. http://
192.168.20.200)

HTTPS HTTPS is enabled. You can access the web inter-
face via HTTPS protocol (e.g. https://
192.168.20.200) The installation of security
certificates on the Service PC is required.

PowerSys TCP/IP Connection > SSL (O SSL Encryption for PowerSys connection to device
Encryption disabled (default setting)
[ SSL Encryption for PowerSys access enabled in

PowerLink. The setting requires a SSL encrypted
PowerSys connection: Select SSL Encryption in
PowerSys > Options > Connection

For Details, refer to Chapter Cyber Security.

TCPIIP connection

Figure 3-51

IP-Address resoultion mode O DHCP @ Predefined

|IP address

Subnet mask

(Gateway address

Actual IP address

Actual subnet mask

Actual gateway address

Configuration port

HW address

192. 168.
255.255.255. 0
192.168. 20. 2
192.168. 20. 200

2565.2556.255. 0

192.168. 20. 2
10001 (10000 ~ 10100)

00:00:00:00:00:00

HTTP connection O Disabled @ HTTP O HTTPS

PowerSys TCP/IP connection D SS5L Encryption

Configuration > Ethernet > TCP/IP configuration

The device access via SNMP v1/2 resp. SNMP v3 has to be enabled in PowerSys via the configuration menu

<SNMP>.
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Table 3-49 Menu Configuration > SNMP

Selection Setting Option Comment
SNMP Disabled SNMP access disabled (default setting)
SNMP Version 1/2 SNMP access enabled, SNMP v1/2
SNMP Version 3 SNMP access enabled, SNMP v3
SNMP agent

SNMP O Disabled @ SNMP version 1/2 O SNMP version 3
Engine ID  0x0000000000000000000000
Read only Community strings ~ swiread

Read write Community strings ~ swiwrite

Trap min_ active time 5 ]
Trap max. active time 5 s
Trap destination

NMS-Address 1 00 0. 0 0 public

NMS-Address 2 00 0 0 0 public

NMS-Address 3 00 0 0 0 public

NMS-Address 4 00 0. 0 0 public

NMS-Address 5 00 0. 0 0 public

NMS-Address 6 00 0 0 0 public

Figure 3-52 Configuration > Ethernet > SNMP

3.5.11 Alarm Configuration
3.5.11.1 Alarm Output Allocation for ALR

Default Setting

The allocation of the system alarms to the relays of the ALR module is configurable. The default settings for
the alarm output allocation are shown in Figure 3-53.
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RXALR v

NU ALR v

GEN_ALR v

TXALR

LID_BERALR

LID_SYNC ALR

LID_CF_ALR

LID_AIS ALR

SNR ALR

IFC-1ALR

IFC-2 ALR

IFC-3ALR

IFC-4 ALR

HWALR

PFALR

IEC61850 ALR

TPoP ALR

REM ALR

Figure 3-53  Default Settings for the Alarm Output Allocation

System Alarms for Allocation

It is possible to change the default setting and to allocate alarms listed in Table 3-50 to any relay output of an
ALR module. Multiple alarms can be allocated to the same relay output.

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 161
C53000-G6040-C615-3, Edition 09.2022



Installation and Commissioning
3.5 Device Configuration

Table 3-50 System Alarm Description

System Alarm Description

RXALR Receive alarm

NUALR Non-urgent alarm

GENALR General alarm

TXALR Transmission alarm

LID_BER ALR LID bit error alarm in primary digital line. (Bit error rate > 1e-3)

LID_SYNC ALR LID Loss of synch in primary digital line.

LID_CF ALR LID clock failure in primary digigtal line.

LID_AIS ALR LID alarm indication signal detected in primary digital line. (All received bits
all ones).

SNR ALR Signal noise ratio alarm in primary analog line.

IFC-1 ALR IFC-1 module alarm (hardware alarm)

IFC-2 ALR IFC-2 module alarm (hardware alarm)

IFC-3 ALR IFC-3 module alarm (hardware alarm)

IFC-4 ALR IFC-4 module alarm (hardware alarm)

HW ALR Any board alarm or startup failure

PF ALR Redundant power supply failed

IEC 61850 ALR EN100 module with IEC 61850 general alarm

TPoP ALR EN100 module with teleprotection over packet protocol alarm in primary
Ethernet line

REM ALR Remote alarm
Indicates the remote side has at least one of the Rx/Tx/Nu/Gen alarms when
RM connection is build.

Example Alarm Output Allocation

Figure 3-54 shows a setting example for a IFC alarm allocation.
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RXALR

NUALR

Y

GEN_ALR

TXALR

LID_BER ALR

LID_SYNC ALR

LID_CF_ALR

LID_AIS ALR

SNRALR

IFC-1 ALR

IFC-2 ALR

IFC-3ALR

IFC-4 ALR

HWALR

PF ALR

IEC61850 ALR

TPoP ALR

REM ALR

Figure 3-54  Example Settings for the IFC Alarm Output Allocation

ALR1-1 relay out indicates if one of 3 alarms (RXALR, NUALR, and GENALR) occurred.
ALR1-2 indicates an IFC-1 module alarm and ALR1-3 indicates an IFC-2 module alarm.

Alarm Output Allocation for IFC

3.5 Device Configuration

The protection scheme requires an alarm signaling relay contact which indicates the healthiness of the
command path. That means any failure at any point starting from the near- end command module to the far-
end command module should operate that unique relay contact. The alarm can be signaling to:
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® Any free relay contacts of command module IFC-D/P
®  FEight relay contacts of command module IFC-S
®  Three relay contacts of alarm module ALR

The alarm output allocation for IFC is possible for operation mode 3a/3b/5D.
Enable Signaling Output

IFC relay output assignment for command ack. signaling:

® |FC-1 relay output 2 : ack. signaling of command output 1
® |FC-1 relay output 3 : ack. signaling of command input 1
® |FC-2 relay output 2 : ack. signaling of command output 2
® |FC-2 relay output 3 : ack. signaling of command input 2
®  Relay open indicates no signaling.

®  Relay close indicates ack. signaling.

IFC relay output assignment for alarm signaling:

® |FC-2 relay output 4 : alarm signaling of IFC-2 alarm + General alarm (GEN) + Rx alarm
® |FC-4 relay output 4 : alarm signaling of IFC-4 alarm + General alarm (GEN) + Rx alarm
®  Relay close indicates no alarm occurred.

®  Relay open indicates alarm is occurred.

®  Multiple alarms (GEN + Rx + IFC) are signaling to single relay output. An alarm signaling relay contact
which indicates the healthiness of the command path.

mar | O 00K OO0/ 0O0 0 0 00 K O 0O0/0 0
wae | [0, 000000 0, 0/ 0 0 0/0 0 0
e |00 |0 |00 OO0 0 0 0 O 0O/0 0
rar | OO0 00000 0 0 00 0 0 0/00
weeene | [ | 00|00 0|00 0, 0, 0 0 0/0 0 0O
wseenr | 10 | O 0|00/ 000 00/ 0 0 0/0|0
weene | [0 0|0 (0|00 0 0, 0/0 0 0/0/00
weswr | 1 0|0, 0|00 000 0, 00 0 000
sear | [0, 000,000 0, 0 0 0 0/0 0 0
rewr | 0O 000 000 0/ 0,0 0 00 0 0
reank | O 0O 000 0 00,0 0 00 0 0
resne | 0000000, 0.0,/ 0 0 00 0 0
reans | 10 000 00 0 K8 0O 0 0 00 0 0
war | [0 0000100 0, 0/0 0 00 0 0
e | OO0 00100/ 0. 0 0. 000 0 0700
eowons | (1000|0000 000, 0, 0/0 0 0700
wear | 0000000, 00,0 0 00 00
e | OO OO0 O0Oflgiogoogrogoroiolg

Figure 3-55 SWT 3000 > Configuration > Signaling Allocation > Alarm signaling

3.5.11.3 Alarm Output Allocation for IEC 61850 / SNMP

For pure Ethernet based IEC 61850 network, there is no hard-wired cable connected ALR relay output port. It is
possible to check the status information in ITPC logic nodes of IEC 61850. The device failure alarm
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(ITPC.AlarmGen) can be mapped to GOOSE command and sent to the connected protection device. For details,
please refer to chapter 2.11.

If the SNMP is enabled, the alarm notification will be send to specified NMS automatically when alarm state is
changed (on or off). For details, please refer to chapter 6.2.

3.5.11.4 Setting Options for SWT 3000 Alarms

Alarm control

Threshold for receiver alarm  -20 dB
Threshold for S/N alarm 15 dB
S/N-Time 3 s

Force receiver alarm on S/N and/or BE alarm

Blocking outputs on S/N and/or BE alarm

Blocking outputs on limit of supervision command

O O K K

Switch NU-Relay on GAL
Alarm output RXALR used for ~ Receiver alarm(RXALR) w

Disable auto reset D

Auto resetdelay 0 s

Figure 3-56  SWT 3000 Alarms Control Dialog

Table 3-51 Setting Options for SWT 3000 Alarms Control

Selection Setting Options Comment
Threshold for -30dB to-10 dB in steps of 5 dB When the PU4 input level drops about the
receiver alarm (default: -20 dB) adjusted value, this condition causes receiver
alarm.
Threshold for SIN  |-20 dB to -10 dB in steps of 5 dB If there is a worse SNR than adjusted, this condi-
alarm (default: -15 dB) tion causes S/IN alarm. -20 dB is the most sensi-
tive adjustment.
SIN-Time 1 sec up to 30 sec in steps of 1 sec Measuring time for the signal to noise ratio eval-
(default: 3 sec) uation
Force receiver If there is an SIN alarm or bit error alarm,
alarm on S/N and/or receiver alarm relay is activated (default
BE alarm setting).
m] Function deactivated
Blocking outputs If there is an SIN alarm or bit error alarm,
on S/N and/or BE command outputs are disabled (default setting).
alarm (] Function deactivated (command outputs not
blocked)
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Selection

Blocking outputs
on Limit of Supervi-
sion Command

Setting Options

Comment

In addition to the non-urgent alarm caused by
exceeding the adjusted value of supervision
command, the transmission of the supervision
command is stopped.

Supervision command transmission not influ-
enced by the Limit of Supervision Command
(in Timer submenu).

Switch NU-Relay on
GAL

If there is a general alarm, non-urgent alarm
relay is additionally activated

O

Function deactivated (default setting)

Alarm output
RXALR used for

Receiver alarm (RXALR)

Allocation of the receiver alarm to the alarm
output RXALR (default setting)

Unblocking (UNBL)

Allocation of the unblocking impulse to the
alarm output RXALR (for unblocking impulse.

Refer to Table 3-34)

Input limitation alarm (INPLIM)

Allocation of the input limitation alarm to the
alarm output RXALR (for the adjustment of the
input limitation.

Refer to Table 3-35)

Auto reset delay

0 to 60 sec in steps of 1 sec

Delay system reset to the setting value if a hard-
ware alarm occurs. (Default is O sec).

0 s: The system is reset immediately if a hard-
ware alarm occurs.

If a hardware alarm occurs, the SWT 3000
device resets automatically and tries to recover
the system back to the normal operation. In this
case, it is not possible to indicate which alarms
are output to the ALR relay output.

It is recommended to set Auto reset delay to

non-zero (for example, 60 seconds) if an IFC or
another board alarm is allocated.

3.5.11.5 Unblocking Impulse Allocation for IFC

Overview

The activated unblocking impulse (for more details refer to 2.7.2 Unblocking Mode and to Table 3-34) can be
connected via the IFC-D/P card when using the operating modes 1 and 2. When working with other operating

modes, the following system behavior must be observed:

Stand-alone Equipment

In the stand-alone unit, an activated unblocking impulse (t, ., > 0) (in the operating modes 3, 3a, 3b, 4 and

5A) is executed via the RXALR relay on the ALR module. That means, there is no relay left for the receiver
alarm. The receiver alarm is indicated as general alarm GENALR.

SWT 3000 Integrated in the PowerLink System

The receiver alarm output of the PU4 module (RXALR) can be routed to the unblocking impulse in the service
program PowerSys (refer to 3.5.11.4 Setting Options for SWT 3000 Alarms).

The RXALR output can be ranked to an alarm relay.

If there is an unblocking signaling via RXALR and ALR card, the active position of the relay must be considered
(an alarm is active when the relay is de-energized).
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3.5.12 T-Scheme Configuration

Basic system configuration of T-scheme in SWT 3000:

Operation Mode Mode5D

Connection digital 1 X.21 or G.703 or FO
digital 2 X.21 or G.703 or FO

Special transmission T-scheme mode

Special allocation off

Address Transmitter <Own address>
Receiver <Remote address from LID-1 line>
Receiver 2 Only possible in T-scheme mode.

<Remote address from LID-2 line>

Digital 1 and 2 could use different connection types. For example, digital 1 is an electrical and digital 2 is a
fiber-optic connection.

Command Allocation

The command input and output allocation is configured according to the user requirement.
In T-Scheme mode, one command can be configured with additional properties:

® Line 1: the command can be transmitted on LID-1. Unchecking the configuration will disable command
transmission on LID-1

® Line 2: the command can be transmitted on LID-2. Unchecking the configuration will disable command
transmission on LID-2

® Tcommand: the command can be forwarded to another transmission line. This configuration takes effect
on both lines. It would disable the local input / output automatically by setting a command as forward;
and it would need to be manually re-enabled, if the user really intended to have a command allocated to
local ports while being forwarded.

For example:

® Command 1..4: Both device 1<>2 and device 2<>3
® Command 5..8: Device 1 <> 2, and device 1 <> 3 (routed via device 2)
® Command 9..12: Device 3 <> 2, and device 3 <>1 (routed via device 2)

® Command 13..16: Device 1<>3
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[ ] Actwated command input / output in PowerSys

De-activated command input / cutput in FowerSys
Lineg 1 enabled but line 2 disabled in PowerSys

Ling 2 enabled but line 1 disabled in PowerSys

The forwarded command and line selections are configured in the form of PowerSys > SWT 3000 > Configura-
tion > Channel allocation. In this example, four different groups of commands are configured.
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Figure 3-57
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Device 1 (Terminal) Device 2 (T scheme) Device 3 (Terminal)
CcMD Input Output Forward Input Output Forward Input Output Forward
1 * X - X X - - -
2 * X X X - -
3 * X X X - -
4 * X X X - -
5 * X X X - -
6 * X X X - -
7 # X * X - -
8 * X X X - -
9 * X - - bt X X
10 ¥ X - - X ¥ X
1 ¥ X - - X ¥ X
12 ¥ ¥ - - X ¥ X
13 - - X X X X
14 - - X X X X
15 - - X X X X
16 - - X X X X

RM Configuration
RM is directly routed through the T-device, no external cable connections (SSB) are necessary. Settings for RM
master/slave are still valid for T-scheme.

RM

Remote maintenance E
Device address 1
Interface RM ~ Slave v
Interface SSB~ Master v

Config. via inband RM-Channel:yes/no |7

Interface RM LID-1 Master / slave for LID-1 interface.

If it is set to slave, the remote end connection shall be
set to master.

Interface RM LID-2 Master / slave for LID-2 interface. It has to be set to
differnet as local interface LID-1.

If it is set to master, the remote end connection has
to be set to slave, and the local LID-1 interface set to
slave

All other RM settings stay the same as with non-T-scheme devices.
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3.5.13 0O-Scheme Configuration

System Configuration

G704 in SWT 3000 basic system configuration:

Operation Mode Mode 5D

Connection: digital 1 G704 (fixed as clock slave DTE)

digital 2 G704 (fixed as clock slave DTE)

Double primary paths Checked: Both LID-1/2 are used as primary paths for

up to 4 channels

Unchecked: 1 + 1 path protection for up to 2 chan-
nels. One LID is primary, the other one is secondary

Address: Transmitter <Own device address>

Receiver 1 <Remote device address from channel 1/ LID-1>
Receiver 2 <Remote device address from channel 2 / LID-1>
Receiver 3 <Remote device address from channel 3/ LID-2>
Receiver 4 <Remote device address from channel 4 / LID-2>

Command allocation

For double primary path, 16 commands are allcoated to 4 channels in default as below figure. Each channel
can have up to 4 commands. It is possible to allocate command to any other channels in SWT 3000 > Configu-
ration > Channel allocation.

Y —
Idx Channel Idx Channel

(1) | LID-1Ch1 @ | LID2Chi

@) | LD-1Ch1 (10) | LID-2Ch1
@) | LID-1Ch1 (11) | LID-2 Ch1

(4) LID-1 Ch1 (12) LID-2 Ch1

(5) | LID-1Ch2 (13) | Lb2¢Ch2

@6) | LID-1Ch2 (14) | UD-2ch2

7) | LID-1Ch2 (15) | LID2Ch2

R IR IR KR BEBR
WK IR IEIEERBE IR

@ | LID-1Ch2 (6) | LD-2ch2

Figure 3-58 Default channel allocation for double primary

For 1 + 1 path protection, 16 commands are allcoated to 2 channels in default as below figure. Each channel
can have up to 8 commands, the same commands are transmitted in secondary path.
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(1) | LID1&2Chi @ | LiD1&2Ch2

@) | LID18&2 Ch1 (10) | LID1&2 Ch2

@) | LID1&2 Ch1 (11) | LID1&2 Ch2

(4) LID1&2 Ch1 (12) LID1&2 Ch2

5) | LID1&2 Ch1 (13) | LID1&2 Ch2

6) | LID1&2 Ch1 (14) | LD1&2ch2

(7) | LID18&2 Ch1 (15) | LID1&2 Ch2

MAIRIRIR IR IR R
MAIRIRIR IR IR R

@) | LID1&2 Ch1 (16) | LID1&2 Ch2

Figure 3-59 Default channel allocation for 1+1 path

Configuration in SDH Multiplxer

E1 port configuration

Frame attribute PCM31

CRC4 Not supported

DSO0 cross-connection (Each channel occupy 5 time slots)

Channel 1/ LID-1 time slot E1 port1-DS0O_1..5
Channel 2 / LID-1 time slot E1 port 1-DSO_6..10
Channel 3/ LID-2 time slot E1 port2-DS0O_1..5
Channel 4 | LID-2 time slot E1 port 2-DS0O_6..10

Alarm control
If one of channels has following alarms detected, only general alarm (GEN) output will be activated.
®  |oss of synchronization (SYNC)
®  Wrong received DLE telegram address
®  Bit error rate (BER) alarm when bit error > 10-3
The command outputs on this channel will be blocked. However, the commands on other channels still can be
received. If all channels are failed, the receive alarm (RX) will be activated and all command outputs are
blocked.

Jumper Settings
To use G704 function, DLE module must be adjusted to same jumper settings as G703.6 (symmetric or asym-
metric).

Firmware upgrade

There are three different DLE FPGA components to realize different functions:
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172

FW version
Pu4DleFpga_v00_01_81.jnk

Function

T-scheme without service channel (SC) function.

It is standard release included in AllinOne_PU4 image
and delivered by production.

DleFpga_v00_01_32.jnk

SC function without T-scheme and G704 function.

To use SC function, DLE FPGA must be downgraded to
version 0.1.32 using Memtool.

DleFpga_v00_02_00.jnk

O-scheme G704 function
To use G704, DLE FPGA must be upgraded to version
0.2.0 using Memtool.

DLE FPGA component can be found in PowerSys Installation folder.
If the firmware version is mismatched, the HW alarm is activated.
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Upgrade DLE FPGA component for O-Scheme

®  The DLE FPGA components are listed in the file system.

» ThisPC » (C:) D-Drive » Program Files (x36) » Siemens » Smart Communication » PowerSys » Firmware » Package

s

MName Date modified Type Size
[ CspiRfFpga_v00_04_17.jnk 05.07.2021 17:54 JNK File 28T3KB
# [ CspiSmuxFpga_v00_03_03.jnk 05.07.2021 17:54 JNK File 340 KB
# [ CopivfxCon_v00_02_00.jnk 05.07.2021 17:54 JNK File 11 KB
+ |1 CspivmuxFpga v0D_01_12,nk 05.07.2021 17:54 JNK File 371 KB
+| L DieFpga v00_01_32jnk 26.07.2021 15:24 JNK File 108 KB
[ DleFpga_v00_02_00,jnk 26.07.2021 15:25 JNK File 108 KB
[ ] FOM_214_50.mes 05.07.2021 17:54 MCS File 151 KB
[7] FOM-C37_94_VD1_00_19.mcs 05.07.2021 17:54 MCS File 148 KB
[ 1fcd_wD1_DD_D6.hex 05.07.2021 17:54 HEX File 24 KB
[ IFC24PIC30.hex 05.07.2021 17:54 HEX File 91 KB
[7] PudBootFw_v01_04_0.hex 26.07.2021 15:24 HEX File 17 KB
[ PudCanFn v01_11_01jnk 26.07.2021 15:24 JNK File 2354 KB
| ] PudDieFpga v00_01_81jnk | 26.07.2021 15:24 JNK File 108 KB
| ] PudDspCtFu_v01_03_D1.jnk 26.07.2021 15:24 JNK File 125KB
[ PudDspFw_v01_02_00.jnk 26.07.2021 15:24 JNK File 142 KB
[ PudDspMcmFw_v01_02_00.jnk 26.07.2021 15:24 JNK File 119 KB

Figure 3-60 DLE FPGA components

®  Upgrade with Memtool

1) Start Memtool via the Windows Main menu Start — Programs — UDE Memtool, select target configura-
tion to “Siemens SWT 3000 — PU4".

2) Open File DleFpga_v00_02_00.jnk

3) Connect to the SWT 3000 target

4) Select all flash sectors in firmware file with Select All and click Add Sel. >>
5) Select Flash memory device to external flash.

6) Program
. UDE - Memtool on Siemens SWT 3000 - PU4 (v1.1 - serial, 115200 haud]l 1) - %
File Target Device Log Help
~File: 2) ~ FLASH/OTP - Memory Device 5)
IE\ngrarn Files [«86]4SiemenshSmart Enmmumcalinn\F’nwafSyS\F\rl Iewternal FLASH jl ¥ Enable
OpenFile ... | Index | Start | End | Size | A Remaove &l I Erase ... |
0 0x00300000 0x0030FFFF B4K ~
Unselect All | 1 0x00310000 0x0031FFFF B4K Remove Se ml Program I |
2 0x00320000 0x0032FFFF 64K
A addsel > 3 000330000  OWOD33FFFF  B4K Vey
4 0x00340000 Qx0034FFFF 64K
SaveAs.. | 5 0.00350000  OW0035FFFF 64K swpraec:_,,| ' Prote |
B 0x00360000 0=0036FFFF 64K
Read ... | 7 0x00370000 0<0037FFFF B4K State
8 0x00380000  OsO0D38FFFF 64K
Edit .. | 9 0x00390000  OxO039FFFF 64K
10 0x00340000 0x0038FFFF B4K
11 =Tl NNNAREEEE e ¥ Infar.. | Setup ... |

Toal 3)
Disconnect IF!ead_l,l for Memtool Command Help | E xit |

universal debug engine

[

®  Check, if correct DLE FPGA version for O-Scheme is displayed in PowerSys > Device > General (DLE FPGA =
00.02.00)
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For DLE FPGA firmware update via PowerSys see chapter 5.4 Firmware Update With PowerSys

3.5.14 Periodic transmission time test configuration

The periodic command transmission time test works for the digital transmission line only. It triggers command
transmission time tests at a configurable interval. The actual command transmission is not affected. The test

result (OK/fail) is recorded in event log.

SWT3000 > Configuration > System > Line interface

Connection: digital 1/2

At least one digital is selected

Address

Transmitter/Receiver < 128

SWT3000 > Configuration > Clock Synchronisation

Command periodic transmission time test mode

One side is master, the other side is slave

Command periodic transmission time test interval

Not OFF at the master side (If interval is off, no auto-
matically loop test is triggered )
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3.6.1

3.6.2

3.6.2.1

3.6 Online Parameter Adjustment

Online Parameter Adjustment

Overview

The settings described in the following are based on the assumption that the device is already configured.
A complete new configuration is described in more detail in the section 3.5.7 New Configuration.

Level Adjustment for Analog Interface

Tx Level Adjustment

After connecting the device to the transmission cable or to the PLC system via an analog interface, the output
level must be set with the service PC.

Select Adjustment > Levelling.

. Level Maintenance
=E2 00 supervision mode
Output gain E -20 dBr
Input level attenuation E 0 dB

Figure 3-61 Setting the PU4 Output Level

The output level can now be set in steps of 0.1 dB in the range of -60 dBr to +4 dBr with the menu option
Output gain.

Transmit Level

® Measurement: At output socket ,_ of the CLE module
Setting: -10 dB

1

NOTE
The level set at the PU4 will be further amplified by about +11 dB on the CLE module.

3.6.2.2 Rx Level Adjustment
The incoming receive level on the trunk line can be measured at the input socket , of the CLE and amplified
by 0 dB, 6 dB, or 12 dB with straps W1 - W3.
Refer also to the table Table 3-52).
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- Level Maintenance
=20= ] supervision mode
Qutput gain E -20 dBr
Input level attenuation E 0 dB

Figure 3-62 Setting the Input Level Attenuation

You can set the input level attenuation from 0.0 dBr to -60.0 dBr in steps of 0.1 dB. This value is used for
checking the receive level reserve.

NOTE

°®
l During normal operation, set the input level attenuation to 0.0 dB. This parameter must only be used for
testing during commissioning

Receive Level Setting

® Measurement: At the input socket . of the CLE and PU4

Function range: +4 dB to -33 dB at the input of the PU4

When using a PowerLink, straps W1 - W3 on the CLE must be set to give O dB at the input of the PU4. Set the
operating thresholds for the receive level alarm and the option of disabling the output in case of an S/N alarm
by clicking on Configuration > Alarm control.

Table 3-52 Setting Options for Receiver Alarm

Menu Option Setting Options Comment
Threshold for receiver alarm -30dB/-25dB/-20dB/-15 Receive level on the CLE amplified by O dB
dB/-10dB (W1)

— effective setting:
-30dB/-25dB/-20dB/-15dB/-10dB
Receive level on the CLE amplified by 6 dB
(W2)

— effective setting:
-36dB/-31dB/-26dB/-21dB/-16dB
Receive level on the CLE amplified by 12
dB (W3)

— effective setting:

-42 dB/-37 dB/-32dB/-27 dB/-22 dB

Force receiver alarm on SIN Yes" Relay receiver alarm is also activated in
and/or BE alarm No case of S/N or BE alarm
Blocking outputs on S/N and/or |Yes " Command output disabled in case of SIN
BE alarm No or BE alarm
Switch NU-Relays on GAL Yes Relay NU is also activated in case of

No " general alarm

DAs delivered state
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i @

NOTE

Adjustment > Leveling and Leveling supervision are only available for the Stand-alone SWT 3000 system.
The levels of an integrated (i)SWT 3000 system are controlled by the Central Signal Processing unit (CSPi)
of the PowerLink.

3.6.3

3.6.3.1

3.6.3.2

Level Adjustment for Connection via VFx Module

Overview

When using the SWT 3000 with the PowerLink PLC system, the following settings must be made depending on
the configuration:

Connection via a VFx Module

SWT 3000 PowerLink

PU4 CLE VFx CSPi

Figure 3-63 Setting Options for the Protection Transmit Level for Connection via VFx Module

A level of -10 dB is required at the input of the VFx module. The levels in PowerLink are set automatically from

the system depending on the device configuration. They are displayed in PowerSys in the menu Information >
Services and can be measured at the Central Signal Processing innovation (CSPi) unit or PowerLink PowerAm-

plifier (PLPA) output.

Table 3-53 SWT 3000 Transmit Level

Measuring Point Level [dB] Comment

CLE module output -10 Setting with service PC on the SWT 3000 PU4 module

VFx input -10 Setting with service PC in PowerLink

CSP or CSPi module output Depending on Automatic Tx level adjustment within the PowerLink
device configuration

i @

NOTE

If a coded tripping (CT) variant is used, the PU4 transmit level must be adjusted to 6 db less. This adjust-
ment causes also 6 dB less level at the output of the CLE.

3.6.4 Setting Parameters of Measuring Points
Once you have set the levels on the device and teleprotection signaling is working properly, you can set the
alarm operating thresholds for monitoring the PU4 and CLE outputs.
Set these alarm operating thresholds in the menu Adjustment > Level supervision.

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 177

C53000-G6040-C615-3, Edition 09.2022



Installation and Commissioning

3.6 Online Parameter Adjustment

3.6.5

3.6.6

178

Level Maintenance

Leveling supervision mode

Min Current Max

PU output 0 17 0

CLE output 0 160 0

-6dB of current value O Read @ Standard O

Figure 3-64 Setting Alarm Thresholds

Table 3-54 Setting Options for Measuring Points

Menu Option Comment

Standard Default values stored in the program are imported for the individual
measuring points

Read The current measured values are read from the measuring points in
the SWT 3000 device

-6 dB of current value The current measured values are halved and entered in the min. field
as the threshold value for the measuring point alarm

Entering 0 in the min. field deactivates monitoring. Siemens recommends that if the system is working prop-
erly, the current level values must be accepted with Read and the alarm thresholds defined with -6dB of
current value.

Failure on the PU4 output level activates the display on the PU4 module (flashing red LED of the used inter-
face) and transmitter alarm (Tx-AL) on the CLE module.

Time and Date

New date  2021.04.29 @ Device date  2021.04 29
Apply time to device @

New time  12:42:46 PM Device time ~ 11:29:21 AM

Use PC system time | /.

Figure 3-65 Setting of Date and Time of an SWT 3000

For the time adjustment, use the option use PC system time or a manual adjusted new date or new time.
The internal clock is adjusted by clicking on Apply or OK.

Command Blocking

Each command can be blocked independently for maintenance purpose. The control will be managed
manually via software configuration (on / off) or any unused binary IFC input. Command input block is to cut
off command transmission to remote side and command output block is to cut off command output on local
side. The non-blocked commands are in normal operation.

If the command is activated during blocking on, the command will not be transmitted. If the command is
already in transmission before blocking on, the transmitting command will not be blocked.
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Block control is configurable for all protection mode under PowerSys > Adjustment > Maintenance mode. The
changes are online parameter without device reset.

) [ ] on v
@ [ On v
@) v [ On v
) Vi [ IFC/INT
5) ] [4 IFC-1/IN2 7
®) ~ [ IFC-/IN3
@ E Off v
@® — [ off v

Figure 3-66 ~ Command Blocking

Command Blocking

(1) Command input is blocked (On = blocked)

(2) Command output is blocked

3) Command input and output are blocked

4) Command input is blocked by binary input IFC-1/IN 1
state
(Bl on = blocked, Bl off = unblocked)

(5) Command output is blocked by binary input IFC-1/IN 2
state

(6) Command input and output are blocked by binary
input IFC-1/IN 3 state

(7)..(24) Remaining commands are in normal operation
without blocking. (Off = unblocked)

Command block state is indicated by:
®  PU4 LED_OK slow blinking (At least one command is blocking)

®  Eventlog entry (command input/output block on/off for maintenance [xxx])
Internal message for command during blocking.
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4.1 Control and Signaling Elements

4.1

4.1.1

4.1.11

182

Control and Signaling Elements

Control and Signaling for PU4 Module

Front Panel

Control and display elements are mounted on the module. The front panel covers some of them.

For example, in order to prevent the unit being accidentally disconnected, the front panel covers the On/Off
switch for the power supply.

| AT RR = | | = = o
SIEMENS
S i
et [ R
ST
g |
| B
# SWT 3000 . | é:) lig . i ki
Figure 4-1 Front Panel of a Unit with Analog Line Interface, CLE, and FOM Module

(M PU4

The PU4 controller and hence the entire SWT 3000 unit is reset with the reset button.

Figure 4-2 Position of Jumpers, Input and Signaling Elements on the PU4 Module

S2: Power ON/OFF

LED OK/GBAL

LED Status Interface LID-2
LED Status Interface LID-1
LED Status Interface LIA

u b~ W N =
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4.1.1.2

4.1 Control and Signaling Elements

6 S1: Reset button

7 S3(3.1t03.4)

8 Connection on DLE

9 Connection on DLE

10 Connection of the IFC Modules
11 LCT: Service Interface (USB)

12 NMS: Ethernet Interface

Significance of LEDs on the PU4 Module
®  The 2-color LIA LED is needed for displaying the status of the LIA. The following states can be displayed:

Table 4-1 Significance of the LIA LED Displays

State Significance

Off LIA is not configured
Red static LIA is not ready for operation (for example, primary path receiver alarm)
Red flashing LIA is only operational to a limited extent (for example, secondary path receiver

alarm)
LIA is working correctly and used as main path.
LIA is working correctly and used as secondary path.

Green static

Green flashing

i 0

NOTE

Red flashing always means that the secondary path is not working correctly.

®  The 2-color LID-1 LED is used for displaying the status of the LID-1. The following states can be displayed:

Table 4-2 Significance of the LED LID-1 Displays
State Significance

Off LID-1 is not configured

Red static LID-1 is not ready for operation

Red flashing

LID-1 is only operational to a limited extent (for example, receiver alarm)

Green static

LID-1 is functioning correctly

Green flashing

Secondary path

®  The 2-color LID-2 LED is used for displaying the status of the LID-2. The following states can be displayed:

Table 4-3

Significance of the LID-2 LED Displays

State

Significance

Off LID-2 is not configured
Red static LID-2 is not ready for operation
Red flashing LID-2 is only operational to a limited extent (for example, receiver alarm)

Green static

LID-2 is functioning correctly

Green flashing

Secondary path

®  The 2-color OK/BGAL LED is needed for displaying the PU4 module status. The following states can be

displayed:
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4.1.1.3

4.1.2

4.1.2.1

184

Table 4-4 Significance of the OK/BGAL LED Displays

Off Power supply is disconnected or faulty

Red static Module is not ready for operation

Red flashing General alarm module is only operational to a limited extent
Green static Normal operation

Green slow flashing Test operation or remote alarm active

Green fast flashing Ethernet port of PU4 is not ready for operation

IP (Ethernet) and Local (Service) Interface

The IP (Ethernet) interface of the PU4 module is used for:
®  The communication between the NMS and SWT 3000
®  Remote PowerSys session

The Ethernet interface (as RJ45 socket) can also be used for local Web login. It is located at the front of the
PU4 module.

A USB local (service) interface in form of a standard USB B plug is fitted at the PU4 for the communication
between the service PC and SWT 3000. The service PCis connected to the USB socket on the front panel of the
PU4 module with a USB A/B plug cable.

Standard USB B Plug

1 2
Standard USB A Plug
| |
4 3 2 1 4 3

Figure 4-3 USB A/B Plug Cable

@) Pin Tis V.. (+5V)
(2) Pin 2 is Data- (D-)
3) Pin 3 is Data+ (D+)
(4) Pin 4 is ground (-)

Control and Signaling for CLE Module

Alarm Displays

The alarm signals generated by the PU4 module are displayed via red LED on the front panel of the SWT 3000.
LED are provided for the following alarms:
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4.1 Control and Signaling Elements

[ @ - | - I = -
SIEMENS
O -
o R ]
° AL ®
on | : :\:. ® mAL
® | =
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- |
SWT 3000 155 o i
= = @ | é@ = =
Figure 4-4 Displays on the CLE Module
1 Copper Line Equipment module (CLE)
Tx-AL Transmitter alarm
Rx-AL Receiver alarm
SNR SIN alarm

The signals are low active and are fed to the LED drive via an integrated inverter module with a +5 V supply
voltage.

Test Sockets

The following test sockets are provided on the front panel of the CLE module:

® 1 ISEP socket for measuring the level of the receive signal

® 1 ISEP socket for measuring the level of the transmit signal

The level at the sockets is measured on a high impedance basis and corresponds to the value at the measuring
point. Incorrect operations such as short circuiting or inserting a signal (U =5 V) at the measuring sockets does
not result in interruption of teleprotection signaling.
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4.1.3 Control and Signaling for FOM Module
4.1.3.1 Signification of the Alarm LED on the FOM

Figure 4-5 Position of the LED on the FOM

@) LED H4 to H9: Diagnosis

(2) LED H3 Rx-Alarm

3) LED H2 Tx-Alarm

4) Programming Interface

(5) LED H1: FPGA Readiness

Table 4-5 Signification of the Alarm LED on the FOM

LED LED Indication when Lighted LED Indication with FOS3 for C37.94

H1 red FPGA not ready FPGA not ready

H2 red Tx-Alarm Tx-Alarm
F6 supervisory alarm F6 supervisory alarm

H3 red Rx-Alarm Rx-Alarm

H4 yellow ILAN high LOS alarm (“lose of signal” alarm)

LED on: DCE and DTE not synchronized or
when in sync state, there are at least two
bit errors in consecutive 8 C37.94 frames

H5 yellow BUF alarm AIS alarm (“Alarm Indication Signal” alarm)
Buffer overflow or under run LED on: “all ones” received. The multiplexer
Source: Supervisory circuit of FPGA lost the higher order link, it will send all

one in the data bits to SWT3000.

H6 yellow MOD-alarm RDI alarm (“remote defect indicator” alarm)
Modulation alarm, carrier frequency at the |LED on: remote side of C37.94 connection
optical receiver not detected entered a LOS alarm state.

H7 yellow COM-alarm Debug information (for test purpose)
Communication alarm at the electrical
interface
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LED Indication when Lighted LED Indication with FOS3 for C37.94

H8 yellow SFP_LOS Debug information (for test purpose)

The received optical power is below the
receiver sensitivity

Loss of signal

H9 yellow S6 asserted Debug information (for test purpose)

4.1.4 IFC Control and Signaling

Diagnostic LED

Figure 4-6 Signaling elements and DIL-switches of the IFC module, e.g. IFC-D

(1 S1: Activate command input 1 to 4 (S1.1 to S1.4)
openlup - deactivated (default)
closed/down - activated

(2) LED H1 to H4 (red): activated outputs
LED H5 to H8 (green): activated inputs
(3) Test Operation Display (H10)
(4) S2: IFC Slot Address Selection (52.1, S2.2) and PU3 |/ PU4 switch:

S2.3: closed/down - PU3
S2.3: openlup - PU4

(5) Jumpers X43 to X58
(6) Operating LED (H9)
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4.1.5

4.1.5.1

4.1.5.2

4.1.5.3
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Control and Signaling for ALR Module

Relay Outputs

The alarm module comprises also 3 alarm outputs, switched by relay (K1 to K3). The 3 relays provide change-
over contacts. In the standard setup the break contacts (NC) are used.

[SIEMENS ____ALR[I[7[3]
€53207-A367-B300- (@] T |

AL RN O N 505

Figure 4-7 Display and Setting Elements on the ALR Module

@) LED H1: Output ALA3
2) LED H2: Output ALA2
3) LED H3: Output ALA1
(4) Test Switch S1

(5) LED H4: Input BI2

(6) LED H5: Input BI1

7) LED H6: IRIG-B Input

Visual Indication

The ALR module provides a LED for visual indication of the state for each binary input and for each alarm
output. They are visible after removal of the front panel. The significations are shown in the following table:

Table 4-6 ALR Indication

LED Indication

H6 IRIG-B input energized
H5 Binary input 1 energized
H4 Binary input 2 energized
H3 Alarm output 1 activated
H2 Alarm output 2 activated
H1 Alarm output 3 activated

Test Switch S1

For test purposes, the ALR module provides a switch for each of the binary input circuits and for the IRIG-B
circuit. Closing a switch sets the output of the assigned circuit to the active state.
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Table 4-7 Functions of the ALR Test Switch
S1.1 Binary input 2 test
S1.2 Binary input 1 test
S1.3 Not used
S1.4 IRIG-B test
4.1.6 Control and Signaling for Power Supply
4.1.6.1 Displays
LEDs on Power Supply Unit, visible after removal of the front panel.
Output:
Disable
Operate
1 Overload
2 Overload
3 Overload
Figure 4-8 Front view of the Power Supply
Table 4-8 Significance of the LEDs on the Power Supply Unit
LED Conditions Significance
Operate Umin=Ui=sU Unit in normal operation
IO = ID nom
TC = Tcmax
U,,=08V
Operateand  |U;i,=U;=U Current at output Uout1, Uout2, or Uout3 too
overload 1, 2, high
o TC<T, . 9
U, =08V
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LED Conditions Significance
Disable UminsUisU o U,,>08V
lo =15 nom Unit switched off or PU4 or CLE not inserted
TC = Tcmax
Disable U min=U=U Temperature monitoring has operated
IO = IO nom
Uy, <0.8V
Disable lo=1onom Undervoltage or overvoltage monitoring has
operated
TC = Tcmax P
U,,=0.8V

U, = Input voltage
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4.2 IFC Test Mode

In order to switchover from normal to test mode with the service program PowerSys, select the IFC-Test in the
Testmode list box. In this mode, you can enter commands on the IFC module for each input with the DIP
switches S1.1 to S1.4

Interface
IFC-1  IFC-D/P w
IFC-2 IFC-D/P w
IFC-3 — w
IFC4 —
Special allocation ~ Contact doubling w
Testmode  Off w

on

Figure 4-9 Selection of Testmode > IFC-Test

NOTE

i 0

For security reasons, after switching over to test mode, the controller signals all inputs as off regardless of
the actual switch position. The state on can only be reached by switching from off to on position. All
switches must be in the off position beforehand.

Also a General Alarm is given as long as the test mode is active. Furthermore the OK-LED is slowly blinking
during active test mode.
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4.3 PU4 Test Command

- NOTE
l The Test dialog is only online available (when connected to SWT 3000).
It is possible to select lines, enable LID/FOM Loops, or to enable the AMP measuring.
General
Line select ©Aut0matic o Primary OSecondary
LID/FOM loop  All loops off
AMP measurement mode ~ Off A 4
Command transmission time mesurement O
Test mode  Off A 4
Reset SNMPv3 key @
Reset device
Clear device setting @
Command Test
The Test dialog is divided into the following areas:
® line selection automatic (only if 2 transmission links are activated)
Automatic selection of the (primary) transmission line. If there is a fault, switchover to the alternative
(secondary) line.
® Line selection primary (only if 2 transmission links are activated)
The SWT 3000 receiver is fixed to the primary transmission line. If there is a line interrupt, switchover is
not possible. This setting causes the general alarm.
® Line selection secondary (only if 2 transmission links are activated)
The SWT 3000 receiver is fixed to the secondary transmission line. If there is a line interrupt, switchover is
not possible. This setting causes the general alarm.
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®  AMP Meas Off or On

Disables the input limitation from the binary inputs (which is automatically activated in the AMP mode of
SWT 3000) when adjusted to on. It is now possible to send persistent commands for measuring the trip
frequencies.

If the AMP Meas is adjusted to on, the general alarm is activated.

® Command transmission time measurement
Single test provides a method to measure command transmission time over the current active line. It is
available for both analog and digital transmission lines, but not for Ethernet transmission line (TPoP).

®  Reset SNMPv3 key
The key reset operation deletes all created SNMPv3 users, and new working users are cloned again from
the initial user template.

®  (Clear device setting

The command clear device setting clears the complete configuration stored in the PU4 module. After
the command is executed, you may receive hardware and/or configuration fault alarm. If there is a new
configuration from an existing SWT 3000 or after a firmware update, execute the function to clear all
former settings.

® Reset device

Reset of the SWT 3000 via the service PC. After Reset device, the service program is automatically
connected back to the SWT 3000.

Command Input Test

Command input test is a test function to verify command input / output during the commissioning phase. It
must be switched off in normal operation. To avoid unwanted command by incident, the command input test
can only be enabled when:

® |FC-Test mode configured (GEN alarm activated)
®  PU4 switch S3.4 is enabled for test purpose

If the command input test is enabled, command input from IFC or EN100 port is ignored. Instead, the input
from the test page is assigned to a protection frequency and transmitted as in normal operation.

The command input test page is only available when iSWT is active. Any command input combinations can be
triggered on by enabling the corresponding inputs and then clicking ‘Activate selected commands on device’
button. Disable all command inputs and click ‘Activate selected commands on device’ button will trigger all
commands off.
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Command input
test

[t [ e[t et i
(1) ©) [] (a7)
@) (10) [] (18)
3) (1) [] (19)
) (12) [] (20)
5) (13) [] 1)
(6) (14) [] (22)
) (15) [] (23)
®) (16) [] (24)

Figure 4-10  Command input test

NOTE

i 0

Any test command input should work according to the actual configuration. For example, if mode 3a is
selected, only input 1 to 4 can be transmitted.

Another example, if command 1 is not assigned to a valid input port in input command allocation,
command 1 will never be sent.
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Table 4-9

Relay

GALR

Alarm Relays and Possible Alarm Reasons

Possible Reason
Normal operation interrupted

4.4 Possible Reasons for the Alarms

Comment

PU4 measuring point alarm (MAL)

Additional non-urgent alarm

Transmission path faulty, no alternative path

Additional RXALR

Primary and secondary path not available

Additional RXALR and non-
urgent alarm

IFC test operation

OK LED on PU4 green blinking

Module alarm or configuration alarm

OK LED red

RXALR

Guard alarm, transmission path not available, no
alternative path

Additional GALR

Guard alarm, primary and secondary path not avail-
able

Additional GALR and non-
urgent alarm

Time limit for the command output exceeded

The command output is inter-
rupted. The alarm is deacti-
vated when the command
transmission is canceled.

Output of the unblocking impulse (when activated) at
operating mode 3 to 5A

NUALR

Primary path not available but secondary path
existing.

Switchover to the alternative
path

Primary and secondary path not available

Additional GALR and RXALR

Power failure of one power supply in case of redun-
dant power supply

No interrupt as long as the
second power supply is working

LIA signal to noise alarm

Command outputs blocked
(depending on settings)

LID bit error alarm (bit error rate is > 1 x 10°)

Command outputs blocked
(depending on settings)

Switch NU-Relay on GAL is activated in the alarms
control configuration

Additional contact in case of
GALR.

Refer to 3.5.11.4 Setting
Options for SWT 3000 Alarms).
This function is not available
when 2 transmission paths are
used.

Time limit for the command input exceeded

The command transmission is
interrupted. The alarm is deacti-
vated when the command
input is canceled.

IP alarm

IP alarm is activated if errors
occur in SNMP, NTP,
WebServer, and DHCP
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4.5 Display of the Entries in the Event Log

General Information

Protection commands and alarms of SWT 3000 are provided with time, date, and a registration number before
they are entered in the event memory.
The following events are entered:

® |ncoming protection commands from IFC-D/P
®  Qutgoing protection commands to the IFC-D/P
®  Detected alarms

®  Program restart

® Changing date and/or time

® Changing the configuration

Up to 8000 non volatile event entries with a time resolution of 1 ms are possible. The service PC reads out the
entries. The readout is also possible from the remote station with remote monitoring. If there is an overflow,
the oldest entry in the event memory is overwritten.

The event log can only be read when the PowerSys program is connected to the device (PowerLink with inte-
grated SWT 3000 or stand-alone SWT 3000).

All events v 24 @ @ @ ® 28 of 8184 events loaded

2022-01-13 11:49.380 1 program started
”2021-03-18 | 12:55:32 141 i :’5#20 “clnck synchronisation (local or remote) successiull
2022-01-13 11:49:36.671 325 device configuration programmed in FLASH
2022-01-13 11:49:40 11 I active line from now on is LID1
8120 2022-01-14 11:35.:04.543 3736 PowerSys connected
B119 2022-01-14 11:33:50.573 337 PowerSys disconnected
8118 | 2022-01-14 11:32:40.590 3136 PowerSys connected
B117 2022-01-14 10:46:39.855 337 PowerSys disconnected
816 2022-01-14 10:24:20.528 3136 PowerSys connected
8115 2022-01-13 15:10:30.11 37 PowerSys disconnected
8114 | 2022-01-13 14:5512.433 336 PowerSys connected
B113 2022-01-13 14:55.07 458 2125 IED X POTT RX (command output 1 OFF)
anz 2022-01-13 14:55:07 443 any IED X POTT TX (command input 1 OFF)
8111 2022-01-13 14:55:07 443 37 PowerSys disconnected

Figure 4-11 Event log

Event log type filter for all events, command only or alarm only. Only supported
All
events v for SWT event log.

Select how many entries of event log you want to read out, default number is

4 24.
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Function

Start or reload event log.

Stop event log reading.

Export loaded event log as offline PDF.

Confirm and delete all entries in the event log.

®e6E®@

The number and type of events is selectable as shown in the preceding figure.
In the first 4 lines, the fixed records are displayed without event number.

Table 4-10 Fixed entries in the event recorder

No. Grp Evt Description

1 1 1 |Last start-up of the PU4 firmware
3 20 |Last successful clock synchronization (if activated)
3 3 25 |Last change of the device data (not date or time change!)

90 |Last change of the line selection to LIA

4 3 91 |Last change of the line selection to LID1

92 |[Last change of the line selection to LID2

Each record is marked with [Date] (year.month.day), [Time] (hour:minute:second.hundredth.thousandth),
[Grp] (group identifier), [Evt] (event identifier), and [Description]. The event record numbers [No] are
entered from the PU4 module from 0 to 9999. After 9999, the event-counter restarts with 0.

For a better understanding of the event log entries, set the time and date on the PU4 with PowerSys before
starting operation. During power off, time and date are saved on the PU4 for about 96 hours. The recorded
event entries are non volatile.

Table 4-11 Group Numbers

Grp Description
1 System control
2 Teleprotection commands
3 Alarms
4 Alarms
128 to 255 Internal system messages
° NOTE
l The displayed comments show the same signification as the combination of group and event identifier.
If there is a comment with the message Internal system message, contact the Siemens Customer Support.
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4.6  Alarm Messages in the Service Program PowerSys

©
e

ALA GENALR General alarm

ALA TEST_GENO | Testmode active

INF ALRS Board ALR present
INF IFC-1 Board IFC-1 present
INF IFC-2 Board IFC-2 present
INF IFC-3 Board IFC-3 present
INF IFC-4 Board IFC-4 present
INF DLE Board DLE present
INF FOM-2 Board FOM-2 present

Figure 4-12  Alarm messages

If there is a fault, which makes it impossible to run the normal operation the system produces fault indica-
tions. These indications are displayed in the Alarms submenu. The display is refreshed with the Read button.
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4.7  Diagnosis of Ethernet EN100 Module

EN100 Information in PowerSys

4.7 Diagnosis of Ethernet EN100 Module

If an Ethernet module EN100 for IEC 61850 is configured with the SWT 3000, PowerSys > EN100 > Module
info displays the most important information about addresses and connection status of the module.

The EN100 information can only be read when the PowerSys program is connected to the device (stand-alone
SWT 3000 or integrated SWT 3000 in PowerLink).

1 CRC value=9d 71 ac 7f
2 EN100_E+ IEC61850
3 MAC 00098efb 7168
4 IP 192.168.020.144
3 NM 255.255.255.000
5] GW 000.000.000.000
7 Corrupt parameter
8 Chan1/2=Down /UpAct
9 Rx/TxCnt=00208/00026
10 Rx/TxErr=00000/00000
11 Rx/Tx10s=0104/0019
12 CPU load= 8%
13
14
12 Line

Figure 413 EN100 Info

The following EN100 information is displayed:
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Table 4-12 EN100 Information

Line/IDX Information

IDX 1 CRC value (EN100 BIN parameter file checksum)

IDX 2 Module type

IDX 3 Hardware address (MAC)

IDX 4, IDX 5, IDX 6 Ethernet channel adresses: IP address, Network mask, Gateway address

IDX 7 EN100 clock synchronisation status (NTP1/2)

IDX 8 Physical link status and data rate of connected Ethernet channel (Phy1/ Phy2)
IDX 9, IDX 10, IDX 11 Communication status: Statistics and error counters

IDX 12 CPU load rate

The status information is updated by pressing the Read button.

EN100 Firmware Version Information

You can check the firmware version of the Ethernet module EN100 in Device > General.

gO .- |

Update

Ganeral Inft i

FU4 COM 01,1008 PL4 BOCT 01.04.01 PLE HW 00.00.01
PLI4 MON 01, 04,00 DLE HW 00,0001 IDLE Type
DLE FPGA 00,0181 P4 FPGA 02,0017 PLl4 DSP
PLI DS Warsnt Mol usaed I EM100 01,0400 I EM100 Typsat TPOF lechical
IFC-1 FW 06, 00, 0 IFG-1 HW 01, 00,04 IFG-1 Typa FC-DuP
IFC-2 FW IFC-2 HW IFC-2 Typa
\FC-3 FW IFC-3 Hiy IFC-3 Typa
IFC-4 FW IFC-4 Hi IFC-4 Typa
FOM-1 W FOM-1 HW FOM-1 Type
FiOM-2 BW 00.00.01 FOM-2 HY 0).00.00 FOM-2 Type 37 94

Figure 4-14 EN100 FW version information in Device > General

EN100 Module Homepage

The EN100 modules are provided with a homepage, which can be invoked on all devices using the respective

IP address. Fig. 9-2 shows an example of a homepage. The homepage is invoked by entering the IP address of
the device combined with home in the address line of the browser on the PC (e.g.: http://192.168.0.55/
home for the EN100 default IP address)
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Figure 4-15 Homepage of the EN100 modules

NOTE

i @

With a factory pre-configuration of EN100 in SWT 3000 devices the following generic IP addresses are
programmed to the module: 192.168.100.11 and 192.168.100.12.

You can check the actual IP address of the EN100 module in EN100 Info (refer to EN100 Information in
PowerSys).

The EN100 module homepage always shows at its end the version and creation date of the software version
loaded on the module. With the links on the left area of the EN1T00 homepage you can browse to following
subpages, which contain information for commissioning, operational information and internal error messages.

Table 4-13 Linked pages of the EN100 module homepage

Page Description

Statistics-page shows relevant information of Ethernet

System log-page shows information of system behavior, being produced from operation time

Connection log-page contains information about Client-Server-Connection and DIGSI-Accesses

Startup-page contains information about run-up behavior and configuration settings
respecting network- and GOOSE-Parameters

Error log-page contains internal error messages

Refer to SIPROTEC 4 EN100-Module - Manual IEC 61850 for description of the pages.
You may find a copy of the manual on the PowerSys package in folder /[EC61850/Manual.
Check the SIPROTEC webpage for the latest manual version:

Internet: www.siprotec.com

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 201
C53000-G6040-C615-3, Edition 09.2022



Diagnostics and Error Handling

4.8 FOM SFP Alarm Supervision

4.8

FOM SFP Alarm Supervision

SWT 3000 FOM module is equipped with a SFP transceiver for fiber-optic connection. The SFP with a digital
diagnostic monitoring interface (DDMI) is allowed to read out real-time diagnostic information and alarm
status. The DDMI interface is only available if SFP module is compliant with SFP-8472.

Enable DDMI function

By default, DDMI monitor is disabled. It can be enabled in SWT 3000 SNMP MIB (SIEMENS-SWT3000R35.MIB)
by SNMP SET command. The MIB OID is defined as below:

(o] ] Description
swtinfoSfp1Enable = enabled(1):
Enable SFP-1 DDMI monitor functionality
swtinfoSfp2Enable = enabled(1):
Enable SFP-2 DDMI monitor functionality
swtlpActivationReq Enable SFP-2 DDMI monitor functionality
Store setting in flash and restart device.

Supervise SFP alarm

If DDMI monitor is disabled or DDMI interface is not supported with used SFP module, alarm supervision is
skipped. SFP alarm status is monitored periodically. If alarm flag is set, general alarm is triggered. If warning
flag is set, non-urgent alarm is triggered. The active alarm [ warning is displayed in PowerSys: SWT 3000 >
Information > Alarms | Errors.

Severity Label Explanation

WAR TEMP_WAR SFP-1/2: Temperature high or low
warning

WAR VCC_WAR SFP-1/2: Voltage high or low
warning

WAR BIAS_WAR SFP-1/2: Tx bias current high or low
warning

WAR TXW_WAR SFP-1/2: Tx power high or low
warning

WAR RXW_WAR SFP-1/2: Rx power high or low
warning

ALA TEMP_ALA SFP-1/2: Temperature high or low
alarm

ALA VCC_ALA SFP-1/2: Voltage high or low alarm

ALA BIAS_ALA SFP-1/2: Tx bias current high or low
alarm

ALA TXW_ALA SFP-1/2: Tx power high or low
alarm

ALA RXW_ALA SFP-1/2: Rx power high or low
alarm

For long-distance SFP (for example up to 150 km), FOM module is running exceeding the default Rx power
threshold. There is permanent Rx power alarm reported from DDMI interface. In this case, the SFP DDMI
monitor function shall be disabled. The Tx / Rx power state can be polled by NMS tool and compared with
customized threshold.

Read diagnostic information

202

SFP-1/2 real-time diagnostic information and alarm threshold can be readout from SWT 3000 SNMP MIB via
SNMP GET command. The example value queried from DDMI interface (Avago AFCT-5765ATPZ) is listed as
below:
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swtinfoSf- swtinfoSfp-  swtinfoSfp-  swtinfoSf- swtinfoSf- swtinfoSf- swtinfoSf-
pIindex Type Value pLowAlarm- pLowWarn- pHighWarn- pHighAlarm-
Threshold Threshold Threshold Threshold

1 Tempera- 35.0 -46.0 -41.0 95.0 100.0
ture(C)

2 Voltage(V) 3.2 2.9 3.0 3.6 3.7

3 Tx Bias(mA) [10.4 0.0 0.4 39.8 44.8

4 Tx -11.0 -15.5 -15.1 -8.0 -7.5
Power(dBm)

5 Rx -29.2 -31.5 -30.9 0.0 0.4
Power(dBm)

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
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5.1 PowerSys

5.1.1 Installation

The service program PowerSys is delivered as a zip file on our SIOS Internet platform for download. Run the
setup.exe for the installation. The program leads you through the installation.

SIEMENS

PowerSys

Wersion3.z| © Siemens AG

Figure 5-1 Setup Splash Screen of the Service Program PowerSys

®o Siemens PowerSys V3. x x

PowerSys

Installing Components Installing Siemens PowersSys V3.x

o Prerequisites
‘ Siemens PowerSys Please wait while the Setup Wizard installs Siemens PowerSys V3.5 This may take
several minutes.

Status: Updating component registration

I < Back Next >

Figure 5-2 Installation of the Service Program PowerSys

New installed software PowerSys, MeasurementTool and MergeTool are located at Windows Startup Menu >
Siemens Smart Communication.
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. Siemens Smart Communication

MeasurementToaol

iﬁi MergeTool

2 PowerSys V3.6

Figure 5-3 Windows Startup Menu

With the installation setup of the PowerSys software a hardware PU4 USB driver is installed automatically. The
driver is required for the connection of the service PC to the USB interface of the SWT 3000 on PU4 module.
The installation and activation of the driver is managed automatically by the Windows hardware installation
wizard for Plug-and-Play devices with first connection of the PC to the SWT 3000. The COM-port number is
assigned automatically to the next free serial port.

=

File  Action Wiew Help

= W &G 20 &

) Mice and other pointing devices ;I
Monitars

Metwork adapters

4 Parts (COM & LPT)

néyi Communications Port {COML)

néyi Intel{R} Active Management Technology - SOL (COM3)

5 Printer Port (LPT1)

néyi Prolific USE-to-Serial Comm Port (COMS)

néyi ST 3000 PU4 CPZ102 USE to UART Bridge Controller {COME)

Processors —
-5 Smart card readers

-9 Sound, video and game contrallers LI

Figure 5-4 SWT 3000 PU4 USB to UART Bridge Controller

5.1.2 User Management

User Management

For access to device, 3 different user levels are available, each with an individual password. PowerSys does not
require a password for operation. The offline configuration of a device is possible without a password.

e  Control
The configuration and settings of device can only be read. Changing of settings is not possible.

®  Expert
The user level Expert is allowed to configure the device. A reset of the device via the service PC s
possible. Password change is not permitted.

® Admin
The user level Admin enables full access to the device including password change and firmware update.

The device is delivered by factory without passwords. You can set a password for each user for the connection
optionally.

To assign an initial password for the first time, leave the field current password blank and select one of the 3
different users. Each user can be assigned with an individual password.

If a password protects the device, perform the following instructions to change the password:
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208

®  Enter the current password.
®  Enter the new password.
®  Confirm the new password in the field Confirm password.

The password is requested from the device before the connection between the service PC and the device is
established. Without entering the correct password, a connection to the device is not possible. PowerSys does
not require a password for offline configuration.

If the password is lost, send the CSPi or the PU4 module to the factory for resetting it to the default values.

Admin user can change all user passwords in menu user management.

ﬁ o User management

Control Control
Expert Expert ‘
Admin | Admin ‘ |

Figure 5-5 User management

Each user can change their own password in the change password dialog. You must click “Program device”
toolbar button after changing the password. Otherwise, the password is lost after the reset of device.
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You have to click "Program device" toolbar button
after changing the password.

Figure 5-6 Change password dialog

Logon
If the password is set for the user, the logon dialog is prompted when connecting to the device. Enter the right
username and password before logon to the device.
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Enter user name and password

Figure 5-7 Log on to device dialog

Password complexity

Password complexity is not enforced by PowerSys. It is possible to access the device without password or with
an unsecure password. When setting the new password, the password complexity indication (low / middle /
high) is shown near the password entry field.

It is recommended to set the password according to the highest password complexity (high).
Password complexity and rules for indication check:

®  3) Minimum password length of 8 characters
(max. length 20 characters)

® ) At least one upper case letter
® () Atleast one lower case letter
e d) At least one digit

® ¢) At least one special character (e.g. |@#$)

Password complexity indication Comments

2 or less of these rules matched
Low
—_—
3 rules matched with mandatory rule a)
Medium
4 or more rules matched with mandatory rule a)
High
I ——
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Device is delivered by factory without passwords. Optionally you can set a password for each user level for the
connection. For assigning of an initial password for the first time, leave the field current password blank and
select one of the 3 different user levels. Each user level can be assigned with an individual password.

If a password protects the device, perform the following instructions to change the password:
®  Enter the current password.

®  Enter the new password.

®  Confirm the new password in the field Retype Password.

The password is requested from the device before the connection between the service PC and the device is
established. Without entering the correct password, a connection to the device is not possible.

If the password is lost, send the CSPi or the PU4 module to the factory for resetting to the standard values.

5.1.3 Firmware Overview

With the device information view, you can check if the firmware release of the device (Actual) corresponds
with the firmware release of the connected service program PowerSys (Target).

When the firmware release of the device (Actual) or one of its firmware components does not correspond with
the firmware release of the service program PowerSys (Target), the shown version is marked yellow and
shows a target version in tooltips. That means, the firmware release of the device (Actual) has a newer or
older version than the Target of the service program PowerSys (For example a firmware hotfix is programmed
to the device.)

Device overview information shows three version numbers:

®  PowerSys version

®  Device parameter database (DDB) version (306 means V3.6)
®  Firmware version

Verify the PowerSys current and new release and upgrade the device firmware to the matching version.

Overview
PowerSys VIT23 DDB Firmvware
Figure 5-8 Device > General > Overview
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[sc_swt_device_general_component, 1, --_--]

Figure 5-9 SWT 3000 or iSWT > Device > General > Component

[sc_pl_device_general_component, 1, --_--]

Figure 5-10  PowerLink > Device > General > Component

[sc_pl_vmux_general, 1, --_--]

Figure 5-11 PowerLink > vMUX > General
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5.1.5

5.1 PowerSys

Parameter Compatibility

With the service program PowerSys versions V3.6 and higher, multiple installation is not possible. Older
versions shall be uninstalled via Start > Control Panel > Add or Remove Programs. Versions less than V3.6 (e.g.,
P3.5.188) can be installed in parallel.

One PowerSys supports full read only access to all P3.5.xxx firmware release and full read / write access since
P3.5.185 firmware.

The device firmware is located under PowerSys installation path: ...\PowerSys\Firmware

File name Description

AllinOne_PU4_Vx.y.z.jnk All in one firmware image for SWT 3000 / PU4 board.
AlllnOne_CSPi_Vx.y.z.jnk All'in one firmware image for PowerLink / CSPi board.
AlllnOne_VMUX_Vx.y.zzz.jnk All'in one firmware image for PowerLink / vMUX
board.

Package\*.* Firmware image for individual firmware component,
e.g. DLE, SWT_TPOP

In normal case, the version number of PowerSys, firmware and parameter database shall be matching. If want
to upgrade firmware release (e.g. V3.6), you need to follow these steps:

® |nstall PowerSys V3.6 on your PC (Setup.exe)
®  Upgrade device firmware V3.6 (AllinOne_*.jnk) using Memtool
®  Upgrade parameter database release

When creating a device parameter database file, the latest version is used by default. But it is possible to select
a previous release.

PowerSys will check parameter compatibility as following procedure when sending offline configuration to
device or online change the device configurations:

Check if programmed DDB file is matched with actual device parameter database release. In case of mismatch
DDB version, a message dialog will prompt. Click “Yes” will update device parameter database to matched
version.

PowerSys does not match with device parameter database V3.5.xxx. Do you want to
update device parameter database to V3.7.xxx?

Please check 7f device firmware is already updated to same version as PowerSys.

If do not want to update parameter database version, you must use matched
PowerSys release.

Check if PowerSys supports actual device parameter database release. In case of connecting to an unsup-
ported old firmware release. A message dialog will prompt to switch to read-only access. Click “Yes” button
disable all the configurations for editing.

PowerSys does not support the configuration of device parameter database
V3.5.xxx. Do you want to continue with read-only access?

Check if configured parameters are supported in actual device firmware. PowerSys will check if the configu-
rated parameters for new features are supported in actual device firmware. A message dialog will prompt in
case of mismatch. Clicking “Yes” button will discard these unsupported parameters.

Some configured parameters do not support in actual device firmware V3.6.xxx.
Do you want to ignore these parameters and continue the configuration?

Release Upgrade Check

After updating the firmware of the device with MemTool, connect the PowerSys to the PowerLink RM-1 inter-
face or SWT 3000 USB interface.
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If the firmware release is mismatched with device parameter database, PowerSys will activate the release
update message dialog:

Firmware V3.7.xxx does not match with device parameter database V3.6.111. Do
you want to update device parameter database to V3.7.xxx?

Verify the current firmware version and device parameter database release, click Yes for updating the release
information in the device.

5.1.6  Multiple Language Support

From PowerSys main menu, you can select your preferred language.
Currently supported languages: English / German / Russian.
The Ul text and event log in PowerSys is displayed in the selected language immediately.

Language w
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5.2

5.2.1

5.2.1.1

5.2.1.2

5.2.1.3

5.2.2

5.2 MemTool Installation

MemTool Installation

General Information

Overview

This description is the upgrade instruction for the controller card of SWT 3000. For firmware download of
SWT 3000, a dedicated FLASH-PROM programming tool can be used. The MemTool flash programming soft-
ware is provided with the PowerSys package and ensures easy and quick product upgrade if required.
Program files are delivered as AllinOne*.jnk. Typically the files are part of the PowerSys software package.
After installing the service program PowerSys, the files are saved in the folder Hard disk\Program Files
\PowerSys\Px.y.z\Firmware.

System Requirements

To run MemTool, the following minimum system configuration is required:

Operating system MS Windows 7, 8 or 10

Processor Pentium or better (or processor with equivalent performance)
Clock Minimum 1 GHz

System memory 1GB

Ethernet interface 10/100Base-T

Serial (local) interface USB

Printer interface LPTx (optional)

Version of MemTool

MemTool release V3.0 or higher

Installation of MemTool

1

NOTE

It is necessary to install MemTool under administrator rights. Furthermore, it is required to remove previous
MemTool versions before installation.
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In order to install MemTool, change to the PowerSys package \ MemTool directory and observe the following
instructions:

®  Start setup.exe from PowerSys\MemTool.

®  (lick Next to continue the installing process or click Cancel to abort.

UDE FLASH Programming Tool 3.0 - InstallShield Wizard |

Welcome to the InstallShield Wizard for UDE
FLASH Programming Tool 3.0

The InstallShield ‘Wizard will install UDE FLASH
Proaranming Tool 3.0 on your computer. Ta continue,
click Mext,

< Back | Mext » I Cancel

Figure 5-12 Starting the MemTool Installation
®  Accept the terms of license agreement and click Next and once again Next.
® Select the destination folder via Browse. Select an empty or new directory for the MemTool software.
®  (lick Next.
®  Select the program folder and click Next to continue.
®  C(lick Install to begin the installation.

®  (lick Finish to continue and end the installation process.

216 Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



PowerSys and Auxiliary Software Tools
5.2 MemTool Installation

5.2.3 Basic Settings

5.2.3.1 Starting MemTool

In order to launch MemTool as a stand-alone tool, execute Memtool.exe via the Windows main menu Start >
Programs > UDE MemTool.

-+ UDE - Memtool on Siemens SWT 3000 - PU4 (¥1.1 - serial, 115200 baud) =10l

File Target Device Log Help

—File : —FLASH/OTP - Memory Device

|| Iextemal FLASH [not ready] j [V Enable

Open File ... Index | Start | End | Size | Fremaove Al | Eraze ... |

Select Al Femove Sel! | Frogram |

Aidd Sell > Werify |

Saveds.. Sinf Protect.. | Hwf Pratect |

Fead!... State ... |

Edit...

FEEELE

Infa... | Setup ... |

Taol
Connect ITarget not connected Help | Exit |

universal debug engine

d

Figure 5-13 Starting the MemTool Program
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5.2.3.2 MemTool Settings

When starting MemTool for the first time, the Select Target Configuration dialog is displayed. Otherwise, you
can reach the dialog via the menu bar Target > Change.

Select Target Configuration
Last Uzed Browse |

Faolder to browse

C:MProgram Fileshplz\UDE tMemtoal 3.04T argetsh, j |

Filez in folder ; v Show dezcriptions

Siemenz PowerLink - CSP [w2.0]

Siemens PowerLink, - C5Pi [v0.2 - zenial, 115200 baud]
Siemens PowerLink, - WL [+2.0]

5|emens ST 3000 - PUZ [w2.0

'T 3000 - PU4 [%1.1 - zeral, 115200 baud]

Drefault M e Copy | E dit | Femove |

ok | I-‘-.I:ul:urechenl Hike i
A

Figure 5-14  Target Selection

The installation of MemTool provides target files for the selection of Siemens CSP, CSPi, vMUX (PowerLink),
PU3, and PU4 (SWT 3000) systems.
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Click the Edit button in the Select Target Configuration dialog. The Edit Target Configuration dialog

appears.

Edit Target Configuration x|

| Target

- Controller]

T arget Configuration File

IE:'\F‘rngram Filez\pl="UDE Memtool 3.04T argetzhSiemens_PII4 1.1 _XE167F-3

T arget Dezcription ;

Siemens SWT 3000 - PU4 1.1 - zenial, 115200 baud] ;I
- Manitar switches CPU clock mode to direct drive
- Manitar switches ASC zpeed to 115200 baud

Controllers ;

I arne | F arnily | Type | Add

Controllerd C1665W2 HE167F-96F
fl mdifiy

Hemove

i:

K, Cancel | Help

Figure 5-15 Edit Target Configuration Dialog

Verify if the default CPU type XE167F-96F in the Type check box is set and click OK.
Select Siemens SWT 3000 - PU4 (v1.1 - serial, 115200 baud) and click OK.
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Select File > Setup in the menu bar and enable the Create Verify Protocol File check box. Afterwards, click
OK.

UDE Memtool General Settings
™ Connect Target on Program Start

™ Open last File on Program Start

Hel
LogLevel: I]' : W L’

I” Show Diagnostic Log Window
I Wite to Log File

Diagnostic Logging :

[V Create Verify Protocol File

verify. txt |

[~ Allow overlapping sections in loaded hex files

I Ignore errors in hex files (bad checksum, no end record)

I™ Look for other communication devices when checking license

Figure 5-16 MemTool General Settings
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Select Target > Setup in the menu bar and select the COM-Port of the Access Device "SWT 3000 PU4 CP2102
USB to UART Bridge Controller in the list box (for example COM®6) in the General tab as follows:

Minimonitor Target Interface Setup

General I M-:unitu:url [ ik I F'erfu:urman-:el

—Access Device

000 PU4 CP2102 USE to UART Bridge Corjik

" Remember device name [e.g. COR1]
. Refrezsh |
£+ Femember port / target dezcription

—RTS5/DTR Handling :

Connect; 3} |Di$n:u:unn_: e

¥ Feseton Cotnect
Thime b YW ait after Reset [me, 0. SO00];  |500

[ Target iz in extemallstart mode [FLL iz alieady iunning)

[ ok | ﬁl'«l:ul:urechenl Hilfe

Figure 5-17 Target > Setup > General

Settings in the Setup > Monitor and Setup > Init tabs are defaults and remain unchanged.

~ NOTE
l The baud rate in Setup > Monitor is set automatically according to the selected Target file (115 200 for
CSPi, 57 600 for vMUX and CSP, and 115 200 for PU4).
Manual changes are saved by clicking OK.
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Select Device > Setup > Mapping in the menu bar and enable the Also Remap Read Accesses and Allow
overwriting of buffered Data check boxes as follows:

Figure 5-18 Device > Setup > Mapping

Settings for the Driver tab are default and remain unchanged.
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Select the Program tab and enable the Automatic Sector Erase before Program and Automatic Verify after
Program check boxes as follows:

Setup FLASH/OTP Device %]

Mappingl Driver Program IVerify | Protectionl

I~ Automatic Chip Erase before Program

[V Automatic Sector Erase before Program
I Simulate Random Access Mode
[V Automatic Verify after Program

I Install global Protection after Program

-

0K | Cancel Help

Figure 5-19 Device > Setup > Program
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Select the Verify tab and enable the Try to use Checksum Calculation for Verify check box as follows:

Setup FLASH/OTP Device X

Mappingl Driver | Program VYerify ]Protection]

[V iTry to use Checksum Calculation for Verifyt

Margin Control: || eave margin control unchanged LI

| 0K I Cancel Help

Figure 5-20 Device > Setup > Verify

Manual changes are saved by clicking OK.

Exit the menu Device > Setup. Change the MemTool FLash/OTP - Memory Device to 764 KByte on-chip
Program FLASH as follows:

-+ UDE - Memtool on Siemens SWT 3000 - PU4 (¥1.1 - serial, 115200 baud) =10l

File Target Device Log Help

—File : —FLASH/OTP - Memory Device
1
|I?B4 KEByte on-chip Program FLASH [not ready] j [V Enable
Open File ... | Index | Start | End | S@ﬂ Fremaove Al | Eraze ... |
a (0x00C00000 Ox00COOFFF 4K
Select Al | 1 0:00C01000  O«00COTFFF 4K Remoye Sel. | Fragrar |
2 0x00C02000 Ox00COZFFF 4K
Add Sell >3 | 3 0x00C03000 0x00CO3FFF 4K Werify |
4 (0x00C04000 Ox00CO4FFF 4K
Savels. | 5 0A0C05000  O«OOCOSFFF 4K S/ Fratect,. | Hw/Proteat.. |
g 0x00C0E000 Ox00COEFFF 4K
Read... 7 0x00C0O7000 Ox00CO7FFF 4K State ...
—I g 0x00C08000 Ox00COSFFF 4K —I
Edit ... | | 0x00C09000 0x00COSFFF 4K
10 0<00C04000 Ox00COAFFF 4K
11 MuNNCOR AN MuNNCAREEE Ak LI Infar... | Setup .. |
Taol
Connect | ITarget not connected Help | Exit |

universal debug engine

Figure 5-21 Select Flash/OTP - Memory Device 764 KByte on-chip
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Select Device > Setup > Protection/BMI in the menu bar and disable the option Try to disable protection
when FLASH handling is activated. Save manual changes by clicking OK.

Setup FLASH/OTP Device

Mappingl Diritver I F'rograml Werify  Protection / BMI |

Fazsword ta dizable Protection :

Fesult: IDHDDDD,DRDDDD,HHDDDD,D:-tDDDD

[ Save Password to Digk

[ Ty to disable pratection when FLASH handling iz activated

™| Irstall BRI configuration

[™| Enable bootstrap laader select by pin F10.12

Startup canfiguration [hex] : I

QK. I Abbrechen Hilfe

Figure 5-22 Device > Setup > Protection / BMI

A WARNING

< If the option Try to disable protection when FLASH handling is activated is enabled in MemTool
there is a risk of unintended deletion of protected FLASH memory sectors of the PU4, which store
device specific data (e.g. MAC address).

° NOTE

l With MemTool target file version Siemens SWT 3000 - PU4, v1.1 the option is deactivated by default.

5.2.4 Getting Started

To perform the upgrade, verify if the required firmware type and version for the upgrade are available. At least
one or all of the following files must be available:

AlllnOne_CSPi_Px.y.z.jnk Required for PowerLink upgrade (module CSPi)
AlllnOne_VMUX_Px.y.z.jnk Required for PowerLink upgrade (module vMUX)
AlllnOne_PU4_Px.y.z.jnk Required for SWT 3000 upgrade (module PU4)

The firmware (AllinOne*.jnk- file) package is stored:
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As a part of the PowerSys installation package.

On the service PC with the upgraded new version of PowerSys (default destination folder C: \Program
Files\Siemens\Smart Communication\PowerSys\Firmware).

On a folder of own choice while receiving the upgrade version by email or download.

~ NOTE

1

The term Px.y.z is the PowerSys release version.
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5.3 PU4 Firmware Upgrade with Mem Tool

5.3  PU4 Firmware Upgrade with Mem Tool

5.3.1 Connecting the PC

In order to program the PU4 module of SWT 3000, use the USB connector of the PU4 module. The connec-
tion to the service PC is established with the USB connecting cable supplied with the device. The SWT 3000
PU4 CP2102 USB to UART Bridge Controller must have been installed with installation of the service program
PowerSys on the PC (refer to chapter 5.1.1 Installation).

In order to program the PU4 module, perform the following instructions:

®  Turn off the device with the S2 switch on the PU4 module.
® To enable the programming with MemTool, set the S3.1 of S3 DIL switch on the PU4 module to ON
position.
®  Turn on the device with the S2 switch on the PU4 module.
®  Press the S1 reset button on the PU4 to proceed the upgrade.
NOTE

i 0

If SWT 3000 is integrated into PowerLink (as iSWT), perform the following instructions:

Turn off the device with the S1 switch on the CSPi module.
To enable the programming with MemTool, set the $5.2 on the CSPi module to ON position.

To enable the programming with MemTool, set the S3.1 of S3 DIL switch on the PU4 module to ON
position.

Turn on the device with the S1 switch on the CSPi module.

Press the S1 reset button on the PU4 to proceed the upgrade.

A CAUTION

< During the update operations with MemTool the device (SWT 3000 or PowerLink with iSWT) will be

out of regular service.

5.3.2 Starting MemTool

In order to launch MemTool as a stand-alone tool, execute Memtool.exe via the Windows main menu Start >
Programs > UDE MemTool.
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-+ UDE - Memtool on Siemens SWT 3000 - PU4 (¥1.1 - serial, 115200 baud) =10l

File Target Device Log Help

—File : —FLASH/OTP - Memory Device

|| Iextemal FLASH [not ready] j [V Enable

Open File ... Index | Start | End | Size | Fremaove Al | Eraze ... |

Select Al Femove Sel! | Frogram |

Aidd Sell > Werify |

Saveds.. Sinf Protect.. | Hwf Pratect |

Fead!... State ... |

Edit...

FEEELE

Infa... | Setup ... |

Taol
’7 Connect ITarget not connected Help | Exit |

universal debug engine

d

Figure 5-23 MemTool with the PU4 Target

When starting MemTool for the first time, the Select Target Configuration dialog is displayed. Otherwise, you
can reach this dialog via the menu bar Target > Change.

Select Target Configuration

Last Uzed Browse |

Falder ta browse

C:%Program Fileshpls\UDE Memtool 3.05T argetsh j _I

Filez in folder ; ¥ Show descriptions

Siemenz PowerLink, - C5P [v2.0]

Siemens Powerlink, - CSP (0.2 - zenal, 115200 baud)
Siemenz PowerLink, - WL [v2.0]

Siemens SWT 3000 - PU3 (w20

Siemens ST 3000 - PUA [+1.1 - zenal, 115200 baud)

Drefault M e Copy | E dit | Femove |

ok | ﬁ-‘-.l:ul:urechenl Hike l
A

Figure 5-24 Selecting the Siemens SWT 3000 - PU4 (v0.1 - serial, 115200 baud)

Select Siemens SWT 3000 - PU4 (v1.1 - serial, 115200 baud) and click OK.
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i @

NOTE

Wrong target selection results in unsuccessful flash programming. Verify that the selected target is the
physically connected device.

Refer to 5.2.3.2 MemTool Settings to get more detailed information.

5.3.3 Connection to the SWT 3000 Target
The PU4 memory consists of an internal FLASH (on-chip flash) and an external FLASH module. Both are
programmed sequential with the same procedure.
For 764 KByte on-chip Program FLASH module, the sector table is created after determining the actual type
of the FLASH and clicking Connect.
Select 764 KByte on-chip Program FLASH (not ready) in the Flash/OTP - Memory Device list box.
Click Connect to establish a connection to the target SWT 3000 system. The sector list box contains now the
sector table of the selected FLASH module. The Connect button changes to Disconnect.
If the connection fails, reset the PU4 module and try again. For more detailed information, refer to
5.3.5 Trouble Shooting.
% UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)
File Target Device Log Help
File : FLASH/OTP - Memory Device
|7B4 KByte on-chip Program FLASH j [V Enable
OpenFile ... Index | Start End Size | & | Erase ... |
0  0s00C00000  Ox00COOFFF 4K
1 G0OCOI000  OxDOCOTFFF 4K | |
2 0400C02000  Ox00CO2FFF 4K
3 040003000  Ox00CO3FFF 4K
_l 4 0x00004000  Ox00CO7FFF 16K 4'
5  0s00C08000  O0x00COBFFF 16K SW Protect.. | HW Protect ..
6  0s00C0C000  Ox00COEFFF 12K
Read.. 7 0400C10000  Ox00CTFFFF 64K
Ll §  DOOC20000  DWOCZFFFF 64K 4|
9 0400C30000  Ox00C3FFFF 64K
10 0s00C40000  Ox00C4OFFF 4K
11 NeNNCATANN NeNNCATEEE A¥ \/] Info.... | Setup ... |
Tool
m Disconnect I |Heady for Memtool Command Help | Exit |
universal debug engine
Figure 5-25  Dialog of the Connection to SWT 3000 for 764 KByte On-Chip Program FLASH
5.3.4 Programming the Application into the Flash Memory
Click Open File and select the AllinOne_PU4_Px.y.z.jnk.
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Open Hex File @

Look in: |U Firmware j & ci( ED-

J = alinone_C5Pi_P3.5.18.jnk.
1
Recent

= AlllnOne_PU4_P3.5.18.jnk
=) AlllnOne_YMUX_P3.5.18.jnk

My Documents

€

My Computer

My Network File name: I j Open

Places ‘—I
Files of type: [ink-Files (*jnk) | Cancel |

Figure 5-26  Selection of the AllinOne_PU4_Px.y.z.jnk File

NOTE

i 0

For the first time, it can be possible that you have to select All Files or jnk Files in the Files of type list box
and navigate to the source folder. For more detailed information, refer to 5.2.4 Getting Started.

Click Open.

After loading this file in the left part of the MemTool main dialog, the file name and a list of sectors of the
application are displayed.

Y. UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)
File Target Device Log Help

File: 1 FLASH/OTP - Memory Device
C:\Program Files\PowerSys\P3.5.9\Firmware\allnOne_PU |7S4 KByte on-chip Program FLASH LI [V Enable
0x00300000 - 0x00307FFF -~ Open File ... I Index | Start End Size A Erase ...
0+0030F 000 - 0+0030F02F T . 0  0:00000000  Ox00COOFFF 4K | |
0x00310000 - 0x00332051 Select Al | 1 GOOC0I00  OWOCOIFFF 4K E—— I Proar |
0003C000D - D<O0SCFES3 2 000002000  OXOOCOXFF 4K ‘
- DoospEnT? sddsel > | 3 0x00C03000  O«D0COFFF 4K ity |
0x003F0000 - 0x003FC25D 4 0x00C04000 0x00CO7FFF 16K
0x00400000 - 0x00433798 Y Saveds... | 5  0x00C08000  OxODCOBFFF 16K SW Protect... | HW Protect...
0x00C00000 - 0x00C00224 6  0x00COCO00  Os00COEFFF 12K
0x00C0022C - 0x00C03382 Read... | 7 0:00C10000  Ox0OCIFFFF 64K |
0x00C03384 - 0x00C03DES 8 0«00C20000  OxO0C2FFFF 64K
0x00C03DBA - 0x00C( Ed | 9 («00C30000  Ox00C3FFFF 64K
0x00C0431C - 0x00CO431E — 10 0x00C40000  Ox00C40FFF 4K
0x00C04320 - 0=00C05198 b/ 11 NuNNCA1NNN NWNNCA1EEE w ¥ Info ... | Setup ... |

~ Tool |
Disconnect lReady for Memtool Command Help | Exit |

universal debug engine

I

Figure 5-27 After Selection of the AllinOne_PU4_Px.y.z.jnk File
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Click Select All and then Add Sel. >>. The sectors of the application are displayed (according to the sectors
they belong to) in the list box on the right-hand side.

% UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)

File Target Device Log Help

File :

FLASH/OTP - Memory Device

0x00300000 -
0x0030F000 -
0x00310000 -
0x003C0000 -
0x003D0000 -
0x003E0000 -
0x003F0000 -
0x00400000 -
0x00C00000 -
0x00C0022C -
0x00C03384 -
0x00C03DBA
0x00C0431C -

0x00307FFF A
0x0030F02F
0x00332051
0x003CFE8I
0x003DEO77
0x003ED543
0x003FC25D
0x00433798
0x00C00224
0x00C03382
0x00C03DB8

o 0x00C!
0x00C0431E
0x00C04320 - 0x00C05198 b

universal debug engine

C:\Program Files\PowerSys\P3.5.9\Firmware\allnOne_PU

Open File ...
Unselect Al

Add Sel. >>

FEIEE

Tool

Disconnect

I

FLASH

|784 KByte on-chip Program
Index | Start

0 0x00C00000
0x00C00000
0x00C0022C

1 0x00C01000
0x00C01000

2 0x00C02000
0x00C02000

3 0x00C03000
0x00C03000
0x00C03384
0x00C03D...

A NeNNCNANNN

End
0x00COOFFF
0x00C00224
0x00CO0FFF
0x00CO1FFF
0x00CO1FFF
0x00CO2FFF
0x00CO2FFF
0x00CO3FFF
0x00C03382
0x00C03D...

0x00CO3FFF
NWNNFN7ERE

[Ready for Memtool Command

~v| ™ Enable

Size | & Remove All | Erase ... |
4K

| Program I

4K Verify
4K SW Protect... | Hw Protect |

4K e
1w ¥ Info ... | Setup ... |
Help | Bit |

Figure 5-28

Dialog of the Sectors in the List Box After clicking Add Selection

i 0

NOTE

Wrong file selection results in unsuccessful flash programming. Verify that the selected file matches to
the target, the correct FLASH memory device is selected and enabled and the device is physically

connected.

Click Program to start the programming cycle. The Execute MemTool Command dialog appears and shows
the programming progress. The upgrade starts with programming and verification.

Execute Memtool Command [Z]

Current FLASH/OTP Device :

Operation :

764 KByte on-chip Program FLASH

Progress :

| Cancel

|Plogramming 00C30800h - 00C30FFFh

Help

Figure 5-29

Starting of the Programming Process

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022

231



PowerSys and Auxiliary Software Tools

5.3 PU4 Firmware Upgrade with Mem Tool

232

Execute Memtool Command @

Current FLASH/OTP Device :
764 KByte on-chip Program FLASH

Operation :

ISUCCBSS

Progress :

| Exit | Help |

Figure 5-30 Dialog After a Successful Programming

After successful upgrade, click Exit.

For external FLASH module, the sector table is created after determining the actual type of the FLASH.
Select ext FLASH in the Flash/OTP - Memory Device list box.

If the connection fails, reset the PU4 module and try again. For more detailed information, refer to
5.3.5 Trouble Shooting.

Click Erase ... to erase the external FLASH.

9. UDE - Memtool on Siemens SWT3000R3.5 - PU4 (v0.1 - serial, 115200 baud)
File Target Device Log Help

File : FLASH/OTP - Memory Device
|ext FLASH ~| W Enable
OpenFile ... Index | Start End Size | A~ | Erase ... |
0 0x00300000 0x0030FFFF 64K
1 000310000  O\O3IFFFF 64K | |
2 000320000 0x0032FFFF 64K
3 000330000 0x0033FFFF 64K
4 0x00340000 0x0034FFFF 64K
5 00350000  OWOIFFFF 64K SW Protect... |
6  0x00360000 0x0036FFFF B4K
Read... 7 0x00370000 0x0037FFFF 64K
—, 8  0x00380000 0x0038FFFF B4K —,
9 000330000 0x0039FFFF B4K
10 0«00340000  Ox003&FFFF 64K
11 NeNN2RNNNN NUNNINEEFE e Y Info ... | Setup ... l

Tool
Disconnect IHeady for Memtool Command Help | Exit l

universal debug engine

[

Figure 5-31 Dialog of the Connection to SWT 3000 for External FLASH

Click Program to start the programming cycle. The Execute MemTool Command dialog appears and shows
the programming progress. The upgrade starts with programming and verification.

After successful upgrade, click Exit.
Click Disconnect and then Exit to close the MemTool main dialog.
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NOTE

Turn off the device with the S2 switch on the PU4 module.
Set the S3.1 of S3 DIL switch on the PU4 module to OFF position.
Turn on the device with the S2 switch on the PU4 module (PU4-Reset).

i @

NOTE

i 0

If SWT 3000 is integrated into PowerLink (as iSWT), perform the following instructions:
®  Turn off the device with the S1 switch on the CSPi module.

®  Setthe S3.1 of S3 DIL switch on the PU4 module to OFF position.

®  Setthe S5.2 on the CSPi module to OFF position.

®  Turn on the device with the S1 switch on the CSPi module (CSPi-Reset).

5.3.5 Trouble Shooting

If the connection to the target is not established, click View and verify the connection failed report.
Reset the device with S1 on the PU4 or S4 on the CSPi.

Check if the USB cable (PU4) or RS232 cable (CSPi) is plugged in and if the serial port is selected correctly.
Press Retry for the connection to the device.

Can’t establish Connection to Target

Error Messages :

Message from component 'UDEMemtool' :
Can't connect to Target

Message from component 'Mm16xT arglntf* : lgnore |

Can't connect target !
Exit
Message from component 'Mm16xT argintf* :
Bootstrap loader not responding !
Please check:
- Target power supply
- Communication cable
- Communication settings

Change ... | Target Interface Setup [V Message Beep on Connection failed

View... | Connection Failed Report I~ Periodical Retry every |2 —| Seconds

Figure 5-32 Dialog of No Connection to the Target Device
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NOTE

°®

l MemTool always starts with the last used target selection. If the upgrade fails, check that the target (in
menu bar Target > Change) and the file selection (in menu bar File > Open) correspond to the device
physically connected.. For SWT 3000 is the target SWT 3000-PU4 and the file AllinOne_PU4_Px.y.z.jnk.

Select the target and file of the devices as follows:

®  For PowerlLink is the target PowerLink-CSPi and the file AllinOne_CSPi_Px.y.z.jnk.

®  For PowerLink-vMUX is the target PowerLink-vMUX and the file AlllnOne_VMUX_Px.y.z.jnk.
®  For SWT 3000 is the target SWT 3000-PU4 and the file AllinOne_PU4_Px.y.z.jnk.

If there is a wrong combination, repeat the download after correcting the selection.
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5.4  Firmware Update With PowerSys

The firmware update of SWT 3000 can be carried out with Memtool (as described in chapter 5.3 PU4 Firmware
Upgrade with Mem Tool) or PowerSys program.

The PowerSys connection to the SWT 3000 must be established before the firmware update.

Start the update from PowerSys main menu > Update firmware, select the PU4 firmware file and click OK
button to update the firmware in the device. Depending on the selected firmware image size, the “All in one”
image will take about 30 minutes for a whole update cycle. A restart of the device is required to activate the
new firmware image. The first start time will be prolonged to about 1 minute to copy the new image from
backup into working area. When the device start is finished, check if the device firmware version is correct.

AllinOne_PU4_V3.8.24 jnk o

Figure 5-33 FW update with PowerSys

Setting Comments

Firmware type: PU4 For PU4 firmware updates an "All in one" image or an
individual component image can be selected from
folder:

\PowerSys\Firmware

®  Pu4BootFw_vxx_yy zz.hex

®  PudMonFw_vxx_yy zz.jnk

®  Pu4ConFw_vxx_yy zz.jnk

®  Pu4DspCtFw_vxx_yy zz.jnk

®  Pu4DspNuCtFw_vxx_yy zz.jnk
®  PudFpga_vxx_yy_zz.jnk

®  Pu4DleFpga_vxx_yy zz.jnk

® DleFpga_vxx_yy zz.jnk
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5.5 EN100 Firmware Upgrade

The firmware upgrade is not part of PU4 upgrade with Memtool. It is done in EN1T00 module homepage

according to following steps:

< Open the upload page in the Web browser by entering the IP address of the module (see Figure 5-34),
for example https://192.168.20.103/upload.

EN100 - Windows
2] http://192168.20.103/upload v| &[4 | X [l O Siemens Search P~
i Favorites | @ EN100 o~ v [ dw v Pagev Safetyv Toolsv i

-

Browse... || SendFile

@ Internet | Protected Mode: On v R100% v

Figure 5-34 ~ EN100 Module Upload Page

< Select the EN100 TPoP firmware image, which is located on the PowerSys Installation Path>\ PowerSys
\P3.5.xxx\Firmware\Package_xxx.cab\SWT_TPoP_Vxx.yy.zz.cms
The package_xxx.cab can be unzipped by any file archive tool, for example 7-Zip.

< Click the Send File button. The page redirects you to the firmware update status

< Click the refresh upload statistics link to check whether the upload is finished. If the page shows the
result as result: Update finished and progress: 100 percent, then the upload progress is done.

Figure 5-35 ~ EN100 Module Firmware Upload Status Page
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NOTE

During the upload processing, do not close the upload web page; do not switch off the power of the device
or disconnect the network cable. Otherwise, the firmware upload will fail and EN100 cannot boot up
anymore.

i @
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5.6

5.6.1

5.6.2

SWTStraps for Jumper Settings

Overview

The program SWTStraps can be used as a graphical utility to find the correct jumper settings for the SWT 3000
modules. The program is supplied with the PowerSys package in folder \Utilities. The program has to be
installed on the PC by execution of the setup file in folder : \Utilities\SWTStraps. The Setup Wizard leads you
through the installation process. With installation of the SWTStraps program a shortcut in the Programs folder
and a desktop icon are created.

SWTStraps Input Form

With program start the SWTStraps Start Window is opened. You can either chose to load a new Input Form by
click on <New Configuration> or to open a earlier saved configuration by <Load Configuration>.

L SWT_3000

Figure 5-36 The SWTStraps start window

With selection of <New Configuration> a blank Input Form is opened. Earlier saved configuration inputs can
be uploaded via the <Load Configuration> button.

With the blank input form the standard modules of an (i)SWT 3000 are displayed with their configurable
parameters for the straps settings: IFC, PU4/DLE and ALR. Fill all parameters for the modules according to the
requirements of your SWT 3000 system.

i

NOTE

Unsupported features or hardware of PowerLink 50 are not blocked in SWTStraps.
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Figure 5-37 SWTStraps Input Form

When selecting the checkboxes of the optional SWT 3000 modules CLE and FOM the corresponding input
forms become visible. Optionally then the parameters for CLE or FOM-1 can be entered. The inputs for an
(optional) second FOM module can be made separately.

For exercise you can open a sample configuration by click on the button <Sample/Default>.
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Figure 5-38 ~ SWTStraps Input Form (Sample)

i 0

NOTE

For an iSWT 3000 integrated in PowerlLink it is sufficient to enter the inputs for IFC, PU4/DLE and ALR
module.

5.6.3

240

If the configuration of the device data is completed, click the <OK> button.

In the SWTStraps menu >File resp. >Print (or by click on the icons) you can Save or Print the device data
inputs. From the >File menu it is also possible to Open saved input datafiles or to Clear the recent configura-
tion.

You can edit the device data inputs of the recent configuration anytime via >Device Data > Edit.

L eWT 3000

File Device Data  Strap Settings  Print  Info
HILE
=

Figure 5-39  The SWTStraps main menu

The Straps Settings windows

The straps setting windows for the configured (i)SWT 3000 modules can be selected via the main menu
>Straps Settings. From here you can open the displays with the required straps settings for the modules IFC(-
PIDIS), PU4/DLE, ALR and (if configured) CLE.

The following figures show examples.
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Figure 5-40  Straps Settings for a IFC module (example)
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Figure 5-41 Straps Settings for the DLE (example)

You can print the straps settings of the configured (i)SWT 3000 modules to paper-print via menu >Print or the
printer icon.
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5.7  MergeTool for IEC 61850

5.7.1 Overview

The IEC 61850 Intelligent Electronic Device (IED) configuration philosophy of SWT 3000 is to have a separate
static IED Capability Description (ICD) file for each possible SWT 3000 1/0 configuration. These ICD files are
imported in the IEC 61850 system configurator (DIGSI®) for substation configuration.

When the substation configuration is finished, the MergeTool'0 reads the Station Configuration Description
(SCD) file (of the substation configuration) and generates the following 2 files:

®  EN100 parameter file (BIN file)
®  PowerSys preconfiguration file (CFG file)

PowerSys imports these 2 files into PU4 board.
The MergeTool dialog contains the Parameter Generator and EN100 Settings buttons.

5.7.2 Parameter Generator

Select the Parameter Generator button in the MergeTool dialog.
The following MergeTool > [Parameter Generator] dialog appears:

Parameter generator and Merge Tool ¥1.0.6 - [Parameter Generator])

wy Parameter Generstor  EN100 Settings - ® X
Inpest Hles Outpes Hes:
SWTICO Fie | 1 emrie | —
SCD Fie | | ofGFie | ]
ENlmlr‘Q:'m I l

Load I Generate

Choose SWT Device:

Id Source Device Source Paameter Destination Device Destination Pacamate:

Figure 5-42 MergeTool > [Parameter Generator] Dialog

10 MergeTool covers the offline configuration of the IEC 61850 related settings for SWT 3000.
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Table 5-1 Parameter Generator Settings
Parameter Description Selection
Input files > The SWT ICD File (a mapping of the device in a standard One of maximum 9 different
SWT ICD File compliant file) is the precondition for work in the system available ICD files.

: configurator (DIGSI), which is based on these files. The ICD |Egach file describes maximum
files describe the communication properties of the device  |amount of transmittable and
according to IEC 61850. The ICD file of the SWT 3000 receivable commands.
device is used for station configuration.

Input files > Several devices form a complete station. They can also SCD file of the station
. include a master unit. These components have various
SCD File s .
communication connections between them that must be
parameterized. The description of all devices, their settings,
and interrelations are grouped together in the SCD file. The
SCD file itself is created and processed using the system
configurator (DIGSI).
Input files > The EN100 Interface Settings File (IFD file) contains the |IFD file for the EN100

EN100 Interface Settings
File

interface settings for the EN100 module.

module

A default IFD file for the
selection of input file is
presented to the MergeTool
user in the PowerSys installa-
tion folder \Px.y.zzz\Util
\MergeTool\v01.00.11.

Choose SWT Device

The present SWT 3000 devices appear in this window. For
the generation of output files, select one of the SWT 3000
devices. After selecting the desired SWT 3000 device, the
source device, source parameter, destination device, and
destination parameter are listed in the option table.

One of the SWT 3000 devices

Output files >
BIN File

The configuration for the EN100 module is provided via
EN100 parameter file (binary parameter file, BIN file)
EN100par.bin.

Select a folder for storage of
the BIN file.

Output files >

The configuration for PowerSys is provided via PowerSys
preconfiguration file (CFG file).

Select a folder for storage of
the CFG file.

CFG File
~ NOTE
l There are maximum 9 different ICD files available. Each file describes maximum amount of transmittable
and receivable commands. The ICD files are available in the PowerSys installation folder \Px.y.zzz\Util
\MergeTool\v01.00.11 and on the PowerSys package in folder \IEC61850\Config_files.
Table 5-2 Selection of different ICD Files

Selection

Comment

SWT3000_c1_ed1/2.icd

Maximum 1 GGIO command is transmittable and receivable

SWT3000_c2_ed1/2.icd

Maximum 2 GGIO commands are transmittable and receivable

SWT3000_c3_ed1/2.icd

Maximum 3 GGIO commands are transmittable and receivable

SWT3000_c4_ed1/2.icd

Maximum 4 GGIO commands are transmittable and receivable

SWT3000_c5_ed1/2.icd

Maximum 5 GGIO commands are transmittable and receivable

SWT3000_c6_ed1/2.icd

Maximum 6 GGIO commands are transmittable and receivable

SWT3000_c7_ed1/2.icd

Maximum 7 GGIO commands are transmittable and receivable

SWT3000_c8_ed1/2.icd

Maximum 8 GGIO commands are transmittable and receivable

SWT3000_c16_ed1/2.icd

Maximum 16 GGIO commands are transmittable and receivable
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Select the files in the Input files area in the following order:

Click the SWT ICD File button.
The following dialog appears:

H Open
&« v 4 <« PL_IP_DVD_w4.12 » Utilities » MergeTool » V01.04.00 » ICD_IEC61850-Edition-2
Organize « MNew folder

£ MName

7 Quick access
[ Desktop +
Documents

[ swt3000_c1_ed2iicd
[ swt3000_c2_ed2.icd
[ swt3000_c3_ed2.icd
[ swt3000_c4_ed2.icd
[ swt3000_c5_ed2iicd
[ swt3000_c6_ed2.icd
[ swt3000_c7_ed2.icd
[ swt3000_c8_ed2.icd
[ swt3000_c16_ed.icd

E This PC
v

Date modified

03.2016 00:1

.03.2016 00:1

R I R R
F=I e i e R e B e R e R P i e}

s o D o o oo oo

Type

ICD File
1CD File
1CD File
ICD File
1CD File
1CD File
1CD File
ICD File
1CD File

X

v 0 £ Search ICD_IECE1850-Edition...

Size

File nare:

ICD file (~icd) ~

L< |

Figure 5-43 ICD File Selection of SWT 3000

Select the proper SWT ICD File, which was used in station configuration.
After selection of the SWT ICD File, click Open.
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®  (lick the SCD File button.
The following dialog appears:

¢ Open x
« v <« |ECE1850 » Config_files » Example_configs_for EN100 » 4_cornmand ~ [] £ Search 4_command
Organize v New folder =+ [ @
() MName Date modified Type Size
3 Quick access
D example_iec61830-ed2.scd 25.04.2017 08:45 SCD File 331KB
[ Desktop *
@ Documents o
3 This PC
v
File name: v| SCD file (*.scd) ~

Figure 5-44 SCD File Selection of the Station
Select the proper SCD File of the station.
After selection of the SCD File, click Open.

® |n the third step, click the EN100 Interface Settings File (IFD file) button.
The following dialog appears:

: Open X
N <« Powerlink P » PL_IP_DVD_v4.12 » Utilities » MergeTool » VO01.04.00 ~ [¥] L
Organize « New folder
A Mame Date modified Type Size
st Quick access
d File fold
[ Desktop * - - fe oo
] 1CD_IECE1850-Edition-1 File folder
B Documents # ICD_IECE1850-Edition-2 File folder
ru File folder
D swi3000_en100_settings_HSR_SnmpON_HttpOM.ifd IFD File 2KB
D swi30D0_en100_settings_LINE_SnmpOFF_HttpOFF.ifd IFD File 2KB
D swi3000_en100_settings_LINE_SnmpON_HttpON.ifd IFD File 2KB
D swi3000_en100_settings_PRP_SnmpON_HttpON.ifd IFD File 2KB
D swi30D0_en100_settings_RSTP_SnmpON_HttpON.ifd IFD File 2KB
E This PC
w
File name: || v| IFD-File (*.ifd) a
Figure 5-45 IFD File Selection of the EN100 Module
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Explanation for the default IFD files:
xxX_SnmpOFF_HttpOFF.ifd: EN100 SNMP and HTTP services are enabled
xxx_SnmpOn_HttpON.ifd: EN100 SNMP and HTTP services are disabled

Select the proper IFD file of the EN100 module.
After selection of the IFD file, click Open.

i 0

NOTE

A default IFD file for the selection of input file is presented to the MergeTool user in the PowerSys installa-

tion folder \Px.y.zzz\Util\MergeTool.

246

After selecting the Input files, click the Load button. If multiple matching SWT 3000 devices are found in the

local station, they are listed in the Choose SWT Device area.

Parameter generator and Merge Tool ¥1.0.6 - [Parameter Generator)

ENI00 Itedace [ a3000_en100_setings_LINE_SnmpON_HUpON ¢4 |
Choose SWT Device:

wt_c8_2
wt_c8_1

I Id Source Device Source Paameter ) Destination Device Destination Pacamate

Figure 5-46 [Parameter Generator] Dialog with Choose SWT Device area

wy Parameter Generstor  EN100 Settings - & X
Inpest Hles: Outpes Hles:
SWTICD Fle:  [sW3000_cBicd 1 emre | —J
SCD Fike: JECE1850 Staton_lnputsF ulProvided scd |  cGFie | ]

Generate

With clicking the desired device, the Source Device, Source Parameter, Destination Device, and Destination

Parameter are listed in the option table.

Parameter generator and Merge Tool ¥1.0.6 - [Parameter Generator]

oy Parameter Generator  EN100 Settings - ® X
Ingest Hes Outpes Hos:
SWTICD Fie:  [#WA3000_cBicd 1 emrfie | |
SCO File JEC51850-Station_InputsF ulProvded scd |  CfGFle | ]
o Faal8® 2w 3000_en100_settings_LINE_SrmpON_HHpON ¢4 |

Load I Genotate

Choose SWT Device:
wt_c8 2

Id Source Device Source Parameter Destnabon Device Destination Paramater

IE0_000d4/beGGIO1/SPCSO1 *al TELE/TXC_GGIO1/ CO/SPCSO1/caVal

1 IE0_0008/beGGI01/SPCS03 “Val TELE/TXC_GGIO1/ CO/SPCSO/caVal

2 IED_0009/beGGI01/SPCS03 ol TELE/TXC_GGIO1/ CO/SPCSO4/caVal

3 1E0_000a/beGGI01/SPCS03 wal TELE/TXC_GGIOV/ CO/SPCSOS/caal

4 IED_0006/beGGIO1/SPCS03 “al TELE/TXC_GGIOY/ CO/SPCSOB/caVal

s IE0_000c/beGGI01/SPCS03 ol TELE/TXC_GGIO1/ CO/SPCSO7/caVal

3 IE0_0004/beGGIO1/SPCS03 vl TELE/TXC_GGIOY/ CO/SPCSO8/caVal

Figure 5-47 [Parameter Generator] Dialog with Option Table area
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NOTE

i @

If the SCD file does not contain the intAddr and daName tags for the inputs sections (so the substation
configurator does not provide this information), manual selection of the source and destination parameters

in the option table is necessary. Click the Source Parameter or Destination Parameter list box and select
the specific parameters.

When using the EN100 module, it is necessary to generate the EN100 parameter file (BIN file) and PowerSys
preconfiguration file (CFG file) and save them in a proper folder. The mentioned files can be uploaded to
PowerSys in the SWT 3000 > Configuration > System-2 submenu. Store the content of the BIN file then in PU4
Flash. With each startup of SWT 3000, the BIN file is transferred to volatile memory of the EN100 module.

In order to generate the desired Output files, define the name and place of storage of the Output files area
as follows:

®  (lick the BIN File button.
The following dialog appears:

Save As @

Save in: ,D MergeT ool j = &k BB~
[
> (Dde
'/’ ‘lff)ru
Recent
—
Desktop

My Documents

s

My Computer
M :’{2 Kk Fil [ = s |
yPIaec ;MSOI ile name: _l 2ave

Save as type: |En1 00 binary file

Cancel

Figure 5-48 Selection of Name and Place of the BIN File

Define the name and place of storage of the BIN file.
Afterwards, click Save.
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®  (lick the CFG File button.
The following dialog appears:

Save As @

Save in: ID MergeT ool j = &k BB
[
= (Dde
'/, ‘lfjru
Recent
—
Desktop

My Documents

My Computer
.‘;)
My Network  File name: II LI | Save I
Places
Save as type: IPowerSys pre-config LI Cancel |

Figure 5-49 Selection of Name and Place of the CFG File
Define the name and place of storage of the CFG file.
Afterwards, click Save.

In order to generate the EN100 parameter file (BIN file) and PowerSys preconfiguration file (CFG file), click the
Generate button.

i @

NOTE

If SWT 3000 is equipped with an EN100 module, the BIN file and CFG file are configured in PowerSys >
SWT 3000 > Configuration > System-2 > EN100 area.

5.7.3

EN100 Settings

When using the EN100 module, there are some additional (none IEC 61850) configuration settings for the
EN100 module. These settings have to be put in the parameter file downloaded to the EN100 module at
startup.

Therefore, the MergeTool provides a Graphical User Interface (GUI) for the configuration of EN100 settings
and stores these settings in a separate file. This option provides the implementation of the GUI elements
processing the user interaction for the EN100 settings file manipulation.

i @

NOTE

It is not necessary to create an EN100 settings file (IFD file). A default IFD file for the selection of the input
file is presented to the MergeTool user.

If there is a new IFD file needed, proceed like described in the following.

248

Select the EN100 Settings button in the MergeTool dialog.
The following MergeTool > [EN100 Interface Settings] dialog appears:
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1% Parameter generator and Merge Tool ¥1.0.8 - [EN100 Interface Settings]

o5l  Parameter Generator EN100 Settings - 8 X
EN100 Settings File:
Optical module settings Time zone and summer time:

Time zone offset to GMT: hh:mm

Summer time switchove

Operating mode: Hello Time [s]: I 3 (o) o
[ [
Bridge Priority: I Y I Summer timer offset to GMT: hh:mm
Bridge |dentifier: I 4 E Start of summer time:
Redundancy type: I ’;I I ;] in I ;] at I ;] o'clock
' C OSH ) =
pl=ceoslielc End of summer time:
I =i =lin| =l
Forward Delay [s]: I 4 3
Priority: I v I
MP (Simple Network Management Protocol)
Transmit Count: I 3 C ON 'l
Cost Style: I E Module homepage

RSTP parameters

;] o'clock

Figure 5-50 MergeTool > [EN100 Interface Settings] Dialog

Copy the presented default IFD file into a desired folder.
Rename this IFD file for creation of a new IFD file and save this file in the desired folder of database.

In order to select the new created IFD file, click the button in the EN100 Settings File area. Select the newly
created IFD file from the folder in database. You can edit now the IFD file settings.
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ﬁ| Parameter generator and Merge Tool ¥1.0.11 - [EN100 Interface Settings] — |EI|5|
o=l Parameter Generator  EM100 Settings - 8 X

—EM100 Settings File:
[ 4ProghPowerSeshP3 5.1 21Ut ergeToolvw 01,0011 \ewt3000_en 00 |

— Optical module settings: —Time zone and summer time;

Time zone offset to GMT: |+IJD:DIJ b rm
—RSTF parameterss ————— ) )
Summer time switchower
—Dperating made;: —— | Hello Time [z]: |2 3: ’7(:' enabled  disabled
& Line £ Switch
Bridge: Priority: |32?58 ]v Surmmer timer offzet to GMT: |+DD:DD hh:mm
Eridge |dentifier: |2048 E: Start of summer time:

[~ Redundancy pe: —— IFirst j ISunday jin IJanuary j at IIJ j o'clock
e il g = ) I40 3: Etd of surmmer time:

IFirst j ISunday jin IJanuary j at IIJ j o'clock
Forward Delay [=]: Im

Friarity: 128 - —Services:

—SHMP [Simple Metwork Management Protocal:
Tranzmit Court: 100 - & ON © OFF

Cost Style: |2DDDDD Eﬁ —Module homepage:

Lo " OFF

Save Changes

Figure 5-51 MergeTool > [EN100 Interface Settings] Dialog with Selected IFD File
Edit the Optical module settings as follows:

Table 5-3 Optical Module Settings of EN100 Settings

Parameter Description Setting Range or
Selection

Operating mode The operating mode for SWT 3000 is set to Line by default. The Line
Line mode is equivalent to the functions of the EN100 module with
electrical interface.

Redundancy type If the Switch mode has been selected, set the Redundancy type RSTP or OSM
next. Available Redundancy types are Rapid Spanning Tree
Protocol (RSTP) and Optical Switch Module (OSM). The redun-
dancy type depends on the ring structure.

Redundancy type OSM is a proprietary procedure of the Siemens
AG. The OSM type can only be used in combination with at least
one external switch that can control this type of redundancy. Set
one of the external switches as master.

Redundancy type RSTP is used world-wide and supported by
nearly all switches.
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Description

Setting Range or
Selection

RSTP parameter >

Hello Time [s]

If no test message is received 3 times in a row during the specified
monitoring time, the connection is considered faulty. The link
status is also monitored. It leads to an immediate detection of an
interruption with subsequent changeover. Permissible values are
from 1 s to 10 s (the standard recommends a default setting of 2 s).

From 1sto10s

Change the RSTP
parameter settings
only if this change is
necessary. In partic-
ular, use the settings
recommended in this
manual.

RSTP parameter >

Bridge Priority

This value represents a priority for a switch. Every switch in the ring
network has a specific priority that has been set equally for all
switches by default. Furthermore, this priority is linked to the MAC
address within the switch, which always yields different priorities.
The lowest priority defines the logical separation of the ring
network. Here, the messages are output from the ring network. The
highest priority (identified by zero) marks the root switch. If
messages are output or input there, both logical lines must have
the same length. Permissible values are: 0, 4096, 8192, 12 288,

16 384, 20 480, 24 576, 28 672, 32 768, 36 864, 40 960, 45 056,
49 152, 53 248, 57 344, and 61 440 (the standard recommends a
default setting of 32768 s).

FromOsto61440s
(in increments of
4096)

RSTP parameter >
Bridge Identifier

Enter a number from 0 to 4 294 967 295 as an identifier for the
switch (default setting: 2048).

From 0 to 232

RSTP parameter >
MaxAge Time [s]

Set a time from 6 s to 40 s. After this time has elapsed, older
messages will be removed from the network (default setting: 40 s).

From6sto40s

RSTP parameter >
Forward Delay [s]

The ports of the module remain in one of the conditions -
discarding, learning, and forwarding - not longer than for the time
set here. Permissible values are from 4 s to 30 s (the standard
recommends a setting of 21 s).

From4sto30s

RSTP parameter >

Priority

Every switch in the ring network has a specific priority that has
been set equally for all switches by default. The priority is preset by
the switch manufacturer. Furthermore, this priority is linked to the
MAC address within the switch, which always yields different priori-
ties. The lowest priority defines the logical separation of the ring
network. Here, the messages are output from the ring network. The
highest priority (identified by zero) marks the root switch. If
messages are output or input there, both logical lines must have
the same length (default setting: 128).

From 0 to 240 (in
increments of 16)

RSTP parameter >

Transmit Count

Maximum number of configuration messages sent for a specific
event (structural reconfiguration). This number must exceed the
number of existing switches in the ring network. Permissible values
are from 3 to 128 (the standard recommends a setting of 10).

From 3to 128

RSTP parameter >

Cost Style

This value is a variable that depends on the speed of the link
controlling the reconfiguration algorithm. A value of 200000 is
fixed for 200 Mbits. Changes are necessary only in special cases and
if Spanning Tree Protocol (STP) switches are used. The value -1 is
the identifier for the automatic mode.

200000

Edit the Time zone and summer time as follows:
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5.7 MergeTool for IEC 61850

Table 5-4 Time Zone and Summer Time Settings of EN100 Settings

Parameter Description Setting Range or
Selection
Time zone offset to GMT The time offset of your time to the Greenwich Mean Time (GMT). |From-12hto+12h
Summer time Select the option enabled or disabled summer time switchover if |enabled or disabled
. you do or do not wish to change to daylight saving time.

switchover
Summer time offset The time offset of your time to the GMT. FromOhto+23h
to GMT
Start of summer time Date for the change to daylight saving time.
End of summer time Date for the change from daylight saving time.

Edit the Services as follows:

Table 5-5 Service Settings of EN100 Settings
Parameter Description Selection
SNMP You can use this setting to activate or deactivate the SNMP protocol. ON or OFF
Module homepage You can use this setting to activate or deactivate the module homepage. ON or OFF
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5.8  SWT vDisp for Virtual Display

5.8.1 Installation

The installation package (.apk) can be found within the PowerSys package. Copy the latest apk file to mobile
phone and click file to install. After successful installation, the new icon can be found on the mobile phone.

CATHGEY feingl SRR
—

-

—

-

—

-—

_—

-

[o—

-—

—

-

. SWTVDEp V01.00.03.apk

NOTE

i 0

The phone has to allow the installation of apps from unknown sources (Settings > Security > Unknown
sources = enabled) before you start the installation.

5.8.2 Dashboard

After connecting USB OTG cable to the device, SWT vDisp is running automatically. The alarm status bar at the
top displays the active alarm (red color for active alarm)

HW Module alarm
CFG Configuration fault
G General alarm
X Transmitter alarm
RX Receiver alarm
NU Non urgent alarm
REM Fault in the remote station
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 253

C53000-G6040-C615-3, Edition 09.2022



PowerSys and Auxiliary Software Tools

5.8 SWT vDisp for Virtual Display

SWT 3000 SIEMENS

HW  CFG G X X ML~ REM

Device Event log

Counter Alarm

& Testdevice B Adman P3.5.175

The status bar at the bottom displays the connection state, device name or IP address, login account and firm-
ware release version. The connection icon will change to red color if the connection failed.

5.8.3 Display Command Counter

The command counter page displays the total trip counter for up to 16 command input / output. These coun-
ters can be reset to zero when you press the “Reset” button.
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Counter Reset

WO = v e W R =

g —
clolaloloocla|laoooloa|ls -l
clololololololaloclolc|l®slalb

The device information page displays the device information and component version. The device information
includes device name, IP address, date/time of last reset, date/time of last parameter change, and so on.
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Device information

Test device B
192.168.20.147
Customer Internal user
Date of last reset 02/01/1570 21:51.27
Date of last modify 05/01/201912:19:21
Date of device 02/01/2070 21:56:59

Comments Comments from test device B

Package number P3.5.175

PU4 CON 01.05.04 ;
PU4 BOOT 01.02.02 ;
PU4 DLE TypeD '
HW:00.00.02
FPGA.00.01.32
PU4 MON - 01.01.00
PU4 DSP 01.01.01
PU4 FPGA 0200.17

5.8.4 Display Event Log/Alarm

The event log page displays the important events during running (for example commands on/off). The first
event is fixed log which is always located top of the page. More events are reloaded, when you scroll down
near the end of the page.
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1

3

Event recorder

'INufﬂ'ﬂEhﬁlH

02/01/1970
21:51:27.000
20/12/2018
21:00:00.001
02/01/1970
05:28:08.891
02011970
21:51:32.481
0Z/01/1970
21:51:32.482
02/01/1970
21:51:31.532
02/01/1970
21:51:31.532
02/01/1970
21:51:29.492
02/01/1970
21:51:29.344
02/01/1970
21:61:29.244
02/01/1970
21:51:29.244
02011970
21:51:29.244
0Z/01/1970
21:51:29.244
02011970
21:51:29.153
02/01/1970
21:51:29.153

program started

clock synchronisation (local or
remote) successiul

device configuration programmed
in FLASH

active line from now on is LIA
active line from now on is LIA
ETH startup finished

non urgent alarm off
tele-protection-signalling unlocked
PowerSys connected

active line from now on is LIDT

LID-1: sync

general alarm off

receiver alarm off

active line from now on is LIA

LID=1: nosync

Admin P3.5175

The alarm page displays the active alarms.
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Alarm
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6.1 Remote Access and Remote Monitoring

6.1

6.1.1

6.1.2

260

Remote Access and Remote Monitoring

Overview

The following examples show the possibilities for remote access or remote monitoring of the SWT 3000

system.

Remote Access via Intranet (TCP/IP)

1a

1b

1c

Figure 6-1

1a
1b
1c

NMS

LAN
SNMP

——| SNMP w3000

Agent

PowerSys

LAN

———| RAS | SWT 3000
PowerSys

Remote Access via Intranet

Remote access via SNMP agent and Network Management System (NMS)

Remote access via SNMP agent and service program PowerSys

Remote access via RAS and service program PowerSys
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6.1.3 Remote Monitoring/Maintenance via Inband RM-Channel

| Remote monitoring/maintenance

Inband
swr 3000 | RM-Channel | gyt 3000 SWT 3000
2a PowerSys
>
RM address 1 RM address 2 RM address 3
Remote monitoring/maintenance
LAN
Inband
—] SWT 3000 | RM-Channel | SWT 3000 SWT 3000
2b PowerSys
>
RM address 1 RM address 2 RM address 3
Figure 6-2 Remote Monitoring/Maintenance via Inband RM-Channel
2a Remote monitoring via inband RM-Channel and service program PowerSys
2b Remote monitoring via inband RM-Channel and service program PowerSys with Intranet (LAN)
remote access
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6.2 SNMP

6.2.1 SNMP Function

The SNMP agent allows the request of system parameters and a limited control (commands) of the SWT 3000
from a central NMS via TCP/IP. The SNMP agent provides an image of the SWT 3000 status. Spontaneous alarm
indications (traps) are transmitted to the NMS.

Station A Station B Station C
SWT 3000 SWT 3000 SWT 3000 RM SWT 3000
TCP/IP TCP/IP TCP/IP TCP/IP
Hub / Switch
P . AU - Remote access ‘ ‘ Remote monitoring/maintenance

i ; PowerSys

Figure 6-3 SNMP & Remote Access via IP Network

o Protection signal transmission path

RM Inband remote monitoring/maintenace channel
The minimum setting of the SNMP agent is:

® Local IP address

®  Trap destinations IP address

®  Trap delay and repetition suppression

®  Community string

®  (Configuration via Web browser (password protected)
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Functional Diagram

The following figure displays a functional diagram of the SNMP system:

NMS

L

LAN

¥

| TCP/IP Protocol-Stack
o o

(e —= 2

IPC

PU4 - SNMP

e
Server

config

PU4 Controller

Figure 6-4 SNMP Functional Diagram

The components of the SNMP system are as follows:
®  TCP/IP protocol stack

The TCP/IP protocol stack handles the internet communication of the LAN.
®  SNMP

Handling of the SNMP command (get/set) and spontaneous indication (traps)
e MiB

The Management Information Base (MIB) contains the status information of the SWT 3000 system.
e |PC

Inter-Process Communication (IPC) for communication and synchronization of the processes
e  (Config.

Configuration database of SWT 3000

SWT 3000 Read General Information
The following information is available:

®  SWT 3000 hardware information

PU4 hardware release, DLE hardware release, IFC-1 hardware release, IFC-2 hardware release, IFC-3 hard-
ware release, IFC-4 hardware release, and EN100 module information

®  SWT 3000 counter (maximum 24 inputs and outputs)
Input number and counter value, output number and counter value

®  SWT 3000 event recorder
Recorder sequence number, time stamp, event group, event number, and event description

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 263
C53000-G6040-C615-3, Edition 09.2022



SNMP and Remote Access

6.2 SNMP

SWT 3000 Read Configuration

The following configuration options are available:

®  System configuration
Operating mode, purpose, VF variant, analog interface, digital interface, primary path, secondary path,
Tx | Rx address, coded transmission, permissive or direct tripping, and IFC-1/-2/-3/-4 types

® RM configuration
RM address, master, and slave

SWT 3000 Set IP Configuration

You can set the following IP configuration:

®  Network configuration
IP address, subnet mask, gateway, enable DHCP client, and RAS port number
®  SNMP configuration
Read and write community string, trap destination, trap delay, and repetition suppression

®  NTP configuration
Enable NTP client, NTP server address, timezone offset, and poll time interval

SWT 3000 Set Commands

6.2.2

Alarm trap

264

You can set the following commands from the NMS:
® Resetdevice

®  SWT 3000 line select

Spontaneous Indication SNMP Traps

Spontaneous indications from the SWT 3000 device are transmitted from the SNMP agent to the configured
NMS. You can configure up to 6 NMS for receiving these traps.

If there is a status change during a configured time range, the alarm state (active or not active) is assigned to
each alarm and transmitted to the programmed NMS. The cyclic repetitive alarms within an adjustable time
range are transmitted only once. Each alarm contains the severity level and a short description of the alarm.

Alarm table (swtAlarmTable) contains four device alarm states:

alarmindex alarmDescrip-  alarmTrapEna- alarmValue alarmTimes- alarmSeverity
tion bled tamp
1 General alarm enabled noactive YYYY-MM-DD critical
HH:MM:SS
2 Non-urgent enabled noactive YYYY-MM-DD critical
alarm HH:MM:SS
3 Transmit alarm |enabled noactive YYYY-MM-DD critical
HH:MM:SS
4 Receive alarm enabled noactive YYYY-MM-DD critical
HH:MM:SS
alarmTrapEnabled is read-write access for enable or disable alarm trap sending
alarmValue indicates the state of alarm (active = 1 / not active = 2)
alarmSeverity indicates the different severity from 1 to 5

alarmDescription indicates the alarm description and detailed fault reason for active alarm

Some example fault reasons in alarmDescription for different alarm:
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®  General alarm: receive alarm on

®  Non-urgent alarm: input-limitation alarm on
®  Transmit alarm: TXAL [PU4] coming (off->on)
®  Receive alarm: LID-1: nosync

When alarm state is changed from inactive to active or vice versa, the alarm trap is sent out with binding
objects in alarm table. The example received alarm trap is like below:

Source: 192 168 20,140 Timestamp: 1 hour 52 minutes 20 seconds SNMP Version: 2
Trap OID: .i50.o1g. dod. intermet. private. enierprises. si PrdEa. sca hations. swi3000RIS. swiTraps. alarmNoaUrgent Community: public
Variable Bindings:

Name: .i50.org.dod. mternet. mgmi. mib-2.system. sysUpTime.0

Value: [TmmeTecks] 1 hour 52 monutes 29 seconds (674914)

Name: sampTrapOID

Value: [OID] alarmMNonUrgent

Name: (is0.org. dod imtemmet private snterprises. semensPrdEa communicationSolutions. swil000RIS swiTraps swiAlarmTable swidlarmEntry. alarmDescription. 2
Value: [OctetString] Non-urgent alarm: Secondary Ene error larm with detail fault reason

Name: .s0.0rg dod internet private en siemensPtdFa communicationSoltions. swi3000R35 swiTraps swiAlarmTable swidlarmEntry. alarmVahse 2

Value: [Integer] active (1) Elarm state

Name: _is0.org. dod mternet private enterprises siemensPrdEa commumnicationSolutions swid00R3S swiTraps swiAlarmTable swidlarmEntry alarmTimestamp 2
Value: [OctetString] 2021-11-23 18:55:52

Name: (150 .org. dod mtstnet private satérprises. SemensPrdEa communc ation Solutions swii0MR3S swiTraps swtAlarmTable swiAlarmEntry alarmSeventy 2
Value: [Tnteger] major (2)

Name: -is0.0rg.dod miemet sumph'2_snmphodules snmpMIB. snmpMIBObgects snmpTrap. snmp TrapEnterprise

Value: [OID] swi3000R335

Description:  Trap sent when NonUrgent-alarm 15 raised or clearsd.

Figure 6-5 Example SNMP alarm trap

Table 6-1 Alarm Severity

Alarm Severity Signification

1 Critical

2 Major

3 Minor

4 Warning

5 Normal
Event trap

In additional to four alarm traps, the following event traps are also supported.
®  |ncoming protection commands

®  Qutgoing protection commands

®  Alarm on | off state change

®  Program restart

®  Changing the configuration

®  Transmission lines switch over

Trap OID Description

eventAlarmGeneralOn Event happened: general alarm on.

eventAlarmGeneral Off Event happened: general alarm off.

eventAlarmNonUrgentOn Event happened: non-urgent alarm on.
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Trap OID Description

eventAlarmNonUrgentOff

Event happened:

non-urgent alarm off.

eventAlarmRxOn

Event happened:

receive alarm on.

eventAlarmRxOff

Event happened:

receive alarm off.

eventAlarmTxOn

Event happened:

transmit alarm on.

eventAlarmTxOff

Event happened:

transmit alarm off.

eventDeviceStarted

Event happened:

device reset.

eventCommandInputOn

Event happened:

The command name and counter of changed
command inputs are sent with variable-bindings.

command input activated.

eventCommandOutputOn

Event happened:

The command name and counter of changed
command outputs are sent with variable-bindings.

command output activated.

eventPowerSysConnected

Event happened:

PowerSys connected to device.

eventPowerSysDisconnected

Event happened:

PowerSys disconnected from device.

eventActiveLineNone

Event happened:

no active line from now.

eventActiveLineLia

Event happened: active line from now on is LIA.

eventActivelinelid1 Event happened: active line from now on is LID1.

eventActivelineLid2 Event happened: active line from now on is LID2.

eventActivelinelid12 Event happened: active line from now on is LID1 and

LID2 (Double primary path).

eventActivelineEth Event happened: active line from now on is ETH.

eventConfigUnsaved Event happened: changes in database not saved.

Event happened: device configuration programmed in
FLASH.

Event happened: firmware download finished.

eventConfigChanged

eventFirmwareChanged

eventSnmpKeyReset Event happened: SNMPv3 key reset.

Event traps do not have the binding objects of description, severity, timestamp, and alarm value. The example
received event trap for incoming command is like below:

Source: 192, 168,20, 140 Timestamp: 1 minute 53 ssconds SNMP Version: 2

Trap OID: o005 dod misrnat private snterprises. siemensPrdEa commurne abonSelutons swi3000R3 5 sotTraps evemtCommandlnpatCn Commumnity: pubbc
Variable Bindings:

Name: 150.0rg. dod meernet. mgme. mib-2. system.sysUpTme. 0

Value: [TimeTicks] | minate 53 ssconds (11374)

Name: snmp TrapOID

Value: [QID] eventCommandInputOn

Name: .is0.0rg. dod mternet private enterprises. siemensPrdEa communicatonSobutions. swil000R3 3 swilnfe. swilnfoCounterInput Table swilnfoCounter InputEntry swilnfoCounterInputName:. |
Value: [OceetString] IED X POTT TX hanged command name

Namye: .190.0rg. dod internet private enterprises. siemensPrdEa communicatonSelutions. swid 000R3 5. sotinfo. swilnfoC ounter Input Table. swilnfoCounterInputEntry. swilnfoCounter InputValue. 1
Value: [Gauge] 7 lf\ctual command counter

Name: .is0.0rg. dod internet snmp'V2 snmphodules snmpMIB . sampMIBObjects. sempTrap. sampTrapEnterprise. 0

Value: [OID] swiI000RIS

Description: Event happensdicommand iput actvated. The counter of changed command inputs are sent with variable-hindings.

Figure 6-6 Example SNMP event trap

Enable / disable trap sending

266

By default, alarm traps are enabled, and event traps are disabled. It can be changed via SNMP set command to
following OID:
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6.2.3

6.2.3.1

MIB

6.2 SNMP
Trap OID Description
alarmTrapEnabled.<AlarmIindex> Enable(1) / disable(2) individual alarm trap sending
swtlpSnmpEventTrapEnabled Enable(1) / disable(2) all event traps sending
swtlpActivationReq storeToFlashAndRestart(1): Apply and store the
changes into flash

SNMP-FRAMEWORK-MIB SNMP Management Architecture MIB (RFC 3411).

Simple Network Management Protocol Version 3 (SNMPv3)

SNMPv3 Overview

Authentication in SNMP version 1 and version 2 is nothing more than a password (community string) which is
sent in plaintext between the network manager and the SNMP agent. It is simple to intercept the community
string because the SNMPv2 is a kind of unprotected protocol. Once the community string is known read out
and modification of the device configuration or even shutdown might be possible.

The Simple Network Management Protocol Version 3 (SNMPv3) addresses the cryptographic security weak-
ness of SNMPv1 and SNMPv2 using following methods:

®  User-based Security Model (USM):
Each user has a name, authentication key and privacy key. MD5 or SHA-1 authentication protocol is used
to authentication SNMPv3 message. SNMPv3 agent authenticates the incoming request message with
authentication key, and rejects the access if the authentication has failed.

The SNMPv3 message data is encrypted and decrypted with privacy key using DES protocol.

® View-based Access Control Model:
It is used to control the access of USM user to the managed object of MIB.

SNMPv3 is supported in both PowerLink and SWT 3000 (release = P3.5.120). Additionally, the notification
can be sent out through both SNMP Trap and Inform.

The standard MIB modules are used for SNMPv3 and notification operation.

Table 6-2 Standard MIB Modules

Comments

SNMP-NOTIFICATION-MIB This MIB module provides mechanisms to remotely configure the notifica-

tion parameters (RFC 3413).

SNMP-TARGET-MIB This MIB module provides mechanisms to remotely configure the target

addresses and security parameters (RFC 3413).

SNMP-USER-BASED-SM-MIB This MIB module provides mechanisms to remotely configure User-based

Security Model (RFC 3414).

SNMP-VIEW-BASED-ACM-MIB This MIB module provides mechanisms to remotely configure View-based

Access Control Model (RFC 3415).

MIB

SIEMENS-POWERLINK-CSPI-MIB This MIB module provides mechanisms to access PowerLink CSPi settings.

The private MIB modules are used to access PowerLink and SWT 3000 device configurations.

Table 6-3 Private MIB Modules of PowerLink and SWT 3000

Comments

SIEMENS-POWERLINK-CSPI-IPCON-MIB This MIB module provides mechanisms to access PowerLink CSPi IP related

settings.

SIEMENS-POWERLINK-CSPI-VMUX-MIB This MIB module provides mechanisms to access PowerLink vMux

settings.
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MIB Comments
SIEMENS-POWERLINK-CSPI-ISWT3000R3_5-  [This MIB module provides mechanisms to access integrated SWT 3000
MIB settings.

SIEMENS-SWT3000R35-MIB This MIB module provides mechanisms to access standalone SWT 3000
settings.

It is possible to configure PowerLink and SWT 3000 via PowerSys application whether with SNMPv2 or
SNMPv3. If SNMPv3 is configured, the USM users, VACM, and notification parameters are managed through
SNMP GET/SET command instead of PowerSys or Web server.

6.2.3.2 USM User Management

Using the USM

Network Management System (NMS) usually has a user management tool, which is used to easily manage
SNMPv3 USM user configuration on remote SNMPv3 agents, e.g. clone a new user, change the password etc.

USM needs to be configured in a SNMPv3 NMS client and configuration is sent and stored in the SNMPv3
agent (PowerLink or SWT 3000) afterwards.

All these operations are accomplished through SNMP by setting SNMP-USER-BASED-SMMIB::usmUserTable
MIB object.

3 initial users are provided in SWT 3000 devices for connection to SNMPv3 agent.

User Name Auth Protocol Auth Password Priv Protocol Priv Password
initial MD5 cssnmpv3auth DES cssnmpv3priv
templateMD5 MD5 cssnmpv3auth DES cssnmpv3priv
templateSHA SHA cssnmpv3auth DES cssnmpv3priv

After having been successfully connected to the SNMPv3 agent, the initial users are listed as follows:

User Name Auth Protocol Priv Protocol Storage Status
1 3 s D D 0 olatile 3 =
templateMDS HMAC-MDS DES nonYolatile (3) active (1)
3  |templateSHA HMAC-SHA-1 DES nonVolatile (3) active (1)

Figure 6-7 USM User Table List

Network Management System (NMS) usually has a user management tool, which is used to easily manage
SNMPv3 USM user configuration on remote SNMPv3 agents, e.g. clone a new user, change the password etc.

USM needs to be configured in a SNMPv3 NMS client and configuration is sent and stored in the SNMPv3
agent (PowerLink or SWT 3000) afterwords.

All these operations are accomplished through SNMP by setting SNMP-USER-BASED-SMMIB::usmUserTable
MIB object.

3 initial users are provided in SWT 3000 devices for connection to SNMPv3 agent.

User Name Auth Protocol Auth Password Priv Protocol Priv Password
initial MD5 cssnmpv3auth DES cssnmpv3priv
templateMD5 MD5 cssnmpv3auth DES cssnmpv3priv
templateSHA SHA cssnmpv3auth DES cssnmpv3priv
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After having been successfully connected to the SNMPv3 agent, the initial users are listed as follows:
Clone User
Enable User
Change Authentication Password
Change Privacy Password
Disable User
Delete User
Figure 6-8 USM User Operation
Table 6-4 USM User Table
Operation Comments
Clone User Create new SNMPv3 users from existing one.
Enable User Enable a disabled SNMPv3 user.
Change Authentication Password Change the authentication password to a new one.
Change Privacy Password Change the privacy password to a new one.
Disable User Disable the active SNMPv3 user and change the row status from
“active(1)” to “notInService(2)".
Delete User Delete the existing SNMPv3 user.
NOTE

i 0

Because the initial user name and password are printed on paper and are well known for other people, you
must create at least one working user from the initial user template, change the default authentication,
and the privacy password as soon as possible. After all needed working users are created, the initial and
template users should be deleted.

Example: Create New User
This example shows the workflow of creating a new user “testuser” using iReasoning MIB Browser.
® 1 -Open the SNMPv3 user management tool from MIB Browser.
® 2 - Allusers of the remote agent are listed in the user management tool.

® 3 -Select the user template you want to clone from:
templateMD5: user template with MD5 authentication protocol and DES privacy protocol
templateSHA: user template with SHA authentication protocol and DES privacy protocol.

® 4 -(lick on clone user operation and enter a new user name in the text box.
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User Name Auth Protocol Priv Protocol Storage I Status
1 initial HMAC-MDS DES nonVolatile (3) active (1)
2 HMAC-MDS nonYolatile (3)
3 HMAC-SHA-1
D New User Name:
e
\) [ testuser|
[ OK ] [ Cancel ]
Figure 6-9 Clone New User

® 5-The new user “testuser” is cloned from templateMD5, whose authentication and privacy passwords are
same as templateMD5.

User Name Auth Protocol Priv Protocol Storage Status
1 initial HMAC-MDS DES nonVolatile (3) active (1)
2  |testuser HMAC-MDS DES nonVolatile (3) active (1)
3  |templateMDS HMAC-MDS DES nonVolatile (3) active (1)
4  |templateSHA HMAC-SHA-1 DES nonvolatile (3) active (1)
Figure 6-10  USM User Table List

® 6 -Change the authentication password and the privacy password. For example:
Auth password: “testuser_auth”
Priv password: “testuser_priv”

NOTE

i @

It is recommended to have at least 8 characters for the password.

® 7 -Assign access right for the new cloned user (see Example: Assign Access Right)

NOTE

i 0

This step is not needed for the SWT 3000 standalone device. The new cloned user has full access right to
complete MIB modules and it cannot be changed by the user via VACM.

® 8- Check if new working user can connect to SNMP agent. Remove initial and template users as soon as
all desired working users have been created.

® 9 -Store all the configurations to flash and restart system through SNMP by setting following MIB object:
SIEMENS-SWT3000R35-MIB::swtlpActivationReq.0 = storeToFlashAndRestart(1)

- NOTE
l For all detail operation steps, check the user manual of your MIB Browser.
6.2.3.3 VACM Management
Definition
VACM controls the access right of the user to the MIB object, which is accomplished through SNMP by setting
MIB module SNMP-VIEW-BASED-ACM-MIB.
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Configure the VACM in a SNMPv3 NMS client. The configuration is sent and stored in the SNMPv3 agent after-

wards.

The initial user has the full access right to complete MIB modules by default.

° NOTE

l VACM is not supported in the SWT 3000 device. All SNMPv3 users in SWT 3000 have the full access right to
complete MIB modules by default.

Example: Assign Access Right

This example shows the workflow of assigning full access rights for a new user “testuser” using iReasoning MIB

Browser.

® 1-Open SNMP-VIEW-BASED-ACM-MIB::vacmSecurityToGroupTable in MIB Browser table view

® 2 -(Create a new row with the cloned user name “testuser”.

vacmSecurityModel | vacmSecurityName vacmGroupName | vacmSecurityToGroupStorageType vacmSecurity ToGroupStatus
1 1 comm1 grpcommi 4 1
2 |1 comm2 grpcomm2 4 1
3 |2 comm1 grpcommi 4 1
4 |2 comm2 grpcomm2 4 1
S |3 initial grpinitial 4 1
6 |3 templateMDS grptemplateMDS 4 1
73 templateSHA grptemplateSHA 4 1

4 Create a new row @

vacmSecwrityModel : ’ 3 l Data Type:
vacmSecuwrityName ! \ testuser I Data Type: OctetString v
Action: ’Create And Wait v I
[ Ok [ Cancel ]
Figure 6-11 Create New Row in vacmSecurityToGroupTable

® 3 -Assign “testuser” to the existing group name “grpinitial”.
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vacmSecurityModel | vacmSecurityName vacmGroupName | vacmSecurityToGroupStorageType vacmSecurity ToGroupStatus
111 comm1 grpcomm1 4 1
2 1 comm2 grpcomm2 4 1
3 |2 comm1 grpcomm1 4 1
4 |2 comm2 grpcomm2 4 1
5 |3 initial grpinitial 4 1
6 |3 testuser 3 3
7 I3 templateMDS grptemplateMDS 4 1
8 |3 templateSHA arptemplateSHA 4 1
4 SNMP SET 3
OID I.1.3.6.1.6.3.16.1.2.1.3.3.8.116.101.115.116.117.115.101,114 I
Data Type |0ctet5tring v]
Value [grpinitiall ]
@ SNMP SET
OID I.1.3.6.1.6.3.16.1.2.1.5.3.8.116.101.115.116.117.115.101.1l4| l
Data Type |Integer vl
Value ll ]
Figure 6-12 Change Group Name and Row Status
Table 6-5 vacmSecurityToGroupTable Settings
Field Value
vacmGroupName grpinitial
vacmSecurityToGroupStatus active(1)

®  ‘testuser”is added into table vacmSecurityToGroupTable.

yivacmSecurityModel vacmSecurityName vacmGroupName | vacmSecurityToGroupStorageType | vacmSecurity ToGroupStatus
1 |1 comm1 grpcomm1 4 1

2 |1 comm2 grpcomm2 4 1

3 |2 comm1 grpcommi 4 1

4 |2 comm2 grpcomm2 4 1

5 I3 initial grpinitial 4 1

6 |3 testuser |grpinitial 3 1 |

73 templateMDS grptemplateMDS |4 1

8 |3 templateSHA grptemplateSHA 4 1

Figure 6-13  vacmSecurityToGroupTable List

e 5-Store all the configurations to flash and restart system through SNMP by setting following MIB object:

SIEMENS-POWERLINK-CSPI-IPCON-MIB::ipSettingsActivationReq.0 = storeToFlashAndRestart(1)
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® 6 - Connect SNMPv3 agent with new user "testuser”, and check if the user has full access right for private
and standard MIB modules.

SIEMENS-POWERLINK-CSPI-IPCON-MIB::ipSettingsActivationReq.0 = storeToFlashAndRestart(1)
6.2.3.4 Key Reset

In case of any security incident which has affected the SNMPv3 communication, a key reset should be
executed. With the key reset operation the initial users can be retrieved in PowerSys application.

NOTE

i 0

After key reset operation, all created SNMPv3 users will be deleted from SNMP-USER-BASED-SM-MIB::usmU-
serTable MIB object.

The new working users have to be cloned again from the initial user template after key reset operation (see
Example: Create new user).

The key reset operation is as follow:
® 1-Open SWT 3000 > Commands
® 2 -C(lick the Reset SNMPv3 key button.

6.2.3.5 Notification

Definition
A notification is a way for an agent to inform the SNMP Master Agent, e.g. Network Manager System (NMS)
that some alarms occurred in the system.

Configure the notification in a SNMPv3 NMS client. The configuration is sent and stored in the SNMPv3 agent
afterwards.

There are 2 types of notification:

® SNMP Trap

Agent sends traps to NMS if an alarm event occurs. No acknowledgement is sent from NMS to the agent.
So the agent has no possibility to know if the trap is received.

®  SNMP Inform

It is nothing more than an acknowledged trap. If the trap is not received and acknowledged by the NMS,
the agent will retransmit it until timeout.

Depending on the configured SNMP version by PowerSys the notification is handled in different methods:

® SNMPv1/2
Only SNMP Trap is supported, the function is the same as the former released version.

Trap destination is configured through web pages or SNMP by setting private MIB object SIEMENS-
SWT3000R35-MIB::swtlpSnmpTrapDestTable for SWT 3000.

® SNMPv3

Both SNMP Trap and Inform are supported. The notification parameters including trap addresses are
moved to standard MIB module SNMP-NOTIFICATION-MIB and SNMP-TARGET-MIB.

All configurations must be done through SNMP set operation.

Example: Create Notification Entry through SNMP

This example shows the workflow of sending an SNMP Trap to 2 destinations through both SNMPv2c and
SNMPv3 protocols using iReasoning MIB Browser.

® 1-Create a new row in the table SNMP-NOTIFICATION-MIB::snmpNotifyTable.
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4 Create a new row

snmphotifyName : [ groupl | Data Type: OctetString v

Action: Create And Wait v ‘

[ Ok ] [ Cancel ]

Figure 6-14 Create New Row in snmpNotifyTable

7snmpNotinyame snmphlotifyTag | snmpNotifyType | snmpNotifyStorageType | snmphotifyRowStatus
1 |groupl groupl trap 3 1

Figure 6-15 snmpNotifyTable List

Table 6-6 snmpNotifyTable Settings
snmpNotifyName group1
snmpNotifyTag group1
snmpNotifyType trap(1)
snmpNotifyRowStatus active(1)

® 2 -(Create a new row in table SNMP-TARGET-MIB::snmpTargetParamsTable

@ Create a new row

snmpTargetParamsName ! ' AuthPriv-testuser| l Data Type: OctetString v

Action: [Create And Wait v l

[ Ok ] [ Cancel ]

Figure 6-16 Create New Row in snmpTargetParamsTable
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snmpTargetPar. .. snmpTargetParamsMPModel | snmpTargetParamsSecurityModel | snmpTargetParams... |snmpTarget... |snmpTargetPa... |snmpTargetParams...
L[AuthPriv-testuser 3 3 testuser authPriv 3 1
2_|NoAuthNoPriv 1 2 public noAuthNoPriv 3 1
Figure 6-17 snmpTargetParamsTable Settings
Table 6-7 snmpTargetParamsTable Settings

Field Value

Target Paramter 1

snmpTargetParamsMPModel SNMPv3(3)
snmpTargetParamsSecurityModel USM(3)
snmpTargetParamsSecurityName testuser
snmpTargetParamsSecurityLevel authPriv(3)
snmpTargetParamsRowStatus active(1)
Target Parameter 2

snmpTargetParamsMPModel SNMPv2c(1)
snmpTargetParamsSecurityModel SNMPv2c(2)
snmpTargetParamsSecurityName public
snmpTargetParamsSecurityLevel noAuthNoPriv(1)
snmpTargetParamsRowStatus active(1)

® 3 -(reate 2 new rows in table SNMP-TARGET-MIB::snmpTargetAddrTable

4 Create a new row

snmpTargetAddrName : [ addr1 l Data Type: OctetString v
Action: Create And Wait v l
[ Ok ] [ Cancel ]
Figure 6-18 Create New Row in snmpTargetAddrTable
snmpTarget... |snmpTargetAddrTD... |snmpTargetAddrTAd... |snmpTargetAd... |snmpTargetA... |snmpTargetAd... |snmpTargetAd... |snmpTargetAd... |snmpTargetAd... |
Lladdrl snmpUDPDomain C0-A8-14-0A-00-A2 1500 3 groupl AuthPriv-testuser |3 1
24[&dde snmpUDPDomain C0-A8-14-0B-00-42 1500 3 groupl NoAuthNoPriv 3 1
Figure 6-19  snmpTargetAddrTable List
Table 6-8 snmpTargetAddrTable Settings

Field Value

Target Address 1

snmpTargetAddrName

addr1

snmpTargetAddrTDomain

snmpUDPDomain(.1.3.6.1.6.1.1)

snmpTargetAddrTAddress

192.168.20.10:162 (192.168.20.10:162)
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Field Value

snmpTargetAddrTagList group1

snmpTargetAddrParams AuthPriv-testuser
snmpTargetAddrRowStatus active(1)

Target Address 2

snmpTargetAddrName addr2

snmpTargetAddrTDomain snmpUDPDomain(.1.3.6.1.6.1.1)
snmpTargetAddrTAddress 192.168.20.11:162 (192.168.20.11:162)
snmpTargetAddrTagList group1

snmpTargetAddrParams NoAuthNoPriv
snmpTargetAddrRowStatus active(1)

® 4 -Start trap receiver on target address “192.168.20.10" on port 162.

®  5-Start trap receiver on target address “192.168.20.11" on port 162.
Configure following security parameters on the receiver:

User Name Auth Protocol Auth Password Priv Protocol Priv Password
testuser MD5 testuser_auth DES testuser_priv

SNMP Configuration in SWT 3000 Web Interface

Overview

/2 SWT 3000 - Windows Internet Explorer _lol x|
@:t-]g http://192, 168,20, 200/s0mp il Fl[&[[#2][ x| [ siemens search £|-

o Favoriten & swT 3000 J v B - ) fm v Seite - Sicherheit+ Extras v @@

»

Ethernet Interface Settings
NTP Settings

NTP Summer Time Settings Setting Value
SNMP Settings SNMP Version Vi2
SNMP Engin 1D 80 00 58 62 03 00 00 00 00 00 00
Min Active Time [0-3000 sec] 5
Falldown Delay [0-3000sec] 5

SNMP V2 Trap-Destination Table
Access Password

Activation of Settings

Figure 6-20 SNMP Settings
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Table 6-9 SNMP Settings
Settings Defaults Comments
SNMP Version V1/2 or V3 or Information about the SNMP version as configured by
Disabled PowerSys program
SNMP Engin ID Displays the unique identifier of SNMP engine.

It contains following parts:

° Start bit : 0x8000
®  Enterprise OID: Ox586E
® |ndicator for identifier: 0x03

® [dentifier <MAC address>

Min Active Time [0 - 3000 sec] 5 The Min Active Time (adjustable from 0 to 3000 s), is
the minimum time that the alarm must be active
before a rising trap is sent.

This adjustment is used to prevent a sequence of
events in case of cyclic alarm indications.

Falldown Delay [0 - 3000 sec] 5 The Falldown Delay (adjustable from 0 to 3000 s), is
the minimum time that the alarm must be inactive
before a falling trap is sent.

This adjustment is used to prevent a sequence of
events in case of cyclic alarm indications.

Send - Send the values to the PU4 module.
Reset - Reject the changes.

6.2.4.2 SNMP V2 Trap-Destination Table

You can set up to 6 destinations. The SNMP traps are sent automatically to these addresses.

i
@_‘\ = [] htip:/192.168.20.200/50m, BIEEEEE Search P~
¢ Favoriten @ swT 3000 J M - B - ¢ - Seite - Sicherheit~ Extras~ @~

Ethernet Interface Settings
NTP Settings

NTP Summer Time Settings Index IP-Address Community Sting ~ UDP Port Enabled
SNMP Settings 1 192.158.20.88 public 12 W
SNMP W2 Trap-Destination Table 2 0.0.0.0 public 12 [
Access Password 3 0.0.0.0 public 12 [0
Activation of Settings 4 0.0.0.0 public w2 I
5 0.0.0.0 public 62 [0
6 0.0.0.0 public 1,2 [0

Figure 6-21 SNMP V2 Trap-Destination Table
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Table 6-10 SNMP V2 Trap-Destination Table
Index 1t06
IP-Address IP address of trap destination (NMS)
Community String Actual community string
Must be identically with the community string in the NMS
UDP Port Range: from 1024 to 65 53511
Default: 162 (well known port for traps)
Must be identically with the number in the NMS
Enabled On (g) or off ()
Default: off (g
Send Send the values to the PU4 module.
Reset Reject the changes.
The NMS addresses as well as the community string for SNMP get or set command must be adjusted via web
logon and must match between the SNMP agent and the NMS.
6.2.4.3 Access Password

Within this menu, you can set the SNMP read-only and read-write community string. The read-write
community string can also be used as the password for web login.

=
@A = [i&] nttp://152.168.20. 200 password. him = & [#2][] [2 siemens search o[-
Ly Favoriten @ swT 3000 J [ - 7 v Seite~ Siherheit+ Extas< @+

Ethernet Interface Settings
NTP Settings

INTP Summer Time Settings Setting Value
SHMP Settings SNMP - Read Only Access

SNMP V2 Trap-Destination Table SNMP -Read Write Access
Access Password

Activation of Settings

Figure 6-22 Access Password

11

Range for UDP Port: 0 to 65 535, but well known ports up to 1023 must not be used. Exception for SNMP: Port 161: get and set, Port

162: traps

278
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Table 6-11 Access Password

Settings Comments

SNMP - Read Only Access The read community, write community, and trap
community must meet the following criteria:

®  English uppercase characters (from A to Z)

®  English lowercase characters (from a to z)

®  Numerals (from 0 to 9)

A mixture of characters and numerals is permitted.
Character string: maximum 10 characters

Default: swtread

Must be identically with the community string in the
NMS

SNMP - Read Write Access The read community, write community, and trap
community must meet the following criteria:

®  English uppercase characters (from A to Z)

®  English lowercase characters (from a to z)

®  Numerals (from 0 to 9)

A mixture of characters and numerals is permitted.
Character string: maximum 10 characters

Default: swtwrite

Must be identically with the community string in the
NMS

Send Send the values to the PU4 module.
Reset Reject the changes.

6.2.4.4  Activation of Settings

Within this menu, you can program all the settings to the flash of SWT 3000. Programming the device causes a
reset of SWT 3000.

/2 SWT 3000 - Windows Internet Explorer _lol x|
@P‘vm‘ ttp://152. 168,20, 200/active. hirl

iy Favoriten @ swT 3000

Ethernet Interface Settings
NTP Settings
NTP Summer Time Settings = store settings to flash and restart
SNMP Settings
SNMP V2 Trap-Destination Table Resst
Access Passward
Activation of Settings

Figure 6-23  Activation of Settings
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Table 6-12 Activation of Settings

Settings
Store settings to flash and restart

Comments

Save all actual settings in the PU4 module and restart
the PU4 module.

Send

Send the values to the PU4 module.

Reset

Reject the changes.

NMS Commissioning

The necessary MIBs are available within the PowerSys package provided with the SWT 3000 system. They must
be integrated in the NMS. After the NMS has been configured, traps from the SNMP agent are received. It is
also possible to read the general information and configuration of the SWT 3000 system (refer to 6.2.7 SNMP

Function).

Commands and IP configuration can also be set from the NMS (refer to SWT 3000 Set Commands, Page 264
and SWT 3000 Set IP Configuration, Page 264).

If SWT 3000 as well as PowerLink devices are managed by the NMS, it is proposed to import the provided MIB
files to the MIB compiler of your NMS in the following sequence:

® 1.SIEMENS-POWERLINK-CSPI.MIB

® 2. SIEMENS-POWERLINK-CSPI-IPCON.MIB
® 3. SIEMENS-POWERLINK-CSPI-VMUX.MIB
® 4. SIEMENS-POWERLINK-CSPI-ISWT3000R3_5.MIB

® 5. SIEMENS-SWT3000R35.MIB
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6.3 Remote Access
6.3.1 General Information
6.3.1.1 Overview
The TCP/IP connection via Intranet as well as a RAS connection serves complete system functionality adminis-
tration identical to local on-site operation. Standard TCP/IP network protocols are used for easy access to each
SWT 3000 from anywhere within a company Intranet. The system can interface with your own network
security systems and firewalls, providing you with just the right security level your company requires.
The remote access to the SWT 3000 is possible with the service program PowerSys. With menu Connection
setup, the connection to the device via TCP/IP must be configured.
For a TCP/IP connection, select TCP/IP.
(Oserial (@ T1cPiP () TCP/P over SSL
Serial port COM3: SWT 3000 PU4 CP2102 USB to...
IPaddress 192 166. 20. 200 Port 10001
RM address 0O
Figure 6-24  Configuration Example for the TCP/IP Connection
Enter the IP address and port of the RAS or SWT 3000 device.
For the PowerSys connection, select Connect to device
6.3.1.2 Remote Access Example
The following figure shows a TCP/IP connection to the SWT 3000 device in station A and B. If the RM function
is activated, information from the SWT 3000 device in station C can be read via inband RM-Channel.
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Station A Station B Station C
RM
SWT 3000 SWT 3000 SWT 3000 SWT 3000

[SCI[ETH][USB |[SSB ] [SCI[ETH][USB |[SSB || |[SCI[ETH][USB |[SSB | [SCI[ETH[USB |[SSB |
A A A

Remote access | | Remote monitoring/maintenance

PowerSys

Figure 6-25  TCP/IP Connection to the SWT 3000 Devices in the Station A and B and Remote Access to the
Station C via Inband RM-Channel

© Protection signal transmission path
SC Service channel

ETH Ethernet interface (TCP/IP)

USB Local interface

SSB Remote monitoring interface

RM Inband RM-Channel

Inband RM-Channel

If there are no intranet or modems available, you can still monitor or configure remote terminals using the
inband RM-Channel. With the optional service Remote Monitoring (RM), data can be transmitted between the
devices of one or more SWT 3000 routes.

The RM function enables the user to have access via a USB or TCP/IP connection with the service program to
the following function:

®  Query of the device data (configuration, parameter, and status) of the remote device
®  Temporary adjustments (for example, test loops)
®  Producing a reset

Changing of the configuration and parameter (except date or time of the SWT 3000 device) in the remote
device is possible if the configuration via inband RM-Channel is activated:
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RM

Remote maintenance E
Device address 7
Interface RM ~ Master v
Interface SSB ~ Slave v

Config. via inband RM-Channel:yes/ino |+

Figure 6-26 Configuration via Inband RM-Channel

6.3.3 Route Coupling via SSB

Via an additional interface (SSB), up to 5 transmission routes can be coupled.

_ . Station1 _ _ _._Station2 _ _ _ _ _ _ _ _. , _._Station3 _ _ _ _
: A ' RM
SWT 3000 4! RM Iy SWT 3000 SWT 3000 « | » SWT 3000
! I i !
— '
address 1 | | :_ address 2 | | |address 4 » 2><;

PowerSys

Figure 6-27 Example of a Route Coupling with the RM Function

1 Coupling of 2 SWT 3000 routes

© Protection signal transmission path
ETH Ethernet interface (TCP/IP)

SSB Remote monitoring interface

RM Inband RM-Channel

If Service PCis connected to  Activation of an SSB data transmission from another SWT 3000 is possible

distant SWT 3000 (address 2, without influencing the service PC connection at the Ethernet (ETH) or local

3or4) (USB) interface. Because the SSB connection is the second one, only read
permission is available, while the first connection (service PC) has read and
write access.

If RM data transmission is Connection of the service PC to the Ethernet (ETH) or local (USB) interface
active in distant SWT 3000 via does not block the SSB transmission. Because the connection is the second
SSB (address 3 or 4) one, only read permission is available, while the first connection (SSB) has

read and write access (if configured).

The SSB interface of the SWT 3000 system has the same characteristics as the RM-2 interface of the PowerLink
systems.
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The following figure shows the remote connection to the SWT 3000 in station A via TCP/IP connection. The
access to the SWT 3000 devices in station B and C is possible when the inband RM-Channel is activated.

A

1

Station A Station B Station C
RM RM
SWT 3000 SWT 3000 SWT 3000 SWT 3000
[SCI[ETH |[USB |[SSB | [SCI[ETH|[USB |[SSB || [[SCI[ETH |[USB |[SSB | [SC][ETH][USB |[SSB |
A A | A

Figure 6-28

1

<>
SC
ETH
USB
SSB
RM

Remote access

Office

PowerSys

Connection to SWT 3000 in Station B and C with the RM Function

Remote monitoring/maintenance

Master and slave connection with crossed cable
Protection signal transmission path

Service channel

Ethernet interface (TCP/IP)

Local interface

Remote monitoring interface
Inband RM-Channel

Use a crossed cable for the SSB to SSB connection in station B (refer to 3.2.7 Pinout of the SSB interface).
Configure one of the SSB interfaces as Slave and the other one as Master.
For the service program PowerSys connection, select Connect to device using RM.

284
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6.4 Web Interface

6.4.1 Overview

You can access the Web server via the front Ethernet interface of PU4 module.

Start the Web browser (for example Internet Explorer) and enter http://192.168.20.200. You can also change
the default IP address 192.168.20.200.

Log on with the password swtwrite (you can change the default password) and click Send in the SWT 3000
Web interface dialog.

NOTE

i 0

For security reasons it is recommended to enable a safe https-connection for the access to the Web inter-
face or to disable the Web server access via the service program PowerSys in configuration menu SWT
3000 > Configuration > Ethernet configuration > IP Configuration.

For details, please refer to the chapters 3.5.70 IP Network Configuration.

Without knowing the password, access to the SWT 3000 Web interface is not possible. You can restore the
default password after clicking on Clear CDB in PowerSys commands dialog.

Change the default password via:
®  Web server in the Access Password page or
® SNMP

The default IP address of the device is 192.168.20.200.
Change the default IP address via:

®  Web server in the Ethernet Interface Settings page or
® SNMP
You can only read the password and IP address via:

® SNMP Agent dialog in PowerSys SWT 3000 > Configuration > Ethernet configuration > IP Configu-
ration.

® [P Configuration dialog in PowerSys SWT 3000 > Configuration > Ethernet configuration > IP
Configuration.
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/= SWT 3000 - Windows Internet Explorer

@ ‘ @ [&] http://192.168.20. 200 0cout. At

7.7 Favoriten @& swT 3000

SIEMENS

SWT 3000

Login

Password seeseess]

Figure 6-29 Start Page of SWT 3000 Web interface

6.4.2 Ethernet Interface Settings

The Ethernet interface is used for:
®  The communication between the NMS and SWT 3000

®  Remote PowerSys session

@ .’T“?Ié tp: /192, 168,20, 200 login. hir

g

{¢ Favoriten (@& swT 3000

Ethernet Interface Settings

NTP Settings
NTP Summer Time Settings Setting Value
SNMP Settings MAC address 00:00:00:00:00:00
SNMP V2 Trap-Destination Table [P-Address 192,168.20.200
Access Passnord Subnet-Mask 255,255.255.0
o _1
Activation of Settings STy 192.168.20.2
Predefined Ip-Address 192,168.20.200 —
Predefined SubnetMask  255.255.255.0 z
Predefined Gateway 192.168.20.2

IP-Address Resolution Mode DHCP * Predefined

Service Port 10001

HTTP Connection HTTP — 3
PowerSys TCP/IP Connection SSL Disabled — 3
Create Certificate r

Figure 6-30 Ethernet Interface Settings
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(1) You can not change the fields with the dark blue color.
2) You can change the fields with the light blue color.
(3) Fields have to be activated in PowerSys program

Table 6-13 Ethernet Interface Settings

Settings Comments

MAC address Actual MAC address of the PU4 Ethernet interface
IP-Address Actual IP address of the PU4 Ethernet interface
Subnet-Mask Actual Subnet Mask

Gateway Actual gateway

Predefined IP-Address User defined IP address

Predefined Subnet-Mask User defined subnet mask

Predefined Gateway User defined gateway

IP-Address Resolution Mode ®  FEthernetinterface is connected to a DHCP server and expects an IP

e DHCP address.

®  Predefined ® [P address and subnet mask and gateway address for the Ethernet
interface defined by the user.

The values given in the fields Predefined are written to the PU4
module after clicking the SEND button in the Activation of Settings
page. After restart of SWT 3000, this user given values are valid as
actual IP address and subnet mask.

Service Port RAS port number

HTTP Connection Read-only field, displays the connection option to the Web interface as
configured by PowerSys program: http / https or disabled

PowerSys TCP/IP Connection Read-only field, displays the TCP/IP connection option for PowerSys as
configured by PowerSys program: ssl encryption or no ssl encryption

Create Certificate Option to create a Trusted Certificate for Secure Connection.
Send Send the values to the PU4 module.
Reset Reject the changes.

NOTE

i 0

The default IP address of the device is 192.168.20.200.
You can change the default IP address via:

®  Web server in the Ethernet Interface Settings page

® SNMP

6.4.3 NTP Settings

Network Time Protocol (NTP) is a networking protocol to synchronize the clock between an NTP server and a
SWT 3000 device.
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imix
@“ =[] htio://192.168.20.200/ntp.hi El[=][*2][x][2 semens search o
7 Favoriten (@ SwT 3000 J X~ B - 0 e - Seite~ Sicherheit - Extas+ @~

Ethernet Interface Settings

NTP Settings
NTP Summer Time Settings Setting value

SHMP Settings NTP Server IP-Address  192.168.20.2
SNMP V2 Trap-Destination Table NTP activated o

Access Password Timezone Offset [hh:mm] 00: 00

Activation of Settings Poll Interval [1-65000 sec] 60

Figure 6-31 NTP Settings

Table 6-14 NTP Settings

Settings Comments
NTP Server IP-Address Actual Network Time Protocol (NTP) server.

The NTP server is the PC in the network providing the time. Enter either the
IP address or the Internet address.

NTP activated Activation of the NTP (NTP activated check box on g) offers the possibility to
synchronize the time of the SWT 3000 via NTP protocol.
Default: NTP activated check box off (i)

Timezone Offset [hh:mm] The time zone is always the GMT. Select the local deviation (up to +12 h).
Poll Interval [1-65000 sec] The poll interval describes how often the time is read from the NTP server.
Send Send the values to the PU4 module.

Reset Reject the changes.

The NTP Server IP-Address must be set according to the customers network.

6.4.4 NTP Daylight Saving Time

Network Time Protocol (NTP) is a networking protocol to synchronize the clock between an NTP server and a
SWT 3000 device. No information of time zone or daylight saving time (summer time) is provided by NTP,
which has to be configured manually using the Web server or SNMP SET command.

The Universal Time Coordinated (UTC) received from the NTP server will be adjusted with the setting of local
time zone or daylight saving time.
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/2 SWT 3000 - Windows Internet Explorer _lol x|
@A = [ig] htto://152. 168.20. 200/ntp_dayiicht hir =& [[#2}[x] [P semens search £~
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Ethernet Interface Settings

NTP Settings

TR Summer Time Settings Setting Value
SNMP Settings Summer Time Switchover O

SNMP V2 Trap-Destination Table Summer Time Offset to GMT (hh:mm] 00: 00
Reres Tees Start of Summer Time |F|rst j | Sunday j in | January j at|0 =l dock
Activation of Settings End of Summer Time IFirsI j I Sunday j in I January j at|0 7| dock

]
Figure 6-32 SWT 3000 NTP Daylight Saving Time Setting using the Web Server

Settings Comments
Summer Time Switchover |This enables daylight saving time switchover, it is only relevant for NTP.

If it is enabled, you have to configure the summer time offset, the begin and the
end of summer time also.

Summer Time Offset to Daylight saving time offset to GMT (Greenwich Mean Time).

GMT [hh:mm] The possible range of value: -12:00 to 12:00
Start of Summer Time Define daylight saving start time
End of Summer Time Define daylight saving end time

6.4.5 SNMP Settings

For configuration of the SNMP settings in the Web server, refer to chapter 6.2.7 SNMP Function and following.

6.4.6 Access Password

Within this menu, you can set the SNMP read-only and read-write community string. The read-write
community string can also be used as the password for web login.
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{2 SWT 3000 - Windows Internet Explorer _lol x|
@A = [i&] nttp://152.168.20. 200 password. him == o
Uy Favoriten (@& 5T 3000 J - - 7 v Seite~ Siherheit+ Extas< @+

Ethernet Interface Settings
NTP Settings

INTP Summer Time Settings Setting Value
SHMP Settings SNMP - Read Only Access

SNMP V2 Trap-Destination Table SNMP -Read Write Access
Access Password

Activation of Settings

Figure 6-33 Access Password

Table 6-15 Access Password

Settings Comments

SNMP - Read Only Access The read community, write community, and trap
community must meet the following criteria:

®  English uppercase characters (from A to Z)

®  English lowercase characters (from a to z)

®  Numerals (from 0 to 9)

A mixture of characters and numerals is permitted.
Character string: maximum 10 characters

Default: swtread

Must be identically with the community string in the
NMS

SNMP - Read Write Access The read community, write community, and trap
community must meet the following criteria:

®  English uppercase characters (from A to Z)

®  English lowercase characters (from a to z)

®  Numerals (from 0 to 9)

A mixture of characters and numerals is permitted.
Character string: maximum 10 characters

Default: swtwrite

Must be identically with the community string in the
NMS

Send Send the values to the PU4 module.
Reset Reject the changes.
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6.4.7 Activation of Settings

Within this menu, you can program all the settings to the flash of SWT 3000. Programming the device causes a

reset of SWT 3000.
S
¢ Favoriten (@ SwT 3000 J X5~ Bl - [ o= - Seite - Sicherheit~ Extras~ @+

Ethernet Interface Settings
NTP Settings
NTP Summer Time Settings @ Store settings to flash and restart
SNMP Settings
SNMP 2 Trap-Destination Table =
Access Password
Activation of Settings

Figure 6-34 Activation of Settings

Table 6-16 Activation of Settings

Settings Comments
Store settings to flash and restart Save all actual settings in the PU4 module and restart
the PU4 module.
Send Send the values to the PU4 module.
Reset Reject the changes.
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7.1

7.1.1
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Functions of the PU4 module

Overview

The Processing Unit PU4 is the central control module of the SWT 3000 unit.
The protection commands are received via an interface module IFC-D or IFC-P and/or an EN100 module.

At the transmit side, PU4 converts protection commands or commands at digital transmission lines into one
of the following cases:

®  Tones of a defined frequency

e Adigital code in case of digital transmission

If the PU4 is housed in a stand-alone SWT 3000 unit, the commands are transmitted to the remote station by:
® analog transmission via CLE and/or

e  digital transmission via the Digital Line Interfaces (LID) and/or

e  digital transmission via fiber-optic module (FOM)

Itis also possible to transmit commands of a stand-alone SWT 3000 unit via a PowerLink PLC system by:

®  connecting the CLE with a VFx- Interface of the PowerLink or

®  afiber-optic connection with FOM modules in SWT 3000 and PowerLink

The PU4 of an integrated (i)SWT 3000 unit in a PowerLink PLC system is processing the commands via the CSPi
for transmission via the high voltage line of the PLC link. Optionally a digital transmission via the LID- Interface
is possible with additional digital transmission lines, e.g. for a secondary transmission path.
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Figure 7-1 Block Diagram of the SWT 3000 Unit
IFC Interface command module
PS Power supply
PU4 Processing unit module
LIA Analog line interface
DLE Digital line equipment
LID Digital line interface
EN100 Ethernet EN100 module for IEC 61850
FOM Fiber-optic module
CLE Copper line equipment
ALR Alarm module
SSI Serial synchronous interface
VF Voice frequency
FO Fiber-optic connection

A DLE submodule can optionally expand the PU4 module for digital transmission paths accommodating the 2
digital line interfaces LID-1 and LID-2. These interfaces are used for transmitting the protection commands via
a digital network (SDH/PDH). They can also be directly connected without network. You can also connect the

LID to a mul

tiplexer system via a FOM module.

If the PU4 and the IFC modules are integrated in the PowerLink unit, the frequencies are forwarded directly to
the CSPi module via the SSlI interface without D/A - AID conversion.
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Figure 7-2 Block Diagram of the SWT 3000 Unit Integrated in the PowerLink

IFC Interface command module

PU4 Processing unit module

LIA Analog line interface

DLE Digital line equipment

LID Digital line interface

EN100 Ethernet EN100 module for IEC 61850
SSI Serial synchronous interface

iLAN Internal LAN

CSPi Central signal processing unit

PS Power supply

At the receive side, the incoming commands are received in the VF range or digital depending on the oper-
ating mode.
These commands are converted into one of the following cases:

®  Binary protection commands, and forwarded to the IFC-D/P module for command output.
®  GOOSE command and forwarded to EN100 module for command output

Apart from coding and decoding of protection commands, the PU4 also performs various monitoring func-
tions.

For example, the receive and transmit levels are fed via measuring points to the PU4 where they are compared
with the permissible values. If these levels are not reached, the PU4 activates an alarm. In the normal situa-
tion, that is, if there is no protection command transmitted, the guard signal is sent to the remote station.
Loss of a wanted signal (command or guard tone) triggers a receive alarm at the receive side and causes the
relay outputs of the device to block. This alarm state can only be canceled by receiving the guard signal again.
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When the unit is started, a self-test is carried out. A watchdog also monitors the functionality of the internal
Digital Signal Processor (DSP). If there are failures, the transmitter output and the relay outputs of the unit are
blocked. An overview of the functional units of the PU4 is shown in the following diagram:
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) POdL L L PRI b [FONT ] 1|
— vy —» D DL R — » CLE T |
[pi DSP ! g
P A I : ! Lo
< > [ ! [ | :
[ ! [
o ! Y
o I | [
IFCA et > | Lt
“-1--->IFC2 11 L n .
U B »IFC3 e L
A !
D B »IFC4 ! Controller ALR | !
______ < > |
e §ENd00 ) B
P 4.: (ForlEC | ;!
161850) | L L
- 4 N iLAN interface o
N
R S —— - b
"I DLE : P
|
| | P
| | Pl
-t _____X21GT03.1/G703.6 _ ___ Ao > LD Ao !
: I :
| | |
| i i
-t _____X21GT03.1/G7036__ ﬂ: _____  LID2 fedomm oo I
|
Il !
Ir_______} Optional components
Figure 7-3 Functional Units of the PU4 Module
IFC Interface command module
PU4 iPS Internal power supply of the processing unit module
PU4 Processing unit module
LIA Analog line interface
DSP Digital signal processor
DLE Digital line equipment
LID Digital line interface
EN100 Ethernet EN100 module for IEC 61850
FOM Fiber-optic module
CLE Copper line equipment
ALR Alarm module
CSPi Central signal processing unit
SSI Serial synchronous interface
VF Voice frequency
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Functional Units

The PU4 module consists of the following functional units:

® [nternal power supply

e  Controller

®  Analog line interfaces with digital signal processor

® Digital line equipment, which intercommunicates via an interface

®  Ethernet EN100 module (optional)

Internal Power Supply

The internal power supply generates the voltages needed on the module that are not fed externally:
®  Supply voltages for the analog line interface
®  Switched 12 V supply voltage for the relays on the IFC modules

The 12 V operating voltage for the IFC modules can be switched from the controller and allows selective disa-
bling of the output relays. The operating voltages on the module are monitored. Loss of a voltage generates a
reset and an alarm on the module.

Controller

The controller is the central element of the PU4. It controls communication with the analog line interface, the
digital line unit, the local (service) interface for the service PC, the LAN, and the alarm interface. You can load
equipment variants and user data via the local interface or via the iLAN interface. The service program
PowerSys is responsible for the administration of the possible equipment variants for the DSP.

The controller carries out the entire administration of memory space. Available RAM/PROM:
®  NV-RAM for event recorder

®  SRAM for working memory

®  FPROM for program memory

The controller also implements the data exchange in the transmit and receive direction with the interface
module IFC-D/P and IFC-S. The controller reads the data from the IFC module, which is fed via an input buffer
into a register. The controller writes the data relating to the IFC module also into this register per interrupt.
The data reaches the IFC module via an output buffer.

If an error is detected in the SWT 3000 unit, a message to this effect is output via an interface to the alarm
module ALR. If the PU4 is used in PowerLink, the alarms are forwarded to the CSPi and the alarm is output on
the ALR module of PowerLink.

Analog Line Interface

The LIA sets up the connection of the module to the analog protection command transmission and consists of
a DSP, operational amplifiers, and analog switches.

DSP generates the necessary command frequencies and communicates with the transmission interfaces.
Depending on the equipment variant, these transmission interfaces are the interfaces to the Intermediate
Frequency (IF) modules or to the CLE.

All necessary information is loaded with the equipment variant via the service program. The controller writes
the information into the DSP via an interface. During operation, this interface is used to transmit protection
commands and parameters. The controller can read and write DSP memory cells, and can also transfer
commands and trigger various interrupts.
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The controller triggers an interrupt in the DSP for the transmission of outgoing protection commands. For the
receiving of incoming protection commands, the DSP triggers an interrupt in the controller. The controller
continuously monitors the functionality of the DSP with a watchdog function.

7.1.6 Self-test

Self-test functions are executed in the self-test phase after every program restart. If there is a fault, it enables
the fault to be reliably pinpointed at the module level.

The following tests are performed in the self-test:

®  Checking the program and data memory of the controller and DSP for functionality
®  Checking of the configuration and parameter data for plausibility

®  Checking interfaces and communication between controller and DSP

®  Checking the controller IFC module interface

®  Checking interfaces to the CLE (as far as possible)

If a fault is detected in the self-test phase, all inputs and outputs of the interface modules are disconnected
and the corresponding alarms are activated (LED, and relays). You can interrogate the internal alarm trace
with the service program PowerSys via the local interface.

7.1.7 Interference-Level Evaluation

The interference-level evaluation records the level of interference signals applied for a long time and superim-
posed on the wanted signal. If a fixed level threshold is exceeded, the interference-level alarm (SNALR) is
signaled. In the switching functions mode, the interference-level evaluation is only activated if a single tone
is transmitted (guard or command tone).

7.1.8 Event Memory and Real-Time Clock

Protection commands and alarms are provided with time, date, and a registration number before they are
entered in the event memory. The service PC reads them out. The remote station can also reads them out with
remote maintenance.

The following events are entered:

® |ncoming protection commands from IFC-D/P and EN100
®  Qutgoing protection commands to the IFC-D/P and EN100
®  Detected alarms

®  Program restart

® Changing date and/or time

®  (Changing the configuration

If there is an overflow, the oldest entry in the event memory is overwritten.
For more information about the event memory, refer to chapter 4.5 Display of the Entries in the Event Log.
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Overview
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Clock Synchronization

The system-internal clock of the PU4 can be synchronized by an external clock source or via the connecting
route to another SWT 3000 (Line-Clock Synchronization). For local clock synchronization one of the following
methods can be used:

®  USYNC pulse signal
® |RIG-Bsignal

® NTP synchronization

Front Panel

Control and display elements are mounted on the module. The front panel covers some of them.

For example, in order to prevent the unit being accidentally disconnected, the front panel covers the On/Off
switch for the power supply.
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T | [Boss
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- =
="
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| l
_ SWT 3000 | | “ :
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Figure 7-4 Front Panel of a Unit with Analog Line Interface, CLE, and FOM Module
(1) PU4

The PU4 controller and hence the entire SWT 3000 unit is reset with the reset button.
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Figure 7-5 Position of Jumpers, Input and Signaling Elements on the PU4 Module
1 S2: Power ON/OFF

2 LED OK/GBAL

3 LED Status Interface LID-2

4 LED Status Interface LID-1

5 LED Status Interface LIA

6 S1: Reset button

7 S3(3.1t03.4)

8 Connection on DLE

9 Connection on DLE

10 Connection of the IFC Modules
11 LCT: Service Interface (USB)

12 NMS: Ethernet Interface

7.1.11 IP (Ethernet) and Local (Service) Interface

7.1.11.1  Access to the Stand-alone SWT 3000

The local interface is fitted to the front panel of the PU4 module.

If a PCis connected to the local interface, a busy detection circuit automatically switches over to this interface.
7.1.11.2  Access to the Integrated SWT 3000 (iSWT)

In this operating mode, the local (service) interface is connected to the controller of the CSPi module of the
PowerLink unit via iLAN. The user-service interface is located on the CSPi from which the parameters of the
PU4 module are also set. The USB plug on the front panel of the PU4 is not used.
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General Information

Overview

The interface module IFC is used for communication between protection equipment and the iSWT. The
following versions are available:

e |nterface Command module IFC-D (high contact load, e.g. for direct tripping)

e |nterface Command module IFC-P (normal contact load, e.g. for permissive tripping)

® Interface Command module IFC-S (for signaling)

Exclusively Analog Transmission Interface or Analog Secondary Path

You can insert only IFC-D or IFC-P modules into slot IFC-1 and IFC-3 in the subrack. Slot IFC-2 and IFC-4 can
also be equipped with the IFC-D/P modules or alternatively with the IFC-S module.

If using 2 IFC-D/IP modules, only the output relays of the module at the IFC-2 or IFC-4 slot are used for contact
doubling. The inputs are not used because the maximum number of commands is 4. In this case, activate the
function Contact doubling in the Special allocation list box.

Exclusively Digital Transmission Interfaces
You can insert only IFC-D or IFC-P modules into slot IFC-1 and IFC-3 in the subrack. Slot IFC-2 and IFC-4 can

also be equipped with the IFC-D/P modules or alternatively with the IFC-S module.
If using 4 IFC-DIP modules, there are 16 inputs and outputs available (in operating mode 5D).

Description of Operation

Overview

IFC-D The IFC-D module has 4 binary inputs for receiving contact information from the protection
devices. Up to 4 circuit breaker coils can also be operated with this module. It is thus possible
to implement the trigger commands directly from a distant station, for example, without a
protection device. This module is preferably used for direct tripping mode but the use in
protection systems with permissive tripping is also possible.

IFC-P The IFC-P module is preferably used in protection systems with permissive tripping. When

observing the maximum switching power of the relays, direct tripping of circuit breaker coils
is also possible (refer to Technical Data). There are similarly 4 binary inputs and 4 command
contact outputs available. The contact rating of the output relays is lower compared to the
IFC-D module but operating times are shorter. IFC-D and IFC-P modules are pin-compatible.

IFC-S The IFC-S is used for signaling. Each command input as well as each command output in the
corresponding IFC-D/P is activating a relay on the IFC-S. If there are digital transmission
paths, it can be necessary to use 2 IFC-S cards.

The IFC-S module is used for:

®  Signaling commands that are entered (binary inputs)

®  Signaling commands that are output (binary output)
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8.1.4.2 Connection Principle

PR IFC-D/P BI1
U=24Vto250V

®—I| —_— S @xss 5 [

4A1

T T
I i
| i
[ Inputs 2 - 4 !
; nputs \!
|

| |
v v

Figure 8-1 Basic Connection of IFC-D or IFC-P Modules

*) Setting the rated voltage 24V, 48 V/60 V, 110V, 250 V

IFC-DIP BI'1 IFC Binary Input 1

PR Protection Relay

3A1 - 4A1 Terminals Binary Input 1

F Fuse

Figure 8-2 Signaling elements and DIL-switches of the IFC module, e.g. IFC-D

(1) LED H1 to H4 (red): activated outputs
LED H5 to H8 (green): activated inputs
2) Test Operation Display (H10)
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3) S2: IFC Slot Address Selection (52.1, S2.2) and PU3 / PU4 switch:
S2.3: closed/down - PU3
S2.3: openlup - PU4

(4) Jumpers X43 to X58

(5) Operating LED (H9)

0
3
o)
m

OlVLI—903H
OlVI—903H
OlVI—903H

8/69

8/69
HEOB6—1A16

2/69

Figure 8-3 IFC-P Module

IFC{x] . PU4
signal outputs
I IX !
BI1..4 ) X, IFCPIC PU4CON
5 |- (Controller) (Controller)
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| test t- of
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5 signaling
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user interface S Type definition TYPE |
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c address
a signal outputs decoder
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BO1..4 BO1_..BO4_0O CS_N
MCLR_N
A
A
P12_R_ON
output
signaling ® P12.R
P12.R|,. ISV_IFC P5
(internal power |«
_____ supply)
| Option | —

Figure 8-4 Block Diagram of IFC Modules

TPi-Bus Internal bus
MUX Multiplexer
ISV_IFC Internal power supply IFC
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8.1.5

8.1.6

8.1.6.1

8.1 General Information

P12 R 12-V supply voltage for relays
P5 5-V supply voltage
P12_R_ON 12-V supply voltage available

Controller

A controller is used on all IFC interface modules for the following functions:

®  Control of the data traffic from and to the PU4

®  Sampling the signal inputs 1 to 4 and triggering an interrupt at the PU4 if there are changes
®  Switching the command relays via the signal outputs

®  Supervision functions

The controller is connected to the PU4 controller via an internal bus.

Test Mode

Overview

In order to switch over from normal to test mode with the service program PowerSys, select the IFC-Test in
the Testmode list box under Configuration > Command interface. In this mode, you can enter commands
on the IFC module for each input with the Dual Inline Package (DIP) switches S1.1 to S1.4.

i @

NOTE

For security reasons, after switching over to test mode, the controller signals all inputs as off regardless of
the actual switch position. You can reach the state on by switching from off to on position. All switches
must be in the off position beforehand. As long as test mode is active the IFC inputs are disabled.

8.1.6.2 Displays
The activated output relays are displayed with LEDs H1 to H4 (red), and the activated binary inputs with LEDs
H5 to H8 (green).
Refer to Figure 8-2 for more details.
8.1.7 Slot and Module Identifier
The new IFC modules can also communicate with the old TPi-Bus (PU3). For this purpose, no additional signal
from PU4CON (PU4 controller) can be used for IFC addressing.
A DIP switch S2 is added to each IFC module to indicate its slot address.
PU4 IFC-[x]-1 to 4
PU4CON b5 S2
(Controller)
|
IFC_SLOT_N
> CS_N N
Address g IFCPIC
IFC_CS1_N ,| decoder |MCLRN | (Controller)
IFC_CS2_N
Figure 8-5 IFC Addressing Used for SWT 3000
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Table 8-1 Function of S2 Switch
S2.1 IFC slot address selection
S2.2 IFC slot address selection
S2.3 PU3 or PU4 selection

S2.4 Not connected

IFC slot address is configured by changing the state of DIL switches, and it is independent of the position
where it is located. The 4 slot addresses are mapped into different switching states. The assembled IFCs must
have individual addressing, even when they are not configured.

i 0

Table 8-2 IFC Slot Address

Selection S2.1 Position S2.2 Position

IFC-1 Open = up position = OFF Open = up position = OFF

IFC-2 Close = down position = ON Open = up position = OFF

IFC-3 Open = up position = OFF Close = down position = ON

IFC-4 Close = down position = ON Close = down position = ON
NOTE

The Slot addresses IFC-3 and IFC-4 are only applicable in SWT 3000 stand-alone devices.

IFC modules can be used as spare in actual SWT 3000 with the PU3 module.

Table 8-3 PU3 or PU4 Selection

Selection S2.3 Position

PU3 Close = down position = ON
PU4 Open = up position = OFF

The function of address decoder in IFC module is adapted as follows:
® |nput
— Input signals from DIP switches, which indicate the slot address of IFC module

— Input signals from PU4CON (PU4 controller), which specify the required slot address for accessing
IFC module

®  Process
Compare the required slot address with local address to see if it is matched.

®  Qutput
Output signals to IFCPIC (IFC controller) to indicate if the slot is selected.

IFC_SLOT_N IFC_CS1_N IFC_CS2_N Function

i

1 0 0 Reset PIC on IFC-1 to IFC-4
0 1 Select IFC-1
0 1 0 Select IFC-2
0 1 1 Select IFC-3
0 0 0 Select IFC-4
NOTE

The Slot addresses IFC-3 and IFC-4 are only applicable in SWT 3000 stand-alone devices.
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8.1 General Information

For connecting the redesigned IFCs to PU4, all IFCs are connected in parallel on a ribbon cable (26 pins) for
TPi-Bus to the PU4 module.

i 0

NOTE

If the new IFC board is used as spare part in SWT 3000 with the PU3 module, use a suitably configured
ribbon cable for the slot identification function.

For more details, refer to table Table 8-3 For the selection of PU3 on the IFC module..

8.1.8

The IFC controller manages the input register (IFC_EREG) which is readable by PU4 controller. The PU4
controller can identify the IFC type (IFC-D/P or IFC-S) by reading the content of IFC_EREG.

IFC-P, IFC-D and IFC-S boards are based on the same Printed Circuit Board (PCB). The type depends on the
various hardware assembling options. The assembling options can be identified via the status of the TYPE
input of the IFC controller.

RbtH
RbtL

TYPE
— =]

RbtH

TYPE
-— = |

RbtL E\-]

IFC-[x]-1 IFC-[x]-2 PU4
P5 IFCPIC P5 IFCPIC PU4CON
(Controller) (Controller) (Controller)

A A A
——— ———
———— Option TPibus
Figure 8-6 Principle of IFC Type Identification

The assembling of the resistors RbtH and RbtL depends on the specific board type. The state of the board type
input is readable by PU4 controller.

Table 8-4 IFC Type Configuration

RbtH RbtL TYPE
Not installed 0Q 0
22 KQ

Comment
IFC-D or IFC-P
Not installed 1 IFC-S

Signal Acquisition via Binary Inputs

If the binary inputs (BI1 to Bl4) of the module detect a signal, an interrupt request is sent to the PU4. The IFC
module is connected to the PU4 via a ribbon cable via connector X3 at the front. If an interrupt is detected,
PU4 can read the status of the binary inputs.

In order to suppress interference pulses, a signal must be applied to the binary input for at least 1 ms before
the interrupt request is sent. The following figure shows the block diagram of a binary input:
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8.1 General Information

8.1.9
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1
N

YARE=
- a - L@ B

Q) ) )

Figure 8-7 Binary Inputs of Modules IFC-D and IFC-P

) Protective circuit

The protective circuit provides the required security against destruction and interference.

(2) Setting of the input rated voltage

You can set the input rated voltage to the values DC 24 V, DC48/60 V, DC 110V, and DC 250 V
with the jumpers X43 to X58. The operating point is at 80 % of the selected voltage.

Refer to 3.3.2.7 Overview for more details
3) Rectifier

Rectification ensures that the input signal is polarity-neutral.

4) Optocoupler

The optocoupler isolates the input circuit electrically from the electronic system.

Signal Output from the IFC-D/P Module

If there is an IFC-D module, the commands from the remote station are distributed via the relays K1 to K4. If
there is an IFC-P module, the commands from the remote station are distributed via the relays K13 to K16.
Compared with the IFC-P module, the relays of the IFC-D module are slower but they can switch more power.

GND

GND

GND

P12 R [ I i T
1T I“I
DO K1/K13
D4
[ I i [
1T 11
A
D1 K2/K14
D5
[ I i I T
1T I“I
D2 K3/K15
D6
[ I i I T
1T I“I
D3 K4/K16
D7

Figure 8-8 Block Diagram of the Output Circuit of IFC-D/P

K1 - K4 Output Relays of Module IFC-D
K13 -K16 Output Relays of Module IFC-P
DO - D7 Operation of the IFCx Controller

GND
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8.1 General Information

The following security systems are incorporated for sending commands without interference:
®  PU4 must enable the supply voltage P12_R

®  Relays are operated on a 2-pole basis

8.1.10 Signal Output from IFC-S Module

The messages are transmitted via the relays K5 to K12. These relays are identical with those relays on the IFC-
D module. For 7 relays, one change-over contact per relay is brought out. The contact of relay K5 can be used
as a make contact or break contact with jumper X42. All 8 signal relay contacts have a common root (3A1).

The PU4 must enable the excitation voltage P12_R of the relay coils.

P12 R [ [
L 1= ]
A
AKE, 1
DO GND
[ [
L 1= ]
A
AKG 1
D1 GND
|
|
|
|
IA maln
| IR IR
A
K12
D7 GND

Figure 8-9 Block Diagram of the Output Circuit of IFC-S

8.1.11 Pinout of the IFC-x Module

The interface modules must be connected from the protective relay to the connector X1 (modular terminal
block). The cable cross section must be up to 1.5 mm?2. At least 2 cables must be tied immediately at the
terminals.
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IFC-D/P

| [o)%e/®

ARCIAL

BI1

BI2

BI3

Bl4

24| o] [®l[o]®

e/

CO1

CO2

ICO3

CO4

Figure 8-10

IFC-D

IFC-P

IFC-S

CR

1A to 4A
BI1 to BI4
CO1 to CO4
K5 to K8
K9 to K12

Binary inputs 1 to 4
Command outputs 1 to 4
Signaling of the binary inputs 1 to 4
Signaling of the command outputs

Pinout of the IFC-x Modules

Interface module signaling

Modular terminal block

CR

Interface module direct tripping
Interface module permissive tripping

Common root of relays K5 to K12

IFC-S

[ §— &
! o

K6

K8

K7

K9

K10

K11

K12
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8.2

8.2.1

Block Diagrams of IFC Modules

IFC-D Module

8.2 Block Diagrams of IFC Modules
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Figure 8-11

Block Diagram of the IFC-D Module
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8.2 Block Diagrams of IFC Modules

8.2.2 IFC-P Module
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Figure 8-12 Block Diagram of the IFC-P Module
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8.2 Block Diagrams of IFC Modules

8.2.3 IFC-S Module
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Figure 8-13 Block Diagram of the IFC-S Module
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Digital Line Equipment

9.1 Overview

9.1

Overview

The digital line interfaces LID-1 and LID-2 of the SWT 3000 system are implemented on the DLE module. These
interfaces enable the transmission of the protection commands via a digital network (SDH/PDH). The data for
the remote maintenance and the service channel interfaces and the system-internal control information are
transmitted additionally.

The DLE module is designed as a self-contained PC board connected electrically to the PU4 via a ribbon cable
and mechanically via spacer sleeves. All external interfaces are routed via the PU4 module.

The following hardware interfaces are available for each LID:
e X.21 (64 Kbps)

® (G703.1 (64 Kbps)

® G703.6 (2 Mbps)

LID-1 can be operated alone or jointly with the LID-2 (multipath transmission) on the DLE. With multipath
transmission, different line interfaces can be used for LID-1 and LID-2.

i 0

NOTE

Up to 2 line interfaces at the same time are possible. Only one of them can be analog.
LIA (CLE) + LID-1

LIA (CLE) + LID-2

LIA (CLE) + FOM-2

FOM-1 + FOM-2

FOM-1 + LID-2

LID-1 + LID-2

318
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9.2

Transmission Concept

9.2 Transmission Concept

On the DLE, a data stream is generated at the transmit side from the protection commands, RM, SC, and the
system-internal control information. The data stream is sent with the periodic transmission of 4 message types
with constant length. The data stream is split up again at the receive side into protection commands, RM, SC,
and system-internal control information.

The messages have the following elements:

Priority 1 = Tripping command  Type 3

information

Priority 2 = Service channel
Priority 3 = Remote mainte-

nance

Priority 4 = System-internal

control information

Type 2
Type 1

Type O

Table 9-1 Composition of Messages

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5

Frame alignment signal Type code O User data User data User data

Frame alignment signal Type code 1 RM data RM data RM data

Frame alignment signal Type code 2 SC data SC data SC data

Frame alignment signal Type code 3 Device address Command informa- |Checksum
tion
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9.3 Interface X.21

9.3

320

Interface X.21

The X.21 interface is structured according to the RS422 standard (ITU-T V.11) and consists of the data lines
TxD and RxD and the clock lines TxC and RxC.

DCE DTE

TxD (A) RxD (A)

D TxD (B) RxD (B) m ;D
RxD (A) TxD (A)

<L |j RxD (B) TxD (B) <J
TXC (A) RxC (A)

D TxC (B) RxC (B) m J>
RxC (A) TXC (A)

<i |j RxC (B) TXC (B) Q

Figure 9-1 Structure of the X.21 Interface

The high transmission reliability of the interface is achieved by evaluating the differential voltage between a
twisted wire pair in each case. The electrical levels of the data lines are defined with 0.3 V to -6 V for logic 1

and with +0.3 V to +6 V for logic 0. The voltage between the measuring points (A) and (B) defines the signal
state.

Terminations of 100 Q at the receiver inputs not only prevent reflections on the transmission line, but also
contribute to transmission reliability through the resulting pronounced current.

Characteristics:

Number of signal lines: 8
For each balanced pair for data and clock pulse, for transmit and receive direction
in each case

Levels: <6V

Maximum voltage of each line to GND (absolute)

>2V

Differential voltage between the lines
Line run: Twisted in pairs and shielded, joint shield for all 4 line pairs
Bit rate: 64 Kbps
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9.4 Interface G703.1 (64 Kbps)

9.4 Interface G703.1 (64 Kbps)

Coding in accordance with G703.1 permits simultaneous transmission of the data of a 64-kHz and an 8-kHz
clock pulse and is carried out according to the following scheme:

Division of a 64-kbit period into 4 identical intervals
A binary 1 is coded as a block of four 1100
A binary 0 is coded as a block of four 1010

The binary signal is converted into an AMI-coded signal, with alternating polarity of consecutive blocks of
4. AMI is the abbreviation for Alternate Mark Inversion. The code is generated from the NRZ code by
representing the code elements of the logic 1 state alternately through pulses with positive or negative
voltage.

The change of polarity of every eighth block is suppressed for marking the byte (8-kHz clock).

The nominal data rate is 64 Kbps. The bit rate on the line is 256 Kbps due to the conversion of the bits into a
block of 4.

Characteristics:

Number of signal lines: 4 (one balanced pair for transmit and receive direction)
Level, transmitter side: Space 0V +0.1V, Mark 1V
Level, receiver side: 0dBto3dB
Impedance: 120 Q
Bit rate: 64 Kbps (gross bit rate = 4 x 64 Kbps = 256 Kbps)
Coding: AMI
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9.5 Interface G703.6 (2 Mbps HDB3)

9.5

Interface G703.6 (2 Mbps HDB3)

Coding in accordance with G.703.6 is also known as HDB3-code (High Density Bipolar of order 3). Longer
sequences of zeros, such as can occur with the AMI code are avoided here. If there are 4 consecutive binary
zeros, the infringement of the AMI coding regulation changes the fourth character. This means that a
maximum of 3 consecutive binary values of 0 can occur with the HDB3 code. The polarity of the changed code
elements alternates. The HDB3 code is one of the voltage-free codes.

i 0

NOTE

It is possible to select between a balanced line (120 Q) and an unbalanced line (75 Q, connected to GND
potential). The line impedances are set with links.

322

Characteristics:

Balanced line

Number of signal
lines:

4 (one balanced pair each for transmit and receive direction)

Level, transmitter
side:

Space 0V +0.1V, Mark 1V

Level, receiver side:

Loss at 1024 kHz 0 dB to 6 dB

Impedance:

120 Q

Unbalanced
line

Number of signal
lines:

4 (one unbalanced line each for transmit and receive direction)

Level, transmitter
side:

Space 0V +0.237V, Mark 2.37 V

Level, receiver side:

Loss at 1024 kHz O dB to 6 dB

Impedance: 75Q

Line lengths: short = indoor, long = outdoor
Bit rate: 2 Mbps

Coding: HDB3
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9.6 Jumper Settings

9.6  Jumper Settings

All necessary jumper settings are shown in chapter Installation and commissioning 3.3.4 Jumper Settings for
the DLE Module of this Equipment Manual. They are also available in the SWTStraps program, that can be
manually installed in addition to the service program PowerSys. SWTStraps is useful to find the jumper settings
for the SWT 3000 or iSWT modules. For a description of SWTStraps program see chapter 5.6 SWTStraps for
Jumper Settings.
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10.1 Function Description

10.1

10.1.1

326

Function Description

Overview

The Copper Line Equipment module (CLE) provides the interface between an SWT 3000 unit (operated as a
stand-alone unit) and a copper transmission line for analog transmission. The teleprotection signal is trans-

mitted in the VF range from 300 Hz to 4000 Hz.
The following equipment configurations are possible:

®  Connection of 2 SWT 3000 stand-alone units each containing one CLE module.

®  Connection of an SWT 3000 stand-alone unit to a PowerLink unit. The SWT 3000 unit contains a CLE
module as interface and the PowerLink unit a VFx card. The S6 control wire for modules CLE and VFx

makes alternate multi-purpose operation possible.
The CLE module contains 2 independent circuit sections:
® Atransmit amplifier

®  Areceive filter

The CLE is connected to the PU4 module in the SWT 3000 unit. The PU4 generates the VF signal which must
be transmitted. The VF signal is fed onto the transmission line by the transmit amplifier of the CLE. In the
opposite direction, the VF signal is forwarded from the transmission route to the PU4 via the receive filter.
The CLE does not have any control elements but 3 alarm displays and 2 test sockets on the front panel. The
CLE module does not generate any alarms but displays alarms generated by the PU4.
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Figure 10-1 Block Diagram of the CLE Module

TXALR Transmitter alarm
RXALR Receiver alarm
SIN SIN alarm

Prot. Protection circuit
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10.1.2

10.1.3

10.1 Function Description

MW Measuring transformer
S6 Control wire for alternate multi-purpose operation

The Receive Section

The incoming VF signal from the copper line or from a Siemens PLC equipment is fed in at the receive section.
The input is protected against overvoltages up to 2 kV that can be transferred to the transmission route by
coupling. The input impedance can be switched over from 600 Q to approximately 5 kQ.

Protective HP filter Isolating HP filter LP filter
circuit passive amplifier active active

O O
Z=6000Q
o 5k0 X I‘I = J> ~ Xz z=eoog

Isolating
amplifier

>

Test socket |

Figure 10-2 The Input Circuit of the CLE Module

The desired signal is filtered out from any interference signals. The attenuation tolerance diagram of a band
pass filter is preset for the input filter. The pass band is from 300 Hz to 4000 Hz. The band-pass filter is imple-
mented by cascading an active low-pass and high-pass filter.

You can set the forward amplifier to 0 dB, +6 dB, and +12 dB with solder bridges. Greater immunity to 50-Hz
interference is obtained with the series-connected high-pass filter.

The signal is then transferred to the PU4. The receive signal can be measured at a test socket. The test socket
is decoupled via an isolating amplifier so that there is no interference of the desired signal through short-
circuits or insertion of signals. The same voltage level prevails at the test socket as at the input. The adjustable
thresholds for the level alarm relate to the input of the PU4 and not to the input of the CLE.

The Transmit Section

The desired signal supplied by the PU4 is amplified in the transmit section. There is no filtering as there is in
the receive section since the signal supplied does not have interference of this type. The PU4 supplies a level
up to +4 dB. The input signal is amplified by 11 dB to the range up to +15 dB.

The signal is extracted without voltage via a transformer with winding ratios that can be set to 1:2 or 1:16 and
matched to the output impedance. This impedance can be set to 600 Q or 5 kQ with links with the corre-
sponding output circuit.

Protective
Amplifier +11 dB circuit 11

o o0 S To the
From PU4 == z=6000 I’I Z=600Q _——y o
o 5kQ o transmission line

c13

Isolating
amplifier

i O RMS )
To the measuring ~
input of the PU4 o £=5k0 oc D Testcs)ocket

Figure 10-3 Block Diagram of the Transmit Amplifier
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10.1 Function Description

10.1.4

328

The output of the transmit section is again protected against any interference voltages from the transmission
path. The desired signal can be measured via an isolating amplifier. Depending on the frequency, a correction
value has to be added to the measured signal level to get the amplitude of the output signal to the PU4
module for test purposes. Interpolate linearly between the frequency points.

Table 10-1 Correction values

6.8 300
5.1 350
5.2 400
5.3 450
4.9 500
4.3 550
3.7 600
1.8 800
0.8 1000
0.1 1300
-0.4 2300
-0.8 2800
-0.9 3300
-1.4 3800
-1.5 3900
-1.7 4000

The PU4 monitors this measured value and generates the transmitter alarm from it. The output voltage for the
100 % value is 4.5 V. A protective circuit restricts this voltage to maximum +5 V.

If any faults occur in the SWT 3000 unit, faulty signals must not under any circumstances be transmitted to the
distant station. For this reason, the transmitter output can be short-circuited via a relay. The PU4 module
(PON_PU signal) drives this relay, which is only enabled if the unit is operating properly.

Alarm Displays

The alarm signals generated by the PU4 module are displayed via red LED on the front panel of the SWT 3000.
LED are provided for the following alarms:

| A s, A ¥ i
SIEMENS
B |
o
w? © 0 LD l - - |
1EC 61850 OK'®.@ “UA ® na ®
o I ®  ReAL | ® RAL
® | L fﬂ o
m- | =
[.j wr ! :
. SWT 3000 - el e | > ®

o

Figure 10-4 Displays on the CLE Module
1 Copper Line Equipment module (CLE)
Tx-AL Transmitter alarm
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10.1.5

10.1.6

10.1.7

10.1 Function Description

Rx-AL Receiver alarm
SNR SIN alarm

The signals are low active and are fed to the LED drive via an integrated inverter module with a +5 V supply
voltage.

S6 Control Wires

The CLE module contains an optocoupler for the S6 control wire. The S6 control wire is used for disconnecting
voice and data signals in a Siemens PLC equipment in alternate multi-purpose mode.

+5V +12V

b23 }\\ [{

S6

Figure 10-5 Block Diagram of the S6 Control

The circuit is driven on a low-active basis. The optocoupler is activated during transmission of protection data
(S6 control wire = low).

Test Sockets

The following test sockets are provided on the front panel of the CLE module:
® 1 ISEP socket for measuring the level of the receive signal
® 1 ISEP socket for measuring the level of the transmit signal

The level at the sockets is measured on a high impedance basis and corresponds to the value at the measuring
point. Incorrect operations such as short circuiting or inserting a signal (U =5 V) at the measuring sockets does
not result in interruption of teleprotection signaling.

Inhibit Line

An inhibit line is routed via the CLE module, which acts on the inhibit input of the power supply. If there is no
CLE module (if only a device with digital interfaces exists), insert the jumper X41 in position 1-2 in the
subrack.
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10.2 Connection of an External SWT 3000 to the PowerLink 50/100

10.2 Connection of an External SWT 3000 to the PowerLink 50/100

The connection of an external SWT 3000 to the VF- interface of a PowerLink device is carried out via the back-
plane connector of the CLE and the D-Sub sockets (VFx) on the connector panel of the PowerLink. The prin-
ciple is shown in the following figures. In this case, the VFx ports 3 or 4 must be used.

VFx port 3

SWT 3000 PowerLink

CLE CFS-2
Connector panel
D-sub socket

VFx
Port 3

L

12 S6IN_A

S6IN_B ]_—L
4-wire input A

29 4-wire input B

11 4-wire output A

30 4-wire output B

Figure 10-6 Connecting an External SWT 3000 to Port 3 of the VFx Modules
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0
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VFx port 4

SWT 3000 PowerLink

CLE CFS-2
Connector panel
D-sub socket

VFx
Port 4

19 S6IN_A

L

37 S6IN_B ]_—L
4-wire input A

& 4-wire input B

15 4-wire output A

34 4-wire output B

Figure 10-7  Connecting an External SWT 3000 to Port 4 of the VFx Modules
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11.1 Fiber-Optic Module 332
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Fiber Optic Module

11.1 Fiber-Optic Module

11.1

332

Fiber-Optic Module

With the FOM, it is possible to connect up to 2 external SWT 3000 via fiber-optic cable to the PowerLink PLC
system (for each transmission direction one fiber).

In the PowerLink 100 system, 2 SWT 3000 can be connected via fiber-optic cables (iISWT-1 and iSWT-2).
Fiber-optic modules are installed in the slots of the PU4.
In the PowerLink 50 system, the connection of an iSWT 3000 via fiber-optic cables is not supported.

The PU4 in the external SWT 3000 is connected to the iLAN interface and its Serial Synchronous Interface (SSI)
via FOM to PowerLink. From the point of view of the PowerLink, the external SWT 3000 is considered like
integrated, because the internal iLAN of the system is extended through the fiber-optic connection.

L]
.

@

T
®

Figure 11-1 Position of the LED on the FOM

) LED H4 to H9: Diagnosis
(2) LED H3 Rx-Alarm

3) LED H2 Tx-Alarm

(4) Programming Interface
(5) LED H1: FPGA Readiness

On the FOM, no jumper settings are required. The LED indications are described in the following table:

Table 11-1 Signification of the Alarm LED on the FOM

LED Indication when Lighted LED Indication with FOS3 for C37.94
H1 red FPGA not ready FPGA not ready
H2 red Tx-Alarm Tx-Alarm
F6 supervisory alarm F6 supervisory alarm
H3 red Rx-Alarm Rx-Alarm
H4 yellow ILAN high LOS alarm (“lose of signal” alarm)
LED on: DCE and DTE not synchronized or
when in sync state, there are at least two
bit errors in consecutive 8 C37.94 frames
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Fiber Optic Module

LED Indication when Lighted

11.1 Fiber-Optic Module

LED Indication with FOS3 for C37.94

H5 yellow BUF alarm AIS alarm (“Alarm Indication Signal” alarm)
Buffer overflow or under run LED on: “all ones” received. The multiplexer
Source: Supervisory circuit of FPGA lost the higher order link, it will send all

one in the data bits to SWT3000.

H6 yellow MOD-alarm RDI alarm (“remote defect indicator” alarm)
Modulation alarm, carrier frequency at the [LED on: remote side of C37.94 connection
optical receiver not detected entered a LOS alarm state.

H7 yellow COM-alarm Debug information (for test purpose)
Communication alarm at the electrical
interface

H8 yellow SFP_LOS Debug information (for test purpose)

The received optical power is below the
receiver sensitivity
Loss of signal
H9 yellow S6 asserted Debug information (for test purpose)
NOTE

i 0

If there is a FOM connection to PowerLink, the configuration of the external SWT 3000 is executed via the

PowerLink with the service program PowerSys. The service interface of the PU4 in the external SWT
3000 cannot be used.
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Alarm Module
12.1 Overview

12.1 Overview

The ALR module provides 3 alarm relays and 2 binary inputs. The input voltage is adjustable to DC 24 V,
DC48/60V, DC 110V, or DC 250 V. The binary input 1 is used for the clock synchronization of the SWT. Either
an external synchronization pulse is connected (jumpering X14-X15) or the input is alternatively configurable
as an input for entering IRIG-B signals (jumpering X16-X17). Additionally the ALR module provides an LED for
visual indication of the state for each binary input and for each alarm output. The LEDs are visible after
removal of the front panel.
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Alarm Module
12.2 Inputs and Outputs

12.2 Inputs and Outputs

12.2.1 Block Diagram

X16 X17 ALR
IRIG-B | 24V « sy
AN 12V > ) =
IRIG-B-Test (S1.4) le———+12V
5V V2
— —1
Aq LBILA X14 X15 250V
110V
o gZ\\ [{ ) BI1_IN_L
(USYNC) BI1_B 48 V/60 V > =) .
cs BI1-Test (S1.2
24V est (51.2) SZ&'
e
A5 LBI2-A 250V "
110V o
(2]
BI2 N
o BI2_B §Z\ ( 48 or 60V o) - BI2IN.L :
= A8 BI2-Test (S1.1) 8
2 24V Wz =
T —] =
q) R d
et ALAT_A X7 o—— K1 <
c A21 = X6 _l
- ALA1_OUT_L
~ ALA1 X5 . - y £
S (RXAR) ALA1_B W o
» c23 = 7 »
° >
»
ALA2_A X10 o—— K2
A28 = X9 _l
ALA2_OUT_L
ALA2 X8 : -  OUT |
(TXLAR/
NDALR) o5 JALA2 B jz ;
X13 o0———] K3
Agp JALAS A o _l
ALA3 X11 ‘ - | ALA3OUT L
(GENALR) .
a0 LALA3 B jz/

Figure 12-1 Block Diagram of the ALR Module

12.2.2 Binary Inputs

The module ALR provides 2 electrically isolated inputs BI1 and BI2 with selectable input voltage levels. As the
circuits for the binary inputs comprise rectification, differential DC input signals of either polarity can be
connected. The output signals of the circuits have TTL level. Binary input BI1 is alternatively configurable as an
input for entering IRIG-B signals.

° NOTE
l Binary input BI2 is for future use.
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Alarm Module

12.2 Inputs and Outputs

12.2.3 Relay Outputs

The alarm module comprises also 3 alarm outputs, switched by relay (K1 to K3). The 3 relays provide change-
over contacts. In the standard setup the break contacts (NC) are used.

Figure 12-2

(M
(2)
3)
4)
5)
(6)
@)

Display and Setting Elements on the ALR Module

LED H1: Output ALA3
LED H2: Output ALA2
LED H3: Output ALA1
Test Switch S1

LED H4: Input BI2
LED H5: Input BI1
LED H6: IRIG-B Input

12.2.4 Visual Indication

The ALR module provides a LED for visual indication of the state for each binary input and for each alarm
output. They are visible after removal of the front panel. The significations are shown in the following table:

Table 12-1

LED
H6

ALR Indication

Indication
IRIG-B input energized

H5

Binary input 1 energized

H4

Binary input 2 energized

H3

Alarm output 1 activated

H2

Alarm output 2 activated

H1

Alarm output 3 activated

12.2.5 Test Switch S1

For test purposes, the ALR module provides a switch for each of the binary input circuits and for the IRIG-B
circuit. Closing a switch sets the output of the assigned circuit to the active state.

338
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Alarm Module
12.2 Inputs and Outputs

Table 12-2 Functions of the ALR Test Switch

S1.1 Binary input 2 test
S1.2 Binary input 1 test
S1.3 Not used
S1.4 IRIG-B test
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Power Supply

13.1 Functional Description

13.1

13.1.1

Functional Description

Overview

The input voltage is fed to the input capacitor via a fuse, an input filter, and an inrush current limiting
element. This capacitor supplies the switching transistor of the single-ended converter. Each output is
supplied from a separate winding. The secondary voltage is rectified. The output voltage ripple is minimized
with a storage choke and subsequent output filter.

Control Circuit

Fuse

The control circuit monitors the output voltage Uout1. It also generates the control signal for the switching
transistor on the primary side taking into account the maximum permissible output currents. The control
signal is fed back to the switching transistor via a transformer for electrical isolation. The secondary outputs
Uout2 and Uout3 are controlled individually and independently and each have their own current limiting
system. If one of the secondary outputs is operating in current limiting mode, the voltages of the other
outputs are also reduced.

The fuse protects the unit against major damage. For input voltages = 200 V, an external fuse or a protection
switch at system level is recommended additionally.

Disconnection

An internal inhibit signal disconnects the outputs as follows:

®  Auxiliary voltage below 0.8 x U ...

®  Auxiliary voltage above 1.1 xU__

Inrush Current

When switching on for the first time, an NTC thermistor in the input circuit reduces the inrush current surge by
a factor of about 5 to 10. This reduction protects connector junctions and switches against possible damage.
Repeated start-up operations at short intervals reduce the effect of the NTC with the result that the inrush
current surge increases.

Inhibit Input

The inhibit input enables the output voltages to be switched on and off with logic signal Uinh (TTL, CMOS).
The inhibit input (Number 2) must be connected to the minus pole of output 1 (Number 23) in order to enable
the outputs. This connection is routed via the module slots in the SWT 3000 system. If a module is removed or
not correctly installed, the power supply to the unit is disconnected.

Installation

The power supply connection must comply with the regulations in force in the particular country. Only the
socket connector must be used for the cabling. Other types of connection do not warrant compliance with the
safety regulations in every case. The units correspond to protection class 1. Installations in compliance with
protection class 2 require additional insulating access protection around the housing of the power supply.

i 0

NOTE

If the SWT 3000 is used in the PowerLink system (as iSWT) it is supplied via the central power supply of the
PowerLink.
It is neither required nor it is possible to use a separate power supply for the integrated unit.

342
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Power Supply

13.1 Functional Description

1

NOTE

If an additional fuse is necessary, this fuse must be inserted in the incoming line to the pin 29 of the power

supply unit.

13.1.2 General Description

13.1.3

Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual

2 different power supplies are available for the SWT 3000 units:

Operating voltage: DC24Vto60V

Converter type:

50 W AC-DC/DC-DC converters are used.
®  Wide input voltage ranges

e  Efficientinput filters

® AC(RMS) 3 kV isolating voltage

® [ndividually regulated outputs

® ACinputand DC input galvanically isolated

PSMM50 487512

DC110Vto 250V
AC115Vto 230V
PSMM50 2307512

®  Reverse polarity protection in order to protect against the inadvertent inversion of power supply voltage

Properties Benefits

High efficiency

Minimum heat development and low thermal rating

Input/output and output/output electrically isolated

Safety in conformance with
IEC 60950-1 / IEC 62368-1, VDE 0850

Wide input voltage ranges

Use without matching to the supply voltage

Permanently proof against low load and short circuit

Simple handling, optimum equipment self-protection

No reduction of load

Full output power in spec. temperature range

Input undervoltage disconnection

No failures of the outputs

Temperature monitoring

Over temperature protection through disconnection

Closed metal case

Additional cooling not necessary

The converters are versatile power supplies suitable for industrial use where high requirements apply.

®  High efficiency, which remains practically constant over the entire input voltage range

®  Maximum reliability
®  Small residual ripple

®  Good dynamic control properties

They are suitable for installation in 19" subracks (DIN 41949-compliant).
In order to conform with the safety regulations currently applicable, the units must be connected via a socket

connector.

Displays

LEDs on Power Supply Unit, visible after removal of the front panel.

C53000-G6040-C615-3, Edition 09.2022
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Power Supply

13.1 Functional Description

Output:
Disable
Operate
1 Overload
2 Overloar
3 Overload

L

==
=

Figure 13-1 Front view of the Power Supply
Table 13-1 Significance of the LEDs on the Power Supply Unit
LED Conditions Significance
Operate UminsUisU o Unit in normal operation
|0 |0 nom
TC = Tcmax
Uy, <0.8V
Operateand |U, . <U;<U, Current at output Uout1, Uout2, or Uout3 too
overload 1, 2, high
. TC<T, 0 g
U,,=0.8V
Disable Umins U= U Uy, >0.8V
lo =15 nom Unit switched off or PU4 or CLE not inserted
TC = Tcmax
Disable UmnsUi=sU Temperature monitoring has operated
IO IO nom
Upn<0.8V
Disable lo=<1onom Undervoltage or overvoltage monitoring has
Te<T. operated
U,,=0.8V

U, = Input voltage
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13.2 Connection of the Power Supply

13.2 Connection of the Power Supply

13.2.1 Pinout of the Connectors SV-1 and SV-2
H11 Connector H11 Connector
29 Primary AC/DC circuit 20
Ve w2 | rimary circui L < m Vouris
(galvanically isolated) 23 +54V
32 = Voyri-
Vi. m—
14
——m= Vouro+
17 +12.4V
a— ] VOUTZ-
——m= Voura«
11 -12.4V
E—— ] VOUT3-
S e Power fail (OUT)
PE m 26 Secondary circuit (DC output) 2 m Enable (IN)
Figure 13-2 Block diagram of the power supply module
Table 13-2 Pinout of the H11 Connectors SV-1 and SV-2
Pin Number Function Signal name Comments
2 Enable INH A logical low enables the output voltages of the power
supply. The primary circuit remains powered regardless of
the enabled signal.
5 Power fail PON_SV(x) This open collector output indicates the loss of primary
power by a logical low level.
8 Vours, GND Positive output voltage of 12.4 V with respect to V5.
1 Vours N12_PS(x) Reference potential for V5,
14 Vouras N12_PS(x) Positive output voltage of 12.4 V with respect to V1.
17 Voura GND Reference potential for Vg r,,
20 Vours P5_PS(x) Positive output voltage of 5.4 V with respect to V.
23 Vourt. GND Reference potential for V.,
26 PE GND, GNDS Protection Earth
29 Vis V+ N+ Positive input voltage with respect to V.
32 Vi Vi~ L Negative input voltage with respect to V,,
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13.2 Connection of the Power Supply

13.2.2

346

Redundant Power Supply

One or 2 power supplies can be used in the SWT 3000 system. They are decoupled via diodes on the back-
plane. In order to detect failure of a power supply unit, the PU4 module monitors the output voltages from
power supplies PS-1 and PS-2. The interface modules are supplied via PU4.

V1
PS-1 w5y | P5_Ps1 . ) P5
V2
P12_PS1 e P12
+12V ® = *
V3
2y (N2 PST . El——e N12 ALR
GND LGND ° GND
GNDs |- GNDs ° GNDS
PON_PS1
Fm———————— 1 V4 P5 T |
| PS-2 W5V | P5_PS2 ® {>} : |
| (Optional) | | |
[ [ V5 !
P12_PS2 P12 |
! H12V = ° = . . |
: [ | CLE |
[
V6 | or
: 1oy | N12_PS2 ° }<} N12 | FOM :
| : : (Optional) |
[ GND !
| GND | ® cib | |
l [ | I
' | GNDS [ !
[ GNDS | GNDSI |
| | PON_PS2 | !
L _ I T -
‘ N
(NI Sl o o o] @ o)
Eill 21 A g[ gl g g| a [ o
= I I [ [ o oo 5
6T O] Zl a2 Z| & e 8 8 z|la| 8
PU4
x o x A x A x A
o = o = o = o =
o a2 O o e ] o & ] o O]
| | I | | . |
| | | | | |
IFCh-1 HFO2 - optional) | HFCP3 optional) | HFCP4 optional) |
Figure 13-3 Block Diagram of the Redundant Power Supply
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Power Supply

13.2.3

Inhibit Loop

13.2 Connection of the Power Supply

An inhibit loop monitors the presence of the PU4, CLE and FOM modules. Pulling the PU4 and/or the CLE
and/or FOM causes the interruption of the monitoring loop and the secondary voltages from PS-1 and PS-2 (if
available) are disabled.

i 0

BPSWT 3000
PU4 CLE/FOM1 FOM2 =]
PS-2
a21 c21 a21 c21 a21 c21
X41 X42 I __l__ i
® (o o] O GND
PSe 1| 2 3 11 2 3
3 GND
GND PS-1
Figure 13-4 Inhibit Loop for the Power Supplies
NOTE

An On/Off switch (PS) on the PU4 (not accessible from outside) also interrupts this monitoring loop.
If only the CLE/FOM1 module is not used, the jumper X41 must be inserted in position 1-2.
If the FOM2 is not used, the jumper X42 must be inserted in position 1-2.

DANGER

The ON/OFF switch on the PU4 powers down the device, but does NOT cut the primary supply voltage
(auxiliary voltage). Dangerous voltages may be present even if the device has been powered off via the

rack to OFF position.

If you do not comply with the safety notes, this will result in death, severe injury, or considerable
material damage.

< Make sure that the power is turned OFF by switching the external voltage separator in the cabinet or
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C53000-G6040-C615-3, Edition 09.2022

347



348 Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



14 Technical Data

14.1 Command Input/Output 350
14.2 Terminals of IFC Modules 352
14.3 Transmission Line - Digital Networks 353
14.4 Transmission Line - Fiber-Optic 354
14.5 Transmission - Analog Networks 356
14.6 Common System Data 358
14.7 Standards 360
14.8 Electromagnetic Compatibility EMC 361
14.9 Ambient Conditions 362
Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual 349

C53000-G6040-C615-3, Edition 09.2022



Technical Data
14.1 Command Input/Output

14.1 Command Input/Output

Binary Command Input IFC-P/IFC-D

Input voltage

range'? +20 %)

DC 24 V to 250V (tolerance -20 % to

Input per module 4

Nominal Input Typical Threshold Voltage Tolerance
Voltage
24V 17.0V +-10 %
48V or60V 33.0V +-10 %
110V 75.0V +-10 %
220V or 250V 155.0V +I-10 %
Polarity Independent
Pulse suppression 1 ms to 100 ms (programmable in steps

of 1 ms)
Input current Max. 2 mA

Binary Command Output IFC-P for normal contact load

Contact type Relay NO, normally open
Contacts per module 4

Contact material Ruthenium

Switching power 250 W/250 VA
Switching voltage AC/IDC 250V

Switching current AC/IDC1.5A

Carry current< 2.5 ms AC/IDC5 A

Carry current AC/IDC1.5A

Insulation withstand voltage AC 3 kV

Contact configuration

Single pole, normally open

Connection cable

< 2.5 mm?2 (modular terminal block)

Pickup time including contact-chatter time maximum

2ms

Electric strength of contacts/coil

AC 3000V

Binary Command Output IFC-D for high contact load

Contact type Relay NO, normally open
Contacts per module 4

Contact material Silver Tin Oxide

Switching power 150 W/1250 VA
Switching voltage AC/IDC 250V

Switching current AC/IDC5A (30 A< 0.5 ms)
Carry current AC/IDC5A

Insulation withstand voltage AC3 kV

Contact configuration

Single pole, normally open

Connection cable

< 2.5 mm? (modular terminal block)

Electric strength of contacts/coil

AC 3000V

12 Regardless of the configured nominal input voltage, the maximum voltage of DC 287.5 V can be connected.
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Technical Data

Binary Command Output IFC-S for Signaling

14.1 Command Input/Output

Contact type Relay CO, changeover with common root
Contacts per module 8

Contact material Silver Tin Oxide

Switching power 150 W/1250 VA

Switching voltage AC/IDC 250V

Switching current per contact ACIDC5A (30A<0.5ms)

Carry current AC/IDC1TA

Switching current per IFC-S module |8 A

Insulation withstand voltage AC 3 kV

Contact configuration

Single pole, configurable: normally open or normally closed
Common reference voltage

Connection cable

< 2.5 mm? (modular terminal block)

Electric strength of contacts/coil AC 3000V

Binary Input IFC-MCM Basis and Sub Module for PowerLink 100

Rated input voltage *)

DC 24 V to DC 250V (tolerance: -20 % to +20 %)

Threshold 70 % of rated DC input voltage (24 V, 48/60 V, 110V,
220V)

Polarity independence Yes

Pulse suppression Tms

additionally up to 100 ms programmable in steps of 1
ms

Hardware debounce time

0.6 msor1ms
adjustable with jumpers

*) Regardless of the adjusted input voltage the max. voltage of DC 287.5 V can be connected

Command Output IFC-MCM (Relay) for PowerLink 100

Contact type Relay, make contact
Switching power 150 W (DC)

1250 VA (AQ)
Switching voltage 220V (DC)
Switching current 5 A (DC or peak AC)
Carry current 5 A (DC or peak AC)

Command Output IFC-MCM (Solid State Relay) for PowerLink 100

Contact type Semi-conductor electrically isolated, make contact
Switching power 50 VA

Switching voltage 250V (DC or peak AC)

Switching current 2 A (DC or peak AC)

Carry current 2 A (DC or peak AC)

IEC 61850 Command Input/Output EN100

Electrical interface

RJ45, 100BaseT, max. range 20 m

Optical interface

1300 nm, LC connector, max. range 1.5 km, Multimode

Transmission rate

100 Mbps (Fast Ethernet)
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14.2 Terminals of IFC Modules

14.2 Terminals of IFC Modules

Screwed connection

Wire cross section

<1.5mm?2 (> AWG 16)

Bare Wire without conductor sleeve
Stripping Length L

12 mm (0.47 inch)

Stranded Wire with conductor sleeve
Stripping Length L

10 mm (0.39 inch)

Terminal screw tightening torque

0.8 Nm (7.1 Ib. inch)

Sleeve length (wire range) | Type

> 10 mm (0.39 inch) e.g. DIN 46228-E1,5-10

Sleeve Type

Acc. EN 60947-7 class 1

Crimped connection

352

0.5 to 1.0 mm2 (AWG 20 to 18)
Recommended Contact Type

Weidmueller Order. No. 162552 (Tape), 162556
(single contact)

1.5 to 2.5 mm?2 (AWG 15, 14)
Recommended Contact Type

Weidmueller Order. No. 162550 (Tape), 162551
(single contact)

Recommended Crimp Tool

Weidmueller Order. No. 9014140000

Recommended Unlocking Tool

Weidmueller Order. No. 1359000000
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14.3 Transmission Line - Digital Networks

Digital Interface DLE

14.3 Transmission Line - Digital Networks

Data rate

64 Kbps

X21 or G703.1

2 Mbps

G703.6 sym. 120 Q
G703.6 asym. 75 Q

Path protection (1+1)

Digital and digital line
Digital and FO line

Digital and analog line
Digital and Ethernet line

Internet Line Interface (EN100 - TPoP) *

ETH electrical

100TX/100 Base-T
two RJ45 ports
max. range 20 m

ETH optical

TO0FX/100 Base-FX
two ports
LC connector

max. range 1.5 km

SFP transceiver 1,310 nm

Path protection (1+1)

TPoP and digital line
TPoP and FO line

TPoP and analog line
TPoP and TPoP (PRP)

* Ethernet Line Interface (TPoP) is not applicable for integration into PLC system PowerLink or in combination

with IEC 61850 command interface.

Transmission Time*

64 Kbps

t,=5ms

2 Mbps

t,=3ms

* Values are given for the IFC-P module.
If the IFC-D module is used, all specified signal transmission times are prolonged by about 4 ms.

With fiber-optic connections the transmission times are prolonged by about 1 ms.

If the EN100 module is used as GOOSE interface, the transmission times are prolonged by about 1 ms.
Ethernet line interface prolongs the digital transmission time about 2 ms.

Security and Dependability

Security

Pyc <108

Dependability

Pyc < 10* at BER of 10°®
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14.4 Transmission Line - Fiber-Optic

14.4 Transmission Line - Fiber-Optic

Fiber-Optic Interface FOM

Date rate

64 Kbps and 2 Mbps for direct connection
N =1to 12 x 64 Kbps acc. [EEE C37.9413 for connection to Multiplexer

Optical module

SFP-Transceiver — Single mode, Multimode

Connector

LC

Path protection (1+1)

FO line and digital line
FO line and FO line

FO line and analog line
FO line and Ethernet line

Long Range Single-Mode FOL1

Wavelength 1550 nm

Optical Budget

At 64 Kbps 43 dB

At 2 Mbps 33dB

Range'4

At 64 Kbps 154 km

At 2 Mbps 118 km

Average output power max 0 dBm, min -5 dBm
Input power

At 64 Kbps max -10 dBm, min -48 dBm
At 2 Mbps max -10 dBm, min -38 dBm

Short Range Single-Mode FOS1

Wavelength 1310 nm
Optical Budget

At 64 Kbps 33dB

At 2 Mbps 17 dB

To PowerLink 13 dB
Range'®

At 64 Kbps 87 km
At 2 Mbps 45 km
To PowerLink 34 km

Average output power

max -8 dBm, min -15 dBm

Input power
At 64 Kbps max -8 dBm, min -48 dBm
At 2 Mbps max -8 dBm, min -32 dBm

To PowerLink

max -8 dBm, min -28 dBm

13 Release =3.5
14 Assumed fiber attenuation 0.28 db/km
15 Assumed fiber attenuation 0.38 dB/km

354 Telecommunication Products, SWT 3000 Teleprotection, Equipment Manual
C53000-G6040-C615-3, Edition 09.2022



Technical Data
14.4 Transmission Line - Fiber-Optic

Short Range Multi-Mode FOS2

Wavelength |850 nm

Optical Budget

To PowerLink |7 dB

Range'6

To PowerLink 2km

Average output power max -3 dBm, min -10 dBm
Input power max -0 dBm, min -17 dBm

Short Range Multi-Mode FOS3

Wavelength |850 nm

Optical Budget

For C37.94 [10dB

Range'”

For C37.94 2 km

Average output power max -11 dBm, min -19 dBm
Input power max -11 dBm, min -29 dBm

16 Assumed fiber attenuation 3.5 dB/km
17 Assumed fiber attenuation 3.5 dB/km
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14.5 Transmission - Analog Networks

14.5 Transmission - Analog Networks

Analog Interface CLE

Modulation Type

F6 Frequency shift keying (FSK) or Coded Tripping (CT)

Broadband Modulation

Trip frequencies 0.3 kHz to 2.03 kHz

Guard 2.61 kHz or 3.81 kHz

Narrow-Band Modulation

Channel 1 0.63 kHz to 1.26 kHz

Channel 2 1.64 kHz to 2.27 kHz

Channel 3 2.65 kHz to 3.28 kHz

Channel 4 3.16 kHz to 3.79 kHz

Voice Frequency Interface

Transmitter Level max: +15 dBm
Impedance 600 Q or 5 kQ

Receiver Level range: -40 dB to +4 dB
Impedance 600 Q or 5 kQ

Path protection (1+1) Analog and digital line
Analog and FO line
Analog and Ethernet line

Transmission Time - (SWT 3000 Stand-Alone)*

Broadband Modulation
Single purpose t, <10 ms (F6, CT)

Alternate multi-purpose (voice) t, =15 ms (F6, CT)

Narrow-band Modulation

t, =15 ms (F6)

* Values are given for the IFC-P module and permissive tripping. If the IFC-D module is used for increased
contact load, all specified signal transmission times are prolonged by about 4 ms. For direct tripping schemes
the transmission time increases about 5 ms.

Transmission Time - (SWT 3000 integrated into PowerLink)*

Broadband Modulation
Single purpose t, =10 ms (F6, CT)
Alternate multi-purpose (F2+AMP) t, =15 ms (F6, CT);

Alternate multi-purpose (DP+AMP) t, <19 ms (F6, CT);

Simultaneous multi-purpose t, =10 ms (F6, CT)

Narrow-band modulation t,< 15 ms (F6)

* Values are given for the IFC-P module and permissive tripping. If the IFC-D module is used for increased
contact load, all specified signal transmission times are prolonged by about 4 ms. For direct tripping schemes
the transmission time increases about 5 ms. With fiber-optic connection between SWT 3000 and PowerLink
the transmission times are prolonged by about 1 ms.
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Security and Dependability

14.5 Transmission - Analog Networks

Security - Direct tripping Pyc<10%
Dependability - Direct tripping Pyc < 10 at SNR of 6 dB
Security - Blocking/permissive tripping Pyc< 10

Dependability - Blocking/permissive tripping

Pyc< 10 at SNR of 6 dB
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14.6 Commo

n System Data

14.6 Common System Data

Power Supply

Input voltage

DC 24 Vto 60V (-20 %/ +20 %) or

DC 110 VI220 VI250 V (-20 % / +20 %) or

AC 115 V230V (-20 % to +10 %) 47 Hz to 63 Hz
Input galvanically isolated, reverse polarity protection.

Power consumption

Approx. 30 W/VA

Cable cross-section

Max. 2.5 mm?

Characteristic

Conditions

MLFB: 7VR9514/CC MLFB: 7VR9515/CC

Input voltage range U, AC - AC85Vto 264V
DC DC19.2Vto72V DC88Vto 300V
Input voltage nominal DC 24V, 48V, and 60 V 110V, 220V, and 250 V
Input current Unom <=39A <1.2A
Input fuse'8 slow-blowing 6.3A 6.3A

Alarm Output ALR Module

Contact type Relay CO, changeover
Contacts per module 3
Switching power 300 W
1000 VA
Switching voltage DC 250V or AC
Carry current DC5AorAC

Binary Input ALR Module

Nominal voltage BI1/BI2

DC 24V to 250 V (-20 % to +20 %)

Polarity Independent
Clock-Synchronization Input

Sync Pulse Min/hour

IRIG-B BOOx, BOOO, BOO4

Ethernet Network Time Protocol (NTP)

Nominal voltage binary input

DC 24 V to 250 V (-20 % to +20 %)

Nominal voltage IRIG-B input

DC5V,DC12V, and DC24V

Event Recorder

Events

8192
Non volatile
1 ms time resolution

Trip counter

Individual counter for each received and transmitted command
Size 128

18 The fuse must have a safety certification for DC voltages.
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Element Manager

14.6 Common System Data

Interface USB, Type B, 115 Kbps, local front access
RS232 locallremote, rear
Ethernet, RJ45, 100BaseT local/remote, front
Application PowerSys

Operating system

MS Windows 7, 8 or 10

Network Management

Interface

Ethernet, local, RJ45, 100BaseT local/remote, front

NMS integration

SNMPv2/3

Mechanical Design

482.6 240
~ r [s) o
™ loon o
=) i @ o
i
8= i o S
s | .
|
D) [ : B - °
T o o
84TE = 426.72
465.1
Dimensions Height: 132 mm/3U
Width: 482.6 mm/19 inch
Depth: 240 mm
Weight Approx. 5 kg
Colour White aluminium, RAL 9006
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14.7 Standards

14.7 Standards

Performance/EMC/Environmental/Safety

Performance and testing of teleprotection equipment |IEC 60834-1
Electromagnetic compatibility (EMC) IEC 61000-6-2
IEC 61000-6-4
Environmental conditions IEC 60721-3
Product safety IEC 60950-1 / IEC 62368-1
NMS integration SNMPv2/3
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14.8 Electromagnetic Compatibility EMC

14.8 Electromagnetic Compatibility EMC

Immunity IEC 61000-6-2, IEC 61000-6-4, IEC 61000-4-2/3/4/5/6/8/12

Electrostatic discharge 8 kV (contact discharge)

15 kV (air discharge)
Radiated electromagnetic fields 10 VIm, (80 MHz to 2 GHz)
Bursts
Power supply 2 kv
Data lines 2 kv
Surges
Common mode 2 kV (line-to-ground)
Differential mode 1 kV (line-to-line)
Direct coupling into shield 2 kV (communication cable)
Conducted disturbances AC 10V, 150 kHz to 80 MHz
Damped oscillatory waves
Common mode 2.5 kV (line-to-ground)
Differential mode 2.5kV (line-to-line)
Direct coupling into shield 2.5 kV (communication cable)

Emission IEC 61000-6-4, CISPR 11/ 22, IEC 60834-1

RF disturbance emission radiated Limit class A, 20 MHz to 1000 MHz (air discharge)
Conducted emission CISPR class A, power supply and signal cable
Conducted noise IEC 60834-1, 3 mV, 0 Hz to 4 kHz

Insulation Withstand Voltage IEC 60950-1/ IEC 62368-1

VF input/output AC500V
Power supply AC3 kv
Command input/output AC3 kV
Alarm outputs AC 3 kV
G703.1 AC500V
G703.6 sym. AC500V

Impulse Withstand Level 1,2/50ps IEC 60950-1/IEC 62368-1

VF input/output 1kV
Digital input/output 1kv
Power supply 5 kv
Command input/output 5 kv
Alarm outputs 5 kv
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14.9 Ambient Conditions

14.9 Ambient Conditions

Climatic IEC 60721-3

During operation -5°Cto + 55°C

During storage and transport -40°C to +70°C

Relative humidity 5% to 95 %

Absolute humidity 29 g/m3 no condensation

Mechanical Conditions IEC 60721-3-3 and IEC 60529

Degree of protection IP 2019

Vibration stationary use Class 3M3

2Hzto 9 Hz: 1.5 mm
9Hzto200Hz:0.5¢g
Vibration transport Class 2M1

2 Hzto 9 Hz: 3.5 mm
9Hzto200Hz:1.0g
200Hzto 500 Hz: 1.5¢g
Shock - stationary use Class 3M1

Pulse duration: 22 ms
Acceleration: 4 g
Shock - resistance 2M1

Pulse duration: 11 ms
Acceleration: 10 g

19 Except for the cable entry on the rear and bottom side
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A.1 Abbreviation List

A1

364

Abbreviation List

A

AC Alternative current

AFC Automatic Frequency Control

AGC Automatic Gain Control

ALR Alarm

AMP Alternate Multi-Purpose

AXC Automatic Crosstalk Cancellation

B

BI Binary Input

BPLC Broadband Power Line Carrier

C

cC Control Centre

(@) Compact Disc

CD-ROM Compact Disc — Read Only Memory

CE Conformité Européenne — European Conformity

CF Carrier Frequency

CFG Configuration Fault

CLE Copper Line Equipment

Cco Command Output

CSPi Central Signal Processing Innovation

CcT Coded Tripping

D

DC Discontinuous current

DCE Data Communication Equipment

DIGSI System Configurator

DIP Dual Inline Package

DP Data Pump

DSP Digital Signal Processor

DTE Data Terminal Equipment

DVD Digital Versatile Disc

E

E1 ITU Signal Level 1 (2.048Mbps)

E1-120 E1 120 Q cable from M2ME to SDF (Krone type)

E1-75 E1 75 Q cable from M2ME to external connector panel with BNC connectors, incl.
baluns for impedance adaptation

E1-Y120 E1 120 QY cable from two M2ME to SDF (Krone type)

EALR Receiver Alarm

ETH Ethernet interface (TCP/IP)

F

FO Fiber-optic connection

FOB Fiber-Optic Box

FOM Fiber-Optic Module

G

G703.1 Digital interface (bitrate: 64 Kbps)

G703.6 Digital interface (bitrate: 2 Mbps)

GAL General alarm
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A.1 Abbreviation List

GGIO Generic Generic I/O

GLINK Serial Ethernet oriented Gigabit High Speed Link over the backplane

GMT Greenwich Meridian Time

GND Ground

GOOSE Generic Object Oriented Substation Event

GUI Graphical User Interface

H

HBUS TDM oriented virtual High Speed Bus over the backplane (virtual bus distributing
and switching TDM traffic on 64k time slot level between tributary and trunk
ports)

HDB3 High Debsity Bipolar of order 3

HDLC High Level Data Link Control

HF High Frequency

|

ICD IED Capability Description

IEC International Electrotechnical Commission

IED Intelligent Electronic Device

IEEE Institute of Electrical and Electronics Engineers

IFD EN100 Internet Settings File

iFWT integrated FWT Alarm

INC Impulse Noise Compression

IP Internet Protocol
Intellectual Property

IPC Inter-Process Communication

ISWT Integrated SWT

ITU-T International Telecommunication Union - Telecom

J

JAT Jitter Attenuator

JTAG Joint Test Action Group

L

LAN Local Area Network

LCT Local Craft Terminal

LED Light Emitting Diode

LIA Analog Line Interface

LID Digital Line Interface

LLC Logical Link Control

M

MIB Management Information Base

MX21 4x X.21 Module

N

NB Narrow Band

NC Normally Closed (Break Contact)

NMS Network Management System

NDALR Non-urgent alarm

NO Normally Open (Make Contact)

NTP Network Time Protocol (an IP protocol for distributing time and date information)

NU-Alarm Non-urgent alarm
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366

(0]

OSM Optical Module Switch

0SS Open Source Software.

P

PDH Plesiochronous Digital Hierarchy (ITU and ANSI standardized)
PLC Power Line Carrier

PS Power Supply

PU4 Processor Unit (4th generation)
PON_PU Power On — Processing Unit (PU4)

Q

QR |Query Reply

R

RM Inband RM-Channel

RSTP Rapid Spanning Tree Protocol
Rx-Alarm Receiver Alarm

RXALR Receiver alarm

S

SALR Transmitter alarm

SC Service channel

SCD Station Configuration Description

SDH Synchronous Digital Hierarchy (ITU standardized)
SIN Signal-to-noise alarm

SNMP Simple Network Management Protocol
SSB Remote monitoring interface

SSI Serial synchronuous interface

SWT Schutz-WechselstromTelegraphie (protection AC telegraphy)
T

TCPIIP Transmission Control Protocol/Internet Protocol
TPoP Teleprotection over packet

TRAP Transmit Tributary Alarm Processor

TU ITU Tributary Unit

Tx-Alarm Transmitter Alarm

U

ul User Interface

USN Universal Substation Node

USYNC Clock Synchronization

\'%

VF Voice frequency

VLAN Virtual Local Area Network

vMUX Versatile Multiplexer

VOIP Voice over Internet Protocol

w

. |

X.21 |Digita| interface (bitrate: 64 Kbps)
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A.1 Abbreviation List

~ Number

21E1-120 Cable from T2M to SDF (Krone type) for 21 E1, 75 Q

21E1-75 Cable from T2M to connector panel for 21 E1, 75 Q, BNC connector, incl. baluns
for impedance adaptation
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IFC 304
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IFC-.D 313
Commissioning 118 IFC-D 304
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PU4 118 IFC-S 304, 315
Configuration IP Interface to SWT 3000 66
IP 158
Net 158
NTP 158
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SNMP 158
SWT 3000 126 Jumper Settings
Copper Line Equipment (CLE) 326 CLE115
Alarm 184, 328 DLE 323
Inhibit Line 329 IFC110
Cyber Security 85 LID-1 114
LID-2 114
PU4 113
D
Digital Line Equipment (DLE) 318 M
Interface G703.1 321
Interface G703.6 322 Master 81
Interface X.21 320 MemTool 215
Transmission Concept 319 MergeTool 242
Module
CLE 115
FOM 332
PU4 113
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P

Password 210

Pinout
ALR 107
CLE 106
FOM 108
IFC 101, 311
PU4 102

PLPA Straps
DLE 240
FO 240
IFC 240

Plug 98

Power Supply 89, 129, 342
Inhibit Loop 347
PowerLink PLC System 45, 62, 177
Protection Operating Modes 49
PU4 294
Controller 298
Flash Memory 229
Power Supply 298
Programming of the PU4 227

R

Remote Access
TCP/IP 260
Remote Monitoring 261
RM
Analog Interface 65
Digital Interface 66
SSB 106
SWT 3000 140

S

Service Channel 66

Slave 81

Slot 62

Slot Identifier 307

SNMP 262
Password 278, 289
Settings 276
SNMP Traps 264

Subrack 99

SWTStraps 238

System Configuration
Reflection 128

T

Transmission
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Upgrade 213

Analog and Digital Transmission Path 44
Analog Transmission 32, 304
Analog Transmission Path 42
Digital Transmission 32, 304
Digital Transmission Path 43
Trouble Shooting 233
Tx Output 143
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