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Introduction 1

1.1

Insights Hub

About Manage MyMachines /Remote

Insights Hub is a cloud-based, open IoT operating system from Siemens that connects your
machines and physical infrastructure with the digital world. This gives you a complete overview
of your data at all times.

Several Insights Hub-based applications are available — the "Manage MyMachines for
Industrial Operations X Cloud".

Manage MyMachines /Remote

1.2

Overview

Insights Hub

With "Manage MyMachines /Remote", you can provide efficient and low-cost support for
machine tools and production equipment via the Internet.

In the event of a fault, the service organization of the machine manufacturer has fast access
to important control data and diagnostic functions. In that way, the machine manufacturer
or maintenance department can immediately analyze the current condition of the machine
tool in which a fault occurred.

Remote Sessions (remote access) helps you avoid time-consuming on-site service
assignments and prepare them better. Machine manufacturers can reduce their warranty
costs while providing more efficient service support.

About this documentation

This document describes the following:

How you connect Insights Hub to the SINUMERIK control system (machine tool).
More information can be found at: Setting up the SINUMERIK control system for Manage
MyMachines /Remote (Page 27).

The functionality of Manage MyMachines for Industrial Operations X Cloud "Manage
MyMachines /Remote”
More information can be found at: Working with Manage MyMachines /[Remote (Page 93)

Insights Hub is a cloud-based, open loT operating system from Siemens that connects your
machines and physical infrastructure with the digital world. This gives you a complete overview
of your data at all times.

Manage MyMachines /Remote
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Introduction

1.2 About this documentation

Several Insights Hub-based applications are available — the "Manage MyMachines for
Industrial Operations X Cloud".

Target group
This publication is intended for:
* Project engineers
* Technology experts (from machine manufacturers)
* Commissioning engineers (systems/machines)
* Programmer-users
Benefits

The Function Manual describes the functions in such a way that the target group is aware of
them and can select them. The manual provides the target group with the information required
to implement the functions.

Standard scope

This documentation only describes the functionality of the standard version. This may differ
from the scope of the functionality of the system that is actually supplied. Please refer to the
ordering documentation only for the functionality of the supplied drive system.

It may be possible to execute other functions in the system which are not described in this
documentation. This does not, however, represent an obligation to supply such functions
with a new control or when servicing.

For reasons of clarity, this documentation cannot include all of the detailed information
on all product types. Further, this documentation cannot take into consideration every
conceivable type of installation, operation and service/maintenance.

The machine manufacturer must document any additions or modifications they make to the
product themselves.

Websites of third-party companies

This document may contain hyperlinks to third-party websites. Siemens is not responsible for
and shall not be liable for these websites and their content. Siemens has no control over the
information which appears on these websites and is not responsible for the content and
information provided there. The user bears the risk for their use.

Manage MyMachines /Remote
10 Function Manual, 01/2024, A5E44039359B AV



Introduction

1.5 mySupport documentation

1.3 Documentation on the internet

1.3.1 Documentation overview Manage MyMachines/Remote

More information about Manage MyMachines for Industrial Operations X Cloud is provided at:
Documentation in Insights Hub (https://siemens.mindsphere.iolen/docs/Manage-MyMachines-

Remote)

As well as the manuals, you will also find data sheets and FAQs at the following link: Insights
Hub (https://pIm.sw.siemens.com/en-US/insights-hubl/).

1.4 Feedback on the technical documentation

If you have any questions, suggestions, or corrections regarding the technical documentation
published in the Siemens Industry Online Support, use the link "Give feedback" link which

appears at the end of the entry.

1.5 mySupport documentation

With the "mySupport documentation" web-based system you can compile your own individual
documentation based on Siemens content, and adapt it for your own machine documentation.

To start the application, click on the "My Documentation" tile on the "mySupport links and

tools" (https://support.industry.siemens.com/cs/ww/en/my) portal page:

mySupport Links and Tools

Support Reguest » Iy Filters >

i Eiﬁi i ~l'
QEE
CAX
My CAx download >
Documentation A

b

Manage MyMachines /Remote
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Iy Favarites » My Notifications >

| L}

{{(.
i

Iy IBase
Registrations A

i

-

=3
~ T
NNy

My Products >

11


https://siemens.mindsphere.io/en/docs/Manage-MyMachines-Remote
https://siemens.mindsphere.io/en/docs/Manage-MyMachines-Remote
https://plm.sw.siemens.com/en-US/insights-hub/
https://support.industry.siemens.com/cs/ww/en/my

Introduction

1.6 Service and Support

1.6

Product support

The configured manual can be exported in RTF, PDF or XML format.

Note

Siemens content that supports the mySupport documentation application can be identified by
the presence of the "Configure” link.

Service and Support

You can find more information about products on the internet:

Product support (https://support.industry.siemens.com/cs/wwi/en/)

The following is provided at this address:

* Up-to-date product information (product announcements)

* FAQs (frequently asked questions)

* Manuals

* Downloads

* Newsletters with the latest information about your products

* Global forum for information and best practice sharing between users and specialists
* Local contact persons via our Contacts at Siemens database (= "Contact")

* Information about field services, repairs, spare parts, and much more (= "Field Service")

Technical support

Training

12

Country-specific telephone numbers for technical support are provided on the internet at
address (https://support.industry.siemens.com/cs/ww/en/sc/4868) in the "Contact” area.

If you have any technical questions, please use the online form in the "Support Request" area.

You can find information on SITRAIN at the following address (https://www.siemens.com/
sitrain).

SITRAIN offers training courses for automation and drives products, systems and solutions from
Siemens.

Manage MyMachines /Remote
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Introduction

1.8 General Data Protection Regulation

Siemens support on the go

SIEMENS

DESIGN
AWARD
2020

=~ Siemens Industry

) Online Support
reddot winner 2020

With the award-winning "Industry Online Support" app, you can access more than 300,000
documents for Siemens Industry products — any time and from anywhere. The app can
support you in areas including:

* Resolving problems when implementing a project

* Troubleshooting when faults develop

e Expanding a system or planning a new system

Furthermore, you have access to the Technical Forum and other articles from our experts:
¢ FAQs

e Application examples

* Manuals

* Certificates

* Product announcements and much more

The "Industry Online Support" app is available for Apple iOS and Android.

1.7 OpenSSL
This product can contain the following software:
¢ Software developed by the OpenSSL project for use in the OpenSSL toolkit
¢ Cryptographic software created by Eric Young.
¢ Software developed by Eric Young
You can find more information on the internet:

* OpenSSL (https:/lwww.openssl.org)

* Cryptsoft (https://www.cryptsoft.com)

1.8 General Data Protection Regulation

Siemens observes standard data protection principles, in particular the data minimization rules
(privacy by design).

Manage MyMachines /Remote
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Introduction

1.8 General Data Protection Regulation

For this product, this means:

The product does not process or store any personal data, only technical function data (e.g.
time stamps). If the user links this data with other data (e.qg. shift plans) or if helshe stores
person-related data on the same data medium (e.g. hard disk), thus personalizing this data,
helshe must ensure compliance with the applicable data protection stipulations.

Manage MyMachines /Remote
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Security instructions

2.1 Fundamental safety instructions

2.1.1 General safety instructions

A\ WarNING

Danger to life if the safety instructions and residual risks are not observed

If the safety instructions and residual risks in the associated hardware documentation are not
observed, accidents involving severe injuries or death can occur.

* Observe the safety instructions given in the hardware documentation.

* Consider the residual risks for the risk evaluation.

A\ WARNING

Malfunctions of the machine as a result of incorrect or changed parameter settings

As a result of incorrect or changed parameterization, machines can malfunction, which in turn
can lead to injuries or death.

* Protect the parameterization against unauthorized access.

* Handle possible malfunctions by taking suitable measures, e.g. emergency stop or
emergency off.

2.1.2 Warranty and liability for application examples

Application examples are not binding and do not claim to be complete regarding configuration,
equipment or any eventuality which may arise. Application examples do not represent specific
customer solutions, but are only intended to provide support for typical tasks.

As the user you yourself are responsible for ensuring that the products described are
operated correctly. Application examples do not relieve you of your responsibility for safe
handling when using, installing, operating and maintaining the equipment.

2.1.3 Cybersecurity information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines and networks.

Manage MyMachines /Remote
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Security instructions

2.1 Fundamental safety instructions

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial cybersecurity measures that may be implemented,
please visit
https://lwww.siemens.com/cybersecurity-industry.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed under
https://new.siemens.com/cert.

Further information is provided on the Internet:

Industrial Security Configuration Manual (https://support.industry.siemens.com/cs/ww/en/
view/108862708)

A\ WArNING

Unsafe operating states resulting from software manipulation

Software manipulations, e.g. viruses, Trojans, or worms, can cause unsafe operating states in
your system that may lead to death, serious injury, and property damage.

¢ Keep the software up to date.

¢ Incorporate the automation and drive components into a state-of-the-art, integrated
industrial cybersecurity concept for the installation or machine.

* Make sure that you include all installed products in the integrated industrial cybersecurity
concept.

¢ Protectfiles stored on exchangeable storage media from malicious software by with suitable
protection measures, e.g. virus scanners.

* Carefully check all cybersecurity-related settings once commissioning has been completed.

Manage MyMachines /Remote
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Security instructions

2.3 Data management, confidentiality and encryption

2.2 Security instructions in Insights Hub documentation
Take into consideration the content of the following Insights Hub documentation:

* MindSphere security model (https://assets.new.siemens.com/siemens/assets/api/
uuid:6b876b5e-5594-4da4-90e0-e9e0c6f1f1e1/siemens-plm-mindsphere-security-model-
wp-75966-a7.pdf)

* MindSphere architecture (https://documentation.mindsphere.io/MindSphere/concepts/
concept-architecture.html)

¢ Authentication & Authorization (https://documentation.mindsphere.io/lMindSphere/
concepts/concept-authentication.html)

Note
Applying the defense-in-depth concept

To protect industrial plants and systems comprehensively against cyber attacks, measures must
be applied simultaneously

at all levels. From the operational level up to the field level — from

access control to copy protection. Therefore, apply the "Defense in depth” protection concept
to avoid security risks in your environment before

setting up the OPC UA server.

Note in particular that the company network must not be connected to the Internet without
suitable
protective measures.

More information on the defense-in-depth concept, protective measures and general Industrial
Security can be found in the Industrial Security Configuration Manual (https://
support.industry.siemens.com/cs/ww/de/view/108862708).

2.3 Data management, confidentiality and encryption

HTTPS with TLS 1.2 is used to establish all of the communications between the individual
components.

Furthermore, when transferring data from your machine to Insights Hub, "Manage
MyMachines /Remote” uses customer-specific OAUTH-2.0 tokens, which are provided by
Insights Hub.

Manage MyMachines /Remote
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Security instructions

2.3 Data management, confidentiality and encryption
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System requirements

Hardware and operating software

The connection is established via the "Manage MyMachines /Remote Service Client".

The SINUMERIK Integrate Client is required if you wish to use the integrated Manage
MyMachines /Remote Client in the SINUMERIK Integrate Client. It may be necessary to
upgrade this component.

SINUMERIK 840D sl

SINUMERIK Integrate | Operating software Hardware version | Operating sys-
client software version | gyNUMERIK Operate version tem
2.0.13 4.5SP4,HF1,2,3,4 NCU 7x0.3 (B) PN | Linux
2.0.14
2.0.16 4.5SP5, HF1, 3,5 PCU 50.5 Windows 7
2.0.19 4.5SP6, HF2,3,5,7,8,10, 11,13 |IPC427E Windows 10
2.0.22 14,15,16,17,18,19 IPC 477E
2.0.24 4.5SP4, HF1,2,3,4 NCU 7x0.3 (B) PN | Linux
2.0.26 4.55SP6, HF1, 3,5,7,8,9,10, 11,

12,13,14,15,16,17,18
3.0.13 4.7 SP1, HF1 NCU 7x0.3 (B) PN | Linux
3.0.14 4.7 SP2, HF1, 3,4 PCU 50.5 Windows 7
3.0.16 4.7 SP3, HF1, 2,3 IPC 427E Windows 10
3.0.19 4.7 SP4, HF1,4,5,6 IPC477E
3.0.22 4.7 SP5, HF1
3.0.24 4.7 SP6, HF1, 3,4,5,6,7
3.0.26 4.7 SP7, HF14

4.8 SP1, HF1,2,3

4.8 SP2, HF1, 3

4.8 SP3, HF1

4.8 SP4, HF1, 3,4,6,8

4.8 SP5, HF5, 6

4.8 SP6, HF1, 3,4,5

4.8 SP7
4.0.16 4.92, HF3 NCU 7x0.3 (B) PN | Linux
4.0.19 4.93,HF1,2,3,5,6 PCU 50.5 Windows 7
4.0.20 4.94, HF3, 4 IPC 427E Windows 10
4.0.22 4.95 IPC477E
4.0.23 4.95, HF1
4.0.25 4.95 SP1, HF1
4.0.26 4.95 SP1, HF3

Manage MyMachines /Remote
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System requirements

SINUMERIK ONE

SINUMERIK Integrate | Operating software Hardware version | Operating sys-
client software version | gyNUMERIK Operate version tem
4.0.15 6.13, HF1, 4,6 NCU 1750 Linux
4.0.16 6.14, HF3 NCU 1740
4.0.18 6.15, HF1 NCU 1760
4.0.19 6.15 SP1 IPC 427E Windows 10
4.0.20 6.15 SP1, HF1
4.0.22 6.15SP1, HF3
6.15SP3
6.21 SP3
Client software ver- Operating software version, SINU- | Hardware version | Operating sys-
sion, SINUMERIK Inte- | MERIK Operate tem
grate
4.0.22 1.15 MCU 1720 Windows 10 loT
Enterprise LTSB
2016, 64-bit

RS7 functionality is not supported for the MCU.

Manage MyMachines /Remote
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System requirements

SINUMERIK 828D

SINUMERIK Integrate
client software version

Operating software
SINUMERIK Operate version

Hardware version

Operating sys-
tem

2.0.13 4.5 SP4 PPU 281.3 Linux
2.0.14 4.5 SP5, HF1, 2 PPU 261.3
2.0.16 4.5SP6, HF1, 2, 3,4 PPU 241.3
2.0.19
2.0.22
3.0.13 4.7 SP2, HF1
3.0.19 4.7 SP3, HF2
4.7 SP4, HF1, 2
4.7 SP5
4.7 SP6, HF1
3.0.13 4.8 SP4, HF1 PPU 271.4
3.0.14 4.7 SP2, HF1 PPU 290.3
3.0.16 4.7 SP3, HF2 PPU 28x.3
3.0.19 4.7 SP4, HF1, 2 PPU 26x.3
3.0.22 4.7 SP5 PPU 24x.3
4.7 SP6, HF1, 2
4.7 SP7, HF1, 3
3.0.14 4.8 SP4, HF1, 2,3,4,5 PPU 27x.4
3.0.19 4.8 SP7 PPU 290.4
4.0.17 4.94
4.0.18 4.95, HF1
4.0.19
4.0.22
Retrofit

SINUMERIK Integrate
Client Version

Operating software
HMI Advanced Version

Hardware version

Operating sys-
tem

4.15.0.13

7.7.1.0
7.7.1.1

IPC 427D

Windows 10

SINUMERIK control system

Screen resolution

800 x 600
1280 x 1024
1366 x 768
1440 x 900
1600 x 1200
1680 x 1050
1920 x 1200
1920 x 1080

Manage MyMachines /Remote
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System requirements

Web browser
You can use the following web browsers:

¢ Chrome
Version from 65.0.3325.18 (64 bit) up to the current version

e Firefox
Version 59.0.2 (64 bit) up to the current version

* Microsoft Edge (Chromium based)
Version from 85.0.564.51

Operator PC

Processor 1 GHz processor
RAM (GB) 4
Free hard disk capacity (GB) |1
Operating systems Windows 7 SP1 (x64) Professional/Enterprise/Ultimate
Windows 10 (x64) Pro/Enterprise
Screen resolution At least 1980 x 1080
Industrial PC
Processor 1 GHz processor
RAM (GB) 4
Free hard disk capacity (GB) |1
Operating systems Windows 7 SP1 (x64) Professional/Enterprise/Ultimate

Windows 7 Standard Embedded
Windows 10 (x64) Pro/Enterprise

Screen resolution At least 1980 x 1080 pixels

Note
Only one VNC connection possible

Only one VNC viewer connection is permissible to the SINUMERIK control system.

Manage MyMachines /Remote
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System requirements

Remote STEP 7

¢ SIMATIC Manager versions:

e TIA Portal versions:

5.4
5.5
5.6

15.0
15.1
16.0
16.1
17.0
18.0

¢ TCU and Remote STEP 7 support the following SINUMERIK Integrate client versions:

2.0.13
2.0.14
3.0.13
3.0.14
3.0.19
4.0.20

¢ SINUMERIK Operate runs under PCU or IPC with the following SINUMERIK Integrate client
versions:

Manage MyMachines /Remote

Function Manual, 01/2024, A5E44039359B AV

2.0.16
2.0.22
3.0.16
3.0.22
4.0.16
4.0.20
4.0.22

23



System requirements

Note
Function "Remote STEP 7"

Remote STEP 7 is available in the following configurations:
e SINUMERIK Operate under Linux (NCU)
* SINUMERIK Operate on PCU or IPC

Remote STEP 7 is not supported by SINUMERIK 828D.

Remote STEP 7 is supported by SINUMERIK ONE if SINUMERIK Integrate Client version 4.0.20 and
Manage MyMachines /Remote Service Client version 2.0.0.6 are installed.

Note
SINUMERIK Integrate applications

Parallel operation with SINUMERIK Integrate applications is not possible.

More information

Type of delivery

DNS addresses

24

More information on how to connect remote control systems are provided in the following
manual:

"Manage MyMachines /Remote - installation in existing control environments" and "SIMATIC
0T2040".

The "Manage MyMachines /Remote Service Client" is available via the "Manage MyMachines |
Remote" application.

The updates and more information on the applications and products are stored on PridaNet
and can be downloaded directly from there.

-OR-
You can contact your machine manufacturer.
-OR-

You can contact the Siemens Service & Support.

Note
Trustworthy software from the Internet

If you download clients from the Internet, only install software that has been signed by Siemens.

The remote client uses an encrypted TLS https connection over port 443 to the following DNS
addresses.

Manage MyMachines /Remote
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System requirements

For authentication (log-in):

¢ Link 1 (https://*.industrysoftware.automation.siemens.com)

* You only need the following links if you are not using link 1:

— Link 2 (https://identity.industrysoftware.automation.siemens.com)

— Link 3 (https://www?2.industrysoftware.automation.siemens.com)

— Link 4 (https://content.industrysoftware.automation.siemens.com)

— Link 5 (https:/lidentityapi.industrysoftware.automation.siemens.com)

— Link 6 (https://ws-apip.industrysoftware.automation.siemens.com)

e Link 7 (https:/lcdn.authO.com)

e Link 8 (https://diswlogin.siemens.com)

e Link 9 (https://static.mentor-cdn.com)

e Link 10 (https://[*.eul.mindsphere.io)
You only need the following links if you are not using link 10:

— Link 11 (https:l/il<tenant-Name>.uiam.eul.mindsphere.io)

— Link 12 (https://mmmops.piam.eul.mindsphere.io)

— Link 13 (https://l<tenant-Name>-mmmremote-mmmops.eul.mindsphere.io))

For the active remote session:

¢ Link 14 (https:/[*.mmmr.siemens.cloud)

— Link 15 (https://server11.mmmr.siemens.cloud)

You can also enable the following simplified DNS names instead of the addresses mentioned
above. This reduces the number of URLs that need to be shared.

e Link 16 (https://*.siemens.com)

e Link 17 (https://*.mindsphere.io)

e Link 18 (https://*.siemens.cloud)
e Link 19 (https://cdn.authO.com)

e Link 20 (https://static.mentor-cdn.com)

Note
Using the SINUMERIK ISW proxy (SSL proxy) in conjunction with HMI Advanced and IPC 127

Communication between the Manage MyMachines /Remote Service Client for Machine
Operator IPC, Mozilla Firefox on PCU50, and the ISW proxy on the IPC127 takes place with an
encrypted https connection. TLS 1.2 https encryption is established with the ISW proxy for the
Insights Hub cloud connection. The web browser is only required to log in to Insights Hub and
download the remote session token.

By default, Manage MyMachines /Remote uses proxy port 8433.

More information can be found at: ISW Proxy Manual.

Manage MyMachines /Remote
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Setting up the SINUMERIK control system for
Manage MyMachines /Remote 4

4.1 Activating the data acquisition

Overview
To use the Manage MyMachines for Industrial Operations X Cloud, you must carry out various
steps in Insights Hub and on the SINUMERIK control itself.

In MindSphere At the SINUMERIK controller
Online Offline

SINUMERIK Integrate

Create asset Activate client

Y

onboard.key SINUMERIK Integrate
Create Configure proxy + URL

/

SINUMERIK Operate
Restart

Y
onboard.key
Insert

Y

Y i

MindSphere application
Activating

Start data acquisition

Procedure

In Insights Hub:

1. Create the desired assets.
More information can be found at: Asset Manager (Page 71)
Detailed information can be found at: Insights Hub - Asset Manager System Manual

2. Create the "onboard.key".
More information can be found at: Connecting SINUMERIK controls with Insights Hub
(Page 88)
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Setting up the SINUMERIK control system for Manage MyMachines /Remote

4.1 Activating the data acquisition

28

At the SINUMERIK control system:

1. Check the installed version.
More information can be found at: Displaying version data (Page 29)

— If an appropriate SINUMERIK Integrate version is not installed, then perform a client
update.
More information can be found at: Client update under Windows (Page 32)

2. Activate the SINUMERIK Integrate client.
More information can be found at: Activating the SINUMERIK Integrate client (Page 41)

3. Enable the use of SINUMERIK Integrate.
More information can be found at: Activating SINUMERIK Integrate use (Page 42)

4. Configure the URL and proxy.

— On the SINUMERIK 840D sl control system:
More information can be found at: Configuring the URL and proxy (Page 43)

-OR-
— On the SINUMERIK 828D control system:
More information can be found at: Configuring the URL and proxy (Page 50)
-OR-
— On the SINUMERIK ONE control system:
More information can be found at:Configuring the URL and proxy (Page 43)
5. Restart SINUMERIK Operate.
6. Insert "onboard.key".

— On the SINUMERIK 840D sl control system:
More information can be found at: Install the registration key on a SINUMERIK control
system (Page 46)

-OR-

— On the SINUMERIK 828D
More information can be found at: Install the registration key on a SINUMERIK control
system (Page 53)

7. Start with editing the diagram.

Note
File "onboard.key"

The file "onboard.key" contains security-related information for the one-time connection setup
of a SINUMERIK control with Insights Hub, and must therefore be stored securely - both on the
end device, on which the file is stored temporarily, and on the target controller. This connection
setup key is only no longer relevant when the connection between the SINUMERIK control
system and Insights Hub has been completely established.

This file is then automatically deleted on the SINUMERIK control system.

Secure the terminals used for this accordingly, for example, using virus protection programs,
firewalls, OS updates, etc.

Manage MyMachines /Remote
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Setting up the SINUMERIK control system for Manage MyMachines /Remote

4.2 Checking and updating the versions

4.2 Checking and updating the versions

4.2.1 Displaying version data
In the "Version data" window you can check whether you are using a suitable version.

Only use the versions specified in this document.
Additional information is provided in Chapter: System requirements (Page 19).

The following components with the associated version data are specified:

* CNCsoftware
Among other things, the SINUMERIK Operate version is displayed in the details.

¢ PLC basic program
e PLC user program

e System extensions
Among other things, the SINUMERIK Integrate version is displayed in the details.

e OEM applications
e Hardware

Information is provided in the "Nominal version" column as to whether the versions of the
components differ from the version supplied on the CompactFlash card.

Icon Description
v The version displayed in the "Actual version" column matches the version of the CF
card.
L The version displayed in the "Actual version" column does not match the version of
* the CF card.

Procedure

1. Start the SINUMERIK Operate operating software on the SINUMERIK con-
trol system.

2. Press the <MENU SELECT> key.
Select the "Diagnostics" operating area.

w

A

Diag-
nostics

i 4. Press the "Version" softkey.
Uersmn
The "Version data" window opens.

The data of the available components is displayed.

A 5. Select the component for which you would like more information.

Manage MyMachines /Remote
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Setting up the SINUMERIK control system for Manage MyMachines /Remote

4.2 Checking and updating the versions

4.2.2

30

v

Details 6. Press the "Details >" softkey in order to obtain more detailed information

on the components displayed.

SIEMENS

SIHUMERIK Operate
Uersion: 04.08.02.00
InternalVersion: 04.08.02.00.038

e,

a 04.08.02.00

30 graphics | 04.08.02.00
ot 04.08.04.00
ACE/TAO 6.1.2

Autostart 04.08.02.00
Language files 04.05.00.00
Onling help  |04.05.00.00

CLLL444

Start a client update if you have the required SINUMERIK Integrate version on your

SINUMERIK control system.

Information is provided in the following chapter as to how you perform a client update:

e C(Client update under Windows (Page 32)
- OR -

e (lient update under Linux (Page 37)

Installing a SINUMERIK 828D update

If you are not using a suitable software version on the SINUMERIK 828D control, you must install

the required software update/backup.

Manage MyMachines /Remote
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Setting up the SINUMERIK control system for Manage MyMachines /Remote

4.2 Checking and updating the versions

Procedure

1. Switch the control on.
The following is displayed during startup:

(€3 Press SELECT key to enter setup menu

2. Press the <SELECT> key within three seconds.
To call the "Startup menu", press the following keys in succession:
Menu back key, HSK2 (horizontal softkey 2), VSK2 (vertical softkey 2)

(%)

&
=
[
=]
[
=
=]

]

Note
PPU with touch operation

To call the "Startup menu" during startup, there is an additional shortcut key for all PPUs: "8"
9 II2II 9 II8II

3. The "Startup menu" is displayed, "Normal startup” is the default setting.

Ip;
) Reload saved user data
) Install software update/backup
) Greate software backup
) NCGK default data
) Drive default data
O PLG default data
) HMI default data
) Factory settings

) Ghange Grinding type

) Activate/Deactivate option Surface Turning
) Delete OEM files

O Delete user files

O PLC-Stop

|anma| system startup |

4. Select the "Install software update/backup” option to install an update on the system
CompactFlash card from the user CompactFlash card or USB flash drive.
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5. The following message is displayed:
"Do you want to install the software update? Either CF card or USB stick must be plugged in”.

6. Insert the USB flash drive into the USB interface on the front of the operator panel. Click on
IIYesll‘

7. Make sure thatonlyindividual ".tgz" files are located on the USB flash drive. Press the <INPUT>
key to install the required files.

8. The installation preparation and then the installation procedure are shown on the screen.

9. Atthe end, the following message is displayed: "Restoring complete. Switch off and remove
data medium!"
Switch off the control. Remove the storage medium.

Further information on commissioning SINUMERIK 828D can be found in the SINUMERIK
828D Commissioning Manual.

4.2.3 Client update under Windows

Requirement

The SINUMERIK Integrate client update required "setup.exe" was transferred into the installation
directory.

Procedure
1. Start the SINUMERIK control system in the Windows service mode.
2. Open the installation directory.

3. Start setup file "setup.exe” with a double-click.
SINUMERIK Integrate Client - InstallShield Wizard opens.

InstallShield Wizand

a7 SINUMERIE. Integrate Client Setup iz preparing the [nstallShield
L="1 ‘“Wizard, which will guide you through the program setup process.
Flease wait.

Extracting: SINUMERIF. Intearate Client.msi

Manage MyMachines /Remote
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4. The welcome screen opens and shows the applications to which the update applies.
Click "Next >" to start the installation preparation.

i SINUMERIK Integrate Client

Welcome to the setup of SINUMERIK Integrate
Client

SIEMENS

The setup will install:

Access MyBackup
Access MyMachine
anakvze MyCondition
Analyze MyPerformance
Manage MyMaintenance
Manage MyPrograrms
Manage MyTools

SINUMERIEK BREELA UL

< Back [ Mesxk = ] [ Zancel

5. The "License Agreement" window opens.
Read the license agreement.

— If you want to print the terms, click "Print."

— Then activate the "l accept the terms in the license agreement" checkbox and click "Next
>"

-OR-

Click "< Back" to return to the previous window.

i@ SINUMERIK Integrate Client

License Agreement

Please read the following license agreement carefully,

Please note: ~
This software is protected under German and/or US American Copyright Laws
and provisions in international treaties. Unauthorized reproduction and

distribution of this software or parts of it is liable to prosecution. It will be
prosecuted according to criminal as well as civil law and may result in sewvere
punishrment andfor damage claims.

Please read all license provisions applicable to this software befare installing

and using this software. You will find them after this note.

K mivmlbmmm A dlim mmfiimems mn o= 0T mmelima]l mm "Teiml Vlmemimn! mv b mmmd e Z

(#)1 accept the terms in the license agreement:

(I do not accept the terms in the license agreement:

< Back ” Mexk = ] [ Cancel
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6. The next window displays the installation directory for the application.
Click "Next >" to accept the directory suggested by the setup.

i SINUMERIK Integrate Client

Destination Folder

Click Next to install ko this Folder, or click Change ba install to a different F

G Install SINUMERIE Inbegrate Client to:
C:iProgram Files)Siemens|SinumerikiHMIs),

[ < Back ” Mext = ] [ Cancel ]

The default path forinstalling the SINUMERIK Integrate clientis identical for SINUMERIK One.
The screens displayed are different:

[@ SINUMERIK Integrate Client
Destination Folder
Click Next to install to this folder, or click Change to install to a different folder.

Install SINUMERIX Integrate Client to:
,-- C:\ProgramData\Siemens\MotionControl,

< gack Cancel

Manage MyMachines /Remote
34 Function Manual, 01/2024, A5E44039359B AV



Setting up the SINUMERIK control system for Manage MyMachines /Remote

4.2 Checking and updating the versions

7. The Wizard is ready to start the installation.
Click "Install" to start the installation.

i SINUMERIK Integrate Client

Ready to Install the Program

The wizard is ready ko beain installation,

Click Install ko begin the installation,

IF wou wank to reviews or change any of wour inskallation settings, click Back, Click Cancel to
exik the wizard,

< Back ” Install ] [ Zancel

Manage MyMachines /Remote
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8. The installation is started, and the progress is displayed with a progress bar.

i SINUMERIK Integrate Client

Installing SINUMERIK Integrate Client

The program Features vou selected are being installed,

Please wait while the InstallShield Wizard installs STNUMERIE Inteqgrate
Client, This may take several minutes,

Skatus:
‘talidating install

[----------------- ]

Installshisld

9. Click "Finish" to complete the installation.

i@ SINUMERIK Integrate Client

InstallShield Wizard Completed
SIEMENS

The InstallShield Wizard has successfully installed STMUMERTE
Integrate Client, Click Finish to exit the wizard,

SINUMERIK

[ show the Windows Installer lag

Installshield

Manage MyMachines /Remote
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4.2.4

Precondition

Procedure

4.2 Checking and updating the versions

Client update under Linux

H wWN

Emergency Boot System V04.70.05.00

SINUMERIK Operate 4.5 SP4
-OR-
SINUMERIK Operate 4.7 SP2
-OR-

SINUMERIK Operate 4.9x

Copy the "sinintclient.tgz" file to the USB flash drive.
Insert the USB flash drive into the NCU.
Start the NCU.

In the menu, select "Update NCU Software and Data" with the cursor keys and press the "OK"
softkey.

Emergency Boot System - V04 .70.05.00

Firmware Update

Diagnosis

Backup HCU Software and Data
Update HCU Software and Data
Restore NCU Software and Data
Hodify HCU Settings

Service Shell

Restart

Ok

+ 1 Pagel Paget

Manage MyMachines /Remote
Function Manual, 01/2024, A5E44039359B AV 37



Setting up the SINUMERIK control system for Manage MyMachines /Remote

4.2 Checking and updating the versions

38

5. In the menu, select "Update system software from USB memory stick" with the cursor keys
and press the "OK" softkey.

Enargency Boot System - Software update

Update systen software fFrom menory stick

Recover system from USB mnemory stick (reformat CF card)
Update systen software fron network drive

Recover systen from from network drive (reformat CF card)

Connect to network drive

Cancel
Ok
+ 1 Paged Paget
6. You receive a list with all tgz files.
Select the current file.
Press the "OK" softkey to confirm your selection.
-OR-
Press the shortcut key <Shift> + <F8> on the operator panel.
Emergency Boot System - Restore ten
Current source: USB=Stick
sinintclient_83.90.81.90.802. ty=
Show
Version
Back
oK

Manage MyMachines /Remote
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7. The selected file is displayed.

Press the "OK" softkey to confirm your selection.
-OR-

Press the shortcut key <Shift> + <F8> on the operator panel.

Enargency Boot System - Software update

Selected File: | sinintclient B83.86.81.88.062.tg=

Back

8. A confirmation prompt appears.

Press the "OK" softkey to confirm the confirmation prompt.
-OR-

Press the shortcut key <Shift> + <F7> on the operator panel.
Selected File: |sinintclient_B3.80.01.80.862. tgz
'OK" will definitely restore it to your HCU.

Do you really confirm updating your system?

(Hake sure you have a backup.)

Back

Manage MyMachines /Remote
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9. The installation is started.

Emergency Boot System - Software update

Update systenm software
Checking archive... (control file found) DK
Updating from /datas/sinintclient_B83.00.01.00.882.tg=: b4
17984 kB (uncompre
done .
Syncing disks.. done.

Press any key to continue

10.When the installation has been completed, the following message appears.
Remove the USB flash drive.
Select "Restart" from the menu and press the "OK" softkey.

Enmergency Boot System - VA4 .70.05.80

Firnware Update

Diagnosis

Backup HCU Software and Data
Update HCU Software and Data
Restore NCU Software and Data
Hodify HCU Settings

Service Shell

Restart

Ok

+ t Paael Pacet
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4.3 SINUMERIK Integrate
4.3.1 Activating the SINUMERIK Integrate client
Procedure

1. Start the SINUMERIK Operate operating software on the control.
Press the "Setup" and "Mach. data" softkeys.

Press the "Password" softkey.

The "Set password" window opens.

Enter the password for "Manufacture” and press the "OK" softkey.

o vk W N

Press the menu forward key and the "Display MD" softkey.

— Set the machine data
MD9108 $MM_SINUMERIK_INTEGRATE to "1".

20091 <~
SIEMENS “_J A, ‘ H.I:I'l
Display machine data

9008 $MM_DISPLAY_SLITCH_OFF_INTERUAL 68 min po
9009 $MM_KEYBOARD_STATE 8 po
9032 $MM_HMI_MONITOR - po
9056 $MM_ALARM_ROTATIOM_CYCLE B ms po
9057 $MM_ENABLE_CHRANNEL_MSG_FILTER 1 po
a100 $MM_CHANGE_LANGUAGE_MODE 1 im
9102 $MM_SHOW_ToOLTIP 1 im
9103 $MM_TOOLTIP_TIME_DELAY 1s im
9104 $MM_ANIMATION_TIME_DELRY 18s im
9105 $MM_HMI_LJIDE_SCREEN 8 po
9106 $MM_SERUE_EXTCALL_PROGRAMS 1 po
9187 $MM_DRU_DIRG_DO_AND_COMP_MAMES 3H im
9108 $MM_SINUMERIK_INTEGRATE 1 im
a118 $MM_RCCESS_HMI_EXIT 1 po
9111 $MM_HMI_MEM_LIMIT_USER 8 po
112 $MM_HMI_SKIN 1 po
9900 $MM_MD_TEXT_SLITCH 8 im
$MM_SLI_OPTIONS H i

7. Press the <MENU SELECT> key followed by the menu forward key.
8. The "SINUMERIK Integrate" softkey is displayed on the extended horizontal softkey bar.

SINUMERIK
Integrate
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4.3.2

Procedure

42

Activating SINUMERIK Integrate use

1. Press the "SINUMERIK Integrate" softkey.
The "SINUMERIK Integrate” welcome window opens.

2. Press the "Settings" softkey.

The "Settings" window opens displaying the system status "Use DEACTIVATED".

— Press the "Activate use" softkey.

System status

SINUMERIE Integrate Use DEACTIUATED
-Manage MyPrograms

~Manage MyTools

=Access MyMachine

—RAccess MyBackup

—Analyze MyPerformance

~Analyze MyCondition

B1R13
znm

3. The confirmation prompt "Do you want to activate the use of SINUMERIK Integrate

applications?" is displayed.

— Press the "OK" softkey to confirm the prompt.
The use of SINUMERIK Integrate applications is enabled.

Manage MyMachines /Remote
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4.4 SINUMERIK 840D sl
441 Configuring the URL and proxy
Note

Transferring SINUMERIK data to the Insights Hub platform
The following steps allow you to transfer SINUMERIK data to the Insights Hub platform.

By performing the steps described below, in particular through input and confirmation of the
Web service URL, processes are performed automatically in which software scripts are loaded to
the SINUMERIK control.

Precondition
The use of SINUMERIK Integrate has been activated.
Check whether the Internet connection is available and activated:

e TCU:
Press "Online Services". The "Login" window is opened.
If this is not the case, check the connected Internet connection.

e PCU:
Start the control in service mode, and call up an Internet page using the Web browser, for
example, "www.siemens.com"”.

Manage MyMachines /Remote
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Procedure

44

The "Settings" window is open.

1.
2.

Press the "URLs >".

Press "Edit" and select the following settings:

— Directory: Select the "User" entry in the "Directory" drop-down list.
— Display home page: Select the "Overwrite here" check box.

— RenderService: Select the "Overwrite here" check box.

— Web service URL: Select the "Overwrite here" check box.

— Enter the following web service URL depending on which Insights Hub system you are
connected to:
Insights Hub V3 Livesystem (https://gateway.eu1.mindsphere.io/apilagentcom-
mmmops/v3/ws11)
Insights Hub Alibaba (https://gateway.cn1.mindsphere-in.cn/apilagentcom-dimcopt/v3/
ws11)

— Entertherequired valuein the "Transmit timeoutin seconds" input field. The default value
is 200. Then select the "Overwrite here" check box.

— Enter the required value in the "Receive timeout in seconds” input field (default value is
200), and select the "Overwrite here" check box.

Directories: User -

Display home page + Duerurite here
RenderService + Duerwrile here
URL Web service + Duerwrile here

hitps:// gateway eul.mindsphere.io/ api/ agentcom-mmmops/ud/wsl1

Send timeout in seconds 208 v Querurite here
Reception timeout in seconds 288 ~ Duerwrite here
Press "OK".

A syntax check is performed and the access data is saved.
Usually, the settings are now complete. If further adaptations need be made within your
company network, read the following paragraph:

Proxy adaptations (optional)

1.

Clarify with your network administrator whether the Proxy settings have to be adjusted for
the connection to Cloud mode.
If this is necessary, proceed as follows:

Press "Proxys >".
The stored settings are displayed.

Manage MyMachines /Remote
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3. Press "Edit" and then select the following settings:
— Select the "Use fix proxy" check box.
— Enter your proxies in the "Proxy 1" to "Proxy 3" input fields.

— Select the "Overwrite here" check box even if you only enter one proxy in order to accept
the new entry.

Directories: User b
Overwrite here
Ouerwrite here
Overwrite here

URL (proxy script)

« Use fixx proscy ~ Ouerurite here

Proxy 1 sgd.ocimaws.net:3128

Proxy 2

Proxy 3

Overwrite here

4. Press "OK" to save the settings.
5. If authentication is required for the proxy, press "Authorization”.

— Select the "Overwrite here" check box to accept the new entry.

— Enter the user data in the "Domain”, "User name" and "Password" input fields.

Directories: User >
+ Duerwrite here
Domain:
User name:  mtaproxy
Passwiard:
Overwrite here

Workstation:

6. Press "OK" to save the settings.

7. Restart the control so that the access data can take effect.
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Additional ports

4.4.2

46

Activate the port for HTTPS communication to ensure secure data transfer between the user
server and the control.

1. Press softkey "Commissioning” >" Network" > "Company network".
The "Company network settings" window opens.

2. Press "Change" to edit the settings.
3. In the "Firewall exceptions" area, add port "TCP/443" in the "Additional ports" input box.
4. Press"OK".

mzA
1102 a1

Company network setlings

Gateway

DHS server
Timeseruer
Host name HCU1
~Active protocols

.
I
[~lcp
ZILLDP T
I
I
»

~ Firewall exceptions
[#]57 communication (TCP/182)
[“JUNC access (TCP/5968)
[/ISSH {TCP/22)
Additional ports TCP/443 Cancel

Setup

= . Li-
archive

’ CENses

OPs Safety | Suivel

Install the registration key on a SINUMERIK control system

Activating SINUMERIK Integrate generates the setup of the URL/proxy and the restart in the
directory of the "boot_job" folder.

* Operate (PCU): C:\templboot_job
*  Operate (NCU): lvar/tmp/boot_job (accessible on the CF card via WinSCP)

The boot_job folder is created automatically. If the folder was not set up, then check that the
device has the correct network connection (e.g. proxy settings, permitted IP list for Insights
Hub addresses, etc.).

There are 2 ways to copy the "onboard.key" to the SINUMERIK control system:
¢ Via the SINUMERIK Operate user interface
e With the aid of WinSCP

Manage MyMachines /Remote
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The "onboard.key" has been generated.
The "boot_job" folder is created on the SINUMERIK control system, e.g. at C:\temp

The time and date on the control system has been synchronized with the current time and
date.

The Internet connection has been checked and is established.

Procedure with SINUMERIK Operate (PCU 50)

1.

Insert the USB flash drive with the "onboard.key" file into the PCU.
The USB flash drive is shown in the directory tree.

Copy the file "onboard.key" into the following directory: C:\temp\boot_job.
Check the PCU configuration.

Procedure with SINUMERIK Operate (NCU)

1.
2.
3.

At the SINUMERIK control system, start the SINUMERIK Operate operating software.
Press "Setup".

Press "System data".
The directory tree is displayed.

Insert the USB flash drive with the "onboard.key" file into the NCU.

The USB flash drive is displayed in the directory tree.

If the USB flash drive is not detected by SINUMERIK Operate, you must change to a different
USB port or configure a logical drive.

Further information is provided in Chapter: Create drive (Page 49)

Select the "onboard.key" and press "Copy".

Navigate in the following directory: HMI data\Applications\User and press "Paste".

B Cy/DEV_5
E- 23 Arehives
E P2 HMI data
& B Applications
= 2 Mamutacturer
= ESliser

6] key 4 84/84/2817 14:62:15 =

& 3 Backup data

&+ 23 Dictionaries

& =1 Help

B O3 Logs

- C3PLE project

- 2 Safety Integrated

& 21 Settings

2 Templates

[ Texts

B+ 23 Version data
B CIME data

B £ System CF card
B CIUse

Then restart.
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Procedure with, e.g. WinSCP (NCU)

48

1.

Copy the generated "onboard.key" file using a suitable tool, e.g. using WinSCP via the

network to the control system.

Start the SINUMERIK control system and open the directory /var/tmp/boot_job.

B bont_job - rmarufect @192, 16,2141 - WinSCP

Locel Mark Filer Commands Session Option: Remote Help

&= 3 Seecheonae B B @[3 [ Qe ~ | Tramsfer Settings Default
& marufact§id? 169.2141 | 2§ Hew Seigean

My docur = (5 aioRaE -k be + (B[] -~
o W
CaUserstBu DL ef Do uensnts Aantmpiboot_jok
HName . Sime  Type Changed  Mame :
= - Parent directory A0 .
0B of 08 in 0 of B 4 hidder DB of DB in D of 0

Kl o %

=T ]
g}.

T 50 ) @& (W FindFiles *

w

Sie  Changed Higy
10/ 3006 233 PM [

Insert the "onboard.key" file in the "boot_job" directory.

— If a"cert.key" file exists in the /var/tmp/boot_job folder, then the control system was

already connected to Insights Hub.

Delete the complete content of folder "boot_job" and empty the cache. Then insert the

new "onboard.key" file.

— Alternatively, you can also insert the "onboard.key" file into the following directory: /user/

sinumerik/hmilappl.

. Then start the SINUMERIK Operate operating software.

When the connection to the server is successful, the "cert.key" file is created.

directory.

. The onboarding process is completed. The "onboard.key" is no longer displayed in the
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443 Create drive
Parameters
Entry Meaning
Connection Front USB interface that is located at the front of the operator panel.
X203/X204 USB interface X203/X204 that is located at the rear of the operator panel.
X212/X213 TCU20.2/20.3
Symbolic Symbolic name of the drive
Procedure

N

Setup

B HMmi

Log.
drives

> | |«

>» Level

Change

Details

Manage MyMachines /Remote

1. Select the "Start-up" operating area.

2. Press the "HMI" and "Log. drive" softkeys.
The "Set up drives" window opens.

3. Select the softkey that you want to configure.

To configure softkeys 9 to 16 or softkeys 17 to 24, click the ">> Level"
softkey.

To allow input fields to be edited, press the "Change" softkey.

6. Select the data for the appropriate drive or enter the required data.
Press the "Details" softkey if you want to enter additional parameters.
Press the "Details" softkey to return to the "Set up drives" window.
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4.5

4.5.1

Precondition

50

v 8.  Press the "OK" softkey.
The entries are checked.

v A window with a prompt opens if the data is incomplete or incorrect.
0K Acknowledge the prompt with the "OK" softkey.

The drive, e.g. "usb-NEU" is shown in the directory tree.

B3/ DEU_S:
- C3Archives
E- F3HMI data
& £ Applications
=1 Backup data
& £ Dictionaries
E+ £ Help
B £ Llogs
EIPLE project
- O Safely integrated
B £ Setlings
£ Templates
£ Texds
B 53 Uersion data
& CIHC data
E- £ 5ustem GF cand
] [ 1:]
- Cush-HEN =

SINUMERIK 828D

Configuring the URL and proxy

Note
Transferring SINUMERIK data to the Insights Hub platform

The following steps allow you to transfer SINUMERIK data to the Insights Hub platform.

By performing the steps described below, in particular through input and confirmation of the
Web service URL, processes are performed automatically in which software scripts are loaded to
the SINUMERIK control.

The use of SINUMERIK Integrate has been activated.

Manage MyMachines /Remote
Function Manual, 01/2024, A5E44039359B AV



Setting up the SINUMERIK control system for Manage MyMachines /Remote

Procedure

4.5 SINUMERIK 828D

The "Settings" window is open.

1. Press the "URLs >".

2. Press "Edit" and then select the following settings:

Directory: Select the "User" entry in the "Directory" drop-down list.
Display home page: Select the "Overwrite here" check box.
RenderService: Select the "Overwrite here" check box.

Web service URL: Select the "Overwrite here" check box.

Enter the following web service URL depending on which Insights Hub system you are
connected to:

Insights Hub V3 Livesystem (https://gateway.eu1.mindsphere.io/apilagentcom-
mmmops/v3/ws11)

Insights Hub Alibaba (https://gateway.cn1.mindsphere-in.cn/apilagentcom-dimcopt/v3/
ws11)

Enter the required value in the "Transmit timeout in seconds" input field. The defaultvalue
is 200. Then select the "Overwrite here" check box.

Enter the required value in the "Receive timeout in seconds" input field (the default value
is 200), and select the "Overwrite here" check box.

Directories: User -

Display home page + Duerurite here
RenderService + Duerwrile here
URL Web service + Duerwrile here

hitps:// gateway eul.mindsphere.io/ api/ agentcom-mmmops/ud/wsl1

Send timeout in seconds 208 v Querurite here
Reception timeout in seconds 288 ~ Duerwrite here
3. Press "OK".

A syntax check is performed and the access data is saved.

4. In order to establish a connection from the customer network, you must adapt the proxy
settings.
Press "Proxys >".
The stored settings are displayed.

Manage MyMachines /Remote
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5. Press "Edit" and then select the following settings:
— Select the "Use fix proxy" check box.
— Enter your proxies in the "Proxy 1" to "Proxy 3" input fields.

— Select the "Overwrite here" check box even if you only enter one proxy in order to accept
the new entry.

Directories: User hd
v Querwrite here
+ Ouerwrite here
v Ouerurite here

URL (proxy script)

« Use fixx proscy ~ Ouerurite here

Proxy 1 sgd.ocimaws.net:3128

Proxy 2

Proxy 3

v Ouerwrite here

6. Press "OK" to save the settings.
7. If authentication is required for the proxy, press "Authorization".

— Select the "Overwrite here" check box to accept the new entry.

— Enter the user data in the "Domain”, "User name" and "Password" input fields.

Directories: User >
+ Duerwrite here
Domain:
User name:  mtaproxy
Passwiard:
Overwrite here

Workstation:

8. Press "OK" to save the settings.

9. Restart the control so that the access data can take effect.

Manage MyMachines /Remote
52 Function Manual, 01/2024, A5E44039359B AV



Setting up the SINUMERIK control system for Manage MyMachines /Remote
4.5 SINUMERIK 828D

Additional ports

Activate the port for HTTPS communication to ensure secure data transfer between the user
server and the control.

1. Press "Commissioning" >" Network" > "Company network".
The "Company network settings" window opens.

2. Press "Change" to edit the settings.
3. In the "Firewall exceptions" area, add port "TCP/443" in the "Additional ports" input box.
4. Press"OK".

mzA
1102 a1

Company network setlings

Gateway

DHS server
Timeserver
Host name NCU1
~Active protocols

[“locp
[~ILLoP

~ Firewall exceptions
[]57 eommunication (TCP/182)
[“]UNC access (TCP/5368)
[/]SSH (TCP/22)
Additional ports TCP/443

Setup . Li-
archive ? CENses

2]

OPs Safety | 34

4.5.2 Install the registration key on a SINUMERIK control system

The activation of SINUMERIK Integrate, the setting up of the URL/proxy and the restart creates
the "boot_job" folder in the /var/tmpl/ directory.

The boot_job folder is created automatically. If the folder was not set up, then check that the
device has the correct network connection (e.g. proxy settings, permitted IP list for Insights
Hub addresses, etc.).

Copy the "onboard.key" to the SINUMERIK control system, e.g. using WinSCP.

Precondition
* The "onboard.key" has been generated.

e The "boot_job" folder is created on the SINUMERIK control system, e.g. at C:\tmp
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Procedure

54

The time and date on the control system has been synchronized with the current time and
date.

The Internet connection has been checked and is established.

. Copy the generated "onboard.key" file using WinSCP for example via the network to the

SINUMERIK control system.

. Start the SINUMERIK control system and open the directory, e.g. Ivarltmp/boot_job.

If the "boot_job" folder does not exist, then create the folder manually.

B bont_job - rmarufect @192, 16,2141 - WinSCP [ [ fm]
Locel Mark Filer Commands Session Option: Remote Help
&= 3 Seecheonae B B @[3 [ Qe ~ | Tramsfer Settings Default - & -
& marufact§id? 169.2141 | 2§ Hew Seigean
Wy docur = = oo RoE -k be + (B[] -~ @ 0 & (WFindFiles ™
o n
CaUserstBu DL ef Do uensnts Aantmpiboot_jok
| HName . Sime  Type Changed  Mame : Sme Changed Ilugl
= Parent directory ERETF I LIRS L0006 233 P [

0B of 08 in 0 of B 4 hidder DB of DB in D of 0

e 5% ] -

. Open folder "boot_job" and insert file "onboard.key".

— If a "cert.key" file exists in the /var/tmp/boot_job folder, then the control system was
already connected to Insights Hub.
Delete the complete content of folder "boot_job" and empty the cache. Then insert the
new "onboard.key" file.

. Then start the SINUMERIK Operate operating software.

When the connection to the server has been successfully established, then the "cert.key" file
is created.

5. The onboarding is completed and the "onboard.key" is no longer displayed in the directory.
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4.6 Adapting SINUMERIK Operate

4.6.1 Exchanging a certificate (optional)

In order to achieve comprehensive security, it is necessary to update the certificate "cacert.pem".
The following manual steps are required for this purpose.

Note

Manage MyMachines and Manage MyMachines /Remote

On SINUMERIK devices with Integrate Clients, versions exists with expired QuoVadis
intermediate certificate signatures. This certificate expired on November 06, 2022. Checking the

validity of this certificate leads to an immediate connection abort or failure of onboarding in the
SINUMERIK Integrate Client. This prevents remote access sessions from occurring.

Due to the expiry of the QuoVadis Global SSL ICA G3 certificate, the connection to the machine
is terminated if the following SINUMERIK Integrate Client versions are involved:

* 02.00.19/02.00.20/02.00.21

* 03.00.19/03.00.20/03.00.21

* 04.00.19/04.00.20 / 04.00.21

This only applies to the SINUMERIK ONE, SINUMERIK 840D sl, and SINUMERIK 828D Operate
controls.

The SINUMERIK 840 D PL is not affected.

Note
SINUMERIK Integrate clients: previous versions

For previous versions, the certificate in the cacerts.pem file is still valid.
No update is required for these clients.

Please check the SINUMERIK Integrate Client version before performing a certificate update.
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SINUMERIK Operate with SINUMERIK Integrate client under Linux

1.

Open the directory: card/addon/sinumerik/hmi/sinintclient/cfg

2. Select "cacerts.pem".

56

- o
=
)

aP5
- B ePSConfig.indi...
— [3 ePSConfig.man...
[E ePSConfig.syst...
- B ePSGonfin.sust...
B ePSConfig.user

!Mmhﬂwdn

@'&;": AT

systnm

Type

Length

Date

B:31:57 AH
7:55:30 AM
B:21:57 AN
8:31:57 iK
428:17 PH
8:31:57 AM
8:31:57 AN
8:31:57 nH
£:31:57 AK
8:31:57 AM
8:31:57 AK
4:28:17 PH
428:17 PH
£28:17 PH
4:28:17 PH
Lom17peH (=
12:88:08 AM
12:88:88 AM
12:88:08 AM
11:43:29 AN
12:88:08 AM
12:88:68 AM
Fres: 1.8 BH

81,1317
w1z
w3z
81,1317
a1,/13/17
/a4
/@78
a1,/81;78
12/99/16
/a4
#1/8/78

>
= -

Use WinSCP, for example, to open "cacerts.pem" in the editor.

B cfg - marafact@192.160.114.1 - WinICP [ T~ |
Local Mark Fles Commands Session Options Remaote Help
B & (3 snchroniz= Wl &P B @[5 G0 Queue = | Transhar Sattings Default - & -
I manufactB92.168. 1141 |G Mew Staiion
et = (H [ A -k of = FEF] - 3 G0 & |y FindFiles ™
(= [ B Download (i | [ Edit 3 o [l Propeties ™ [[#] [5] [W]
Dy # i ! rimi chy
Hame Sime  Type Chenged  Neme . Tize Changed =
ehoat File Folder 5130 V132007 420 PM
¥ic File folder s (4 EREVE_AMTNLT 400 PM
Install File folder 29,2008 r._ef‘. ns, ! Cpen FZOIT 420 PM
Log File Folder T 2017 420 P
PLC Prj File folder 2SI | 8] ePECor Edit 'With b 20T A0 P
USE_TOOLT File Folder 21820 || | ePSEod (B Downlond.. F5 LTME1nATAM  |g
$iBerelog LKE  Text Document S| . eFSCn-_! Dowrdond wd Delets,.  F6 (2007 20 PM
B ePECar o P JZOLT &0 P
¥y Duplicate... ShiftaFS
¥ ePiTer B J20LT &0 P
| rachin Mawe Ta. Shift+FE iy g i
# run_be 3 Delete FE o i P
sinaing gy Rerame FI o a7 &30 P
# | sinasint, Custom Commands p 207 20 P
slaemer N VAT &20 PR
File Mames v
# | laere VEOLT &20 P
slaesee| i Progieti F8 b7 a0 M
. " K - il r
TEof 268 Bin B of T 2 hidden 236 KB of 250 KB in 1of 18

Edit selected file(s)

T, E4AT:H
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4. Insert the content of "Customer Root CA" at the end of "cacerts.pem".

= BxE D e &P S todngs [cou~ @ @
T/ gwF30yESwE I¥ agqwk 33Nz 2URM T uxxhy b pavBCFWDBF jGIVRWART L Vg hd over -
QwRRmEES0ZdTLdE Ok Ly 2npan St do Tk Sven zwoxZTDphDzgs4elzéeveiEogh
ETEOLNZ0 0, ManwHd 5 er HAV Wz anaL, UL U S0 woef 80 7 AT aRaT JGNER
+7gunzrhinnchhdzLunk té2nheqal kv 2a0aLbia3 s0ah 2 60, K2ruaezrgronk 2k
WENUGE23kHOGZF Tvaast+ w1 Fm St 2T 307 £ 8ckPs2CmG AR A0 Smo
----- END CERTIFICATE--——-

----- BEGIN CERTIFICATE-----
MIIEQECCATUGMWIBAGIOGNFRATZ9ELIKIVINZGE TS jANBgkghk 16 S UBALUFADCE
] ELMAK GAL UEBRMCWHXF 2 AVEQHVEAGTD T2 T on 1T siduLC B I BrMuMR BwHO Y DVDOL
Exzh’zx]pui"lnh‘lEI.Icn\."deBanIhIJrﬁTmAfD\-QQL:z:nfykgd]Ab‘N1Mb-(.‘lp
Uz TnbiwgswhjLiatTEZveiBhdxRob3 Jpanvk THZZ 56w bmx L
2x3puz Tnbd B0bGF oy Az IFAL Ymep Y yBlon 1T STEN T cnkp2m 1 j¥=Rph24

Gy AR §TCOGRZUWHRCNED Y 5 T Al ML o O St CHM 2 P ZE 2 M LT U S

Ak L |Ta‘u’dULCUJh'MLHR3I'HO_TDUQO_LEIZ\f
ZxIpuz D Unde O D qLEZE DT k] st Bz pUuZ Tn
bl wgsw5 ey FEZSE b MUY DVOODEZ KW p
uz1nbie JEIENTenRrpzn 1 rxRph2d oo acs
AR ESTCO bler JAAMTEOwAWGOEKADTBAGCE TAG IKE(‘D{
nmasgud JVfo\crcq)c1'\-‘D1$CﬂqE||thg‘f1 fvhax
touz, 09 " Il'-'w-ttlre-n:|r|m-ﬂ-fs=.muurE| Ak oIz
scﬂ-nnwr?.n.-_1 Pas Ctlev |dSlhT'|rE|'\-'dE:G\-?KI'| gEckmoy 3705
B0 ¥y o A9 SLLETMEHR Ky IOk GSET ZRT+
repsEd, ; londTRQEBNCHMUCHT TPE9ZUDMEZLD,
ruevdus ITEOH/BAwEwER /2 A0 BGHYHO BBAT BE
BAMCAY| (@] Zalect Al Crrleds  IZMFCOwVRY I EWLIZZUVZE IHMCEwHZAH
Egurn? EPGEAwIRY ] AHROCDOYL2 xv 22 Budiivy
AXNpZI4 n Find... CtrisF  JOBEYEFH Zafclnr?anuamh.gku
HZEZMAL reLP 2RO Lz3q3dktvefl I00ZE
p'554Eq1 ﬁ: R!pllce Corl+H IqCBpHE.unEFJJaCGk Dok -+ biedd BLw T
.‘E R " CERGSThA ThoNO VAT Uk = 1EQk FaEw 1K

O SEFOMTEMze, 2 1< km0oHs0L xoxnG 12

d.qug:c B Gotoline Mumber.,  Ciled  -POMROTwSFOQbTMZVIChdIdvEZVEN
hriacRHr SoOHOLPES Edan Tem
[ EN & Prefarences... -

Insert Clipbozrd cortznts

5. Close the file to save the certificate.

6. Perform a restart.

SINUMERIK Operate under Windows
Open the "Customer Root CA" file in the editor and copy the entire content to the clipboard.

2. Use WiInSCP, for example, to open "cacerts.pem"” in the editor.
C:\ProgramData\Siemens\MotionControl\addon\sinumerik\hmilsinintclient\cfg\cacerts.pem

Local Msw Fles Commant Sesuon Optons Remote Help
O P BEo BLBERIFHEFEEC  cdna -
bely sl IRIEARA T

Ew -3 i B

) AnDuctusnsry.ace L
o alarrrtetediton S sern_ ki, Cychil b 2 MOz1M [T
o, alarmritertedito, & cnm_skioe, phchim 75 BOTIEM Faraare
ol starmitmiedidon. g oem parigeogoem,m. LT rerarwn
ol |
A tommoep M Bk, i 7Y [
& oo —Iri__‘?‘_'l'_" D21 ]
@) entysereenin F] Bu D213 e
o oPhonp 43 topy [0 L raarie
alPilonfigindridaalod | o Dupicate.,  Shiksf% E:lem T
W lquwmq 3 Mo Fd. FAL Y PPN
| ePsCanlip symemoml 12004 T
=) ePSCanlg nanemcd Mt i SIS t:mal AT
| ePSCang uses s34 Delete L It T——
& | ePieafignd # FReame LB i raraara
™ || o helstagndicly | CuseemCommands b QLIS e~
. ) | ] '
080411 G 0t 21 B0 12087 B 10l 87 oo 3
# F2Renaers [T FAES 55 F5 Copy 13 Fl Move of PO ST Propersin I Properies it FL0Qua

B petecind o)
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4.6.2

Procedure

58

3. Insert the content of "Customer Root CA" at the end of "cacerts.pem".

—————END CERTIFICATE-——-

=wmemBEGIN CERTLIFICATE=mmm=
MIIEOzCCAT g gIOGHRN1Z 8L ENIVINZGaT 51 ANBgkghikl Gow0BALUFADCE
¥IELHAKGALTEBRHCV VM T2 AVEQHVERGTDLZ Loml TaWduL CB-JeaMuMR awH QY IVQQL
EXZWZIXTPUZ 1Nk i BUenVedCB0ZXRIn: JeMToWORYDVOGLE ZE oYy kgt RUNABWZN IR
T2 InbiwgSKE4 L1Ae I vl RhdXRobhd Spemic ¥V 2 2 5 Bvieex SMUTTWEw Y DVEODE zxi
IXJpUZ lnbi BORGFzeyiAz TFBL YrapY y Blem] HlenRplnll YXRph2 400KVE
AFFaXREICIgR 2 DR NI e T RAHDAWH] oMz ¥wNzZE, 10TUSH3 CBYIEL
MARGALTEBRMOVHX Pz AVEgNVEACT DL I o) Ta Rdu LB TheMaMR SwH Y IVOQLEx TH
IXTpU2 1nbi BUPenV s dCBOIXR S 3T e T owORY DVOOLEZ EoY vk I AWN L ENINIp U 1a
ElwgSWEILAATTEI Vo BhadXRob 3 Tpe VR THVEE FEvEms SHUTWINIDVONDE 2 xWINIR
$407 U2inbiB0bGFroyAzlFELYrupYySQoeic YIS IENL cnAp2el § YNRpE SoOXV0aGay
444 AXREICOgRzUwgoE AMADGE S5 TRADGERROUARS TR DwhwggE KR IRAQC » TRg IR L
i  neiHqudLO0Tef LuaRRy TR+ D+KQLE VW IV I/ K segri Vi1 6CqqpkR el f 15Vhen
luz/ed+Bl LT 0FEZeIVYcogDaTY v gwl ITFVRT 60n NS Flulz jxul e/ Whkelz
SdhDY2pESaNPEHBRTAGIaXvECFAZ IBI02 3edS1bT Lr AVASGW SRI1 AgR chma ¥ £0G
B+ ueQRINIEERR RS SOPOTgi+8 34+ 201 62 ¥ IvAS L UL LRKTHIHRXAY 30 RGIGTIRT+
TOpSx 4/ VBEn K WNEL Dxpgav+RT0s £t/ Flad40ndTRGE Sne+MUCH TIPS suDMKz 10/
HIeNindT eCTVRgHBANG) gb TwgadwinYDVROTAGH  BATwAWE R/ 2 AORNVHORRA FATF
BRMC A WELY IR YBEUHAOWEY TR £aV 2 qW 2B INF ow VRY TaN 1 A 2 2TV ED LeHCEwH zRH
BgUrDgMIGgRU ] #XTGeas  YEruS+RatRIGCX TGS dwIRY J aBRIcDovL vl Budny

e Unda Y i WYY DVROCEEYEFY/ T2af Cley TADAIE OME+ gl
Mzl R AR I BAQCTIECW LR ZBGYL L Iqivkt vI Ik ki00ZE
PEE ; AleNE/ WChlEgRqUapiavn il dTaCkg Dak«EWAEDNTY
Equ IMnNZSTEgon TqRENGaTh4 TEDNO AT uki x 1 EOFEBN1E
WES Copy f+eEISgVirsGI1EAFcMeENz e/ a ) C¥ROoHwl LROKRGL Y2
455 Paste FVderpéF0lvvpdl FOHROtwSsDob THEVIchbidJ4vEZVEN
o e L} thy/aFzyQiqFOrSOX oL FsEdacTWHg
Select All

4. Close the file to save the certificate.

Store the adapted file in the same directory again:

C:\ProgramData\Siemens\MotionControl\addon\sinumerik\hmilsinintclient\cfg

6. Perform a restart.

Activating logs for troubleshooting

At the SINUMERIK control system, activate the logs in the "ePSConfig.user.xml" file for

troubleshooting.

1. Press the "System data" softkey.

2. Navigate in the following directory: System CF card/user/sinumerik/hmi/cfg.

3. Open file "ePSConfig.user.xml".

Note
Path to the "ePSConfig.user.xml" file

The path to the "ePSConfig.user.xml" file can be found here: Path description

"ePSConfig.user.xml" (https://[documentation.mindsphere.iolresources/html/manage-my-

machine-eul/readme/en-US/113606291083.html)
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4. Make the following setting:
<logging>
<separateScriptLog active="1">1</separateScriptLog>
<scriptLogPath active="1">/var/tmp/scriptLog</scriptLogPath>
<scriptLogSeverity active="1">8</scriptLogSeverity>
<uiScriptLogSeverity active="0">2</uiScriptLogSeverity>
<maxScriptLogSize active="1">10000</maxScriptLogSize>
<maxLogLifeTimeDays active="0">30</maxLogLifeTimeDays>
</logging>

5. Restart the SINUMERIK control system and have the log files sent to you.

4.7 PCU retrofit

Precondition

HMI-Advanced V7.7 is installed. More information about the installation is provided in the
Commissioning Manual "SINUMERIK 840D PCU Retrofit".

Setting up SINUMERIK Integrate Client for PCU Retrofit

1. Install the current SINUMERIK Integrate Client. More information is provided in the
Installation Manual "SINUMERIK Integrate 5, Manage MyResources,
Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE".

2. Open the following file: F:\add_on\MH\settings.ini

— Change the following entry:
[APP]
ACCESSTYPE ="DDE"

— Save and close the file.
3. Open the following file: F:\add_on\regie.ini

— Change the following entry:
[StartupConfiguration]
Startup42 = name := oemframe, cmdline := "cmd.exe /c F:\add_on\\MH\
\MhDdeService.exe"
Startup43 = name := oemframe, cmdline :="cmd.exe /c F:\add_on\\MH\
\MachineHandler.exe"

— Save and close the file.

4. Create and connect the machine with Insights Hub. More information is provided in Chapters:
— Setting up the SINUMERIK control system for Manage MyMachines /[Remote (Page 27)
— Connecting SINUMERIK controls with Insights Hub (Page 88)
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Setting up Manage MyMachines /Remote Service Client for PCU Retrofit

1. Install the "Manage MyMachines /Remote Service Client for Machine Operators - IPC" on the
PCU retrofit machine. More information is provided in Chapters:

— Download remote service client (Page 98)
— Setting up Manage MyMachines /Remote Service Client (Page 141)
2. Open the following folder: F:\add_on\language

— Insert the following line in "INI" file: HSK8="MMMR_SC"
Name "MMMR_SC" can be selected as required.

— The selected name appears as 8th softkey on the horizontal softkey bar.
The digit can be selected as required. Ensure that you use the same digit for "Task" in file
"regie.ini".
3. Open the following file: F:\add_on\regie.ini

— Insert the following line in the file: Task8=name := Oemframe, cmdline :="C:\\Program
Files (x86)\\Siemens\\MMMR SC\\ManageMyMachinesRemoteServiceClientMO.exe",
Timeout :=30000, HeaderOnTop := False, Preload := False, WindowName:=" Manage
MyMachines /Remote Service Client"

Note
Extensions of file "regie.ini"

The following extensions of file "regie.ini" may be required:

* "Startup42 = name := oemframe, cmdline :="cmd.exe /c F:\\add_on\\MH\
\MhDdeService.exe", Timeout := 60000"

e "Startup43 = name := oemframe, cmdline :="cmd.exe /c F:\\add_on\\MH\
\MachineHandler.exe", Timeout := 60000"

4. Start HMI-Advanced. The selected name appears as 8th softkey on the horizontal softkey bar.
Press the softkey.

[Machine KANALT Aulo
{#| Channel reset
‘Wail: Feedrale enable mizsing
5 oplion(s) isfare aclivaled without sefing the license key
Machina Position D-o-go Master spindle 51
IXI 0.000  mm 0.000 Ack. 0.000 rpm
i1 0.000  mm 0.000 St £.000 rpm
n 0.000 mm 0000 | p,. 0 deg.
™M 0,000  deg 0.000 00%
Power 0%
4= Gsoo
[ Current block  MPRBILALALARM MPF Feedrate [mmimin]
N10 DEF INT ALARM_NO Acl. 0000 00%
Set 0.000
Tool
Presalectad tool:
Go1 GAa0
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5. ManageMyMachinesRemoteServiceClientMO.exe opens. In the menu bar, call "Settings" >
"Proxy...".
Window "Proxy settings" opens. Check the settings.

BB Proxy settings

6. In the menu bar, call "Settings" > "Login...".
Window "Login settings" opens. Check the settings.

B Login settings X

7. Enter your user name and your tenant and then click on "OK".
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8. When using for the first time, a "Sign In" browser window will appear for authenticating your
machine.

— Enter your email address and your Insights Hub password.

— Click on "Sign In".
SIEMENS
Sign In

Sign In has changed. If you previousty signed in with a

username , please use your email Meed help?
Email
L A L 1 n
Password ® Show
Enter vo r PASSWOTC
E2021 Siemensz Digitzl Industries Software Privacy Terms Help

9. Session window "Manage MyMachines [Remote Service Client" opens.
The session is established and you see a list of the participants.

E Manage MyMachines /Remote Service Client
sessionnumber: 15 - 202 - 501 - 98 Status: Conference host server: GokhanSubTen Bilik
Machine ID: PCU_Retrofit_IPC0O10_DDT Tenant: mmmiot
Participants
Desidop File Remaote Promote
e e [ Sharing Transfer Step? Owner e
Gokhan Bilik £ Leading service engineer  mmimiot
GokhanSubTen Bilib & Machine operator mmmiot = 3 v
Note

Incorrect registration entries

If PCU Retrofit was started in the service mode, then HMI-Advanced must be started using
administrator rights, as otherwise additional, incorrect registration entries will be generated
for the Sinint client.

If incorrect registration entries were generated, each content that starts with "ePS Network"
must be deleted.

Restrictions for active sessions:
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If you work in HMI Advanced while a session is active, and you navigate back to the session
window "Manage MyMachines /Remote Service Client" via the softkey that was created, in
some cases, a gray window opens.

¢ If you see a gray window, click in the window at a location at which an element should be
available. The window is then re-displayed.

* If you cannot use the mouse on the machine operator page, then press "F1" (Help).

¢ The problem does notoccur if aremote access or file transfer operation was already executed.
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Integrating Insights Hub 5

5.1 Logging in to Insights Hub

Precondition
You require a MindAccess user account in Insights Hub.
More information on creating an account can be found at:
¢ "Insights Hub - Settings System Manual"
¢ "Insights Hub - Asset Manager System Manual"

Procedure

1. Click the link provided by email from Siemens AG.
The website is displayed: https://<tenant-Name>.eu1.mindsphere.io
The "Sign In" window opens.

2. Enter your e-mail address and your password.
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3. Click on "Sign In".
SIEMENS

Sign In

or cregte an account

Sign In has changed. If you previousty signed in with a
username . please use your email Meed help?

Email

Lﬁ_-_-"'{: domain.com

Password @ Show

Enter your password

Forgot your passward?
E2021 Siemensz Digitzl Industries Software Privacy Terms Help

-OR-

If you have forgotten your password, click "Forgot Password?".
The "Reset your Password" window opens.

Enter your e-mail address and click the "Submit" button.

Your password is reset and you are informed of this via e-mail.
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4. Click on "Back to Sign In".
SIEMENS

Reset your Password

Enter your email address. We'll email you ins

reset your password. Please check your spam folder

Email

22021 Siemens Digital Industries Sattware Privacy Terms Help

5. The launch pad opens. You can access the individual applications via this user interface.

SIEMENS

5.2 Icons and buttons in Insights Hub
Icon Description
H Switches to the launch pad.
Customer-specific tenant name, Opens a menu and shows the following data:
e.g. + Tenant name
 Siemens AG | * Tenant type

¢ Tenant location
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Icon

Description

Manage MyMachines

Opens a menu with the following information:
* Shows the version

e Copyright Siemens AG
Links to the product:

* Function Manual

* Readme

e Application Note

* Readme OSS

* Insights Hub OSS

e Support information

* Release notes

* Insights Hub status

Opens a menu with the following information and links to the prod-
uct:

* Privacy
— App Store
— Platform status
— Platform data
* Information
— Training Academy
— Documentation
— Support Center
— Online Community
— Company
* Directive
— Permissible use

Logs out of Insights Hub after a confirmation prompt.

Asset Manager

Opens a menu with the following information:
* Shows the version

* Copyright Siemens AG

Links to the product:

* Third-party software

* Documentation - System Manual Asset Manager

8¢l

Hides the list of assets.

CE)

Shows the list of assets again.

Text box for free text search

Opens the Asset search

i

Switches to the hierarchical view of the assets
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Icon

Description

Edits an asset

Adds a subordinate asset

Opens a selection of "Asset Manager" functions, and provides the
option of directly accessing the required view.

e Share asset

* Move asset

e Files

* Operations Insight
e Delete asset

Operations Insight

Operations Insight

"Operations Insight" is the successor of the "Fleet Manager" appli-
cation.

Opens a menu with the following information and links to the prod-
uct:

* Shows the version

* Copyright Siemens AG

Links to more information:

* Third-party software: Frame Application
e Third-party software: Frame Dashboards
* Third-party software: KPIs

e Third-party software: Work orders

* Third-party software Web

Components

* Third-party software: Tour guide

* Documentation - Operations Insight System Manual

Shopfloor Management App

Shopfloor Mgmt. App.

Opens a menu with the following information:
* Shows the version

e Copyright Siemens AG
Links to the product:

* Function Manual

* Readme

e Application Note

* Readme OSS

* Insights Hub OSS

e Support information

* Release notes

* Insights Hub status
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Icon | Description

ManageMyMachines [Remote

Manage MyMachines /Remote Opens a menu with the following information:

* Shows the version

* Copyright Siemens AG
Links to the product:

* Function Manual

e Readme

* Application Note

e Third-party software

* Release notes

* Insights Hub status

5.3 Managing users

You process/edit users, roles and rights in the Manage MyMachines for Industrial Operations X
Cloud "Settings".

More information is provided at: Insights Hub (https://plm.sw.siemens.com/en-US/insights-
hub/)

User groups and authorizations
For "Manage MyMachines /Remote”, you create users with different rights.
The following users are available:
* Administrator:
— mmmremote.admin
Can access each Manage MyMachines /[Remote function
» Standard user
- mmmremote.user

The following restrictions apply:
"Machine Configuration" area

— Read-only access

— Cannot register or log off machines
Area "Manage remote sessions":

— Cannot change the status of a session

— Cannot delete session information
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Procedure

54

5.4.1

Functions

5.4 Asset Manager

Subtenant user
Can only access function:

"Download Client"

"Start new session"

"Manage remote sessions" (read access)
For machine operators that only install or update the Remote Service Client
Tenant Administrator
Shopfloor Management Application administrator

— shopfloormgmtapp.admin

. In the launch pad, click on the "Settings" application.

The "Settings" window opens and offers you user administration for editing/processing.

. Create or edit the users.

. Assign the corresponding roles.

Asset Manager

Overview

"Asset Manager" is a Manage MyMachines for Industrial Operations X Cloud of the Industrial loT
platform from Siemens. In the "Asset Manager", using assets, you model the structure of an
industrial process within Insights Hub.

The specific functions and configuration options for the "SINUMERIK" area are discussed in
the following.

Using an asset type, you can define which aspects should be integrated into the template.
Using asset types, you have the option of creating a template, e.g. for several devices, and
linking this with your aspects. When creating a new asset, you can access the template or the

type.

Aspects are combined, preconfigured data and form the context for evaluating industrial
processes. An aspect can comprise several variables. Within an industrial process, assets
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transfer the aspects into the Manage MyMachines for Industrial Operations X Cloud as time
series data.

5.4.2 Opening the Asset Manager

Procedure

1. In the launch pad, click on Manage MyMachines for Industrial Operations X Cloud "Asset
Manager".

The "AssetManager" window opens and you have the following options:
— Edit assets
— Add subordinate assets

— Creating assets
More information can be found in the following section: Creating an Asset (Page 75).

— Creating and editing types
More information can be found in the following section: Creating an asset type
(Page 73)

— Creating and editing aspects

AssetManager Consumption
103 of J00 Azars
Tenant details 43 of 50 Types

mmmdes Purope el 10 &# 10 Agemts

Asser Madel

Asgers Ty AEpECLS

Features

Sharings Connectivity

1 Sharings
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5.4.3 Creating an asset type
The following asset types are supported:
* BasicAsset
* BasicAsset > BasicDevice
* BasicAsset > BasicDevice > BasicSinumerikAsset
* BasicAsset > BasicAgent
* BasicAsset > BasicAgent > MindConnectloT2040
* BasicAsset > BasicAgent > MindConnectLib

* BasicAsset > BasicAgent > MindConnectNano

Procedure

1. In the left window pane, click the "Library" > "Asset Types" button.
The "BasicAsset" window opens.

BasicAdset

| _ 2 BasicAsset

2. Select "BasicDevice" and click on the small arrow (navigate to the child element).
The "BasicDevice" window opens.
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3. Select "BasicSinumerikAsset" and click on the small arrow (navigate to the child element).
The "BasicSinumerikAsset" window opens.

4. Click on "+ Create type" to create a new asset type.
The "Create type" window opens.

— Enter a name for the new asset type.
You must enter a name and this activates the "Save" button.

— Enter a description of the new asset type.

— Select an image with the maximum permitted size of 5 MB.

Note
Images in the working area

Ensure that the name of the image in your working area is unique.

— Add your chosen variables.
— Add your chosen aspects.

— Click "Save" to create the new type.

‘ ~ Add asset

General

Type ID:

Hama: =

Desoription:

Blaase clapsify your aseet

Filtering an asset type
1. Open the "Types" window.

2. In the center window pane, select "BasicDevice" > "BasicSinumerikAsset".

3. In the input field "Filter", enter the name.
The corresponding data is displayed in the right-hand window area.
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5.4.4 Creating an Asset

Online status

Manage MyMachines for Industrial Operations X Cloud can evaluate the status of an asset using
variable "OnlineStatus". This variable is predefined in the aspects of the following asset types:

¢ BasicSinumerikAsset

Home: Ccore. Dasiacsat core.basicdovce
[a [ @l BasicSinumerikAsset
© cve e T I
Description

Baskc ased type for Sinumarit devices.

General Usages
BascSrumenktaset £%
v PSSRl I'_._'I wariables
Maine § Uit [l Types . langlh Delall valus
Aspects
Maia § e Cabéguiy
Dafred
Minives & Lt [t ty Max. langth
rlinetate BOOLEAN ]
e, wrkhasivalar Dy Dt
e BasicAgent
- 7 Types
EasicAssat ; .
| ! BasicAgent
Description
Basic agent fppe Sor the it Management Seevice
Genenal Uzages
BasicAgens IS
e hasizaeT! x
Warlables
BasicAgplication o
Bas ™y
=)
Aspects
s [t Afria atag
P oy " A
(o
Minives & Ui [t ty Wax. langth
Sty

Minds
OFCLADIIM odel

To monitor the online status, use an asset type that is based on these types.
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Procedure
1. In the left window pane, click "Assets".

2. In the center window pane, click "+ Create asset".
In the right window pane, you can see "Select type".

3. Inthe "Filter" field, enter the name of the required asset type or select the type that you have
just generated from the list.

4. Click on "Create".

Baswhien
a * s AR Ty Va1 TR 35361 I BBty
Rasacsin
a e L, = e g
Edguberabplicafpicatonn
ﬂ ™ i Ayl A w kg .
....... Irage
a - - SR—
a Minviarm L 50 .
I & sl 05
MinzCannectr 61500
a — . - S
a MG et At atien = , .
MinzCannacti=l 1051
a - bt T 204 At ot
Winiamecilin
a . —

The "Add asset" window opens.

5. In the "Name: *" input field, enter a name.
This input field is a mandatory field.
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6. Populate the input fields in the "General" and "Location" areas.
The "Save" button is activated.

7. Click "Save" to save the new asset.
| Add asset

sl
Tupa 102

Maree | *

Lecatian
arlawis

S Aty

e

The new asset is displayed.

Events

Aspects '

Watiables

Rang i DL Lype uni max gk
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5.5

5.5.1

Precondition

Buttons

Shopfloor Management Application

Overview

Manage MyMachines for Industrial Operations X Cloud "Shopfloor Management Application”
has buttons in the left-hand section of the window that allow you to do the following.

» Activation of assets for the application
* Configuring a variable

* Configuration of a gateway

You require the following user role to use the Manage MyMachines for Industrial Operations X
Cloud "Shopfloor Management Application”:

* shopfloormgmtapp

More information is provided in Chapter: Managing users (Page 70).

Button

Description

Select an asset from "Shopfloor".

In the "Application” tab, activate or deactivate access to the application "Manage MyMachines /Remote".
More information can be found in the following chapters:

Billing model UTS (Usage Transparency Service) (Page 80)

Billing model PB (Package Builder) (Page 86)

You will find more information in the "Manage MyMachines, Manage MyMachines / Spindle Monitor" Function

Under "Gateway", you integrate data from "SINUMERIK Integrate Analyze MyCondition" into Insights Hub.

Manual.

Data Mapping

You will find more information in "Manage MyMachines, Manage MyMachines / Spindle Monitor".

Under "Data Mapping List", you can save your own controls in Manage MyMachines for Industrial Operations X
Cloud "Shopfloor Management App".

Window "Machine overview" of the Manage MyMachines for Industrial Operations X Cloud is opened under
"MMM".

You will find more information in the "Manage MyMachines, Manage MyMachines / Spindle Monitor" Function

The relevant MMM role is a requirement.

Manual.
Note:

s

The "Overview" window of Manage MyMachines for Industrial Operations X Cloud "Analyze MyPerformance" is
opened under "AMP".

More information can be found in the "Analyze MyPerformance" Function Manual.

78
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Button Description
. Under "SSA" the "SINUMERIK Service Assistance" window opens.
f' You will find more information in the "Manage MyMachines, Manage MyMachines / Spindle Monitor" Function
Manual.
A precondition is that you have purchased the "SSA" application.
. Window "Navigation view" of the Manage MyMachines for Industrial Operations X Cloud is opened under
- "MMM /REMOTE".
siniie More information is provided in Chapter: Working with Manage MyMachines /Remote (Page 93)
Manage MyMachines for Industrial Operations X Cloud "Asset Manager" is opened under "Asset Manager".
You will find more information in the "Manage MyMachines, Manage MyMachines / Spindle Monitor" Function
Marager Manual.
Procedure
1. In the launch pad, open the Manage MyMachines for Industrial Operations X Cloud
"Shopfloor Management App".
2. Window "Shopfloor Management Application" > "Shopfloor" opens.
Select the required asset in the center of the window area.
. “ Shopfloor Management Application
2 G01_Mimlc_gantiChar o B
-'. 001_3sa_demaoser_ona_, o
iz 11 fat_popet_DoMotDe
You will find the procedure for onboarding under Connecting SINUMERIK controls with
Insights Hub (Page 88)
Manage MyMachines /Remote
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5.5.2 Billing model UTS (Usage Transparency Service)

5.5.2.1 Activating Manage MyMachines /Remote as

Precondition
You have Manage MyMachines /[Remote in the Dex Store as a standalone application.

Dex Store (https://[www.dex.siemens.com/industrial-iot/step-4-book-apps-and-extras/manage-
mymachines-remote?cclcl=en_US)

Procedure

1. In the launch pad, click on Manage MyMachines for Industrial Operations X Cloud
"Shopfloor Management App".

2. Window "Shopfloor Management Application" > "Shopfloor" > tab "Application” > "Manage
MyMachines" opens.

— Select the required asset on the left-hand side of the window.
To filter the assets, enter a character string in the "Search ..." field.

— Select the "Application” tab > Manage MyMachines /Remote in the upper right corner.

— To activate the use of "Manage MyMachines /[Remote" for this asset, set the slider to the
right to activate access to "Manage MyMachines /[Remote".

« Shopfloor Management Application

12MFutured?_DoNotD...

Manags MyMachines [Hamata
12M502_DeNotDelete ENR

12M58ea07_DaNotDe

12MEzart_DolotDelete

3. A pop-up "Charging model" opens.

— Activate option button "1 month enablement (charged monthly in areas)"
-OR
Activate option button" 12 months enablement (charged annually upfront)"

— To confirm the selection, click on "Next".

-OR-
If you do not wish to keep the selection, then click on "Cancel".
@-'.'."-' . F— . - . ..__

1 month ensbhlement (charged monkhly in amears,

12 montha enablemsnt (charged annually upront
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4. Click on link "Product Sheet and Specific Terms for Manage MyMachines/Remote". Carefully
read the information.

— Activate the "l confirm that | am authorized to activate the upgrade at the fees and terms
and conditions set out in the Product Sheet and Specific Terms for Manage MyMachines/
Remote." check box.

. u n
- Click on "Next".
-c| Chargisg Mode @:.‘-"u--a:." P . . ., Save
| confim that | am authonzed 1o actvatle the upgrade at the fees and tanms
and condilons &t out in the Proguct Sheet and Spachic Tems for Manage
MyMachnes /Remole
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5. Activate the "Start Now (Automatically renewed)" option button to start the runtime with the
current date.

(W) Stat Mow (sumomascally ranewad

Custom Duralion

= - |

-OR-
Activate the "Custom Duration” option button to specify the runtime individually.

— In the "Start Date" text box, open the calendar to define the start date.
In the "Renewal Date" text box, open the calendar to set the start date.

— In the "Renewals/Cycles" input field, specify the renewal period in years.

— The"Subscription End Date" field is automatically populated if you define the "Start Date",
"Renewal Date" and "Renewals/Cycles" text boxes. The subscription end date obtained
from the renewal period is displayed.

— Add the individual tag names in text box "Custom-Tag Name".
Add the individual tag values in text box "Custom-Tag Value".

— Click "Cancel" to exit the procedure.
-OR-
Click the "Confirm" button to confirm the time period.

fi ] tion O ®
0B o 1 earis
o o
=
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6. You will receive a confirmation that the configuration has been saved successfully.
Click the "OK" button to close the message.

@ chaiog roce) @ contorato @ =

7. Data acquisition is initiated if the "Start Now" (Automatically renewed) option is enabled or
the "Custom Duration" option is enabled and the start date is set to "Today".
If the "Custom Duration" option is enabled and the start date is not set to "Today", data
acquisition will start at the date you specified.

Editing the billing period
When entering the data for the custom period, note the following:
* The renewal cycle for yearsimonths must be between 0 and 99.

¢ The key of the custom tag and the value of the custom tag must not exceed 30 characters.

P charging Mode @ confrmason @ subscription Opions: 9

() Star Mow (Bumnmaseally ranewad

(8 Cusstom Duration

L=t Tali b e g r:: -1 Momitie
A 1/2003 B

WIS TR STR ST SIS L

Manage MyMachines /Remote Product Sheet and Specific Terms

If you click on link "Product Sheet and Specific Terms for Manage MyMachines /Remote", window
"Manage MyMachines /Remote Product Sheet and Specific Terms" opens.

You obtain information about the product:
* Preconditions

e A brief product description

* Cost model

¢ Special Terms & Conditions

e Export control regulations

¢ Safety information

¢ Explanation of terms
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Changing the billing period

Note
Multiple billing when changing the start date or subscription option

If you change the start date of an active billing period or the subscription option, then you
receive a new billing, even if the new billing period already lies in the active billing period.

1. To change the billing period, click the "Change Configuration" icon.

Manage MyMachines /Remote

)
2. A pop-up "Charging model" opens. You are notified of the next billing date.
@ Charging Wiod! .- . .
1 monsh snablement l.'.r-‘.'g.‘:l" '-rtrhl_.' n ATEArs
(@) 12 menlhs enablement (charged anrually ughcel
Impeetant Mobce: )
==n] -
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3. The "Subscription Options" pop-up contains a note that the subscription for the asset is
already active for a billing period.

— Ifyou change the "Renewal date" or the "Renewals/Cycles" of the billing period, the newly
selected option will not take effect until the end of the currently active subscription
option.

— If you change the "Start date" of the billing period, the newly selected option becomes
active at the defined start date.
The billing occurs either on the same day or later.

G Charging B Q Confimma @ Subscription Dph .

Impartant Notice:

':) Start Mow (Automatcally renewer

@ Cuslom Durabon
i) B e
0811 2‘:53 B

= -
4. If you set the billing period in the future, you will see the activation date and the slider will

be displayed in yellow.

See also

Managing users (Page 70)
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5.5.3 Billing model PB (Package Builder)

5.5.3.1 Activating Manage MyMachines /Remote

Precondition
* You have acquired "Manage MyMachines /[Remote" from the Dex Store package application
* You require the following user roles:
— Tenant admin and shopfloormgmtapp.admin

More information is provided in Chapter: Managing users (Page 70).

Core statement

1. In the launch pad, click on Manage MyMachines for Industrial Operations X Cloud
"Shopfloor Management App".

2. Window "Shopfloor Management Application" > "Shopfloor" > tab "Application” > "Manage
MyMachines" opens.

— Select the required asset on the left-hand side of the window.
To filter the assets, enter a character string in the "Search ..." field.

— Select the "Application” tab > Manage MyMachines /Remote in the upper right corner.

— To activate the use of "Manage MyMachines /[Remote" for this asset, set the slider to the
right to activate access to "Manage MyMachines /[Remote".

« Shopfloor Management Application

1.2MF utwre03_DoNotD...
Manags MyMachines Ramaota
12M502_DeNotDelete ENR

12M580w07_DaNotDe

12MEzart_DolotDelete
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3. A"Charging model" pop-up opens.
Click on link "Product Sheet and Specific Terms for Manage MyMachines/Remote". Carefully
read the information.

— Activate the "l confirm that | am authorized to activate the upgrade at the fees and terms
and conditions set out in the Product Sheet and Specific Terms for Manage MyMachines/
Remote." check box.

— Click on "Next".
-OR-
Click on "Cancel" to cancel the operation.

@ contematon ® -

| confirm that | am authosized 1o acfivate the upgrade at the fees and
|| terms and condiicns sed out in the Product Sheet and Specific
Terms for Manage Mylachines Remote.

o m

4. You will receive a confirmation that the configuration has been saved successfully.
Click the "OK" button to close the message.

@ contmativn @ sae

o The canfigurations were successfully saved.
Lo |

-OR-

You receive a message that the configuration was not able to be saved as the activated assets
exceed the packages in your tenant.

Update your package quota and click on "Repeat”.

5.5.4 Changing the billing model

You can migrate an application, such as "Manage MyMachines", from a standalone application
to a package version and vice versa.
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On migration from a standalone application to a package version, the assets activated for
the application are retained. They are not deactivated. Due to the limited resources that are
assigned to the package version, compatibility must be checked with product management
to avoid performance problems.

In the migration from a package version to a standalone application, the application is
deactivated for assets that are already activated.

5.5.5 Calling a machine configuration

Precondition

* You have activated Manage MyMachines for Industrial Operations X Cloud "Manage
MyMachines /[Remote”.

Procedure
1. Click on the link "Configure permissions on Machine Configuration page".
Manage MyMachines /Remote
Ak Dimable aoce far Mana) hyhdact =] note appl abar
@ &
Next settiemnent date: "
2. Window "Machine configuration" opens.

Click on button T to return to the "Shopfloor Management Application" window and the

relevant asset.

L3 Machine Configuration T
001 s demosst_on mmmedes deneme = ., Heconnecied '_
1haih_asset Dobot e teneme Repsnered ( Faih desc 24052020 '-:
Aarm ErorTed Do...  mmmeser daneme Divconneesed [ @] T
Adarm ErroeTet Dn...  mmmder densme [m— [ & & I
AMP MachineStates..  mmmder deneme Disconnected & AMP WuschineStatusCache 20 02 2621 T
BMP Mathinestabis...  mmmmder deneme Discesiverted [ & [ @ AMP MschineStatiusCache?_DaNatDekte )
AMP Newtdindisher...  mmmder dansme inconnected [ @ [ =

AMP Hewfdindmher,  mmmder denems Dinconnecied [ &) [ @
T3 machines

Exp
5.6 Connecting SINUMERIK controls with Insights Hub

Connect SINUMERIK controls with Insights Hub using the Manage MyMachines for Industrial
Operations X Cloud "Shopfloor Management App".
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Precondition

Procedure

5.6 Connecting SINUMERIK controls with Insights Hub

More information about roles within Insights Hub and on configuring assets is provided in:
Documentation Insights Hub (https://siemens.mindsphere.io/len/docs/mindaccess.html)

Manage MyMachines for Industrial Operations X Cloud is activated.
You require the "MindAccess User" role in Insights Hub to do this.

The configuration must have been saved.

. Click on Manage MyMachines for Industrial Operations X Cloud "Shopfloor Management

App".

. Select the required asset in the left-hand side of the window.
. Click in the "Connectivity" tab in the right-hand section of the window.

. Select check box "l accept the conditions, which can be downloaded from the following link.

Conditions".

— Click on the "Conditions" link.
The "Insights — Terms & Conditions" window opens.

— Click on your region.
— From the list, select the appropriate Terms & Conditions.
— Read the Terms & Conditions.

- OR -

Download the Terms & Conditions.

- OR -

Print the Terms & Conditions.

— Close the window.
The "Connectivity" tab is displayed again.

. Activate option button "Connect SINUMERIK (with Integrate Client) to Insights Hub" and click

on "Onboard" to connect the asset with Insights Hub.
Shopfloor Management Application

Connectivity Data Mapgpings Application

O 1 henekyy aecept the conditiens which can be dowrdasded under the Tollowing link, Conditioans

Connect SINUMERIK {with Integrate Client) to Insights Hub
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5.6 Connecting SINUMERIK controls with Insights Hub
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6. The "onboard.key" is generated. Window "Connect with SINUMERIK" opens.
— Download file "onboard.key".

— Copy the file to one of the specified storage locations in the controller.
More information can be found in the following chapters:
SINUMERIK 828D: Install the registration key on a SINUMERIK control system (Page 53)
SINUMERIK 840D sl: Install the registration key on a SINUMERIK control system (Page 46)

— Call the troubleshooting document if you have problems with onboarding.

Note
Machines with IPC MO client

For machines with an IPC MO client, no "onboard.key" is required.

Connedd mit SIMUMEREC

psa itk L adSphere, dowrkaad the Siloedag e anboard bey

 [Rmpi e b the any usce el g himary e ghozee catesres sason s nSasn S rmishmidserseniga
® e cetudt vie ol Temz 0 b Savmg

B ymean fuwin 1 bl Wi 3ERCareing. nead T SRR C TS YIS A LTIaaE
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7. The status is displayed as "Waiting to Onboard with SINUMERIK Client".
Here, you can also call the document for troubleshooting during the onboarding
process: Troubleshooting when onboarding (Page 233)

— Wait until the status changes to "Onboarded with SINUMERIK".
-OR-

— Click on button " Cancel Onboarding" to cancel the operation.
The window with the two connection options re-opens.

Connectivity Application

Waiting To Onboard with SINUMERIK Client

Asset I3 waiting for onboarding. By clicking cancel button your onboard key will remain inactive,

e If you are having trouble with onboarding, you can read

8. The connection was successfully established, and the status is displayed as "Onboarded with
SINUMERIK".

Connectivity Application Advanced

{  Onboarded with SINUMERIK

Asset is onboarded. You can disconnect your asset by clicking disconmect button,

Msconnect from SINUMERIK Client
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Working with Manage MyMachines /[Remote 6

6.1 Open Manage MyMachines /Remote

Precondition
¢ The SINUMERIK control has been successfully connected with Insights Hub.

* Theowner of the tenant, in which the Manage MyMachines /Remote application is operated,
must use Multi Factor Authentication (MFA).

Note
MFA activated for the tenant

MFA is relevant for logging on to the Insights Hub page. For the IPC MO client on the MO site,
the same logon procedure must be performed.

For NCU, it is necessary to log on to the Insights Hub page as a service engineer and, for IPC,
both are valid. The service engineer must log on to the MDSP to start the remote session. MO
must log on to the MDSP to download the token for the remote session.

More information

* Information on how to connect a SINUMERIK controller can be found in the chapter: Setting
up the SINUMERIK control system for Manage MyMachines /Remote (Page 27).

* Information about the owners of the tenant is provided in the System Manual: User
Management, in the chapter: "Administering users"

* If you have the authorization level of a subtenant, you have restricted access authorization
and you cannot access the following functions:

— Machine Configuration

— Session Log Settings
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6.1 Open Manage MyMachines /Remote

Procedure

1. To open Manage MyMachines /[Remote, click on the "MMM /Remote" symbol.

MMM [Remote
mmmdev

2. The "Navigation View" window opens and you have the following options:

94

Machine Configuration
More information on this topic can be found in the chapter: Machine Configuration
(Page 95)

Manage Remote Sessions
More information on this topic can be found in the chapter: Using MyMachines /Remote
Service Client (Page 167)

Start New Session
More information on this topic can be found in the chapter: Starting a remote session as
a SE (Page 103)

Session Log Settings
More information on this topic can be found in the chapter: Configuring the session log
settings (Page 121)

Download Client
More information on this topic can be found in the chapter: Download remote service
client (Page 98) and Download certificate (Page 100)

Service Dashboard
More information on this topic can be found in the chapter: Service Dashboard (Page 135)

it B B [
r O

Start New Session Session Log Settings
download Client
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6.2 Machine Configuration

Navigation view for subtenant

If you open Manage MyMachines /Remote with the authorization of a Subtenant, you only have
access to the following functions:

* Managing remote sessions - only read access
» Start New Session

¢ Download Client

6.2 Machine Configuration

You have the possibility of registering SINUMERIK control systems for Manage MyMachines /
Remote and authorization to issue session recordings.

Precondition
You require the appropriate authorization levels.
More information can be found in Chapter: Managing users (Page 70).
You cannot use the function if you only have "Subtenant” authorization.
Parameters
Parameter/icon Description
Machine Displays the name of the SINUMERIK control system.
Machine path Shows the path of the SINUMERIK control system.
ol The "Released" icon indicates a released asset.
Activation status Displays the state of the SINUMERIK control system:

* Registered

e Disconnected

Recording permission Displays whether the authorization for recording the session is available
or not:

* Yes
* No

PLC Access permission Displays whether authorization to access the PLC is available or not:

e Yes
* No

Description Shows an individual description.

< The "Manage MyMachines /Remote" start page opens.
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6.2 Machine Configuration

Parameter/icon Description

Y~ Opens window "My Filters" to filter the SINUMERIK control systems (ma-
chines) according to specific criteria.
Attributes:

* Machine path
e Activation status
e Recording permission

e PLC Access permission

+ In the "My Filters" window you add additional values for the search.

1] Deletes a filter criterion in window "My Filters".

Y ~ Closes window "My filters".

[ @] Indicates whether session recording or PLC access is allowed or not.

oy The "Shopfloor Management application" icon opens the "Shopfloor
Management application" window and calls the corresponding asset.

Export Exports the displayed list in the CSV format.
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6.2 Machine Configuration

Procedure
1. Click the "Machine Configuration" button.

Machine Configuration

2. The "Machine Configuration" window opens and shows the overview of the SINUMERIK
control systems (machines).

— You can enlarge or reduce the individual columns in the overview.

— In the status bar you can see the number of acquired machines in the left area and the
number of window pages in the right area.

- Machine Configuration o
Adachire Peuchui rem [ Reconlisg permision PIC Access permission

001 ssa demosel on...  mimesdev ool » S5 Registered u L 8 Comain meck data T
Didatih seset Dobiot..  mmmdey oot Regicterad . @] & fntih deac 24.048,7071 Iy
Aarm Erroclet s, mmedey oot Ragirterad [ @] Iy
Marm ErrorTest De., mrsdey, oot Oscnemened L @) a s
AN MachineSaius..  mmmsdey i Discomesed L @] AN MnchineSaiusTache 20 03 2021 I
AMF MachineStetus . mmmdey oot Dacomected u a AME MackingStahuCache? OobotDelets Iy
M Newblindspher..  mmedes ool [Ere—— " [ & Ts
AP Nrwtindmhar,,  mmmidey raot Bhenrnesed @] - Ta

i

& maohines - Faa

Eapart

— If the entry is too long, this is indicated by three dots.
If you move the mouse pointer over the entry, the complete entry is displayed in a tooltip.

L: Machine Configuration T~
ackizs achine gath Actrawtion wate Macarding parmimo PLE crwm permimion. | Description
081 tma demcest on.. mmmdes ot s S5, Ragiesd [ &) [ @] Contalas mock drta =
- 1 %
ot Frghim rd " . it deoc 24053031 %

— Distributed machines are shown to you in the "Machine path" column withanicon and the

<name>.
“« Machine Configuration T
Machims Machina path Actrastion st Hecordicg permimssn PLL Acoens parminaion Hwcription.
KesaySharedTest etz Aagirisesd )
KomyTestlunel 1204... o iswiot? [reen—r

o

3. Select a SINUMERIK control system (machine) and click on "Edit".
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6.3 Download remote service client

Filtering machines

1. Click on the "Filter" symbol.
The "My Filters" window opens.

2. Select the required filter criterion from list "Attribute”.

Register machine T -

L My Filters

3. Select the required value from list "Value".

4. Add the filter criterion for the current filter using the "+" icon.
Remove the corresponding filter criterion using the "Delete"” symbol.

5. Click on "Reset Filters" to remove all filters.

Export overview
1. Filter the list if necessary.

2. Click on "Export".
The displayed listis exported in the CSV format, and is saved in the download directory of the
browser.

3. The file is displayed in the lower left-hand section of the window. You have the following
options:

- Open
— Always open a file of this type
— Display in folder:

6.3 Download remote service client

Precondition
The SINUMERIK control has been successfully connected with Insights Hub.

Manage MyMachines /Remote
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Procedure

1.

4.

6.3 Download remote service client

Click the "Download client" button.

The "Download Manage MyMachines Remote Service Client" opens and lists these options:

"Manage MyMachines /Remote Service Client for machine operators - PCU from Vx.x.x.x.":
Client for installation on the SINUMERIK control system (PCU) with version data

"Manage MyMachines /[Remote Service Client for machine operators - IPC from Vx.x.x.x":
Client for installation on the IPC with version data

"Manage MyMachines /Remote Service Client for service engineers - 64 bit from Vx.x.x.x":
Client for installation on an operating PC with a 64-bit operating system with version data

"Manage MyMachines /Remote Service Client for service engineers - 32 bit from Vx.x.x.x":
Client for installation on an operating PC with a 32-bit operating system with version data
Download Manage MyMachines /Remote Service Client

Manage MyMachines ‘Remote Service Client is required 10 set up remaote sessions.

Manage MyMachings /Remote Senice C

yMachines /Remote Sery

fachines /Remote Serv

Cancel

Behind "Accept”, click on "Terms of Use" or the small arrow and read the associated
information.

Then activate option checkbox "Accept Terms of Use".

If you wish to cancel the operation, then click "Cancel".

-OR-

To download the corresponding version, activate the check box and click "Download".

Then carry out the installation and configuration.

More information can be found in the following chapters:

Setting up Manage MyMachines /Remote - Machine operators (MO) (Page 141)

Setting up Manage MyMachines [Remote - service engineer (SE) (Page 155)

Manage MyMachines /Remote
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6.4 Download certificate

6.4

Procedure

100

Download certificate

1.

Click the "Download client" button.

2. Window "Download Manage MyMachines /Remote Service Client" opens.

— Activate the "Certificate" option button.

— Behind "Accept”, click on "Terms of Use" or the small arrow and read the associated

information.

Then activate option checkbox "Accept Terms of Use".

If you wish to cancel the operation, then click on "Cancel".

-OR-

To download the certificate, click on "Download".

Download Manage MyMachines /Remote Service Client

Manage Myhdachines /Remote Service Client is required to set up remote

SER5I0NE,

hManage MyMachines /Remote Service Client for Machine Operators

- PCU v.1.0.12.3

vianage MyMachines /Remaote Service Client for Machine Operators

Manage MyMachines /Remate Service Cliert for Service Engineers

&4 bit w.1.0.12

vianag

hings /Remote Service Cllent for Sarvice Engineers -

3. The certificate is located in the lower left-hand section of the window.

Open the file.

You can obtain information about the certificate.

Manage MyMachines /Remote
Function Manual, 01/2024, A5E44039359B AV



Working with Manage MyMachines /Remote

6.4 Download certificate

5. Click on "Install certificate...".
The certificate import wizard opens.

— Activate the "Local computer" option button, and click the "Next" button.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

l;_l Current User

(®) Local Machine

To continue, clidk Mext,

Mext Cancel

6. The certificate store window opens.
— Activate the "Place all certificates in the following store" option button.
— Click on "Browse..." and select the "Trusted Root Certification Authorities".
— Click on "Next".

7. Window "Completing the wizard" opens and lists the settings.
Click on the "Finish" button.

8. Then install and configure the MyMachines [Remote service client.

More information can be found in the following chapters:

Installing Manage MyMachines /Remote Service Client MO (IPC or PCU) (Page 142)
Installing Manage MyMachines /Remote Service Client SE (Page 155)
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6.5 Remote sessions

6.5 Remote sessions

6.5.1 Overview

Precondition

The necessary client software has already been installed on the SINUMERIK control or the
operator PC and has been configured.
More information can be found in the following chapters:

Setting up Manage MyMachines /Remote - service engineer (SE) (Page 155)

Setting up Manage MyMachines /Remote - Machine operators (MO) (Page 141)

The following description is an example scenario.

The machine operator contacts the service engineer with a problem.

The service engineer starts a session in the Manage MyMachines for Industrial Operations X
Cloud "Manage MyMachines /[Remote" and opens the Manage MyMachines /

Remote Service Client.

More information on this topic can be found in Chapter: Starting a remote session as a SE
(Page 103)

3. The service engineer informs the machine operator that a session has been initiated.

Example
1.
2.
4.
5.
6.
7.

102

The machine operator at the SINUMERIK control system opens the Manage MyMachines /
Remote Service Client and logs on for the session.
More information can be found in the following chapters:

— Joining a remote session as MO (PCU/NCU) (Page 169),

— Joining a remote session as MO (IPC) (Page 172)

All of the functions are available as soon as both participants have entered the session:
— Desktop sharing, including remote control

— File transfer

Additional or monitoring participants can enter a session.
More information on this topic is provided in Chapter: Joining a remote session (Page 113)

The data from a session is recorded and can be viewed in an overview in the MindSphere
application Manage MyMachines for Industrial Operations X Cloud "Manage MyMachines /
Remote".

The data is thus still available at a later point in time.

More information is provided in Chapter: Managing remote sessions (Page 114)
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6.5 Remote sessions

8. You can review a session in more detail - and you have the opportunity of changing and
exporting log files.
More information is provided in Chapters: Evaluating and editing session information
(Page 122) and Exporting session information (Page 126)

9. The service engineer can provide a new certificate.
More information is provided in Chapter: Download certificate (Page 100)

6.5.2 Starting a remote session as a SE

Only a service engineer can start a remote session.

Note

If you click the "Start new session" button and select an asset that is not online in Insights Hub
or is not connected with the "Manage MyMachines" application, then the following warning
message is displayed:

"The following action may not be possible due to a connection problem. Please confirm that the
machine has an online connection."

You can still continue the process.

Note
Restrictions for simultaneous sessions
Do not start parallel sessions for the same asset with different users at the same time in

different browsers. This results in undesirable behavior, such as two separate sessions for a
single asset. The machine operator participates in the session that was started first.

Note
Note for machine operators

Do not press the "MMM [R" softkey until the service engineer has opened a new remote access
session. Otherwise the connection may not be established.
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6.5 Remote sessions

Procedure

1. Click on "New session".

(O

Start new session

-OR-
Click on the "Manage remote sessions" button.

N

Manage remote sessions

The "Session overview" window opens and displays an overview of all sessions.
Click on "New session".

£ Session owverview =&+ T~
Bate | e e Marbs marn Ep— [re— R T - P —
O = Tiiwmh oo GubiiBicietn DREL - 1 1Fah, s Subreiisien I e ke v e RLETE S T T R
1 B LMk s Dclisilabsin WD 1IFaik e SoficiDaie e e DI RSN R
-l | LT T TR T . a8 mai e e s ARSI BEENAS  CEamds
. Litwih mann Dobnifabien MR 11k ann Do I cemctSs e 162022 BEATIR 2 EH
gy | AslublesmdAuel SefniDrics Sl ariiael Dol D ] RLETELSERTRTTH e
= | - DoiorDre P LEE RIS TE LR St
T/ B Vliekh e Gubinibris ) ik s Sl = s masi e e e ARSI AN e
O B LM s OuhmDatim BES | Ifnk s SohceDates - tah ceni P L RN W2 R
| B Llsws e GubimiDeicin SL . 1Ptk s Seleilisiee - Ias man v e ANALIEI A G
iy Lliih pavs DohieiDeisen BT - | 1, sun Schorbsiens s Fardi ceincBrions aus o 15053003 113433 AT
| B TlsEh vt GubiniDeicin TUL . 11hebb et Sefieilisien o s masi e e WARIIINA4NN cearan
i QT TE T T 7 (LT RN

0116 s . 12 3 4 5 » m

2. The "Select machine for remote access" window opens.
— You can enlarge or reduce the individual columns in the overview.

— If the entry is too long, this is indicated by three dots.
If you move the mouse pointer over the entry, the complete entry is displayed in a tooltip.

gokhan_asset Maching Path Filter... L Description Filtes.
Machime | Machine path | Description
O gekhan_asset DoNotDel...  iswiot] teste dese
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— Select a machine directly from the list.
-OR-
Set a filter for the machine name, machine path or description.

Salect machine for remote access

Wachine Mame Filler, Description Filter.,
Maching Deseription
CFT_Subtenant

O AMPAutomationTuningfs... o AMPAutomationTuningdsset_DoNotDel...

3 Arafsset 08042021 DoMa.. GL_Subtenancy_test 98TEAvOSmuskidunsdujsOdmusd®Ous/-* .

O Asset 1904 2021114350 TP

(0 Asset 27 04 2021 15 42 2., ..

2 GL_Marek_DoMeotDelete mmim ey

a i 2 » Ll
Cancel

3. Afterwards mark the desired machine.
Released machines are shown to you in the "Machine path" column with an icon and the

<name>.
Select machine for remote access

Maching Name Filtar_, Eaat] > Ewaat w Description Filter

Machine Machine path Description

O FatihTestAsset 26032021 ... testo desc

— To start the session, click on "Start session".
- OR -

— Click on "Download MMM /R File".

Salect maching for remote access tmset Alier

klachine Mame Fifter... mmmde e Description Filter.
Machine Machine path Description
2t AMPAutomationTuningfs...  mmmdey AMPAutamationTuning Asset_DeNoiDel...
® AraAsset 02042021 DoNe... ey aTasvoSmvskidvnsdv]isOdmvsd 0wy -~

) Asset 27 04 2021 15 42 2. mmmdav

3 GL Marek DobotDelete mmrndey

0 gokalpCHIRONTest DoMo... mmmdey

Cancel Start session
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Resetting the filters

If you have set a filter, click the "Reset Filter" button to remove the filter selection.

Select machine for remote access I:l
Adsat tachine Pat test

Machine Machine path Description
1 FatihTestAsset 26032021 Do... lxg iswiot2 testo desc

1 gokhan asset DoNotDelets ... iswion] test iswops |+ %8=)(? ,. Updated by ...

Cancel

Start session using the button
1. Click on "Start session".
2. Window "URL: mmmr open?" opens.
— To start the session, click on button "URL: open mmmr".

— To cancel the operation, click on "Cancel".

Open URL:mimme?

3. The "Manage MyMachines /[Remote Service Client" application is started.
The user is the head service engineer.

Download "MMM /R File"
1. Download "MMM /R File"

2. File "client_mmmr" is downloaded and is displayed in the lower left-hand section of the
window.
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3. Click on file.
Window "Open client.mmmr" opens.

— Activate check box "Open with" and from the drop-down list, select entry
"Manage MyMachines /Remote Service Client".

— Click "OK" to open the client.

4. The "Manage MyMachines /Remote Service Client" application is started.
The user is the head service engineer.

6.5.3 Interactive sessions

Overview

The interactive session allows users to interactively participate in the session, with live chat,
camera function, file exchange and file transfer so that problems can be efficiently diagnosed
and resolved.

The service technician in the MMM/ Remote initiates a remote session. Once the service
technician has started the session, it is expected that the interactive session is initiated within
the MMM/Remote.

A MMM /Remote session must be running in order to start the interactive session.

"Interactive session" is available in the login details of the associated remote session.

Note

Mobile devices can be used to join an interactive session.

Preconditions

An active MMM /Remote session
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Starting an interactive session

"Interactive session" is available when starting a group session.

raior by o e e T Ershloduibetn 2411 LPA2N 5k 33

(R

The interactive remote session is opened under a new tab via "Join". The window contains
the following information:

Waiting for a moder;

They mebsling NS 10 USE FOUT MICTOPROND AN CAMSN,

Sotinct AR W YOO DRSS S RO [eTNS S0

The service technician logs in to moderate the interactive session. After logging in, the
following authentication pop-up opens for the moderator (ST) in which the user name and
password must be entered.
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Authentication required

(T

Note

Login is possible if the moderator provided all of the login data.

Authentication required

User

86-337-394-65

User password

When the user name was entered and "OK" clicked on, then the room is created with the user
as moderator of the interactive remote session.

The moderator sees an input field to enter the name that should be used in the interactive
session.

Hil What's your name?

Note

The language can be changed in the interactive session.
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Changing the language in the interactive session.

1. Click on "More actions".

2. Select "Settings".

F Imvile people

ol Pancipants stais

£ Senngs
B bW sho

¥ Embed mocting

3. Click on "General".

4. Select the required language.

Inviting the machine operator (MO)

Requirement

Option "Invite people" is available.
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A URL link is automatically created once "Invite people" was clicked on. An option to share the
invitation is available.

Invite more people
Share T meeting bnk o mate ofhers

eeting inratabon

c]

The link can be copied and shared. An email can be sent to the persons that have been
invited (e.g. machine operator) The sender is the email address of the user.

Invite more people

et ek 1o vibe clfsers
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The machine operator or other invited people can join the interactive remote session using
the link provided by the service technician.

To improve security, the Enable Lobby can be activated to increase the level of security
technique for the participant. The moderator receives a notification if a new participant
enters the lobby. The participant waits in the lobby until the moderator approves the
participant's access.

Closing an interactive session
There are two options for ending an interactive session.

1. Click on "End meeting for all" in order to exit the interactive session.
-OR-
Click on "End meeting" in order to end the interactive session.

End mesting for all

The interactive session was terminated.

Thank you for using MMM/R Interactive
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6.5.4 Joining a remote session

Precondition
¢ The session is active.

* The machine operator has already joined the session.

Procedure

1. The "Session overview" window is open.
Click in the overview on the underscored name of the required session. Active sessions are
color-coded.

2. The "Session log of .." opens.
Click on "Join".

3. Window "URL: mmmr open?" opens.
To start the session, click on button "URL: open mmmr".
To cancel the operation, click on "Cancel".

Open URL:mmmr?
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4. The"Manage MyMachines /Remote Service Client" window opens, and you are automatically
dialed into the session.

B Manage MyMachines /Remote Service Client - m] k4
Conference Settngs  Languages Window Help
/B0 |- G583 - 458 - 81 Status: | Wailing for conference host...
Machine ID: Tenank:
Particpants
e e o RN
DZ1IS506 Hwytg 2 Leading service engineer sag-chmi)

5. Each time a service engineer or machine operator participates in a session, then this is saved
in the session information.

“ Session log of MO_IPC_Test ¢

Logs:

Sexsion

SexElon namber: PO-BE-626-02
19-12-2022 (52235
19-12-2022 062701

00:03:01
Participants:

o0 - Lo 2022-12-19 062236 2022-12-19 06271

wit - L0 20221219 062256 2022-12-19 062 3:49
& o 2022-12-19 0623206 2022-12-19 062527

st -8 0T 2022-12-19 0E24:11 2022-12-19 062518
wit ~@& L0 202TA219 0E2E00 2022-12-19 062371
ervice Enginer & Com 2022-12-19 0E26209 2022-12-19 062700

6.5.5 Managing remote sessions

In the "Session Overview" page, you can see all of the sessions and you can do the following:
* View and edit the state of a session (save/do not save)

¢ View basic information of a session

¢ Delete a session

e Export a log file.
For more information, refer to Chapter: Exporting session information (Page 126)

e Start a new session as service engineer.
For more information, see Chapter: Starting a remote session as a SE (Page 103)
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Parameters

6.5 Remote sessions

Parameter/icon

Description

State
[
g

?

Shows the following states:
e Shows a closed session.
¢ Indicates that a session was saved.

* Shows a running session.

Session name

Indicates the session name.

Machine name

Shows the name of the machine.

File transfer

Indicates whether a file was transferred.

i

PLC access Indicates whether the PLC was accessed.
i

VPN Indicates whether a VPN connection exists.
e

Desktop Share
i

Indicates whether a desktop has been shared.

Recording

v

Indicates whether the session was recorded.

Notes edited

Indicates whether the session includes notes.

e
Initiator Shows the e-mail address of the service engineer.
Start time Shows the session date in the following format: DD-MM-YYYY hh:min:sec
Duration Indicates the duration of the session in the following format: hh:min:sec
<« Window "Navigation view" opens.
= "Displayed columns" icon:
Opens a window in which you set columns to be displayed or hidden.
o 4 Opens the "Session Log Settings" window.
> Opens a window in which you configure when session information is deleted.

You cannot make any changes if you open this window as subtenant. You can
only view the time periods.

Manage MyMachines /Remote
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6.5 Remote sessions

Parameter/icon Description

Y~ Opens window "My filters" and you can then filter the sessions according to the
following criteria:

e Name of the initiator
e Session name

e Machine name

* File transfer

e PLCaccess

* VPN

e Desktop Share

* Recording

* Notes edited

e Starttime

e Duration
The following operators are taken into account when filtering "Duration™:

— greater than

— less than

— between
+ Creates an additional filter criterion in window "My filters".
[17] Deletes a filter criterion in window "My Filters".
Y A~ Closes window "My filters".

"Session log of <session name>" window

Close Session Click the "Close session" button to close the session on the UL. This is necessary
if

* the session is not closed when the service engineer exits the session.

e the active session for the machine appears on the Ul and is shown as open,
but has already been closed on the client side.

Export CSV Click on "Export CSV" to save the displayed information in the download directory
in CSV format.
Export PDF Click on "Export PDF" to create and export a PDF.

Configure the print settings and click on "Save".

Join Click on "Join" to join an active remote session.

Click on "Edit notes" to edit notes.
You cannot change log data.

For more information, see: Evaluating and editing session information
(Page 122)

Note:

This field is available for all users as long as the session is not active.

If you are not the session initiator, the button appears grayed out during the
active session. Only the session initiator can edit notes during the active session.

Manage MyMachines /Remote
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Procedure

1. Click on the "Manage remote sessions" button.

P

Manage remote sessions

6.5 Remote sessions

2. The "Session overview" window opens and displays an overview of all sessions.
An active session is shown in color.

zrre Sarmon ceerview
{_
State Sewsion name
H Yitatih_asset_DoMat...

I - | 11fptih_asses Dokt
. Aifatih_assat_Dohot...
O = Hitatih_assas_Dobgt...
i - | 12I4EETHBIONIZA...
ml | Mifatih_asset Dot
- Afatih_axaid_Dobot...
16,133 sessions:

Machine name

Titatih_nsset_DoNot...

Tifatih_asses_Dohat.

Tikatih_assae_Dobot...

Hitatih_asset_DoMot...

12346ETEEN0IN 3.

Tikatih_aeset_DoMaot..,

Tiatih_ascist_DoMat...

Session overview

File transfer

PLE scoess

Recondieg

Hotes edited

Initiatar

tatin.odaol@sliemans. .

fatin.ndaci@sinmeans

fatih.odacigsismans. ..

Tatih.odaci@siemaens...

fatih.odaciBsiemens...

fatihodaciBsemens,,

Tt i ...

=% F T~

Start e
16-03-2022 12:30:48
16-03-2032 12:29:06
TE-03-2002 12124:29
18-03-202F 12:23-18
16-03-202F 12:20:43
1-03-203F 12720

1B-03-2022 12:08:47

1 2 3 4a 8 » M
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6.5 Remote sessions

Displaying/hiding columns
You have the option of displaying or hiding columns.
1. Click on the "Displayed columns" icon in the upper right-hand section of the window.
2. A window with all of the available columns opens.
— Set the slider to the required column to the right to display the columns in the overview.

— Set the slider to the required column to the left to hide the columns in the overview.

P st
@ se:zion nama
- Machine nama
@ File ransfer
@ PLC access
LV

Deskiop Share
) Recording
- Noles ediled
@ initiator
P stat ime
& Duration

Configuring schedules
You have the option of defining when session information is deleted.
1. Click on the "Wrench" icon in the upper right-hand section of the window.

2. Window "Configure scheduler" opens.
From the spin box, select the number of days after which session information should be
deleted.

Configure scheduler

Delete files older than | q = |

| E . r-Lt.I | “

Note
Subtenant only has read access

You can only view the time period, but you cannot make any changes if you open this window
as subtenant.

Manage MyMachines /Remote
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Displaying session information
You have the option to view information about a past or active session.

1. Select a session from the overview and click on the underlined session name.
Active sessions are highlighted in color.

2. The "Session log of <session name>" window opens.

dukavicn Davcidehls 3021215

&= Sassion log of MMMandMMME_Live_Awutomaben_DoMNotDelete_31/0872023_15:31
Los: Makes:
Al Samslan rana*
=TI DHRLFE AL WA IR I L Skl Lurbilbala FICERIE S0
e -0 202 195
= smzer rame: MEAMIRREIR. | len_farariear, nkisesian
. et cncr plion: Thise ewssl 6 u s =5 MK G U mad fn. Pl ee-da net dabb il
Sandca by
Par ey
mmArstamaandamal.aom 2030-06-11
AEIEEEE] St
Bl arcans ~ S
Fam Shrak
[P .

fan Tap

Clope Seemion Export CFY Export FOF “

ke s WU e

\Dknenessrnnr

Th3 Party Sitvar

Filtering session overview

1. Click on the "Filter" icon.
The "My Filters" window opens.

2. From the drop-down list, select an attribute for filtering and enter the associated value.
— Using the "+" symbol, define additional criteria to further restrict the search.
— You delete individual filter criteria using the "Recycle bin" icon.

— Click on "Reset Filter" to display all session information.

L My Filters

Aftribute e Value
Machine name

File transfer

PLC access

VPN

Desktop Share
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Changing a state

Note
Authorization required

As subtenant, you cannot change the state (save/do not save information).

1. Select one or more sessions.

2. Click the "Change state" button.
The "Are you sure you want to save the session(s)?" window opens.

3. Click on "Yes" to save session information.
- OR -
Click on "No" to cancel the operation.

Are you sure you want to save the session(-5)?

he sess ot = anon.

D2 removed duning Jcheduled Uelaho

Delete sessions information

Note

Restrictions

* You cannot delete any active session!

* As subtenant, you cannot delete any sessions.

1. Select one or more sessions.

2. Click on "Delete".
A confirmation prompt is displayed.

3. Click on "Delete" to delete session information.
- OR -
Click on "Close" to cancel the operation.

Are you sure you want to delete the session(-s)?

Exporting session information
1. Click the "Export" button.

2. Thedisplayed listis exported in the CSV format, and is saved in the download directory of the
browser.

Manage MyMachines /Remote
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Note
Export duration

For more than 30,000 remote access sessions in the remote access session management, the
export of session information can take more than one minute.

6.5.6 Configuring the session log settings

You have the option of adding additional text fields to the session log.

Precondition
You require the appropriate authorization levels.
More information can be found in Chapter: Managing users (Page 70).

You cannot use the function if you only have "Subtenant" authorization.

Manage MyMachines /Remote
Function Manual, 01/2024, A5SE440393598 AV 121



Working with Manage MyMachines /Remote

6.5 Remote sessions

Procedure
1. Click the "Session Log Settings" button.
i
i
2. The "Session Log Settings" window opens and displays the self-defined text boxes on the
administrative page and a preview page for the session log.
-- .
s B
= B
LI ]
a0
s B
LI ]
3. Click the "Add new text field" button.
4. Enter the required labeling for the text box. Click on the "Accept" button.
Add new text field
Provide the new text fizld : |Comment
Cancel . Accept
5. The new text field is displayed on the administrative page and on the preview page.
The text field is also created in the session log of the next remote access session.
6.5.7 Evaluating and editing session information

When asession is finished, you can still edit or add session data. You have the option of exporting
this data into a CSV file and/or in the PDF format.

If you need additional text fields in the session log, you can use the Configuring the session
log settings (Page 121). The additional text fields will then be available to you for future
sessions.

Manage MyMachines /Remote
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Precondition

Parameters

6.5 Remote sessions

You require the appropriate authorization levels.

More information is provided in Chapter: Managing users (Page 70).

Parameters | Description
Logs: Shows the following session data:
Session

Session name

Shows the session names.

Machine opera-
tor

Service engineer

Start time Shows the start and end time in the following format:

End time Year-month-day (YYYY-MM-DD)
Hour:Minute:Second (hh:mm:ss)

Duration Displays the total duration of the session in the following format:
Hour:Minute:Second (hh:mm:ss)
The session is still active if the data is shown in color.

Participants
Initiator Shows the e-mail addresses of the service engineer.

Shows the machine operator.

Shows the email address of the additional service engineer if this
engineer participated in the session.

PLC access
Remote STEP 7 Shows whether PLC access is via Remote STEP 7:
used e Yes
* No
Recording
Start time Shows the start time in the following format:
Year-month-day (YYYY-MM-DD)
Hour: Minute: Second (hh:mm:ss)
Duration Displays the total duration of the session in the following format:

Hour:Minute:Second (hh:mm:ss)

Traces that have
been completed

Contains a list of the traces that have been completed.

File transfer

File transfers
that have been
completed

Contains a list of the file transfers that have been completed.

Notes

Manage MyMachines /Remote
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Parameters

Description

Session name *

Shows the session names.

Asset Name

Displays the machine names

Asset description

Shows the description of the asset

Service type

Shows the following:
¢ Paid service

¢ Free service

Customer con-
tact

Add the customer's contact data.

Session type

You can select the session type from the drop-down list.

Topic

You can select the topic of the session from the drop-down list.

Successful Oper-
ation | Machine
in Production?

You can appropriately activate/deactivate the option box.

Follow-up sched-
uled with techni-
cians?

You can appropriately activate/deactivate the option box.

Comments

You can enter comments in the text boxes provided.

* |s a mandatory field and must be filled out

Procedure

1. Click on the "Manage remote sessions" button.

N

2. Window "Session information" opens.

124
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6.5 Remote sessions

3. In the overview, select a session and click on the session name that is underlined.
The "Session log of <session name>" window opens.

Seashon b of MO_IRE Test

L N
monss

L M TR i gt

4. Click on the "Edit notes" button.

DolctDelets 19/ 122022 BEE2

4S9t Gk Dnbenit
M S ot kb Pt

The right window area is released for changes and additions.

Note: You cannot change log data!

5. Edit the required entries.

— Enter the name of the customer contact

— Select the session type and session topic from the appropriate lists.

— Fill-out the customer-specific text boxes.

6. Click on "Save" to save the changes.
-OR-
Click "Cancel" to discard the entries.

More information is provided in Chapter: Exporting session information (Page 126).
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Asset deleted

When an asset has been deleted in Insights Hub, you will get the message in the upperright area
as well as in the right area above the asset name.

* The icon for deleting records of deleted assets is disabled.

¢ Recordings cannot be downloaded.

Session log of galilis asset DoNotDebete Smoke 05/05/2021 08:37

RIS

004805 BT

20185 Bt PR Se—
]

shnetens v | S 7., Upedatefry shaeer itwnt wope ol 1

PR E S
Bt

e TP R |
A5 B8 AV T T DB 42 0w P 1)

6.5.8 Exporting session information

You have the option of exporting session information for the displayed sessions in the following
formats:

* Log file in the CSV format
« PDF

Precondition

You must have the appropriate authorization levels to view all session information.

More information can be found in Chapter: Managing users (Page 70).
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6.5 Remote sessions

Procedure

1. Click on "Manage remote sessions".

P

Manage remote sessions

2. The "Session overview" window opens and displays an overview of all sessions.
Filter the displayed sessions if necessary.

« Session overview =&+ T~
Bate | et Marbs marn prp— [re— R T - P —

O = Tiiwmh et CaiteiDicietn I000 - 1 Thebd wemt SuvatDietens I i RLETESIPEE T T

) BB Lok me OchisiDobin SRS 1 1Frik s Doficibes T comcBsers pu corw VDRI RS DR

O B VUNES e Cbini e TR IR, s S a8 mai e e s ARSI BEENAS  CEamds

iy | Yifwdh mas DebEiDi SR 1k e SefiotDaie P s Sr e o LR LRI LR E e H

oOm wn s NSRS VRN BRETAR

= | P LEE RIS TE LR St

T e e o s masi e e e ARSI AN e

O B LM s OuhmDatim BES | Ifnk s SohceDates - tah ceni P L RN W2 R

. | 1lms et GubeiDricts 13500 T1hts st Seheili - Ty e ELETE S rRrETeTy ceown

iy Lliih pavs DohieiDeisen BT - | 1, sun Schorbsiens s Fardi ceincBrions aus o 15053003 113433 AT

T) B YlsEk ek GubiniDeicis TROE . 1Pk s Sl o s masi e e WARIIINA4NN cearan
B Ui Cohetti KRN IR i st 7 (LT RN

18118 i . 123 45 2 m

= |
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128

. In the overview, select a session and click on the session name that is underlined.

Window "Session information of <Name_date _time>" opens.

Seashon b of MO_IRE Test DolctDelets 19/ 122022 BEE2

M S ot kb Pt

PEREEER

4. Click on "Export CSV".

The displayed information is saved in the download directory in the CSV format.
The file is displayed in the lower left section of the window.
When clicking on the arrow icon you have the following options:

— Open - opens the file
— Always open files of this type - automatically opens the file

— Show in folder - exports the file to the selected folder

¥ conderences-expor.._csv

-AND/OR -

Click on "Export PDF".

An additional window opens in which you can define the print settings.
Click on "Save" to start printing the PDF.

[
4 Print 2 pages

Destinamen B Gaweas FOF -

Marging Datult -

Optinns O Headers ood footers

Backgound gaphis
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6.5 Remote sessions

6.5.9 Remote sessions with Manage MyMachines

You can also start or enter remote sessions via Manage MyMachines.

Precondition

* You have purchased Manage MyMachines and Manage MyMachines /[Remote for the

particular tenant.

* You are logged in as user and have Manage MyMachines and Manage MyMachines /Remote

rights.

* Access to Manage MyMachines and Manage MyMachines /Remote for the required asset is

activated.

More information can be found in Chapter: Activating Manage MyMachines /Remote as

(Page 80).

Parameters

Icon

Description

* You have no rights to start the remote session.

— Therights for Manage MyMachines /Remote were not assigned to the
user or were removed.

— Manage MyMachines /Remote was not purchased for the tenant
-OR-
* Manage MyMachines /Remote is not activated.

— The subscription is not activated or has expired.

You can start a new remote session.

You can join an existing remote session.

Manage MyMachines /Remote
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6.5.9.1

Procedure

130

Start new remote session

1. Inthe launch pad, click on the "Manage MyMachines for Industrial Operations X Cloud" icon.

2. The "Machine Overview" window opens and the available machines are displayed.

Wi e Thact_leie Fd AN _tmn_dereoert_nne_Ti-koee o 1370 _rrencect el & 147k e Cali-ifiekos e

4 Tk -

[
i
Hadndimn

3. Click on the blue "MMM [R" icon "Start new remote session" E! of the required asset.
-OR-
Click on the underscored name of the required machine.
The "Machine Dashboard" window opens.
Click on the blue "MMM [R" icon next to the "Pending Alarms" display.
-OR-
Click on the *** icon of the required machine and click on "Dashboard".
The "Machine Dashboard" window opens.
Click on the blue "MMM [R" icon next to the "Pending Alarms" display.

Machine Dashboard % T

O
2

W achine Sratuy

s ovarwrtce 00O OO0 0 OO 0001000 5 0 0 000 0 60090000 OO MG AR RO

=

Manage MyMachines /Remote
Function Manual, 01/2024, A5E44039359B AV



Working with Manage MyMachines /Remote
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4. The "Manage MyMachines [Remote Service Client" session window opens.

Redirecting to session log page, please wait.

. Manage MyMachines /Remote Service Client

Conference  Settings Languages Window Help

1t

5. A new remote session is started and the log details for the selected asset are displayed.

Homa + Snion Derses + s i of O SrarssseDr. DrérDrstn 200202 BT

Session log of CFT_SinumerikOne DoNotDelets 20/04/2022 08:22
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6.5.9.2 Joining a remote session

Precondition
¢ The session is active.

* The service engineer and machine operator have already joined the session.
The following warning message is output if there are no active owners in the session:
"Terminated: There is no owner SE or MO yet".

* Itis not permissible that a desktop is continually shared and/or files transferred.
The following warning message is output if the desktop is shared and/or files transferred.
"Aborted: Joining is not allowed during ongoing desktop sharing or file transfer".

Procedure
1. Inthe launch pad, click on the "Manage MyMachines for Industrial Operations X Cloud" icon.

2. The "Machine Overview" window opens and the available machines are displayed.

Wi e Thact_leie Fd AN _tmn_dereoert_nne_Ti-koee O 1370 _rrencect el & 147k e Cali-ifiekos e
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3. Click on the blue "MMM [R" icon "Join remote session" of the required asset.
-OR-
Click on the underscored name of the required machine.
The "Machine Dashboard" window opens.
Click on the green "MMM /R" icon next to the "Pending Alarms" display.
-OR-
Click on the *** icon of the required machine and click on "Dashboard".
The "Machine Dashboard" window opens.
Click on the green "MMM /R" icon next to the "Pending Alarms" display.

Machine Dashboard L2l 4

Iy

¥ Machioe Sutus

¥ NC Program Status
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4. The "Manage MyMachines [Remote Service Client" session window opens.

Redirecting to session log page, please wait...

. Manage MyMachines /Remote Service Client - O x

Conference  Settings Languages Window Help

5. You join the remote session and the log details for the selected asset are displayed.

i i e - i1 1 o A Al [ Do VAT O
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6.6 Service Dashboard

Precondition

You require admin rights to use the "Service Dashboard" function.

Parameters
Parameter/icon Description
<« Opens the "Manage MyMachines [Remote" start page.
05/12/2020 > 0611612020 Displays the time range and the time zone used. By default, the time range is

set to "Last 7 days".
Opens the calendar function.

More information can be found in Chapter: Using the calendar function
(Page 138).

Export PDF Exports the "Service Dashboard" data in the time range used to a PDF file.
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Procedure

1. Click on the "Service Dashboard" button.

O

Service Dashboard

2. The "Service Dashboard" window opens.

— The "Number of sessions performed by time" bar chart shows you the total number of
service calls per day/week/month/quarter.

— The "Total duration of sessions by subtenants" pie chart shows you the time spent per
customer in a certain period of time (hh:mm:ss).

— The "Number of sessions by subtenants" pie chart shows you the number of service calls
per customer.

Hover the mouse over the diagrams to display the underlying data in detail.

Sarvice Duthboars

3. To make time range settings in the time range, click in the upper left of the time range
window.
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4. Click "Export PDF" to export the displayed data of the window to a PDF file.
The "Print" window opens.
To save the PDF file, click "Save"
-OR-
To cancel the operation, click "Cancel".

Service Dashbosrd Print 1 page
Destnaticn B saveas FOF -
Kumbar of Sessnns Performed by Time = Pages Al -
Poges per ahes! 1 -
Margrs Defait -
Options Hazders and footers

[0 eackground graphics

bk i s tevn 2ain ke e e

s ot -t o e s e R

m Fansl

5. If no session was held in the selected time range, the following message is displayed:
"No sessions performed within the selected time range! Please make a different filter
selection."

Service Dashhaard

Mo sessans perlormed
Fu sessions perfrmed wi Please make 5
Flensn make a
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6.7 Using the calendar function

You have the option of selecting the time range and time zone using the calendar function.

Button / parameter

Button/parameter Description
0511212020 - 0&/16/2020 Displays the time range and the time zone used.
Opens the calendar function.
Absolute Manually entering a fixed time range
Relative Selecting a relative time range:

e Last 60 minutes
e Last 24 hours

e Last7 days

e Last 30 days

e Last 90 days

¢ Today

* Yesterday

e Last week

e Last month

e Last quarter

Time zone Selecting the time zone used
¢ Local: Local time at the machine location
e UTC: World time
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Procedure

1. Click on the time range display.
The calendar window opens.

2. To use a fixed time range:
— Open the "Absolute” tab.
— Click on the required start date.

— Click on the required end date.

— Enter a precise time in format hh:mm:ss.

-OR-
Activate the checkbox "All Day".
Absolute July= 2019 -
Su Mo Tu We Th F  Sa
Quick Range
DEET 12 3 4 5 6

Time Zane 7 8 T L B R e -

August = 2019

Su Mo Tu We

[
]
[
o
[
=l
[
=5

Add time
All Day [ > | All Day | = All Day
3. To use a relative time range:
— Open the "Quick Range" tab.
— Click on the required time range.
Absolute Last 60 minutes Today
Last 24 hours Yesterday
Quick Range
------ Last 7 days Last week
Time Zone
Last 30 days Last month
Last 90 days Last quarter
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Function Manual, 01/2024, A5E44039359B AV

6.7 Using the calendar function

- L
Th Fr Sa
2 3
] 3 10

Cancel

139



Working with Manage MyMachines /Remote

6.7 Using the calendar function

4. Open the "Time zone" tab, and select the required time zone.

5. Click on "OK".
The calendar window is closed. The new time range and the time zone used are displayed on

the button.
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Client

7

7.1 Setting up Manage MyMachines /Remote - Machine operators
(MO)
7.1.1 Overview

As the machine operator, you have various options for accessing the functions of Manage
MyMachines /Remote:

1.

SINUMERIK Operate runs on the NCU.

In this scenario, you connect to Manage MyMachines /Remote with the aid of the SINUMERIK
Integrate Client.

You can find further information on the installation and configuration of the SINUMERIK
Integrate Client in the following chapters:

— Checking and updating the versions (Page 29)
— SINUMERIK Integrate (Page 41)
— Configuring the URL and proxy (Page 43)

You can find further information on the installation of the SINUMERIK Integrate Client from
a remote computer in the

Application example Manage MyMachines /Remote - Installation in existing control
environments

SINUMERIK Operate runs on a PCU or IPC.

In this scenario, you install the Manage MyMachines /Remote Service Client.

You can find further information on the installation and configuration of the Remote Service
Client in the following chapters:

— Download remote service client (Page 98)
Ensure that you select the correct client. The clients for PCU or IPC use different processes
for establishing a connection and authentication.

— Installing Manage MyMachines /Remote Service Client MO (IPC or PCU) (Page 142)
— Entering the address of a proxy server (Page 151)

— You have the option of integrating the Remote Service Client into the SINUMERIK Operate
as an OEMFrame application:
Integrating an OEMFrame application into HMI sl (Page 152)
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7.1 Setting up Manage MyMachines /Remote - Machine operators (MO)

7.1.2 Installing Manage MyMachines /Remote Service Client MO (IPC or PCU)

Precondition
You have downloaded the client setup, e.g. to a USB flash drive.

You will find information on this in Chapter Download remote service client (Page 98).

Procedure
1. Copy the client setup, e.g. from the USB flash drive to the SINUMERIK control or the IPC.
2. Open the installation directory into which the client setup was copied.

3. Start the setup file "MMMR_SC_MO_setup.exe" with a double click, e.g. "Manage
MyMachines /IRemote Service Client for machine operators - PCU from Vx.x.x.x.".
The welcome dialog "Welcome to the Wizard for Manage MyMachines |
Remote Service Client MO Vx.x.xx.x" opens.

4. Click "Next >" to start the installation preparation.
The "License Agreement" window opens:

Welcome to the Wizard for Manage
MyMachines [Remote Service Client SE x64
vVi.0.12.4

SIEMENS

The Wizard will install Manage MyMachines /Remate Service
Client SE x84 on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
internationzl treaties.
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7.1 Setting up Manage MyMachines /Remote - Machine operators (MO)

5. Read the license agreement.
— Click "Print" if you want to print out the conditions.

— Then select the "l accept the terms in the license agreement" option button and click
"Next >".
-OR-
Click "< Back" to return to the previous window.
The "Destination Folder" window opens:
ﬁ hanage Mybdachines FRemote Service Client MO
License Agreement

Please read the following license agreement carefully,

The following notes and conditions shall apply for Software provided by -
Siermens by installing on your system, by filing a copy on your system during
the installation or by making available the Software in any other way.

Please note:

This software is protected under Gerrman and/or foreign Copyright Laws and
pravisions in international treaties. Unauthorized reproduction and distribution
of this software or parts of it is liable to prosecution. It will be prosecuted
according to criminal as well as civil law and may result in severe punishment

Al me A m o, lmiemm =

@) I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

[ < Back H Mexk = l [ Cancel

6. Click "Next >" to accept the directory suggested by setup.
-OR-
Click "Change..." to change the installation directory.
The "Ready to Install the Program" window opens:

ﬁ hanage Mybdachines FRemote Service Client MO

Destination Folder

Click Mext ko install to this Folder, or click Change ko install to a different Folder

.‘—/ Install Manage MyMachines [Remote Service Client MO to;

Ci\Program Files (x86),Siemens MMMR S

< Back l| Mext = [ Cancel
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7. Click the "Install" button to start the installation.
The "Installing Manage MyMachine /Remote Service Client MO" window opens:

ﬁ hanage Mybdachines FRemote Service Client MO

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko begin the installation,

If wou wank to review or change any of waour installation settings, click Back, Click Cancel ko
exit the wizard.

[ < Back l[ Inskall J [ Cancel

The installation is started.
The "Welcome to the Certificate Export Wizard" window opens:

ﬁ! Manage Myhdachines Remote Service Client MO E' =]

Installing Manage MyMachines /Remote Service Client MO

The program Features vou selected are being installed,

Please wait while the Wizard installs Manage MyMachines [Remote Service
Client MO, This may kake several minukes,

Skatus:
Creating shorbouks
T
< Back Mexk =
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7.1 Setting up Manage MyMachines /Remote - Machine operators (MO)

8. Click "Next >".
The "Certificate Store" window opens:

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard
=1 This wizard helps you copy certificates, certificate trusk
! B
) M %" lists, and certificate revocation lists from your disk bo 3
F */' 3 certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to prokect data or ko establish secure network
connections. & certificate stare is the system area where
certificates are kept,

To continue, click Next,

< Back [ Mext = ]| Canecel |

9. Select the "Place all certificates in the following store" option button.
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10.Click on "Browse...".

Note

If a DigiCert root certificate is already present on Windows or Linux computers, this step is not
required.

The "Select Certificate Store" window opens:
Certificate Import Wizard @

Certificate Store

Certificate stores are syskem areas where certificates are kept,

Windows can automatically select a certificate stare, or vou can specify a lacation Far
the certificate,

) Automatically select the certificate store based on the bype of certificate
@) Place all certificates in the follawing store

Certificate skore:

Browse. ..

Learn more about certificate skores

< Back J[ Mexk = l[ Cancel
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11.Select "Trusted Root Certification Authorities" and click "OK".
Window "Certificate Store" is redisplayed, and you see the entry below "Certification store:"

Certificate Import Wizard [=2]

Select Certificate Store @

< are kept,
Select the certificate skare wou want to use,

| Personal -
18 Trusted Roak © tion Authorities [
| Enterprise Trust ‘i‘
| Inkermediate Certification Authorities

| Trusted Publishers

1 lnkrnskad Cerkficabas
[T | »

[T Show phrysical skores

oK ] [ Cancel

ar you can specify a location For

H on the bype of certificate

Learn more about certificate skores

< Back ” Mexk = l[ Cancel
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7.1 Setting up Manage MyMachines /Remote - Machine operators (MO)

12.Click "Next >".
The "Completing the Certificate Import Wizard" window opens and shows you the settings:

r &

Certificate Irmpaort Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or you can specify a location For
the certificate.

Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store;

Trusted Root Certification Authorities

Learn mare about certificate stores

< Back.

| Mext = || Cancel
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13.Click "Finish". The certificate is imported.
You receive a message that the action was completed successfully.

Certificate Import Wizard @

Completing the Certificate Import

Wizard
I
; | The certificate will be imparted after you click Finish,
':.-_7_:__‘]’ You have specified the Following settings:
tificat & RS Trusted Rook Certifice
Content Certificate
4 T 3

< Back ” Finish ]l Canecel

14.Click "OK".

Certificate Irmpaort \Wfizard @

:I The importwas successful,

The "Wizard Completed" window opens.

Note
New request by the wizard

It is possible that the certificate import wizard again prompts you to import another
certificate. Repeat steps as described under 8. to 13.
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15.Click "Finish" to complete the installation.
ﬁ Manage hMyhdachines /Rermote Service Client bO

Wizard Completed
SIEMENS

The Wizard has successfully installed Manage MyMachines
IRemote Service Client MO, Click Finish to exit the wizard,

SINUMERIK

[7] show the Windows Installer log

Once installation has been completed, you will be prompted to restart your SINUMERIK
control or the IPC.

16.Click "Yes".
ﬁ! Manage Mybdachines fRemote Service Client MO Instal.. | £2

@0 Vou musk reskart your syskem For the configuration
changes made to Manage MyMachines /Remote Service
Client MO ko kake effect. Click Yes to restart now or Mo
if wou plan to restart laker,

The following symbol is displayed on the desktop for you to start Manage MyMachines /
Remote:

MMM

&mnm

Manage My

Machines
Remote
Service Client

MO
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7.1.3

Overview

Procedure

7.1 Setting up Manage MyMachines /Remote - Machine operators (MO)

Entering the address of a proxy server

If access to the Internet is done via a proxy server, define the desired method via the proxy

settings.

Note

Proxy configuration is required if the Internet access by the device on which Manage
MyMachines /Remote Service Client is installed uses a proxy service.

Settings

Description

Do not use a proxy (direct connection)

Establishes a direct connection to the Internet.

Automatic proxy detection

Automatically determines the address of a proxy server to ac-
cess the Internet.

Use system proxy settings

The suggested setting:

Uses the setting saved in Internet Explorer to go into the Inter-
net.

Click "Internet options" to open the Internet options of the sys-
tem in order to check or change the proxy settings.

Use Manufacturing IT client proxy set-
tings

Uses the settings of the Manufacturing IT client to gain access to
the Internet.

Use automatic configuration script:

Address

Address input of the proxy server from which the proxy script is
downloaded.

Use these proxy settings (manual):

Server

Port

Address input (address and port) to specify a specific proxy serv-
er.

Use these proxy credentials:

User name

Password

Input of the access data if the proxy server requires a login.

Remember authentication data

The access data is stored retentively in the system.
The password is stored in encoded form.

1. Open "Manage MyMachines /Remote Service Client".

2. Call "Settings" > "Proxy..." in the menu bar.
The "Proxy settings" window opens.
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3. Select the desired proxy setting.

4. Click "OK" to save the settings.
-OR-
Click "Cancel" to reject the settings.

B8 Proxy settings &

Configuration
O Do not use a proxy (direct connection)
O Automatically detect proxy setfings
(=) Use system proxy settings IFtErniet opto
(O Use Manufacturing IT dient proxy settings
O use automatic configuration script:
Address:
(0 use these proxy settings (manual):
Server: Port:

[ Use these proxy credentiaks:

User name:

Password:

[J remember authentication data

Using your own proxy logon data

If you are using your own proxy logon data, select the "Use these proxy settings (manual):" check
box.

1. Then select the check box "Use these proxy credentials:" and enter your user name and
password.

2. Select the "Remember authentication data" checkbox if you want to save your login data
permanently.

3. Click the "OK" button to save the settings.

See also

Entering the address of a proxy server (Page 164)

7.1.4 Integrating an OEMFrame application into HMI sl

Integrating an OEM Frame application

The Windows OEMFrame applications are used to generate and use softkeys. The required
settings are described in this chapter based on an example.

Manage MyMachines /Remote
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You will have to modify or create the following files:
¢ Configuration file "systemconfiguration.ini"

¢ Configuring the start softkey
In order to start an OEMFrame application from the operating software, configure a softkey
on the expansion bar of the operating area.

Example configuration file "systemconfiguration.ini"

In file "systemconfiguration.ini”, save the call for Manage MyMachines /Remote Service Client
accordingly. Depending on the access protection level assigned to you, you extend the
"systemconfiguration.ini” file contained in the relevant directory.

<HMIInstallDir>\\hmiloem\sinumerik\hmilcfg
<HMIInstallDir>\\hmil\addon\sinumerik\hmi\cfg

<HMIlInstallDir>\\hmi\ \user\sinumerik\hmiloem\

Extensions

Add the following line to the [areas] section:
AREA500=name:=MMMR, process:=ProcessOEM
Add the following line to the [processes] section:

PROC500=process:=ProcessOEM, cmdline:="C:\\Program Files (x86)\
\Siemens\\MMMR SC\\ManageMyMachinesRemoteServiceClientMO.exe",
oemframe:=true, deferred:=true, classname:="QWidget"

Adjust the indexes of the relevant entries (PROC500, AREA500) in accordance with your HMI
configuration.

The path for the executable file of the service mode client can differ from the path stated
above, depending on the version installed (32 bit/64 bit) and the path selected during
installation.

Further information

You can find furtherinformation about the options for integrating OEMFrame applications in the
SINUMERIK Operate Commissioning Manual.

7.1.5 Silent Installation
You have the option of using Silent Installation to install "MyMachines /Remote Service Clients".

This installation type allows you to install Manage MyMachines /Remote Service clients
without any user interaction at all. The steps to install the certificate are part of the newly
implemented Silent Installation.

The actions that would have had to be performed using the wizards to import the certificate
are now performed in the background. While doing this, the correct certificates are placed at
the storage location of the Trusted Root Certification Authorities.
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Precondition
You require administration rights to perform a Silent Installation.
Parameters
Use the following parameters in the command line:
/s > for Silent Installation
/x> to delete
setup.exe /s /v"/gn" > for Silent Installation with default settings
REBOOT=ReallySuppress > to suppress a forced restart
(e.g. MMMR_SC_SE_x64 setup.exe /s /v"/gqn OPENVPN OPTION=1
REBOOT=ReallySuppress")
Procedure

The subsequent example is applicable for machine operators.
You install other service clients using the same procedure running in the background.

1. Open "Command Prompt".

BN Command Prompt

2. Enter the directory in which the "setup.exe" file is located.

BN Command Prompt

up

3. Execute the following Silent Installation command to install the clientin the default directory.
e.g.MMMR SC MO setup.exe /s /v"/qgn"

B8 Command Prompt

ktop\MMMR_SC up

up>MMMR_SC
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4. You do not have to make any other entries during the installation procedure.
— Theclients are installed in the standard directory C:\Programs (x86)\Siemens\MMMR SC.

— The certificates are placed in the Trusted Root Certification Authorities.

Delete Rename

ta

Drganize
+ Program Files (xB2) » Seeme

Marme

Automation
BARIME 5T
Feport As SPAM

5. To install function "OpenVPN", insert parameter OPENVPN OPTION=1 at the end of the
command:

MMMR SC IPC MO setup.exe /s /v"/gn OPENVPN OPTION=1

— The VPN button is added to the SE client user interface. VPN is only supported for MO / IPC
clients.

6. If you want to completely remove the service clients, execute the following command:
MMMR SC MO setup.exe /x /s /v"/qn"

7.2 Setting up Manage MyMachines /Remote - service engineer (SE)

7.2.1 Installing Manage MyMachines /Remote Service Client SE

Precondition
You have downloaded the client setup.

More information can be found in Chapter: Download remote service client (Page 98).
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Procedure
1. Open the installation directory on the operator PC.

2. Double-click to start the "MMMR_SC_MO_x64 setup.exe" setup file, e.g. from "Manage
MyMachines /Remote Service Client for service engineers - 64 bit from Vx.x.x.x.".
The welcome dialog "Welcome to the Wizard for Manage MyMachines |
Remote Service Client SE x64 Vx.x.xx.x" opens.
Click "Next >" to prepare the installation.

) Manage MyMachines /Remote Service Client SE x64 (S
SIEMENS Welcome to the Wizard for Manage
Ryt MyMachines fRemote Service Client SE x64
V2.1.0.1

The Wizard will install Manage MyMachines Remote Service
Client 5 x64 on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

I‘SINUMERIK
ntegrate

Sl A, 3018, AT Rights Ress el

Back Next> | [  cancel
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3. The "License Agreement" window opens.
Read the license agreement.

— Click "Print" if you want to print out the conditions.

— Then select the "l accept the terms in the license agreement" option button and click
"Next >".

-OR-
Click "< Back" to return to the previous window.
ﬁ';-‘ Manage Myhdachines fRermote Service Client SE x4
License Agreement

Flease read the following license agreement carefully,

The following notes and conditions shall apply for Software provided by -
Siemens by installing on your system, by filing a copy on your systerm during ||
the installation or by making available the Software in any other way.

Please note:

This software is protected under German and/or fareign Copyright Laws and
pravisions in international treaties. Unauthorized reproduction and distribution
of this software or parts of it is liable to prosecution. It will be prosecuted
according to criminal as well as civil law and may result in severe punishment

el fme Almmm o im Al

(@) I accept the terms in the license agreement

() I do not accept the terms in the license agreement

[ < Back ][ MNext = ] [ Canecel

4. The "Destination Folder" window opens.
Click "Next >" to accept the directory suggested by setup.
-OR-
Click "Change..." to change the installation directory.

ﬁ,l Manage MyMachines /Remote Service Client SE x64 &J

Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

i Install Manage MyMachines Remote Service Chent SE x64 to:
._—J} C:\Program Files (x35)\Siemens\MMMR SC\

| install OpenVPN

< Back || hext > ][ Cance|
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5. The "Ready to Install the Program" window is opened.
Click the "Install" button to start the installation.

ﬁ' Manage Myhdachines fRermote Service Client SE x4

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

If vou want ko review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

[ < Back. ][ Install ] [ Cancel l

6. The "Installing Manage MyMachine /Remote Service Client SE x64" window is opened.
The installation is started.

ﬁ' Manage hyhdachines /Remote Service Client SE x64 EI (=]

Installing Manage MyMachines /Remote Service Client SE #6564

The program features you selecked are being installed,

Please wait while the Wizard installs Manage MyMachines [Remoke Service
Client SE x4, This may kake several minukes,

Skatus:
Installing Microsaft \MET Framework 4.7.2 Full
T |
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7. The "Welcome to the Certificate Import Wizard" window is opened.
Click on "Next >".

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard
= This wizard helps you copy certificates, certificate trusk
) M 'E—_;; lists, and certificate revocation lists from your disk bo 3
F *f" ol certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to prokect data or ko establish secure network
connections. & certificate stare is the system area where
certificates are kept,

To continue, click Next,

< Back [ Mext = ]| Canecel |

8. Window "Certificate Store" opens.
Activate the "Place all certificates in the following store" option button.
Click on "Browse...".

Certificate Import Wizard @

Certificate Store

Certificate stores are syskem areas where certificates are kept,

Windows can automatically select a certificate stare, or vou can specify a lacation Far
the certificate,

Automatically select the certificate store based on the bvpe of certificate
@) Place all certificates in the follawing store

Certificate skore:

Browse. ..

Learn more about certificate skores

< Back |[ Mexk = l| Cancel
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9. Window "Select Certificate Store" opens.

Select "Trusted Root Certification Authorities" and click on "OK".

Certificate Import Wizard [=2]
Select Certificate Store @
< are kept,
Select the certificate skare wou want to use,
- Personal
@l Trusted Rook Ce

- ar you can specify a location For
| Enterprise Trust ‘i
| Intermediate Certification Autharities
| Trusted Publishers

I 1rkenzkad CerbFicakas

T

H on the bype of certificate

[T Show phrysical skores

oK ] [ Cancel
Learn more about certificate skores
< Back ” Mexk = l [ Cancel
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10.Window "Certificate Store" is redisplayed, and you see the entry below "Certification store:"
Click on "Next >".

r &

Certificate Irmpaort Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or you can specify a location For
the certificate.

Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store;

Trusted Root Certification Authorities

Learn mare about certificate stores

< Back ” Mext = || Cancel
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11.The "Completing the Certificate Import Wizard" window opens and shows you the settings.
Click on the "Finish" button. The certificate is imported.

Certificate Import Wizard @

Completing the Certificate Import

Wizard
I
Z | The certificate will be imparted after you click Finish,
':.-_7_:__‘]} You have specified the Following settings:
GRS Trusted Rook Certifice
Content Certificate
4 T 3
l < Back ” Finish ] l Canecel l

12.You receive a message that the certificate was successfully imported.
Click "OK".

Certificate Irmpaort \Wfizard @

:I The importwas successful,

Note
New request by the wizard

It is possible that the certificate import wizard again prompts you to import another
certificate. Repeat steps as described under 7. to 12.
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13.The "Wizard Completed " window opens.
Click "Finish" to complete the installation.

ﬁ' Manage Myhdachines fRermote Service Client SE x4 E

Wizard Completed
SIEMENS

The Wizard has successfully installed Manage MyMachines
IRemoke Service Client SE x64, Click Finish to exit the wizard,

[ show the windows Installer lag

14.0nce installation has been completed, you will be prompted to restart your PC.
Click on "Yes".

ﬁ! Manage Mybdachines Remote Service Client SE 264 Ins.., | 22

changes made to Manage MyMachines [Remoke Service
Client SE x64 to take effect, Click ¥es to restart now or
Mo if wou plan to restart laker,

@ ‘fou musk reskart wour syskem For the configuration

15.The following symbol is displayed on the desktop for you to start Manage MyMachines /
Remote:
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7.2 Setting up Manage MyMachines /Remote - service engineer (SE)

7.2.2 Entering the address of a proxy server
Overview
If access to the Internet is done via a proxy server, define the desired method via the proxy
settings.
Note
Proxy configuration is required if the Internet access by the device on which Manage
MyMachines /Remote Service Client is installed uses a proxy service.
Settings Description
Do not use a proxy (direct connection) | Establishes a direct connection to the Internet.
Automatic proxy detection Automatically determines the address of a proxy server to ac-
cess the Internet.
Use system proxy settings The suggested setting:
Uses the setting saved in Internet Explorer to go into the Inter-
net.
Click "Internet options" to open the Internet options of the sys-
tem in order to check or change the proxy settings.
Use Manufacturing IT client proxy set- | Uses the settings of the Manufacturing IT client to gain access to
tings the Internet.
Use automatic configuration script:
Address Address input of the proxy server from which the proxy script is
downloaded.
Use these proxy settings (manual):
Server Address input (address and port) to specify a specific proxy serv-
Port er.
Use these proxy credentials:
User name Input of the access data if the proxy server requires a login.
Password
Remember authentication data The access data is stored retentively in the system.
The password is stored in encoded form.
Procedure

1. Open "Manage MyMachines /Remote Service Client".

2. Call "Settings" > "Proxy..." in the menu bar.
The "Proxy settings" window opens.

164
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7.2 Setting up Manage MyMachines /Remote - service engineer (SE)

3. Select the desired proxy setting.

4. Click "OK" to save the settings.
-OR-
Click "Cancel" to reject the settings.

E Proxy settings ﬁ

Configuration
O Do not use a proxy (direct connection)
O Automatically detect proxy settings
o —
(O Use Manufacturing IT dient proxy settings
{0 Use automatic configuration script:
Address;
O use these proxy settings {manual):
Server: Port:
[ Use these proxy credentiss:

Usar name:

Password:

[ Remember authentication data

Using your own proxy logon data

If you are using your own proxy logon data, select the "Use these proxy settings (manual):" check
box.

1. Then select the check box "Use these proxy credentials:" and enter your user name and
password.

2. Select the "Remember authentication data" checkbox if you want to save your login data
permanently.

3. Click the "OK" button to save the settings.
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7.2 Setting up Manage MyMachines /Remote - service engineer (SE)
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8.1 Overview of the functions

The following functions enable diagnostics to be performed and faults to be corrected via the
control. It is up to the service engineer to execute the functions for all problems via remote
access on a PC with a mouse and keyboard.

To be able to use these actions you must activate the functions in Manage MyMachines /

Remote.

Functions

Function

Description

Desktop sharing

Permits the display and remote operation of a control. For safety reasons,
however, it is not possible to initiate machine movements or to start NC
programs.

Additional information is provided in Chapter: Desktop sharing (SINU-
MERIK Integrate Client) (Page 180)

File transfer

Enables the transfer of one or more files or directories. Transfer can be
from the workplace PC to the control or vice versa. This allows, for exam-
ple, patches to be imported for the error correction. The control can also
be updated quickly. Even complex NC programs are transferred to the
service engineer for offline testing or for modification via file transfer.

Additional information is provided in Chapter: Transferring files
(Page 185)

Remote STEP 7

With STEP 7, the control tasks can be implemented based on the SIMATIC
S7 automation systems.

Additional information is provided in Chapter: Setting-up the Internet
connection with SIMATIC Manager (Page 195)

Conference call

Allows several service engineers to participate in a conference. You either
participate with an observing role or as leader of the conference.

Additional information is provided in Chapter: Transferring the confer-
ence leadership (Page 204)

Automatic recording of the
meeting

Enables the session to be recorded and archives to the server as session
information.

Manage MyMachines /Remote
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8.2 User roles and operator interface

8.2

User roles

User interface

168

User roles and operator interface

You can participate in a session with the following roles:

1. Session leader
2. Machine operator
3. Observing service engineer

These user roles can have different states and
icons:

are defined on the user interface with different

Icon | No. | Role Status

e 1 Session leader The session leader actively participates in the session.

2 2. |Session leader The session leader is active and hosts the session
(desktop sharing).

S 3 Machine operator The machine operator participates actively in the ses-
sion.

& 4 Machine operator The machine operator hosts the session.

The session leader does not control the remote desk-
top.

5 Machine operator/service engineer | Transfer control

& 6 Machine operator The machine operator was presentin the session, but
is currently not present.

e 7 | Observing service engineer The observing service engineer participates actively

in the session.

Observing service engineer

b4 8

The observing service engineer was in the session,
but is currently not present.

Information

It is possible to participate as an observing service engineer as follows:

* A service engineer at the operating PC leads the session

* A machine operator at the SINUMERIK control system participates in the session

Description

Conference data

Machine ID Shows the ID of the machine.

Session ID Shows the session ID.

Status Displays current information for the session.
Tenant Shows the organization of the connected machine.

Participants

Name

Shows the names of the participants.

Status

Shows the current role of the participant.

Manage MyMachines /Remote
Function Manual, 01/2024, A5E44039359B AV



Using MyMachines /Remote Service Client

8.3 Joining a remote session as MO (PCU/NCU)

Description
Tenant Shows the organization of the current user.
Remote access Shows a remote access.

Is only displayed for the head service engineer.

Shows a terminated participant access.

Shows that the function to end remote access is not available because
desktop sharing has not been started.

In this state, you cannot perform any function via the button.

File transfer

Shows the data transfer.
Is only displayed for the head service engineer.

Symbols on the status bar

Transfer of leader- | [[22 Shows the transfer of leadership.
ship Is only displayed for the head service engineer.
Icon Description

Shows a session recording.

Shows no participation in the conference.

Participation in a conference has been performed.

The conference has been interrupted because of a network error.

8.3 Joining a

Precondition

remote session as MO (PCU/NCU)

e The SINUMERIK Operate operating software is started.

* The SINUMERIK control has been successfully connected with Insights Hub.
More information is provided in Chapter: Install the registration key on a SINUMERIK control

system

(Page 46)

* As machine operator, the service engineer has informed you that he has started a remote

session.

Manage MyMachines /Remote
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8.3 Joining a remote session as MO (PCU/NCU)

Procedure
1. Press the menu forward key and press softkey "SINUMERIK Integrate”.

2. The "SINUMERIK INTEGRATE" window opens.

For information
The "MMM /Remote" softkey is available and activated if you have integrated

"Manage MyMachines /Remote" as an OEMFrame application.

Additional information on this topic is provided in Chapter. Integrating an OEMFrame
application into HMI sl (Page 152).

Press the "MMM Remote" softkey.

.4

SIEMENS

SIEMENS

SINUMERIK INTEGRATE

S AG, 2012 ARG e Reservee.

3. You can join the session as machine operator once the service engineer has started the
session.

Manage MyMachines /Remote
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8.3 Joining a remote session as MO (PCU/NCU)

4. The"Manage MyMachines /Remote" session window opens. You see the session numberand
the participants.

Manage MuMachines /Remote

Manage MyMachines /Remote
Session number 42-819-831-95

Participants &Machine Operator
£ Service Engineer

Conference host: Machine Operator

AL

-OR-

You see an appropriate message in the status bar if the service engineer has still not started
a session.

Press the "Exit session” softkey if you wish to close the window.

Manaoe Myflachines /Remote

Manage MyMachines /Remote
Session number
Parficipants

Ho active zeszion.
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8.4 Joining a remote session as MO (IPC)

5. The participants are displayed in the SE application once the participants have been
registered at the SINUMERIK control system.
As SE, you can use the following functions at the PC:

— File transfer
— Share screen

— Remote STEP 7 is available for SINUMERIK Operate with Linux or Windows
You can implement the control functions based on SIMATIC S7 using Remote STEP 7.
You can find additional information at: Setting-up the Internet connection with
SIMATIC Manager (Page 195)

Additional information on the required versions of SINUMERIK Operate and SIMATIC
Manager can be found at: "Supplementary Conditions".

6. To exit the session, press the "Exit session" softkey.

8.4 Joining a remote session as MO (IPC)

Precondition

* The "Manage MyMachines /Remote Service Client for machine operators - IPC" is installed.
You can find additional information on this topic in the following chapter: Download remote
service client (Page 98).

¢ As machine operator, the service engineer has informed you that he has initiated a remote
session.

e The service engineer has started the session.
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8.4 Joining a remote session as MO (IPC)

Procedure

1. Open the Manage MyMachines [Remote Service Client for machine operators - IPC.
The "Welcome" window opens.

E Manage MyMachines /Remote Service Client - o x
Conference  Setings  Languages  Windo Help
SIEMENS
Begusity far Life
Welcome
Llser name: ™ ||
Tenant: ™
MachinelD: *
*Required Fslds

2. Enter your user name and your tenant.

3. When using the system for the first time, enter the machine ID.
The machine ID is assigned when registering the machine for Manage MyMachines /Remote.
If you select a registered machine in the Asset Manager or in Manage MyMachines, then the
machine ID is displayed in the URL.
Example of a machine ID: a6cdxxxb8dcadl1d69456c6c6b7e5604e

4. Click "OK".
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5. When using for the first time, a "Sign In" browser window will appear for authenticating your
machine.

— Enter your email address and your Insights Hub password.

— Click on "Sign In".

SIEMENS

Sign In

or cregte an account

Sign In has changed. If you previousty signed in with a
username . please use your email Meed help?

Email
Liser@domain.com
Password @ Show
Enter your password
Forgot your passward?
Sign In
E2021 Siemensz Digitzl Industries Software Privacy Terms Help

6. The "Manage MyMachines /[Remote Service Client" session window opens.
The session is established and you can see the list of participants.

B Manage MyMachines /Remote Service Client - [m] b4
& Conference Settings  Languages Window  Help - 8 X
Sessiormumber: 02 - 520 - 545 - 36 Status: Meeting host has left fhe meeting.
Machine I0: | Estanbul_B280_[P30 Terart: sag-chmi
Desiion Fie Hemate | Fromate
= Eabe o Sharig | Transfer | Sten? | Owner
D2FiBHEL Mwyty ) Leadng service engineer sag-chmil
DZ15506 Mwytg B vachine operator sag-chnd o 3]
Note

Opened session

You can participate as often as you want in a session that has been opened.
Only the session leader can finally close that session.
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8.5 Conducting a remote session via VPN (IPC)

8.5 Conducting a remote session via VPN (IPC)

Virtual Private Networks (VPNs) allow users to send or receive data over a distributed or public
network as if their computers were connected directly over a private network.

¢ The service engineer sends an invitation to the VPN conference.

¢ The machine operator agrees to the VPN connection.

Note
Service engineer PC

e Itis not permissible that the service engineer has any administrator rights on the service
engineer PC.

e The administrator of the service engineers PC must define the permissible applications,
which communicate via the virtual VPN adapter, by configuring the firewall settings of the
operating system.
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8.5 Conducting a remote session via VPN (IPC)

Precondition

* The connection between the service engineer at the PC and the machine operator at the
SINUMERIK control system has been established.
More information is provided in Chapter: Joining a remote session as MO (IPC) (Page 172).

* OpenVPN has been installed for both the service engineer and the machine operator, e.g.
using Silent Installation.
More information is provided in Chapter: Silent Installation (Page 153).

e A"Network Bridge" is set up for OpenVPN TAP and LAN [X2] (only has to be done once after
a new installation):

Note

The Windows English user interface is shown in the following diagrams.

— Under "Network connections”, select OpenVPN TAP and LAN [X2] and open the menu
with a right-click
Click on "Bridge Connections".

Wganize =

* Incoming Connections .l._'. l;'_ul‘ll:
L ay v

. it Metwork Cor »
L" . Qplcn\'-FN TAP- U.h'i-nduw-sé. L" . DpenPN '.'-.'mrun
%

% Bridge Connections

% o
"]
L

— The "Network Bridge" network is created. Open the Network Bridge menu with a right-
click and click on "Properties".
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Manage MyMachines /Remote

8.5 Conducting a remote session via VPN (IPC)

Activate checkbox "Internet protocol version 4 (TCP/IPv4)" and click on button "Properties”.
Enter an IP address and then click on "OK".

Note
Network Bridge settings

For the network bridge, the same network settings and restrictions apply that were
defined for IPC LAN [X2].

The assigned IP for the network bridge must be one of the inactive IPs in the same
machine network.

The OpenVPN-IP address assigned for the service engineer client as a default is
192.168.214.6. If this IP address is already being used, then it must be updated to an
inactive IP in file "mmmr_se.ovpn" under "C:\Program Files (x86)\Siemens\MMMR SC".

4

| Internet Protoce| Version 4 (TCP/IPw) Properties b4
Natwording

ad General

Selec the axdspiers you ward 1o ute bo comect focomy 10 2201 31._5’ ;__!‘:r'f ;wxfﬂ va_f'jﬂhﬁ:; 'r" j:-;;:f:dvr: iy
Gl Retwark i ¥ -

s for the approprate: IP setbngs.

[ B9 OpanVFN Wireun

] B OpenVPN TAR MindowsE (2 Obiain an TP address automatically

B B Ly
‘B ] () Uisg the folowing [P address:
[P address: 152 . 168 . 214 . 242
Canfigun
Subnet mask: 155,255 .355. 0
This canneciion uses the folowing flems: Defaut gatewar: I

W EChert for Mioroaoh Networka
¥ T Fie and Prinier Shamng for Meresolt Nebworks
¥ 5 Micrasch MAL Bridge
¥ B Npcap Packet Diver (NPCA)
v -
¥ _a htemet Protocol Vemion 4 (TCP/IPvd)
r o J ool

Ofytain DINS perver address automat
(8) Use: the following DNS server addresses:
Preferred DMS server:

Alerrate DRS server:

<
[ ] valdate settings upon exit

. 5] o
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— Within the simulation environment, IPC [X2] had a direct connection to NCU [X120].

Note
Using the VPN connection, you can access devices in the machine network.
Any other procedure requires additional security measures.

After establishing the network bridge, a direct connection to the PLC on the NCU via
SINUMERIK Operate is not supported.

IPC MO e~
=  MMMR <
mcaminy Coaractian g;. ':"""' . : /
E’. Fi—— B Mook . Servet_
;t LAN 2] g! Lih [55) B
= i et X = e i ] |
‘;. OpenVPH TAR. Windowesh "‘ CipeniiPH Wardun
X X u . Success MMME connection
Hetaore Brdg
—
. ) ; X1 T
X7 N TAP CpenPRN Wintur 141.2.... X3 enW PN Wintu

L L

[¥120] NCU [¥130]

197.168.214.1 141.2..
ethd ethl
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8.5 Conducting a remote session via VPN (IPC)

Procedure

1. With a connection established, the service engineer clicks on the "VPN" icon in the "Manage
MyMachines Service Client" to send an access request.

mmmrautomation | & Machine operator mmmict == 3] v

2. The machine operator receives a message in the "Manage MyMachines /Remote Service
Client" session window indicating that the service engineer wants to establish a VPN
connection allowing him to access all devices in the same network.

B MMM /Remote Service Clent - |

| Please note: Accepling the WP cormection will sllow the parbcpating Servics-
[ m Engineen(s) to connect ta all devices in the same network.

Do you want o allow the VPN connection?

)

— The machine operator clicks on "Cancel" if he does not wish to establish a connection.
The service engineer receives an appropriate notification.

B MMM Remote Service Client %

: The request for VPN was rejected by the machime operator!

(e

— The machine operator clicks on "OK" if he agrees to establish a connection.

3. While the VPN connection is being established, the service engineer can see the tooltip "VPN
waiting for connection..." when the mouse pointer is hovered over the VPN button.

B Manage Myhschines [Remate Service Chent - [ *

Conference  Sellings  Lerguzoss  Window  Help

Sessionnumber: |52 |- (481 |- 519 |- 71 Status: | Conference host server: mmmrautomation remate

Machine ID; | Creat= My Virtual Machine Tenant: | mmmiat
Desxlop File Remate Fromole
Mame: Skatus Tenant Shari Trancfer Step? o WPH
o BB B Leading s=vics engnmer mmmiot
WTICSLTOMATN rema & maching cperator mmmiot Ea)l 3

WPH wailing for cormection,

Manage MyMachines /Remote
Function Manual, 01/2024, A5E44039359B AV 179



Using MyMachines /Remote Service Client
8.6 Desktop sharing (SINUMERIK Integrate Client)

4. After successful establishment of the VPN connection, the following window is started on
both sides:

— "OpenVPN Connection (mmmr_se)" is started on the service engineer's PC.
— "OpenVPN Connection (mmmr_mo)" is started on the machine operator's control.

— On both sides, the color of the "OpenVPN Connection (mmmr_se)" and "OpenVPN
Connection (mmmr_mo)" icon in the taskbar changes from yellow [E to green [l

5. The color of the "VPN" icon changes in column "VPN".
Message "VPN connected" is displayed in the tooltip if the mouse pointer is positioned above

the icon.
EE Mansge MyMachines /Remote Senvice Client - O x
Conference  Settngs  Langusges  Window  Help
Sessiormumber: 52 - 481 - (519 - |71 Status: | Conference host server: mmirautomaton remate
Maching ID: Create My Virtual Machine Terant: mrmit
Particpants
o s - FHEA AT
Gokhan Biik & |eading service engineer menmiat
mmrr uloration reme Ji Machie ope ator memiat fa [3] [
VP Connech=d
8.6 Desktop sharing (SINUMERIK Integrate Client)

Desktop sharing enables the display and remote operation of a control. For safety reasons,
however, it is not possible to initiate machine movements or to start NC programs.

* The owner of the conference requests desktop sharing.

* The machine operator consents to desktop sharing.

Precondition

* The connection between the service engineer at the PC and the machine operator at the
SINUMERIK control system has been established.

* Using the SINUMERIK Operate operating software, the rights for remote access was set under
"Diagnostics" > "Remote diagnostics" > "Right for remote diagnostics".

* The "Desktop sharing" function is activated.

NOTICE

Allowing remote access to the SINUMERIK control system

Only allow a remote access session if you know the following:
¢ Have you been notified of a remote access session?
* Do you know and trust the person who is conducting the session?

Manage MyMachines /Remote
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8.6 Desktop sharing (SINUMERIK Integrate Client)

Procedure
1. The owner of the conference clicks the "Desktop sharing" icon to access the SINUMERIK
control.
D Demo & Machine operator mmmdes IE IEI

2. The machine operator at the SINUMERIK control system receives a message that an external
PC wishes to access the control system.

The machine operator can either authorize or deny access.
Manage MyHachines /Remote

Remote access to system active.

Manage MylMachines /Remote

Session number 42-819-831-95
Participants & Machine Operator
Remote diagnostics

Notice

An external PC wants to
take over operation of the controller.

Do you want to allow this? ]

MEEERNRENENNENNNNNENNNNNNREND 17 -

1111111

Remote access through: Service Engineer

— The machine operator clicks "No" to deny access.

The service engineer cannot control the SINUMERIK control system of the machine
operator until access permission is issued by the machine operator.
The service engineer sees the following message:

B MMM /Remete Service Client *

@ Request for desktop sharing is denied by the machine operator!

——)
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8.7 Desktop sharing (IPC/ PCU)

— The machine operator clicks "Yes" to authorize access.
The user interface of the SINUMERIK control system is then displayed at the operator PC.
The service engineer can now access the SINUMERIK control system.
The "REC" icon indicates the access.

Manage Mylachines /Remote

Remote access to system active.

Manage MyMachines /Remote
Session number 42-819-831-95

Participants | Machine Operator
« Service Engineer

Note
Only one desktop can be shared

If remote control is already active, a second desktop cannot be shared on the same SINUMERIK
control within the existing session.

Note
Scaling the screen

If you change the screen size at the PC, then the size of the user interface is also scaled.

When access is terminated, the position and size of the screen is saved. If you reopen the same
session, then the same screen size is displayed.

8.7 Desktop sharing (IPC/ PCU)

Desktop sharing enables the display and remote operation of a control. For safety reasons,
however, it is not possible to initiate machine movements or to start NC programs.

* The owner of the conference requests desktop sharing.

* The machine operator consents to desktop sharing.
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Precondition

The connection between the service engineer at the PC and the machine operator at the
SINUMERIK control system has been established.

* The "Desktop sharing” function is activated.

NOTICE

Allowing remote access to the SINUMERIK control system

Only allow a remote access session if you know the following:

* Have you been notified of a remote access session?

¢ Do you know and trust the person who is conducting the session?
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8.7 Desktop sharing (IPC / PCU)

Procedure

1. The session leader clicks on the "Desktop sharing" icon to access the machine operator's PC.
D Demo & Machine operator mmmdes IEI |

2. The machine operator in the MMM /Remote application receives a notification that an
external PC would like to access the control system.
The machine operator can either authorize or deny access.

E Manage bybdachines Rermote Service Chent o || = || | >3

Sefgonnumban 33 - SO0 |- SE0 - E9 Fahis! | Conference host server: Dema Demo

Mahing 10 | Deme_Asset wnank! | mmmdey

Mame Status Tenank:

Diemin Demo & Machne oosrator mimmndes i
Do Serdce Enginesr 2 Leading service engineer mmincks

S mnad fRemate Service Chert [
Dectieds Service Enginass B requasting
- remcte contral of your computer. .
Do you wish ko allowe bhis regques:?

i)

— The machine operator presses "Cancel" if he denies access.

The service engineer cannot control the machine operator's PC until the machine
operator issues access permission.

The service engineer sees the following message:

B MMM /Remete Service Client *

@ Request for desktop sharing is denied by the machine operator!

——)
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8.8 Transferring files

— The service engineer clicks on "OK" if the machine operator authorizes access.

The userinterface of the machine operator's PCis then displayed on the service engineer's
PC.

The service engineer can now access the machine operator's PC.
The red dot in the status bar indicates access.

E Henags Mytachines fRemate Szrice Client [alE =
Sessicnnumber: |64 |- o7 |- 096 |- |23 Stabast Confersnca beel server; Damo Demo
Machine [0 Dema_Asset Terent: momdey
Deskbop
.Nm! Status Tenark haring
Do Desmo & [Hachne operar ey S
Cemg SmbeErnru-(ﬂ Leading service engnesr e
® it
. .
8.8 Transferring files

It is possible to transfer single or multiple files or directories between the service engineer's PC

and the operating PC of the machine operator - and vice versa. This allows, for example, patches
to be imported for error correction.

Precondition

The connection between the service engineer and the machine operator has been

established.

¢ The "File Transfer" function is current.
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8.8 Transferring files

Important icons

Icon Description

Opens the higher level in the directory tree.

E Updates the view of the directory tree. The directory listis only updated automatically when
other actions, such as navigation, copying, renaming or deleting, have been performed. If

the machine operator makes changes to the directory tree outside of the remote session, the
owner of the conference must update the view.

Creates a new subdirectory in the selected directory level.

Displaying file properties

In the "Filetransfer" window, the following file properties are displayed in the file system in the
column view:

File name
File size
Date of the last change

Attributes

When you close the window, the window size and position are saved. When the function is
opened again, the window is restored with the same dimensions.

You can set the column width and position. However, the settings are not saved.

Start transmission

1.

Click the "Open file transfer" icon to start the file transfer.

File Remote
Transfer Step?

=

| Open file transfer l

The "Filetransfer" window is displayed once the function has been established.
You can now transfer files between your PC (local file system) and another PC (remote file
system).

3. Use the cursor to navigate to the required files.
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Some directories and files are protected. If you do not have sufficient access rights, the
message "Access denied” is displayed.
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5. Select the files or directories that you want to transfer, either at the PC (local file system)
and/or at the remote file system.

= Manage MyMachines /Remote Sendce Client
& Conference Settings Languages \Window  Help

- 8 X

Sessiorrumber: B2 - 053 - 7I7 - B Stabus: Conference host server: D215506 Nwylg
Machine ID:  Istanbul 8280 [Pa0 Terant: sag-chmi
Desiiop Fie Femate Promabe
e Sl il Sharg | Trarsfer Siep? Onaner

D222693 wyty . Leadng service engineer sag-chmi

D215506 Nwytg G wachine peratar

D22188 1 Mg

sag-chinl
S Cbservingservice engineer  sagchmd

Iﬂ B
(=) (53
Name |sm=e  [Date | Attributes |« | Name |s=e  [Date | attribates
1| $GenCurent 523018, 1606536 ~H- || $RECYCLEEIN | LI, 10T S
SRecyde.Bin 722018, 10:4%58 5 Ksaver BL2.2018, 1L:10:15  —
Dl T2Mi18. 10:34:53 - n programi-AFPS 1512018, 151050 —
Dinurments and Settings L3N 13T S n Frajects 1332018, 163138 —-
Intel 52,2018, 15:36:05 - SIEMENS 13.2.2018, 11:08:11
MSOCache T8, 11:25:45 RH- =2 shik= SAD 1232018, 170027 —
PerfLogs 12122017 240 — System Volume Iriform... 12.3.2018, 4222 -5
Program Fies B.2.2018, 11:44:58 R Lger 16.2. 2018, 11:76:54
Program Fles (x88) 13.3.2018, 4711 R—
FrogramData 1232018, 548200 -
o £ 3E EdiEA e
Todal progress: E
Progrees:
Source: | |
Target: | ]
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6. The machine operator must grant permission for the file transfer.

188

Note

Issuing permission for all functions of a session

If the machine operator activates option checkbox "Grant approval for all actions in this
session" then approval is also issued for the following functions of the session:

¢ Desktop sharing

* File transfer

* STEP 7 via Internet

* Automatic session recording

If the machine operator uses the SINUMERIK control:

— Transfer is started if the machine operator presses the "Yes" softkey.

— Transfer is denied if the machine operator presses the "No" softkey.
Manage Mytachines /Remote

Manage

File 18MB.txt to be

|
: Do you want to allow files to be transferred to vour system?
| copied to /card/user.

[IGrant approval for all actions in this session.

If the machine operator uses the application MMM /Remote PCU/IPC:
— Transfer is started if the machine operator clicks on "Yes".
— Transfer is rejected if the machine operator clicks on "No".
B MMM fRemote Service Client o] @ |2z
? ?Te:pmtli ?\;iuld like to copy file

Ea your system,
Do waou want ko allow this action?

1 apply ko all in the process!

) ——
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7. Copy the selection into the appropriate directory using symbols ">" / "<".
No other actions can be performed during the copying procedure.

Note

The file transfer can be canceled by the machine operator. In this case, the message
"Filetransfer canceled!" appears

Note

If a directory or a file already exists in the target system, the following prompt is displayed:
"Path already exists on the remote file system. Overwrite?" The source and target directories
are also displayed.

Confirm this message with "OK".

If you no longer want to receive such messages, activate the "Apply to all in the process!"
checkbox before confirming.

The operation is displayed on a progress indicator.

Tedprgress: s =
Frogress: [ KB
Sorce: D fletransten| .y

Target: D:'ipemp|8d.img

8. You see the result at the end of the data transfer.

E Manage MyMachines /Remcte Service Chent - o
& Conference Settings Languages ‘Window (Help - & x
Sessiorrumber: (B2 - 053 - 717 - |13 Stabus: | Conflerenoe host server: D215506 Mwytg
Maching ID: | Istanbul_B280 P30 Tenant: sag-chrnil

hame Status Tenant mﬂ
D215506 Mwyta B Machine aperstor sag-chri) i
D223593 Mwyhg £ Leading service engineer sag-cherid
D221881 Nwyhg 8 Observing service engnesr sag-chmi
[Fie | Acten | stat= |pragess [eance |

De\iM.img Recetve Fle Done

Dr\IM.img Send Fis [

L)
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Resuming the file transfer

If a file transfer is interrupted by a temporary network fault, the copy procedure is resumed
automatically when the connection is established again. During network failure, the
corresponding window is deactivated. As soon as the network fault has been corrected, file
transfer is automatically resumed starting from the last byte transferred successfully.

EE Manage Mybdachines Rernote Service Client — [m] x
i Conference Settings  Languages  'Window  Help - 8 %
Sessiorrumber: |06 |- (241 - (537 - 2 Status: | Conference hogt server: Machine Operator
Machine ID: | NCLI_41_MMMAL Terant: | mmemdey
Deskciop File Remole Promote:

s — e Sharing Transfer Step7? Craner

Service Engineer £ Leading service engineer mermdes

v | & & -] | & @

Ci'sers testadmin \Deskinp \Dumsy feard fuser

Hame: |sze  |Date | Attributes Hame: Sze  |Date | Attributes
30,5 J42019 L2LMPM  — asd 2MELA0T0 42042 P drwarwor %

E | 100ME, et : 100.0MB8 10192015 24112 . A a OO 42010 LILAOPM drwrwT -y
10M8, ek 10.0M8  10/15/2016 2:40:50 .. A snamics 12/15/2018 1 11:55 .. drwareor-x
1548 15.0M8  6/252017 7:55: 28 AM  -A— G snumerik 127152008 3:11:52 drworwor-x
1M, et LOME 342000 LISIEPM A Fystem 13/1/2005 W:59:46 AM  draomw
22008tk 220.0MB  10/21j2016 3:28:08 A 10008, tut. flepart 10.2M8 lll'+.'23l9 HELISPM T
S0MB S0.0MB  10/1%/2016 2:41:28 A evosafll_Srumerk_AM_. 1.5KB ZELA0E0 419 14PM  rw-rwr—
58 SLOMB  6/232017 LOGITPM A~ NOUL4 4740 NOK FL.. ZLEME  13/19/2018 34055 . 4w
L] 2.0M8 3472019 L1&S1PM A start_slrc.sh wWe 2IN2018 B2 IT A T

Total progress:

Progress:
Source:
Target:
b |

If the connection cannot be re-established during the current session, then the transfer can

be continued manually in a later, separate session.

The service engineer must start the copying procedure to the same target directory again. If

the system finds the incomplete file from the previous unsucce
then the operation is continued from precisely this position.
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ssful transfer in this directory,

Manage MyMachines /Remote

Function Manual, 01/2024, A5E44039359B AV



Using MyMachines /Remote Service Client

8.8 Transferring files

B Manage MyMachines /Ramote Service Cliens
i Conference Settngs  Languages Window  Help
Sessiomumber: |27 |- B3 - 605 - &0

Machine ID: NCU_38_MMMA, Terant: mmmdes

Service Engineer £ Leading service engineer mmmey
Machire Operator amadmopu'ahr mmmadey

Status: | Mesting heat b left the mesting,

Deskion
Hame Status Tenant o Transh Step? o

Remate fle system

Source: | Criisars| s tsdmin Desktng \Oummy {10008, tee
Target: | feardfuser| 10008, tet

=] —=
1000, Tt 100.0MB  10J1%/2015 2:41:12 L a i 2115/2019 12:45:29
a| aystem 11/26/2018 228113 drwoarwonrx
Total progress: (NN W% E
Progress: [ W% T VB

Note
Check the source and target files

To ensure that the source and target files are identical, the checksums are compared first. This
calculation can take several minutes for large files (above approx. 100 MB). During this interval,
the message "Waiting for confirmation!" is displayed in the status bar.

Creating a new directory

You can create new directories on your operator PC or on the SINUMERIK control in the same way.

1. Navigate to the required directory level.

. Click the icon to create a new directory.

2
3. Assign a name to the new directory.
4

. The machine operator must authorize creation of the directory.

Performance optimization of the file transfer

The "speed" of file transfer depends on the specific network configuration and the network load.
The file transfer rate can also fluctuate substantially during transfer.

In addition to the progress bar, the current percentage and transfer rate (KB/s) can be

observed.
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EE Manage Mybdachines Rernote Service Client — [m] x
i Conference Settings  Languages  'Window  Help g x
Sessorvumber: 06 - 211 - (537 - 2 Stabus: | Conference hest server: Machine Operator
Machire ID: | HCU_41_MMMA, Terant: mmmdey
Deskctop File Remole Fromote:
Name Status Tenant Sharing Transher Step? Crvenier
Service Engimeer £, Leading service engineer mmme
- O -I 3 -] | &
1548 15.0ME  6/22017 RE5IEAM -A— a 52 d
ME A Fyshem 46 AN ey
A KB 4PM -
Totel progres=: [N % =
Progress: I 0% 237 KBfs
Source: | C:iUsars\testadmin{Desktnn Dummy' 1 548
Target: | foard user/15V8
i

Display of the file transfer in the protocol

The actions performed by the service engineer are shown in the dialog below the list of

participants in the protocol. The protocol is only available for the machine operator.

Protocol window of the file transfer

File The protocol window of the file transfer opens automatically when the service

engineer performs an action.

protocol" window.

engineer refer, are displayed in the window.

The window can also be shown or hidden via the "Conference" > "File transfer
The directory and the file name to which the actions performed by the service

The protocol settings can be made using window "Settings" > "File transfer".

Action Shows the type of action.
Status Shows the current status of the action.
Sequence Shows the progress as a percentage and as a progress bar. A progress bar and

percentage is also shown in the lower part of the window.

[——— The machine operator can cancel the action via the icon.
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The machine operator automatically sees the protocol when the service engineer starts the
file transfer. Irrespective of this, the machine operator can open and close the protocol
window manually:

1. Call the "Conference" > "File transfer protocol" menu.
You will see the log in the lower window with the current status.

2. During the file transfer, in addition to the name of the current file, you will see the action
performed, the status, a progress bar and an icon to cancel the file transfer in the protocol
window.

Note

In the "Settings" menu, you specify whether the file functions performed during a session are to
be written to a protocol file.

Canceling file transfer
1. Click on icon [ to cancel an ongoing file transfer.

2. A confirmation prompt is displayed.
Click on "Yes" to irrevocably cancel the file transfer.

E MBAM /Remaote Service Client - x

m Do you really want to cancel the file fransfer?

) ———
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Deleting files

Renaming a file

. Select the directories or files to be deleted.

Right-click to call the "Delete file" menu command.

Note

If you delete a directory or a file with write protection, the following prompt is displayed: "File
is write-protected, do you still want to delete it?"

e C(Click "OK" to delete the message.

¢ If you no longer want to receive such messages, select the "Apply to all in the process!"
check box before confirming.

The machine operator must authorize the deletion of the files.

B MMM /Remote Service Client — x

Do you really want to delete file 'fcardfuser/10MB. txt'?

?

[ Apply to allin the process!

Note
Delete operation

You cannot perform any other actions during deletion.

As a remote user, you can change the name of transferred files or directories:

1.

Select the appropriate file or directory.

2. Right-click to call the "Rename" menu command.
3. Enter the required name.

4.
5

Click "OK".

. The machine operator must authorize the name change.

Assigning attributes

194

As a remote user, you can change the attributes of transferred files or directories:

1.
2.

Select the appropriate file or directory.

Right-click to call the "Attributes" menu command.
The setting dialog opens for the attributes of the selected element (file or directory).

Set the required attributes via the check boxes.
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4. Click "OK" to confirm the settings.
& Attributes X

Name | 1M.img

Attributes
B4 archive
B4 Read only
[ Hidden
[ system

] ———

5. The machine operator must authorize the attribute change.

Ending file transfer
You end file transfer in the same way:

¢ Owner of the conference: You close file transfer using icon "X" in the upper right-hand section
of the window.

¢ Owner of the conference: You close file transfer and end the conference.
File transfer and any operations still in progress are terminated.

* Machine operator: You leave the conference.
The message "File transfer canceled!" is displayed for the service engineer.

8.9 Remote STEP 7

8.9.1 Setting-up the Internet connection with SIMATIC Manager

Using the "Remote STEP 7" function, as a remote user, you can execute all of the functions in
SIMATIC Manager.

Prerequisites

¢ The SIMATIC Manager must be installed on the local PC.
Versions 5.4 and 5.5 are supported.

¢ The Service Engineer Client must then be installed.
¢ The client on the machine operator side must support Remote STEP 7.
¢ The network interface of the SIMATIC Manager on the PC must be adapted.

¢ The "Step 7 via Internet" function is updated.
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¢ The "Commissioning engineer" or "Service engineer" role must be assigned.

* The operator at the SINUMERIK control system must have adequate access rights.

— Machine manufacturer (password)

— Service (password)

— User (password)

Further information can be found at: Installation Manual "SINUMERIK Integrate MMP, MMT,

AMC, AMP, AMMIE, AMD".

NOTICE

Allowing remote access to the SINUMERIK control system

Only allow a remote access session if you know the following:
* Have you been notified of a remote access session?

¢ Do you know and trust the person who is conducting the session?

Changing the network interface of the SIMATIC Manager

196

To be able to use the "RemoteS7" function, the network interface of SIMATIC Manager must first

be changed.

1. Open the menu "Tools" > "Set PG/PC interface..." in SIMATIC Manager.

Dw |8l & B2 R
-

SINUMERIE

Customize, .,
Access Prokeckion
hange Log

QSIMATIE Manager - [RemotesT -- C:4Program Files'Siemens’Step74.sTproj
&P File Edt Insert PLC Wiew | Options Window Help

Ctrl+alk+E

E|--- CPU 37F-3PN/DP

Bz 57-Programm(1]
(B0 Quellen

Text Libraries
Languaqge for Display Devices. ..
MManage Mulkilingual Texts

“{gH Bausteine
- CF 8400 <l
-gg SIMAMICS Integrated

Rewire, .,
Fum=Time Properbies, ..

Compate Elocks,
Reference Data
Define Global Data
Configure Mebwork,

Simulate Modules
Configure Process Diagnostics

Chx Data

Set PafPC Interface. ..

2. The "Set PG/PC Interface" dialog opens.

3. Click the "Access Path" tab.

In the "Interface Parameter Assignment Used" list, navigate to the "RemoteS7" interface
parameter assignment and select the appropriate entry.
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4. Click on "Diagnostics..." if you wish to test the interface parameterization.

Access Path | LLDP / DCP |
Access Pornt of the Application:

|S7ONLINE  [STEF7)  -> RemoteS7 -

{Gtandard fos STEP 7)

Intesface Paameter Assignment U zed

[RemateS? <ctives Propeities. .

B PLCSIMIPROFIBUS) - Diagnastcs...
BEFLCSIMTCPAR)

B2 RemoteS7 <Actives - Comy

B sruse

T i

[RemoteS7 communication for 57
cormection aver RANG)

Irferfaces

Add/Remove: Select. ..

5. The Diagnostics dialog then opens.
Click "Test". The result is displayed in the Diagnostics dialog.
Click "OK" in both dialogs.

SR Protacaol |

— 5B Status

Test I access points uzing this paramter get; ;I

-+S70NLINE
SRMD_Set [..) OK
SRMD_Reset].] OK

Werzion [D: DLL Wersion: 8.1, 2003, 4274

0K | Cancel Help

Manage MyMachines /Remote

Function Manual, 01/2024, A5E44039359B AV 197



Using MyMachines /Remote Service Client

8.9 Remote STEP 7

Start Remote STEP 7 on the SINUMERIK control system

1. Click on the "RS7" icon to remotely access the SINUMERIK control system.
Do Demo & Machine operator mirmdey |§J E I:
2. The function start depends on the default setting:

— Remote STEP 7 is active after a short time when the "Always request permission” function
is selected.

— If the "Always request permission” function is not selected, the machine operator must
permit access.
If the machine operator presses the "Yes" softkey, access is permitted.

Wote |

Manage

Uill you allow user AttendingService Engineer of organization mmmdey
remote Stepd access to the machine?

3. If the machine operator presses the "No" softkey, access is denied for the remote user.
The remote user receives the following message:

== MM Remobe Service Client

@ Fiaquest for Remobe StepT is denied by the machine oparator!

(===

Access rights at the SINUMERIK control system
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The following access rights are required at the SINUMERIK control system to start Remote STEP 7:
e Access level 1 = machine manufacturer (password)
e Access level 2 = service (password)

e Access level 3 = user (password)

Inadequate access rights

The message is also displayed if the access rights are inadequate:
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== MM Remobe Service Client

® Request for Femobe Shep? is denied by the machine oparator!

(|

Inadequate access rights are:

e Access level 4 = keyswitch 3

e Access level 5 = keyswitch 2

¢ Access level 6 = keyswitch 1

e Access level 7 = keyswitch 0

The current access level is displayed in the lower section of the window.

NS wa @ |

Machine configuration

Closing Remote STEP 7
1. Check that no operations are active in the SIMATIC Manager.
2. Click the "RS7" icon again to end the remote access.

3. Confirm the prompt with "Yes" if you really want to terminate the function.

8.9.2 Setting up a connection with the TIA Portal via the Internet

Using the "Remote STEP 7" function, as a remote user, you can execute all of the functions in
SIMATIC Manager.

Prerequisites

¢ The TIA Portal must be installed on the local PC.
Versions 15.0, 15.1, 16.0, 16.1, and 17 are supported.

¢ |f PLCs use the "Remote STEP 7" function with the TIA Portal, then OMS+ must be activated.
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* The Service Engineer Client must be installed on the local PC.
* The client on the machine operator side must support "Remote STEP 7".
* The device must be registered and online in the network.

* The remote session must have been set up.

Start Remote STEP 7 on the SINUMERIK control system

1. To activate function "Remote STEP 7" click on the icon [#7].

E Manage MyMachines /Remote Service Client = O X

Conference Settings Languages Window Help

Sessionnumber: L L I Status: Conference host server: Machine Operator
Machine ID: | = TS Tenant: mmmdev
Particdpants
Desktop File Remote Promote
Name Status Tenant Shari o rater Step?
be=mn fermee® Q Leading service engineer mmmdev
Machine Operator ¢ Machine operator mmmdev [ &= [ (= | [ |

2. Wait for the machine operator's response. The machine operator must issue permission for
the remote access.
Remote STEP 7 access is activated.

Connecting the device with the TIA Portal

1. Start the TIA Portal.
The TIA Portal opens and the portal view is displayed. You can now create a new project or
open an existing project.

2. Tocreate a new project, in the portal view click on entry "Create new project". Enter the basic
project data at the right in the work cell.

Totally Integrated Automation

Create new project

Project name: | Project!

#® Open existing project

Pash: |CiProject L

|
|
@ Create new project Version: |V16 [~]
|

Author: | Operatol]

#® Migrate project

Comment: o

W

#® Welcome Tour Create

-OR-
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3. To open an existing project, click on entry "Open existing project” in the portal view.

Totally Integrated Automation

Open existing project

e . Recently used
' Open existing project
Project Path Last change

Create new project Projekt2.ap16 C:\Startdrive ProjektelV16\Projekt2 12/9/2019 5:49:_

| ] Projekt1l.ap16 C:\Sinumerik_MC_droplYY-projektelProjektl 12i5/2019 4:52:...
Migrate project | 7 Projekt2.ap16 C:\Sinumerik_MC_droplyY-projektelProjeke2 12i2/2019 5:16:...
Welcome Tour [ Activate basic integrity check

[ Browse ] [ Remove ] Open

The last project used is displayed to the right in the work cell.
Here, select a project and click on "Open". Alternatively, using "Browse", you can open the
directory structure of the PC, from where you can select a project.

4. In the TIA Portal, switch from the portal view to the project view.

T4 Siemens - C:\Sinumerik_MC_drop\YY-projekte\Project1\Projecti

Project Edit View Insert Online Options Tools Window Help

U (Y B saveproject S X 58 3 X o 5 M H B & coonline ¥

JDevices ” Plant objects |

i

* | ] Projectl
ﬁ:" Add new device
EE"‘J Devices & networks

&4 Ungrouped devices
E:. Security settings

[34 Cross-device functions
m Common data

Eﬂ] Documentation settings

- v v v v

-

rjg Languages & resources
¢ [ Online access
b P_w Card Reader/USE memaory

5. Double-click on entry "Add new device" in the project navigation.
A dialog with the same name opens.
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6. Click the "Controller" button.

Add new device X
Device name:
CNC_1 |
- | Contrallers Device: H
» (i simamc s7-1200
» [ SIMATIC 57-1500
controllers » [ SiMAnC 57-300 of
b Il SIMATIC 57-400
» (i SIMATIC ET200 CPU NEU 7303 Pt
] :l Device proxy -
D ~ (g SINUMERIK 840D s .
~ [ NCU Article no: | 6FCS 373-0AA30-0Axx |
HiI - [ NCU 7103 PN e [vas [<]
i 5Fcs 3710843008
’7 [l NCU 7203 PN Description:
Q h 6FCS 37 2-0AA30-DAx0: SINUMERIK 8400 5| NCU 730.3 PN with PLC
[l NCU 7303 PN 317F-3 PNIDF; user memaory: CNC: 3 MB; PLC: 512
v KB: internal heat dissipation; CF card slet; 2xUSB
B 6FCS 373-0A830-00 2.0; 3x Ethemet; PROFINET interface; FROFIBUS
e el W 6FCS 373-04431 -0 interface; isechronous access to
ha PROFIEUSIPROFINET I/0 peripherals and drives
] SINUMERIK OME . .
ko - from NCKIPLC; combined MPIDP connection;
» Bm SINUMERIK Motion Control optional slot; 6 x DRIVE-CLIQ; supports FROFIsafe
V2 up ta 31 mz;f;pl'm:ll!;l
[w] Open device view ok | cancel |

7. In the folder structure under "Controller", expand the corresponding SINUMERIK device
family and then select the required device and confirm your selection with "OK".
The selected device is created in the project navigation.
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8. Select the device in the project navigation and call menu path "Go online / Extended online".
The "Go online" dialog opens.

192.168.0.1
192.168.214.0

Direct st slot S X1200X130/127"

Show devices with the same addreszes [«

9. Here, make the following connection settings:
— Select "PN/IE" in the "PG/PC interface type" field.
— Select the entry "RemoteS7" in the "PG/PC interface" field.
— Select the entry "Direct at slot '2 X150™ in the "Connection to interface/subnet" field.

10.In the "Select target device" field, select option "Show devices with the same addresses".
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11.In the dialog, click on "Start search”.
The search starts. The results are listed in the results list once the search has been completed.

Configured access nodes of "PLC_4”
Device Device type Slot Interface type  Address Subnet
FLC 4 CPU317F3PNIDP 2 X136 (5] 2
CPU317F-2 PHNIDP 2 X126 FROFIEUS 2
e ——
CPU 317F3 PNIDF 2 X150 FNIIE 192.168.0.1
CP CP 840D sl 51200 PNIIE 192.168.214.1
Type of the PGIPC interface:  [RLFIE [+]
PGIFC interface: R Remnotes? [~ ©[d
Connection to interface/subnet: [ Direct atslot "2 X150° [+] ®
Select target device: Show devices with the same addresses |=
Device Device type Interface type Address Target device
e Accessible device - PHIE 192.168.0.1 CPU 217F-3 PNIDP
:_ — — PMIIE Access address -
[ | Flash LED
Starsearch
Online status infarmation: [ Display only errar messages
€ scencompleted. 1 compatible devices of 1 sccessible devices found. z
;J'? Retrieving device information...
Scan and infarmation retrieval completed =
=3
Godnline | Cancel

12.Select the device you require from the list, and click on "Go online".

If your device was successfully connected with your PC, then this is displayed in the status
information using this icon 3.

The project work cell is marked using an orange bar on the right-hand side.

Disconnecting the device from the TIA Portal
Click in the icon bar of the TIA Portal on icon "Disconnect online connection”.

The connection is disconnected.

8.10 Transferring the conference leadership

As conference owner, you can transfer the conference leadership to another, observing service
engineer. The owner role therefore switches to another operator.
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8.10 Transferring the conference leadership

Precondition

¢ The remote session must be set up.
More information can be found at: Download remote service client (Page 98)

At least one head service engineer and a monitoring service engineer must actively
participate in a session.

i Manage MyMachines /Remote Service Client - [m] x
Conference Settings Languages Window Help

Manage MyMachines /Remote
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Procedure
1. Log into MDSP in the presence of the monitoring service engineer.
Open the session log of the active session.

Sesslon log of MA Autoloin MMMRTest DoNotDelete 11/04/2023 06:42

Mee

T e *

A, b b LIRS b Tomiens 1 0ok 200 ) D847

o O DN
M A WM e Dubte Derts:

m BRI ) B

TOID04-10 SleRIAT

W Lo tien

o snien | | e | [ s | [N

2. The monitoring service engineer clicks the "Join" button to join the active session.
In the session log, the monitoring service engineer appears in the left window area as

"Service Engineer".

Session log of MA_Autoloin MMMETest DoNotDelete 11/04/2023 06:42

Habea:

S o

bt AT RES-ATE NG Ao W pak_ Dot Copirte_ 81,40, 1103 1, (o0

1184 PO GAEI T
MA hoteinen MUMUE ey Do Cudeie

Asrt

e

Lt

S by
Pt et

B POFN-04-01 SEARIN

2050811 Sl 12

FEEE-04-11 SRIRIE

VPR L T

Clowe Saupsen Lpriert £3W Exgpaert FOF “

3. After starting MMM /R SC SE, the name of the monitoring service engineer appears in the

"Status" field.
E Manage MyMachines /Remote Service Client - [m] x
Conference Settings Languages Window Help
Sessionnumber: 27 - 645 - 475 - 56 Status: Conference host server:
Machine ID: Tenant: mitsiot
Desitop File Remote Fromaote
Name: Status Tenant Shari Transh Step? o VPN
| € Obserang sERAtE Engnes mtsot
& Machine operator ot i
I 8 Leading service engineer  mitsiot
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8.10 Transferring the conference leadership

4. As conference head, click onicon "Transfer conference control" in the line of the service
engineer to whom you want to transfer conference leadership.

Pramote
Cuner
Ixﬁ

| Transfer conference contral |

The message that the system is waiting for confirmation by the future conference owner is
displayed on your PC.
The following query appears on the PC of the selected service engineer:

JRemote Service Client

The owner of the conference would like
to kransfer the conbrol to vou! would wou
like: o accept the control?

—

5. The observing service engineer must click the "Yes" button to take over the conference
leadership.

=~

Note

If the observing service engineer rejects the transfer of leadership with the "No" button, an
appropriate message appears on the PC.

6. If the "Always request permission” function is not active, the machine operator must confirm
the transfer of leadership.
The message "Waiting for confirmation from the machine operator!" appears on your PCand
on the PC of the next conference leader.

7. The machine operator agrees to the transfer of leadership.
The conference leadership is then transferred to the desired observing service engineer. The
changed user roles are updated accordingly in the list of participants.

Note
Rejecting the transfer
If the machine operator rejects the transfer, you and the observing service engineer receive

the following message: "The transfer of leadership has been rejected by the machine
operator!"
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8.11 Terminating the remote session

8.11 Terminating the remote session
For the various participants, a session is terminated in various ways
e The service engineer terminates the session:
— The machine operator at the control system sees the following message: "Session ended".

— The other participants see the following message: "The session has been terminated by
the owner"

¢ An observing participant terminates the session:

— The window is closed, however the session remains active.

— The observing participant can join the active session again at any time.
¢ The machine operator at the control system exits the session:

— The session remains active for all of the other participants.

— The remote access function is deactivated.

Note
Closing a session

Only a service engineer at the PC can close a session.
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8.11 Terminating the remote session

Procedure
1. Select the "Conference" > "Exit" menu.
B Manage MyMachines /Remoate Service Client - m} e
Conference | Settngs  Languages  Window  Heip
8 Creat= S0 ) Statum: | Conference hoat server: DELSSDS Nyt
& Jon Tenant: sag-rhrnil
O Leave
Filetrarsfer Protocol.... Disking [E—
|""‘"" | e | Sorsles | ey | "o
Esit on ——
DRSS Mytg G Machine operator sag-chmd | 3]

2. If actions of the service engineer are still active when you leave the session, relevant
messages are displayed.

3. Click on "Yes" to exit the session.
The functions or applications in progress are cancelled.
-OR-
Click "No" if you do not yet want to exit the remote session.

E Manage MyMachine Service Client u

- Do you really want to leave the conference?

e -

-OR-
In the "Conference" menu, select the "Exit" function to terminate the conference.
In the upper right-hand section of the window, click on the "X" to close the window.

= Manage WyMechines Remate Service Client

Status! Conflerence host server: Machine Operador

= ]shu
Service Engineer £ Lsadng servcs engnser
Hachine Operater g Machine oparaioe

Note
Exiting the remote access session

It is recommended to end the session using the second option "Conference -> Exit".
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8.12 Additional functions

8.12.1 Network interruption

The following error message is displayed if the network is interrupted during an active session.

All internally active functions are terminated and "Manage MyMachines /[Remote Service
Client" cyclically attempts to participate in the session again.

Click the "Cancel" button to terminate the connection process.

Sessionnumber: 41 - |78 |- | M3 |- 4] Status: | Network emon Connection being re-sstablished. ..
Machine ID= Tstanbul_3230_IPS0 Tenant: | gag-chrmi
Participants
Deskiop
Hame Stabus Tenant
Sharng
D215506 Mwyty % Machin cperator sag-chr0 3
D221EE] Nwyig £ Leadng service engneer sag-chmil

. Metwork error. Conneclion being re-establshed...

e

8.12.2 Setting the login data

You can save your login data. Your data is then automatically set when logging in.

Settings | Description

Server selection

MMM /Remote Service Server | Address of the Manage MyMachines /Remote Server
User role

Service engineer Activate the appropriate role.
Machine operator

Login data - my registered user data.

User name Enter the registered Insights Hub user data to log in
Tenant
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8.12 Additional functions

Procedure
1. Call "Settings" > "Login..." in the menu bar.
The "Login settings" window opens.
2. Enter the necessary data.
Click "OK" to save the settings.
-OR-
Click "Cancel" to reject the settings.
B Login settings ——
Server Selection
MMM Remaote Service Server:  gerver 11 mmmn.siemens, douwd
User role
O Service engineer (=) Machine operator
User access data
My registered Usar name:
Lt Tenant:
I =——
8.12.3 Setting file transfer
You can log the actions in a file during a remote session. You specify the settings of the log file
in the "File Transfer Settings" window.
Settings Description
Temporary files
Location: Specify the log directory or create a new directory in which the log files
will be stored.
The directory selection is made in the "Find directory" window.
Max. filesize [Kbytes]: Defining the maximum number of log files.
If "0"is entered, no log files are written. When the maximum number of
files is reached, the oldest log file is deleted.
Additional drive types
Removable drives The machine operator specifies which drive types the service engineer
Remotelnetwork drives may access. If no drive type is selected, the service engineer may only
access the available hard drives.
Procedure

1. In the menu bar, call "Settings" > "File transfer...".
Window "File transfer settings" opens.

2. Astandard directory is specified for the logs.
If you want to use another directory as the log directory, you can specify that here. Additional
information at: "Find directory / Create new directory".

3. Specify the maximum number of log files that can be saved in the log directory.
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8.12 Additional functions

E File transfer settings

. Click "OK" to save the settings.
-OR-
Click "Cancel" to reject the settings.

|

Temporary files
Location:

=

Max. filesize [Kbytes]:
[tonana

Additional drive types
] Removable Medias (e.q. floppy drive, flash drive or USB stick)
] remote/Metwork drives

e ————

Find directory / Create new directory

212

. Select the required directory in the directory tree.
-OR-
Click "Create new directory" to create a new directory.

. Click "OK" to specify the directory.
E Find directory ﬂ

Choose directory:

>EC:

H

ca Dt
> @ DC3-share (X:)

4. Then define which drive types are supported for the file transfer.
Select the corresponding check box for each drive type that is to be supported.

1. Click"..." behind "Location:" if you want to set a different directory than that specified.
The "Find Directory" window opens.
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8.124 Setting the language
You can make the following language setting:
* Set the language you want the display to appear in
» Define 2 favorites to speed up setting the language.

* Use language toggling.

Changing the language in the "Languages" menu
You can change the currently displayed language on two ways.

1. Open the "Languages" menu.
All the available languages are displayed. The current language has a check mark.

2. Select the required language.
The user interface is changed and displays the texts in the corresponding language.

Wwindow  Help

Togale language -= DE Chrl+L

GErman

French
Italian
Spanish

Chinese

Toggling the language
You must have first defined 2 favorite languages if you wish to quickly set the language.
1. Call "Settings" > "Language..." in the menu bar.

2. The "Toggle language” window opens.
Select the favorite languages.
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8.12 Additional functions

3. Click "OK" to save the selection.

-OR-

Click "Cancel" to reject the selection.

E Toggle language

]

Select languages

E German
B4 English
O French
[0 1talian
[0 spanish
[0 chineze

e

4. Enter the key combination <Ctrl> and <L>.
The language changes.

8.12.5 Setting the log file

A log file is frequently required for diagnostic purposes.

You can activate the creation of a log file and make further settings.

Parameter

Setting

Description

Configuration

Enable logging

Switches the log functionality on/off.

Enable diagnosis log-

Performs the logging with an increased log level and a greater maximum file size.

ging More data is therefore available for diagnostic purposes.
In this mode, no maximum file size and no log level must be specified. These
values are specified by "Manage MyMachines /Remote".

Location: Defines or creates a directory in which the log files are stored. The directory is

created in the "Find Directory" window.

Max. filesize [Kbytes]

Specification of the maximum file size in KB.

"Manage MyMachines /Remote" creates a maximum of 2 log files. As soon as the
first file reaches the maximum size, a new log file is created. If an older file already
exists, then it is overwritten.

Log level Specifies whether and which data is to be logged.
None Do not log any data.
Fatal Critical errors that prevent further program execution.
Error Simpler errors that occur during the program execution, but that do not prevent
further execution.
Warning Warnings that indicate problems.
Info Information that indicates irregularities in the execution.
DebugN Logging of the program execution. "N" specifies the level of detail.

214
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Procedure

1. In the menu bar, call "Settings" > "Logging ...".
Window "Logging settings" opens.

2. Activate option box "Enable logging".
This activates creating a log file. You create log files with the default settings displayed in the
dialog. If required, you make fine settings for the logging.

3. Astandard directory is specified for the log files.
If you want to use another directory as the log file directory, specify that directory; you will
find more information under: "Find/create directory"

4. Activate option checkbox "Activate diagnostics logging" if you wish to have an extended log
file.
However, you can then no longer manually define the maximum file size and the log level.
5. Click "OK" to save the settings.
-OR-
Click "Cancel" to reject the settings.

Configuration
] Enable logging ] Enable diagnosis logging

Location: | C:\ProgramData'Siemens\ASCiLog S|
Max. filesize [Kbytes]: | 1024 Loglevel: |None hd
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8.12 Additional functions

Search/create directory

216

1.

Click "..." behind "Location:" if you want to set a different directory than that specified.
The "Find Directory" window opens.

Select the required directory in the directory tree.

-OR-

Click "Create new directory" to create a new directory.

Click "OK" to specify the directory.

E Find directory

||

Choose directory:

[

, Cisco

. Citrix

. Git

. ManageSoft Corp
J Microsoft

) MysoL

/| Orade

| Package Cache

J regid, 1992-12. com.symantec

J regid, 2009-06,com. flexerasofiware
. Siemens
.\ AmmExtensionHost

|\, ASC
||. Log|

. MMMR.emoteExtensionHost

\. MotionControl
Skype

i

e ————
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mobile app

9

You can execute remote access sessions on your mobile device using the Manage MyMachines /

Remote Interactive app (MMMIRI)

Parameter

Parameter

Description

Opens the settings.

Opens the three-point menu.

Opens the chat.

Sends the message.

Manage MyMachines /Remote
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Procedure
1. Tap on the MMMIRI icon to open the application.
"M@ A D vdin "
G v @
©® i 9 M|
QrOee
Hapmmm Colenda Cameia Chrome Clock
Fad
s 60O MG
Condacts Drive Flas Gmial Gaaghe
P ® B ¢
Leakz Mups Mamssges  MMLWRI Phane
P ) v o
Fholos Play Slore Sefiings = YouTube
The splash screen opens
218
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The Manage MyMachines /[Remote start screen then opens with a list of the previous
conference rooms. Enter the name of the new conference room in input field "Enter room
name" and join the meeting.

MMM/R Interactive

Enter raoom name

2. If you wish to join an already existing conference room name, enter the room name in field
"Join conference name" .
to join tap on "CreatelJoin".
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007 9 80

MMM/R Interactive

Enter room name

Enter the name or URL of the room you want to join.
ay make a name up, just let the people you are
meeting know it so that they enter the same name.

The connection to the meeting is established.
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)

Connecting you to your meeting...

The following view appears once the connection has been established to the meeting.
When registering for the first time, a pop-up is automatically displayed with your user name.
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3. Enter your name in field "Enter your name" and then press "OK".

Hil What's your name?

ENfer ¥Oour name
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4. You can search for participants that have participated in the meeting.
In the field below, tap on "Search participants" and select the required participant.

X Participants

~  Meeting participants (2)

Search participants

D Bl
1

Tap on the "Invite someone" field to invite a participant.
A link is displayed. Copy this and share it with the required participant.

Sharing text

Click the following link to join the meeting:
https://interactive. mmmr.siemens.cloud/30 |D
-180-065-70

Mo recommended people to share with

ﬂeLL-

Nearhby Chrame Orive Drive Messages
Share Copy to cli...
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5. You can chat with the participants in the meeting.
Tap on the chat icon.
The input field for the chat opens.
Enter your message.
Tap on the "Send" icon.

Tap on the "Three-point menu" icon to the right of the "Settings" icon.
¢ B ow @B oa - ¢
QWERTYUI'OFPF

A'S DF GH J K I

A list with additional possible actions opens.
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Car mode

Enable low bandwidth mode

Security options

Share video

Start screen sharing

Participants stats

Enter tile view

Settings

¢« O © 0 o o

Raise Your Hand

To edit your profile, tap on the "Settings" icon.
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Settings

Profile

O
[

Eg: John Doe

ample.com

General
Hide self view .

Language English >

@

Settings

Scroll down further to call up your messages.
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6. To leave the conference tap on "Leave meeting".

Manage MyMachines /Remote

Settings
Naotifications
Meeting reactions
Incoming message
Participant Joined
Participant Left
Talk while muted
Participant entered lobby

Chat messages
nced

Disable native call integration

Disable Peer-To-Peer mode

Build Infarmation
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The MMMI/RI home screen appears once you have left the meeting.
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Disconnecting a SINUMERIK control from Insights

ub 10

10.1 Overview

Introduction

If you no longer wish to use the Manage MyMachines for Industrial Operations X Cloud on your
SINUMERIK control, proceed as follows:

1. Lock SINUMERIK Integrate: Deactivating use of SINUMERIK Integrate (Page 231)

2. In the "Shopfloor Management App", disconnect the machine tool system from Insights
Hub: Disconnecting a SINUMERIK control from Insights Hub (Page 229)

10.2 Disconnecting a SINUMERIK control from Insights Hub

Disconnect SINUMERIK controls or other controls from Insights Hub using the Manage
MyMachines for Industrial Operations X Cloud "Shopfloor Management App".

More information about roles within Insights Hub and on

configuring assets is provided in: Documentation Insights Hub (https://
siemens.mindsphere https://documentation.mindsphere.io/MindSphere/index.htmlhttps://
documentation.mindsphere.io/MindSphere/index.html.io/en/docs/mindaccess.html)

Precondition

In Insights Hub, you require the role "shopfloormgmtapp" as standard user or administrator.

Procedure

1. In the launch pad, open the Manage MyMachines for Industrial Operations X Cloud
"Shopfloor Management App".

2. Select the required asset in the left-hand side of the window.

3. Open the "Connectivity" tab in the right-hand section of the window.
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Disconnecting a SINUMERIK control from Insights Hub
10.2 Disconnecting a SINUMERIK control from Insights Hub

4. Under the "Connectivity" tab, you can see the connection status, e.g. "Onboarded with

SINUMERIK".

— Click the "Disconnect from SINUMERIK client" button to disconnect the asset from Insights
Hub.
Connectivity Application Advanced

Onboarded with SINUMERIK

Asset is onboarded. You can disconnect your asset by clicking disconnect button,

Msconnect from SINUMERIK Client

5. You receive a confirmation prompt: "Are you sure to disconnect the machine?".

— Click on the "Confirm" button to disconnect the connection.
_OR -

— Click "Cancel" to abort the operation.

Warning

Are you sure 1o disconnect the machine?

=

Note

After Insights Hub and the machine tool have been disconnected, we recommend deleting
the following files from your SINUMERIK control:

e Allfiles in the "boot_job" folder

» Allfiles in the "cache" folder

e All files in the "service_job" folder

You will find the files:

* If you use PCU/IPC under: C:\temp
e If you use NCU under: [varitmp
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10.3 Deactivating use of SINUMERIK Integrate

10.3 Deactivating use of SINUMERIK Integrate

Procedure

1. Press the "SINUMERIK Integrate" softkey.
The "SINUMERIK Integrate" welcome window opens.

2. Press the "Settings" softkey.
The "Settings" window opens displaying the system status "Use ACTIVATED".

— Press the "Deactivate use" softkey.

System status

SIHNUMERIE Integrate Uze ACTIMATED
-Manage MyPrograms

=Manage MyTools

-Aeccess MyMachine

-Access MyBackup

~Analyze MyPerformance

-Analyze MyCondition URLs

Online

Settings services

3. You obtain the confirmation prompt "Do you really want to deactivate the use of the
SINUMERIK Integrate applications?".

— Press the "OK" softkey to confirm the prompt.
The use of SINUMERIK Integrate applications is deactivated.
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10.3 Deactivating use of SINUMERIK Integrate
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Troubleshooting when onboarding 1 1

These troubleshooting instructions help you to find and resolve faults when onboarding. Ensure
that all preconditions are satisfied before you start onboarding.
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11.1 SINUMERIK controls

1.1

11.1.1

11.1.1.1

Procedure

234

SINUMERIK controls

Preconditions

Checking the network configuration

1. Press "F10" on the HMI operator panel.

2. Select "Setup".

uration

Machine axis
Index  Name Type No. Identifier Type Channel

2 ¥ Linear CHANIT Clean, mode

3

4l

(= RONI- il
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11.1 SINUMERIK controls

3. Select the right-hand arrow.

4. Select "Network".

Network settings overview

NCU
Adapler IP address Subnet mask MAC address
Systems T
X120 g Requested | EE B F F |
assigned HEE EEE
Alias address
Company — .o o 4 Systems
X130 & oHCPclient HN. BN EEENERE HESEEE ot
Service
X127 ok [ 4 T 0 7 [TETt L
OPCUA #
Save NCU
sedtings
Change b
&«
Back

5. Check that the correct IP has been entered for x130.
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11.1 SINUMERIK controls

11.1.1.2 Checking that SINUMERIK Integrate has been enabled

Procedure

1. Press "F10" on the HMI operator panel.

> 2

iE D

K
Setup

- )m

= |

Machine axis
Index  Mame Type No. Identifier Type Channel
2 mn Linear CHANT Clean. mede
3o A
Change
language
Reset
o) "
Pats-
wod *
Details |

|u HMI ‘tEE

|
data
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3. Select "Machine data".

Display machine data

11.1 SINUMERIK controls

Group Al ~ Filters
9009 SMM_KEYBOARD STATE 0
9032 SMM_HMI_MONITOR i
9056 SMM_ALARM_ROTATION_CYCLE 0 ms
9057 $MM_ENABLE CHANNEL_MSG_FILTER 1
19100 $MM_CHANGE_LANGUAGE_MODE 1
9102 SMM_SHOW_TOOLTIP 1
9103 $MM_TOOLTIP_TIME_DELAY 13
9104 SMM_ANIMATION_TIME_DELAY 10%
9105 SMM_HMI_WIDE_SCREEN 1]
9106 SMM_SERVE_EXTCALL_PROGRAMS 1
9107 SMM_DRV_DIAG_DO_AND_COMP_NAMES 3H
$SMM_SINUMERIK_INTEGRATE I
SMM_ACCESS_HMI_EXIT 1
SMM_HMI_MEM_LIMIT_USER o
SMM_HMI_SKIN 2
SMM_EASY XML_DIAGNOSE OH
SMM_SIDESCREEN 2

iR R RS

4. Select the right-hand arrow.
5. Select "Display MD".

$MM_SIDESCREEN

Aciivating SINUMERIK intégiate prodicts

6. Check whether "9108 MM_SINUMERIK_INTEGRATE" is equal to "1".

7. 1£"9108 MM_SINUMERIK_INTEGRATE" is not equal to "1":
Then set "9108 MM_SINUMERIK_INTEGRATE" equal to "1".
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Group All - Filters
9009 SMM_KEYBOARD STATE ]
9032 SMM_HMI_MONITOR i
9056 SMM_ALARM_ROTATION_CYCLE 0 ms
9057 SMM_ENABLE_CHANNEL_MSG_FILTER 1
19100 SMM_CHANGE_LANGUAGE_MODE 1
9102 SMM_SHOW_TOOLTIP 1
9103 SMM_TOOLTIP_TIME_DELAY 1s
9104 SMM_ANIMATION_TIME_DELAY 105
9105 SMM_HMI_WIDE_SCREEN ]
9106 SMM_SERVE_EXTCALL PROGRAMS 1
9107 $MM_DRV_DIAG_DO_AND_COMP_NAMES 3H
SMM_SINUMERIK_INTEGRATE e
SMUM_ACCESS_HMI_EXIT 1
SMM_HMI_MEM_LIMIT_USER 0
SMM_HMI_SKIN 2
SMM_EASY_XML_DIAGNOSE OH

po
po

po

po

im

im

im "

im

po

po

im

im Reset ;
po (po)
B serch b
po

im

po
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11.1.1.3 Checking that SINUMERIK Integrate has been activated

Procedure
1. Press "F10" on the HMI operator panel.

>
Position [mm] Fndanrril_h ="

0.000 e
0.000 O000mmen |

0.000 0.000 mm/min 046
105% ;}";

b
REFPOINT

B
TEACH IN

-

Parameter Program

[l

Program
manager

e & Setup

MMR fTodls ‘m_we_uu

2. Select the right-hand arrow.
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3. Select "SINUMERIK Integrate".

L e e ]

MM

| ‘Settings ] | | | | IRemote | Tedeservice

SINUMERIK Integrate
-Access MyMachine
-Analyze MyCondition
-Analyze MyPerformance
-Manage MyPrograms P
-Manage MyTools Activate
-Manage MyMachines [Remote =
Provies B
URLs b
Basic installaton
App imstallatiod
| ‘ | | Teheservioe |

5. Check whether "SINUMERIK Integrate" is enabled.
6. If SINUMERIK Integrate is locked
— Select "Activate use".

— Confirm the activation

11.1.1.4 Checking proxy settings

Check that the proxy settings are correct if the machine accesses a network via a proxy.
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Procedure
1. Press "F10" on the HMI operator panel.

>
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3. Select "SINUMERIK Integrate".

=

v SINUMERIK INTEGRATE
L e e ]

Bl

Oeline |
services

| Tebeservice

MM
Remate

| semer |

4. Select "Settings".

Settings

System status

SINUMERIK Integrate Use ACTIVATED

-Access MyMachine
-Analyze MyCondition
-Analyze MyPerformance
-Manage MyPrograms —_—
-Manage MyTools Deactivate
-Manage MyMachines IRemote =

App installatios

| Tededtvice I i |
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5. Select "Proxies".

Automatc

Use proxy scripl

URL (proxy script)

Credentials
| Use fix proxy
Proxy 1 8 THE ]
I

Prony 2
Proxy 3

«

Back

6. Check the proxy information.

7. If the proxy settings are not correct
— Select "Edit".
— For the proxy settings, select "Overwrite here"
— Enter the correct settings

— Select "OK"

— Restart the machine.

Diectores: [

[ Automatic [#]Overwrite here
[Cluse proxy script [#]Overwrite here
URL (proxy script)

[zJuse fix proxy [#]Overwrite here

Prowy 1
Proxy 2

Proxy 3

[Cbirect []Overwrite here

‘ Teleservice |
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11.1.1.5 Checking the SINUMERIK Integrate URL

Procedure
1. Press "F10" on the HMI operator panel.

2
Position [mm] Fum =
0.000 ]
0.000 A8 ""{.“;E o
0.000 e ;
b
REF POINT
e
LE j E ﬁ‘ K MMR Tools  [AREA_NAME MM| > 2
Parameter Program m m Setup -

\?‘95‘}‘

REPQS

i+

i

v
[
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3. Select "SINUMERIK Integrate".

;
@ ™)
i SINUMERIK INTEGRATE
L T el ]
Bl

MMM
[Remate

Deline |
servies

| Settings ] | | | | Teleservice |

4. Select "Settings".

Settings

System status

SINUMERIK Integrate Use ACTIVATED

-Access MyMachine
-Analyze MyCondition
-Analyze MyPerformance
-Manage MyPrograms —_—
-Manage MyTaols Deactivate
-Manage MyMachines IRemote =

App installatios

| Tededtvice I i |
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5. Select "URLs".

Display home page
Edit

RenderService
URL Web service |
hittps:Nigateway.eul mindsphere.iolapilagentcom-mtsdevivihws 11/
Send timeout in seconds 200
Reception timeout in seconds 200 <

L

6. Check whether the specified URL information is correct.

Tebeservice

7. If the URL is not correct
— Select "Edit".
— For the web service, select "Overwrite here"
— Enter the correct URL.

— Select "OK".

— Perform an "sc reboot".

Directories: User -
Display home page [#l0verwrite here
RenderService [“]Overwrite here
URL Web service [“]Overwrite here

Send timeout in seconds 200 [#]Overwrite here

[#)Overwrite here

Reception timeout in seconds 200
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11.1.1.6

Procedure

11.1.1.7

Procedure

11.1.1.8

Procedure

11.1.1.9

Procedure

11.1.2

11.1.2.1

246

Checking the network connection

Check whether there is an Internet connection at the machine. Onboarding does not start
correctly if there is no Internet connection.

Checking directory "boot_job"

1. Check whether the following folders exist:
— On the PCU: C\Temp\boot_job
— On the NCU: var/tmp/boot_job

2. Ifthe folders do not exist, even though the previous preconditions have been satisfied, check
the network connection.

Checking the asset type in Insights Hub

Assets must be created as asset type under "BasicSinumericAsset".
1. Select: "BasicDevice > BasicSinumerikAsset > YourAssetType"

2. Create a new asset if the asset type does not exist there.

Checking the existence of onboard.key

File onboard.key must exist in directory "boot_job".

Onboarding does not start if onboard.key does not exist.

Resolving known faults

Onboard key exists but onboarding does not start
e "onboard key" exists in directory "boot_job".

¢ Onboarding does not start.

Manage MyMachines /Remote
Function Manual, 01/2024, A5E44039359B AV



Troubleshooting when onboarding

11.1 SINUMERIK controls

Cause
¢ There are problems with the network connection.
* The date or time set at the HMI is incorrect.
Remedy
¢ Check the network connection.
¢ Check whether the date and time settings are correct.
¢ If the date or time is incorrect
— Select "Settings > HMI > DateTime".
— Enter the correct date and time.
— Select "OK".
— Restart the HMI.
11.1.2.2 Onboarding starts, cert.key is created; however, onboard.key does not disappear
¢ Onboarding starts.
e "cert.key" exists.
e "onboard.key" does not disappear.
Ivarftmp/boat_job/
Name Sze Changed
i 21.09.2022 15:20:39
| onboard. key 2KB  21.09.2022 16:01:44
onboardClientld.dat 1KB  21.09.2022 15:20:39
| cort.doey 2KB  21.09.2022 15:20:39
() shutdown json 1KB  21.09.2012 15:10:02
[% timesyne json 1KB  21.09.2012 15:09:32
Cause
The SINUMERIK Integrate URL is incorrect.
Remedy

¢ Check whether the SINUMERIK Integrate URL has been correctly specified.

¢ Check whether "onboard.key" has expired. The expiration time is 30 minutes.

— Clean all the files in the "boot_job" folder.

— Create a new onboard.key and save it.

— Perform an "sc reboot". It is not sufficient to just restart the HMI.
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11.1.2.3 No boot script available

An error message indicating that a boot script is not available is displayed at the HMI.

Mo boot script available

Position [mmi]

0.000
0.000
0.000

Cause
¢ Problems with the network connection have occurred.
* Thereis a problem with the date or time setting.

¢ The SINUMERIK Integrate URL is incorrect.

Remedy
¢ Check the network connection to the machine. Also check the proxy settings.
¢ Check whether the date and time settings at the HMI are correct.

¢ Check whether the SINUMERIK Integrate URL is correct.

11.1.3 More information

Running "sc reboot"
You can use WinSCP.
1. Open WinSCP.
2. Log on with the user name and password of the device.
3. Open the console using "Open Terminal".
4. Enter "screboot".
5

. Click on "Execute".
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Executing an HMI reboot
1. Press "F10" on the HMI panel.
2. Select the right-hand arrow.
3. Select "HMI reboot".

Updating SINUMERIK Operate causes problems relating to date and time

If HMI date and time are not current, the directories have the following creation dates and times.

Fuarftmp/

Mame Size Changed

vl 19.05.2022 16:45:09
simulation 21.09.2012 15:12:44
dtsTrmpDir 21.09.2012 15:12:34
dtsDir 20.09.2012 15:12:34
dh 21.09.2012 15:12:34
boet_job 21.09.2012 15:09:32

Check whether the HMI date and time are current.

™7 | Machine configuration

Machine axis Drive Motor
Index  Name Type No. Identifier Type Channel

Set date and ime

3 o | [Jusetime server I
Name | IP O
[#]Use time zone

Time zone EuropelBerlin (UTC+1:00) -
current gl 211 12 3:13:31 PM

Format Mwiddlyy h:mm:ss AP e SErve
New o8l 211 12 3:13: 31 BM

-

o] 2 | 0w | 20 = B | >

Onboarding duration

If you have saved onboard.key, then onboarding is completed within between 2 and 3 minutes.
The duration depends on the SINUMERIK device that is used for onboarding.

Directory {TempDir}/boot_job

The value of {TempDir} refers to the following entry from file "/user/Sinumerik/hmilcfg/
ePSConfig.xml":

<global><stations><station name="NCU840D"><tempDir>

The default value of {TempDir} is "lvaritmp".
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Appendix A

A.1 Preconditions for the Shopfloor Management Application
NCU
MyMachmes L e [ B s ‘ lasighis b Sardcss
Remote Server Backend Services
AWS ChiusdFourndry Insights Hub {Saa5}

Remcte | | SswUMERK
viograia | | gt
Chants | | Cleots

SINUMERIK Oparate {hmi)

NCU (linux)
L T
IPC

Manage Manage MyMachines Manage
MyMachines [Remote MyMachines Connectivity Insights Hub Services
/Remote Server Backend Sarvices Sarvices

WS CloudFaundry insights Hub {S8a5)
Company
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A.1 Preconditions for the Shopfloor Management Application

Precondition

PCU
. = 1 . r X .
Manage Manage MyMachines Manage . -
MyMachines |+ /Remote MyMachines Connactivity lpshatz Hub Sepices
/Remote Sarver Backend Sewvices | Services
NS CloudFoundry Insighis Hub {SaaS)
- Fs——y e

SEUAAE O
Caaris
SINUMERIK

Operate [hmi)

NCU
PCU (win) | | (linux)

5 15 Comgarry

The system on which "SINUMERIK Integrate" or "HMI Advanced" is installed has access to the
internal network and to the Internet.

Connections required

252

Connections with SINUMERIK Integrate

The SINUMERIK Integrate client is installed and activated in SINUMERIK Operate or HMI
Advanced.

Configure the MMM Machine Communication URL in the SINUMERIK Integrate client.
If a proxy is installed in the network, configure the proxy in the SINUMERIK Integrate client.
You can find more information in the "Configuring URL and proxy" chapters for

* SINUMERIK 840D sl (Page 43)
* SINUMERIK 828D (Page 50)

The SINUMERIK Integrate client is connected with the Internet and has access to the address
Gateway client based (https://gateway.eul.mindsphere.io/apilagentcom-mmmops/v3/ws11).

Internal links required

For machines to access the "MMM Machine Communication" URL, access to the following
pages is allowed within the firewall of the internal network:

¢ *siemens.com (https://siemens.com)

¢ cdn.authO.com (https://cdn.auth0.com)

¢ static.mentor-cdn.com (https://static.mentor-cdn.com)

* *.mindsphere.io (https://mindsphere.io)

¢ *siemens.cloud (https://siemens.cloud)
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Appendix

A.2 List of abbreviations

To register machines in the MMM connection:

¢ (all the following page:
Asset Manager (https:/lyourtenant-assetmanager.eul.mindsphere.io/entity/yourtenantid/
plugin/mtaassetconfig?selected=yourassetid)

* Download the "onboard.key".

Summary
Devices in the factory have access via the internet to

e *siemens.com (https://siemens.com)

¢ cdn.authO.com (https://cdn.auth0.com)

¢ static.mentor-cdn.com (https://static. mentor-cdn.com)

e *.mindsphere.io (https://mindsphere.io)

¢ *siemens.cloud (https://[siemens.cloud)

The proxy and MAC address configuration for the machine agents is correct. If the internet
connection is interrupted, then data are backed up encrypted and locally in the buffer of the
client/agent.

The registry key for MMM /Remote Session is stored encrypted on the hard disk.

A.2 List of abbreviations
Admin Administrator (user role)
AMM /C Analyze MyMachine /Condition
AST Auto Servo Tuning: Automatic servo tuning
CNC Computerized Numerical Control:
COM Communication
DIR Directory:
FAQ Frequently Asked Questions
h Hour
HTTP Hypertext Transfer Protocol
HTTPS HyperText Transfer Protocol Secure,
IB Commissioning engineer (user role)
ID Identification number
IE Internet Explorer
IFC Interface Client
loT Internet of Things
IPC Industrial PC
MB Megabyte
MFA Multi Factor Authentication
MLFB Machine-Readable Product Code
MMM Manage MyMachines
MMM /R Manage MyMachines /Remote
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Appendix

A.2 List of abbreviations

MO Machine operator

MQTT Message Queuing Telemetry Transport

MSTT Machine control panel

NC Numerical Control: Numerical control

NCU Numerical Control Unit: NC hardware unit

OEM Original Equipment Manufacturer

opP Operation Panel: Operating equipment

Open API Open Application Programming Interface: open programming interface
PB Package Builder

PC Personal Computer

PCU PC Unit: Computing unit

PLC Programmable Logic Control: Programmable Logic Controller
REST API Representational State Transfer Application Programming Interface
SE Service engineer

S SINUMERIK Integrate

SK Softkey

SW Software

TPM Trusted Plattform Module: Chips for safety functions

URL Uniform Resource Locator

uTC Universal Time Coordinated, coordinated global time

UTS Usage Transparency Service

VNC Virtual Network Computing

VPN Virtual Private Network
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Access levels for STEP 7, 198
Activating
Data acquisition, 27
SINUMERIK Integrate client, 41
Using SINUMERIK Integrate, 42
Asset
Asset type, 73
Create, 76
Online status, 75
Asset Manager
Functions, 71
Open, 72
Authorizations, 70

C

Calendar function, 138
Certificate
Download, 100
Import for machine operator (MO), 145
Import for service engineer (SE), 159
Charging model, 80
Commissioning overview, 27
Conference call, 167
Configuring the proxy
SINUMERIK 828D, 50
SINUMERIK 840D sl, 43
Configuring the URL
SINUMERIK 828D, 50
SINUMERIK 840D sl, 43
Create drive
SINUMERIK 840D sl, 49

D

Data acquisition
Activating, 27

Desktop sharing, 181, 184

Displaying version data, 29

E
ePSConfig.user.xml, 58
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Exchanging a certificate
Linux, 56
Windows, 57

F

File transfer, 167
Assigning attributes, 194
Cancel, 193
Deleting files, 194
Execution, 185
Exit, 195
Performance optimization, 191
Protocol, 192
Restart, 190
Settings, 211
Start, 186

Insights Hub
Connecting the SINUMERIK open-loop control, 89
Disconnecting the SINUMERIK control system, 229
Login, 65
Installation
Manage MyMachines /Remote Service Client
MO, 142
Manage MyMachines /Remote Service Client
SE, 156
SINUMERIK 828D software update, 31

L

Language
Change, 213
Logging settings, 215
Create folder, 216
Find directory, 216
Login settings, 211

M

Machines
Exporting data, 98
Filtering, 98
Registering, 97
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Activating, 80
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Open, 94
Product information, 9

Managing remote sessions, 127

N

Network interruption, 210

o)

OEMFrame application
Integrating, 152
onboard.key
SINUMERIK 828D - WinSCP (NCU), 54
SINUMERIK 840D sl - NCU, 47
SINUMERIK 840D sl - PCU 50, 47
SINUMERIK 840D sl - WinSCP (NCU), 48
Online status, 75

P

Proxy settings, 151, 164
Configuration, 151, 164
Own logon data, 152, 165

R

Recording the session, 167
Remote access
Changing the conference leadership, 207
Changing the network interface of the SIMATIC
Manager, 196
Remote STEP 7, 198
Remote Service Client
Download, 98
Remote session
Exit, 209
Join, 114
Overview, 104
Remote sessions
Overview, 117
Remote STEP 7
Close, 199
Start, 198
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S

Screen

Sharing, 167, 181, 184

Service Client

Logging settings, 215
Login data, 211

Proxy server,

151, 164

Setting file transfer, 211

Session log
Editing, 124

Export PDF, 128
Exporting CSV, 128
Settings, 122

Setting the login data, 211

Settings

File transfer settings, 211
Logging, 215

Login, 211

Proxy settings, 151, 164
Shopfloor Management Application, 80

Open, 79

Silent Installation, 154
SINUMERIK 828D
Configuring the URL and proxy, 50
Installing a software update, 31
SINUMERIK 840D sl
Configuring the URL and proxy, 43

Create drive,

49

SINUMERIK Integrate
Activating client, 41
Activating use, 42
Lock use, 231

SINUMERIK Integrate Client update
For SINUMERIK Operate under Linux, 37
For SINUMERIK Operate under Windows, 32
Installing, 32

Step 7 via the Internet, 167

Symbols

Functions, 169

T
TIA Portal

Connecting the device, 200
Disconnecting the connection, 204

Time range
setting, 138
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SINUMERIK Operate under Linux, 37
SINUMERIK Operate under Windows, 32
User groups, 70
User interface, 168
User roles, 168
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